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Ag end a
• J av a ( I n -) S e cu ri t y  A n t i p at t e rn s

• G o a l s  a n d  P r o t e c t i o n  m e c h a n i s m s
• C o v e r t  a c t i v i t i e s  b y p a s s i n g  J D K  
s e c u r i t y  
• c h a n n e l s  a n d  
• t r i g g e r s  

• E x e m p l a r y  R e f a c t o r i n g s
• C o n c l u s i o n
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Short history of Java Security
• I n  c o n t r a s t  t o  C / C + +  J a v a  w a s  d e s i g n e d  f r o m  t h e  b e g i n n i n g  w i t h  s e c u r i t y  g o a l s  i n  m i n d

� � � !� " # $ % &'

� � � ( &% % ' $*) + % $*) ! % ,- ' $ " # .

� / &0 ' $ % 1 2% &# % + $� ! &� 3 " 1 % + - # . 0 - . % ' - (% $*)

� 4% & " ( " - 5 + % ' % , 0 & " $*) " # 5 " # - & " % '
• J a v a  v e r s i o n s  1 . 0 / 1 . 1  w e r e  b a s e d  o n  a  s i m p l e  s a n d b o x  m o d e l  [ d o  n o t  t r u s t  r e m o t e  c o d e ]  
• J a v a  > =  1 . 2  a d d e d  p r o t e c t i o n  d o m a i n s ,  c o d e  s i g n i n g ,  J A A S ,  r u l e  b a s e d  p o l i c i e s ,  e t c .
• b u t  …
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�� �� �� � �Short history of Java 
in se c u rity 
• H a c k e r s  

• t y p i c a l l y  d o  n o t  g o  t h r o u g h  t h e  f r o n t  
d o o r  

• D o  n o t  b e h a v e  i n  a c c o r d a n c e  t o  
s p e c i f i c a t i o n s

• S e e k  e r r o r s  i n  t h e  i m p l e m e n t a t i o n s
• u t i l i z e  c o v e r t  c h a n n e l s  a n d  t r i g g e r s  f o r  
t h e i r  p u r p o s e s

• E x a m p l e s :  
• M a l i c i o u s  a p p l e t s  [ L a D u e ,  F e l t e n ]
• C l a s s l o a d e r ‘/’ a t t a c k s  [ L S D ] 
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G uid el ines

� � � !#" $&% ' (% )* � + , ) ' -#. /0 " 1 $" - + + � . - ) 2 -#. 3 14 1 $ ' ( ) 5 10 "

6 7 8#9 7;: <>=? @;A <=B CD E @;AF A B A>G < @ A ? H;I D J H @;K E L? L @;K M? = @? J H : E

6 7 N9 7;: OD K : EK B I :

6 7 P9 7;: <>=? @;A <=B CD E @;AF I D J H @K M? = @? J H : E

6 7 Q9 R =B L : K L R? K S? F : E

6 7T 9 U? S: B JV : K L E @ C CD L? J H : @ <I B E E @ J H :

6 7 W9 X : M: = = : LD = A ? = : <: = : A K : LB ? A @ A L : = A ? H? = =? Y LZ ? L

K B A L? @ A E E : A E @ L @ M: O? L?

6 7[ 9 X : M: = E LB = : D E : =G ED I I H @ : O? = =? Y E O @ = : K L H Y \D E : = K B O : C? YK Z ? AF : @ L]

6 7 ^9 _a` ? = : A : E E @ A b : = @? H @ac ? L @B A \ d JV : K L E H : ? M: ef U

I =B L : K L @B A ]

6 7 g9 _a` ? = : A : E E ` @ LZ \A ? L @ M: ] C : LZ B O E LB LZ : H? Y: = J : HB `

6 7 8h 9 i H : ? = E : A E @ L @ M : @ A <B = C? L @B A

6 7 8 8#9 j: : I I = @ M @ H :F : O K B O : I ? LZ E? E EZ B = L? EI B E E @ J H :\k : ` ? = : B < _ H H R : = C @ E E @B A E]

http://java.sun.com/security/seccodeguide.html
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JDK Security A n tip a ttern s

• B r o w n  e t  a l .  :� � �   ! !  " #  $ % &" '" �( ) & � �  * " ( ! �,+ $

! $ -,. �( $ " !0/ ( " ! �  & 1 $ % &2 * $ 3 -  4 & " 1 & ! $ -,. �( $ "% $* $* 1 ( " &*5 1  ! (76 " 2 & � �  * " !08

−

9: ; <=?> @ A @B C7D A = B E = @F > B G C ;H I A =?JLK M A = @ I

J B H H B E C7N B J J D > > = EO @B C7D A = B E A: I A O ; E ;> I A ; @

B P ;> Q: ; C H = EO C7N E ;O I A = P ; J B E @ ;R D ; EJ ; @K

−

9: ; @ ;J B E S @B C7D A = B E = @ J I C C ; S A: ; > ; < IJ AB > ; S

@B C7D A = B E AB > ; @B C P ; A: ;F > B G C ;H

• S e c u r i t y  A n t i p a t t e r n d u e  t o  V i o l a t i o n  o f  
s e c u r e  c o d i n g  g u i d e l i n e s

• N e g a t i v e  c o n s e q u e n c e s :  T UWV X YZ [7\ ]7^ _ _ Y `7a b X c V `^ [ Y c _ [ Yd Z c [,e fhg i

j i
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R1: Public static non-f inals

� � �  !#" $" % & '( )*+ ,.- / ) 0 & ,1 /2 34 ( 5 6 67 + 1 6 '- 8 '9 )( :+ 7 ;' 6 '- / ) % ' < '* '* 0 % )+ - )(>= 1 / )( )
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? AT U D G A P B P C I A D V G E P E H L V H A QF G P C F R A EK DF G E D EK AM G AB W GP F F B AG G G U P L AYXZ [ )1 1 , * 9 1 / ) 6 5 \ < ,.- ( 1 '1 ,.- * 7 *^] : , * ' < : , ) < 0 (

? H G C D E_ Q DL S AF _ N EK A P U U Q A E G A LM B H EN R P C P I AB
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Z � ' < < , * 9 1 / ) [1 '1 ,.- 3 )1 / 7 0 (

? P Q Q D @G L B A P E H DC D V L D~ AB E EJB HJI I AB G

? � Q Q D @G E D HC V QM AC L A _ AK P ~ H DB D VM C F AB Q N HC I �� VB D RM C UB H ~ H Q AI AF � B D E AL E H DC � D R P HC G � P U U Q A E GY� _ A P C G K A Q Q G� � �
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How to find the covert channels

• R e a d t h e s o u r c e c o d e
• G r e p s r c . z i p

• W h e n n o t a v a i l a b l e u s e b y t e c o d e
a n a l y s i s t o o l s
• B C E L
• F i n d b u g s

• t o  s c a n t h e j a r f i l e s
• L i s t  o f  p u b l i c n o n -f i n a l s t a t i c f i e l d s
• L i s t  o f  p u b l i c s t a t i c m e t h o d s
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Covert c h a n n el s i n  th e J D K
• C r o s s -s i t e J a v a  

� � � � ! " # $% &" ' # $ ( ) * * " ! +) , ) ! ! % - ) � � ! " # . ! % ) / " /

0 '% + /1 0 0" '" * # . 1 #" . #% $% + +2 *1 $) #" ) * /3 ,� ) . .

# ( " . ) * /3 % 4

• T h e s t a t i c n o n -f i n a l S t r i n g  f i e l d s
• S_VERSI ON

) * /

• LANGUAGE 

1 *

or g. apache. xal an. pr ocessor . XSLPr ocessor Ver si on� ) '" . 1 *5 ! " # % * . ! % ) / " /3 , # ( " 6 % % # $ ! ) . . ! % ) / " '

� $) * 3 " 2 . " / #% " 4 $ () *5 " . " '1 ) !187 " / % 3 9 " $ # .

• W a s  r e p o r t e d t o  S u n  i n  N o v e m b e r  2 0 0 3
• F i x e d i n  J D K  1 . 4 . 2 _ 0 5  [ J u l y 2 0 0 4 ]
• B u t a  l o t  m o r e s t i l l  a v a i l a b l e i n  t h e J D K
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String[] envs = {"USERDOMAIN", 
"USERNAME", "USERPROFILE", "CLASSPATH", 
"TEMP", "COMSPEC", 
"JAVA_HOME","Path","INCLUDE"}; 

for (int i = 0; i < envs.length; i++) {

String val = NBAFactory.getEnv
(envs[i],base.data,base.data+32768); 

if (!(o instanceof Applet)) {

System.out.println(envs[i]+":"+val); 

}  else {

javax.swing.JOptionPane.showMessageDialog
((java.applet.Applet) o,envs[i]+":"+val);

}

}

try {

java.util.Properties p = 
System.getProperties();

p.list(System.out);

}

catch
(java.security.AccessControlException

e) {

System.out.println("Cannot read
environment via getProperties:"+e);

}

Bypass (e x pl o i t w ay)S an d b o x  (t h e saf e
w ay)
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F ur th er  r es ea r ch
• R 1  &  R 5  &  R 6  :  X M L -S n i f f i n g ,  A p p l e t s  
m a y i n s t a l l c a l l b a c k h a n d l e r s t h a t
a l l o w t o  r e a d o t h e r a p p l e t s X P a t h
d a t a

• R8: S e r i a l i z a t i o n ,  M a l i c i o u s o b j e c t s
o n  t h e w i r e

• R1 1 : P r i v i l e g e d c o d e ,  s u c h  a s  t h e
a p p l e t l e t s y o u t o  g u e s s f i l e n a m e s
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For m ore i n f o
C on t a c t :

s c h on e f @ a c m . org
O b s e rv e : 

i l l e g a l a c c e s s . org

D ow n l oa d :
https://j c ha i n s. d e v . j a v a . n e t/
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C on c l u s i on
• S e e m s to  b e  tha t J a v a  i s n o t sa f e  b y  
d e f a u l t. . .

• Q u e sti o n s ?  


