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Kurzfassung

Die zunehmende Vernetzung von Regelungssystemen eröffnet neue Möglich-
keiten, wie etwa cloudbasierte Regelungsservices. Gleichzeitig sind vernetzte
Systeme anfällig für Cyberangriffe und Datenlecks. Diese Dissertation zielt
daher darauf ab, die Sicherheit cyber-physischer Systeme zu erhöhen, indem
die Vertraulichkeit von Prozessdaten während ihrer Auswertung gewährleistet
wird. Zu diesem Zweck werden fortschrittliche kryptographische Techniken
wie homomorphe Verschlüsselung und Secure Multi-Party Computation ein-
gesetzt, welche Berechnungen auf verschlüsselten Daten ermöglichen. Bei der
Entwicklung neuartiger verschlüsselter Regelungen zeigen sich jedoch einzig-
artige interdisziplinäre Herausforderungen, die Kenntnisse aus der Kryptogra-
phie und der Regelungstheorie erfordern.

Der erste Abschnitt dieser Arbeit widmet sich iterativen Regelungsalgorith-
men. Zunächst werden cloudbasierte dynamische Regler betrachtet. Diese
nutzen eine lineare Iteration, welche bei verschlüsselter Auswertung zu einem
Zahlenüberlauf führen kann. Wie sich mittels systemtheoretischer Analyse
zeigt, ist eine Untergruppe von dynamischen Reglern, die sich effizient ver-
schlüsseln lässt, nicht von diesem Problem betroffen. Zusätzlich werden Kon-
sensprobleme im Bereich verteilter Systeme untersucht. Innerhalb der zuge-
hörigen Algorithmen werden sowohl Iterationen als auch die Zugriffskontrolle
auf Daten adressiert. Im nächsten Teil der Arbeit stehen Regelungen im Fo-
kus, die nicht-polynomielle Funktionen nutzen, wobei modellprädiktive Re-
gelungen von besonderem Interesse sind. Verschlüsselte Implementierungen
solcher Funktionen stellen sich oftmals als ineffizient heraus. Ein Ausweg bie-
ten neuronale max-out Netze, die in der Lage sind, beliebige kontinuierliche
Funktionen zu approximieren. Außerdem lassen sich diese Netze effizient mit-
tels Secure Multi-Party Computation auswerten. Abschließend behandelt der
letzte Teil der Arbeit eine Sicherheitsanalyse von zufälligen affinen Transforma-
tionen. Diese Transformationen erfreuen sich seit Kurzem großer Popularität,
bieten aber derzeit keine technisch fundierte Sicherheitsgarantie.

Die zuvor genannten Resultate werden stets mithilfe numerischer Analy-
sen validiert und anhand relevanter Beispiele veranschaulicht. Obwohl bereits
bedeutende Fortschritte erzielt werden konnten, sind weitere Effizienzsteige-
rungen für die praktische Anwendung von verschlüsselter Regelungstechnik
von größter Bedeutung.
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Abstract

The increasing interconnectivity of control systems paves the way for exciting
new opportunities, such as cloud-based control services. At the same time,
connected control systems are susceptible to cyberattacks and data leakage.
Therefore, this dissertation aims to enhance the security of cyberphysical sys-
tems by ensuring the confidentiality of control data during its evaluation. To
achieve this, advanced cryptographic techniques such as homomorphic en-
cryption and secure multi-party computation are utilized, which enable com-
putations on encrypted data. However, the development of novel encrypted
controllers results in unique interdisciplinary challenges that necessitate a nu-
anced approach, blending elements of cryptography and control theory.

The first section of this thesis is devoted to iterative control algorithms. First,
cloud-based dynamic controllers are considered. These are based on a linear
iteration, which can lead to a numerical overflow in an encrypted evaluation.
Our system-theoretic analysis reveals that a specific subset of dynamic con-
trollers, which can be efficiently encrypted, is not affected by this problem.
Second, privacy in consensus problems of multi-agent systems is explored. In
the related algorithms, we address iterations and a mechanism to control the
data access. The subsequent section of this thesis focuses on controllers that
use non-polynomial functions, where model predictive control is a prominent
example. Encrypted implementations of these functions are often inefficient.
Our novel approach uses max-out neural networks, which form a versatile ba-
sis to approximate any continuous function. Moreover, they are well-aligned
with primitives from secure multi-party computation, resulting in an efficient
implementation. The final section conducts a security analysis of random affine
transformations. Although these transformations have gained significant pop-
ularity, they currently do not offer a technically sound security guarantee.

The aforementioned results are numerically validated and illustrated with
relevant examples. Although significant progress has been made, further effi-
ciency improvements are paramount for the practical application of encrypted
control.
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Notation

In the following, we list the symbols and acronyms used in Part I of this thesis.
The articles in Part II are self-contained and may use slightly different notation,
which is explained within each article.

Acronyms and abbreviations

ADMM alternating direction LWE learning with errors
method of multipliers MPC model predictive control

CCA chosen-ciphertext attack OT oblivious transfer
CKKS Cheon-Kim-Kim-Song PHE partially homomorphic en-
COA ciphertext-only attack cryption
CPA chosen-plaintext attack PPT probabilistic polynomial time
CPS cyberphysical system PWA piecewise affine
DP differential privacy RAT random affine transformation
FHE fully homomorphic en- RLWE ring learning with errors

cryption SMPC secure multi-party computa-
FIR finite impulse response tion
GC garbled circuit SS secret sharing
HE homomorphic encryption s.t. such that
IND indistinguishability TTP trusted third party
KPA known-plaintext attack ZKP zero-knowledge proof

Control-related symbols

Roman letters
h characteristic polynomial coefficient
k discrete time-step
l output dimension
m input dimension or global decision variable dimension
n state dimension
p number of preactivations
J local cost function
Np prediction horizon
T controller reset period
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b feedback gain vector
c gradient vector
d, e max-out neural network parameter vectors
g affine averaging parameter vector
p distributed optimization parameter vector
s inequality constraint vector
u control input vector
x system state, controller state, or local decision variable vector
y measurement vector
A, B, C system state, input, and output matrix
E, F, G, H controller output, feedthrough, input, and state matrix
I identity matrix
K feedback gain matrix
L, M max-out neural network parameter matrices
P inequality constraint matrix
S, T equality constraint matrices
Q Hessian matrix
W weight matrix
Y matrix with rows representing bit decompositions

Greek letters
θ number of segments in a piecewise affine function
λ eigenvalue or characteristic polynomial parameter
ρ optimization step size in ADMM
ν vector of Lagrange multipliers
ζ global decision variable vector
Γ parameter matrix in ADMM

Calligraphic letters
B set of neighboring polyhedra
I ,K,L index sets for agents or polynomials
N set of neighboring agents
P a polyhedron
T set of terminal constraints
U set of input constraints
V set of convex folds in a convex decomposition
X set of state constraints
Y set of concave folds in a convex decomposition
F FIR controller feedback gain matrix
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Cryptographic symbols

Roman letters
a random polynomial a(X) in an RLWE instance
b bit or ciphertext component in an LWE (RLWE) instance
e error e (error polynomial e(X)) in a LWE (RLWE) instance
f function over the message space
g function over the plaintext space
ℓ level in CKKS cryptosystem or random label in GC
m input dimension
p prime number
q modulus
r, rmax random number, uniform distribution bound in the RAT scheme
s scaling factor for a fixed-point encoding
t reconstruction threshold in SMPC
v encoded value
x plaintext value
y protocol output in SMPC
z message (often an encoded state or measurement)
C random variable for security definitions
I number of wrap-arounds modulo q
N key length (ring dimension) in an LWE (RLWE) instance
M number of parties participating in a SMPC protocol
P large positive integer in the CKKS cryptosystem
P party in SMPC
Q large modulus for a CKKS bootstrapping
Rmax uniform distribution bound in the RAT scheme
X polynomial variable
Y, Z random variables for security definitions
a random vector in an LWE instance
r random vector in the RAT scheme
v message vector (often an encoded control input)
x plaintext vector (often a state)
y ciphertext in the RAT scheme
R random matrix in the RAT scheme
V Vandermonde matrix in the CKKS encoding
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Greek letters
ζ root of unity in the CKKS encoding
α, β, γ multiplication triples in SMPC
δ multiplication protocol message in SMPC
ϵ rounding error or a message in the multiplication protocol
κ security parameter
ρ automorphism for rotations in the CKKS cryptosystem
Φ cyclotomic polynomial
ξ, ω input vectors for a GC

Calligraphic letters
A adversary
C ciphertext space
D set or distribution to be specified
H set of adversaries in SMPC
P plaintext space
S simulator in SMPC
Z message space

Multi-letter symbols
1κ input string of length κ

ct(z) ciphertext of z
ek encryption key
evk evaluation key in the CKKS cryptosystem
gcd(a, b) greatest common divisor of integers a and b
negl(κ) negligible function of κ

msg message in SMPC
pk, sk public, secret key
swk switching key in the CKKS cryptosystem
view view of a party in SMPC
Add, ‘ addition algorithm or protocol
Dcd decoding algorithm
Dec decryption algorithm
Ecd encoding algorithm
Enc encryption algorithm
Eval evaluation algorithm or protocol
Mult, b, ˆ multiplication algorithm or protocol
OT1

2 1-out-of-2 oblivious transfer protocol
PAdd, ‘ public addition algorithm or protocol
PMult, b public multiplication algorithm or protocol
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Mathematical notation

Algebra
C complex numbers
N natural numbers
Q rational numbers
R real numbers
Z integer numbers
Zq set, ring, or field of integers modulo q
Z˚

q multiplicative group of integers modulo q
R cyclotomic ring of polynomials Z[X]/(XN + 1)

with elements a(X) =
řN´1

i=0 ãiXi (mod XN + 1)
Rq quotient ring R/qR = Zq[X]/(XN + 1)

Symbols and operations
K indicates no output
t¨s, t¨u, r¨s component-wise rounding, flooring, and ceiling
i, j integer index variables
a Ð D sampling uniformly at random from set or distribution D
|a| absolute value of a
a||b concatenation of a and b
mod q reduction of an integer modulo q
a = b (mod q) abbreviation for a mod q = b mod q
a´1 mod q multiplicative inverse of a P Zq

z(i) i-th share of z
[z] additive shares of z
D(Y1, Y2) statistical distance between random variables Y1 and Y2
Y1

c
” Y2 Y1 and Y2 are computationally indistinguishable

Pr(Y = r) probability that random variable Y takes value r
1 vector of all ones, i.e., (1, 1, . . . , 1)J

ā component-wise complex conjugation
a ď b component-wise inequality
a ˝ b component-wise multiplication (Hadamard product)
}a}W weighted 2-norm, i.e.,

?
aJWa

}a(X)}8, }a}8 8-norm, i.e., }a(X)}8 = maxi |ãi|, }a}8 = maxi |ai|

µ(a) partial inverse of the modular reduction
σ(a) sign bit of a, i.e., 0 if 0 ď a, 1 otherwise
A(Y) adversary receives samples of Y
O(N) asymptotic time complexity linear in N
maxt¨u largest element of a set
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Chapter 1

Introduction

In this chapter, we will motivate the thesis, provide an extensive review of the
literature, and outline the content.

1.1 Motivation

Control systems form the backbone of automation and smart technologies such
as the Internet of Things [35]. At its core, control embodies a decision-making
process that provides inputs to a system such that it follows a desired behavior.
Central to this approach is the use of data that is most predominantly used in
a feedback loop. The power of control lies in its abstraction, which facilitates
its ubiquitous application across diverse fields. Due to the seamless operation
of a system, control often goes unnoticed despite its pivotal role as an enabling
technology.

The growing interconnectivity in control systems due to robust wireless com-
munication and cloud usage [198] paves the way for leveraging large amounts
of data, pooling and outsourcing resources, achieving rapid scalability, and
simplifying maintenance. Moreover, service-based control solutions that can
provide state-of-the-art controllers without the need for expert knowledge be-
come conceivable. This lowers costs and facilitates a future where data-driven
and distributed control unfold their full potential by enabling more complex
tasks while providing efficiency and resilience. The combination of these ben-
efits can profoundly impact various domains, such as industrial automation,
transportation, and energy [81].

In control systems, safety is not an option; it is a necessity. This is because
the line between suitable system behavior and catastrophic malfunction can
be thin. As a result, safety became one of the most influential concepts in
control and presents itself in the form of stability, robustness, fault tolerance,
reliability, or resilience. However, with increasing connectivity, considering
safety only in terms of these classical control notions falls short. More precisely,
connected control systems are embedded in an IT network, which inevitably
results in vulnerabilities to cybersecurity threats. For example, a characteristic
property of interconnected/networked control systems is that data is processed
externally on not necessarily trustworthy platforms, such as cloud servers or

1



Chapter 1. Introduction

agents. Furthermore, even seemingly isolated control systems, e.g., for critical
infrastructure, became targets of tailored malware attacks, where data theft,
data erasure, and unauthorized control access are common functionalities (see
[11, 224] for detailed overviews). While most of such attacks are sophisticated,
also incorrectly configured devices can become a gateway for an attacker [47].
Possible outcomes of attacks include loss of safety, data, life, production, and
competitive advantage, which can affect society and the environment. Due
to their real-world implications, these threats are paramount in cyberphysical
systems (CPSs) such that connected control systems’ safety crucially depends
on their security.

1.2 Methods overview

Cybersecurity threats are commonly categorized into confidentiality, integrity,
and availability threats [29]. Confidentiality focuses on data privacy, integrity
ensures that data remain unchanged without authorization or detection, and
availability pertains to the accessibility of data and services. Different tech-
niques can be pursued to contend with these imminent threats.

Control-related methods

One appeal of control-based methods is a simple integration into existing sys-
tems and no communication overhead because control signals are directly al-
tered. In this context, legacy control systems are of particular interest. These
are vulnerable due to a lack of basic security features, stemming from their
long-lived and infrequently updated hardware. Therefore, it is commonly as-
sumed that the communication network (often a fieldbus) is insecure, allowing
attackers to eavesdrop on and maliciously interfere with sensor and/or actua-
tor signals. To avoid easy detection, sophisticated attackers aim for stealthiness,
as a detector can quickly identify those merely causing damage. This gave rise
to the notions of zero-dynamic [185], covert [220], or bias injection attacks [231]
which differ in several aspects, such as impact, signal access, and required
knowledge. For instance, covert attacks use sensor and actuator signals, giving
an attacker complete control over the plant, but they require profound sys-
tem knowledge. Detection and impact limitation strategies for such stealthy
attacks are discussed in [231, 239]. Another type of attack is replay attacks [169,
170]. These evade detection systems by storing authentic data and replaying
it later, which opens the feedback loop. The detection of replay attacks (and
other stealthy attacks) is addressed in [84, 87] by (multiplicative) watermarking
without degrading the closed-loop performance. Finally, loss of availability via
denial-of-service attacks has been investigated earlier in networked control (see,
e.g., [14, 44, 68]). However, preventing attacks on the availability instead of
dealing with their ramifications is attributed to the field of computer science.

2



Chapter 1. Introduction

Cryptographic methods

Although studying system-theoretic perspectives on cyberattacks and defenses
is insightful, standard cryptography can guarantee confidentiality and integrity
during communications. More precisely, this is achieved by establishing shared
secrets [197] that are subsequently used to encrypt [62] and authenticate [21]
messages. Additional cryptographic nonces or timestamps can be used for the
detection of replay attacks [125, p.112]. Moreover, these methods are highly
efficient, except for the one-time establishment of shared secrets. Still, integrat-
ing cryptography into an existing plant can pose practical challenges such as
incompatibility with the currently used communication protocol.

Nevertheless, assuming secure communications narrows the potential tar-
gets for an attack down to devices and platforms where data is processed,
as classical cryptography requires decryption (cf. Figure 1.1 left). Therefore,

Actuator System Sensor

Controller

Actuator System Sensor

Encrypted controller

Figure 1: Standard illustration (cf. Schulze Darup et al. (2021, Fig. 1)) of a cloud-based control scheme with encrypted communications but insecure
controller evaluation (left) and with encrypted communications and controller (right). Double-arrows and double-framing highlight encrypted data
transmission and encrypted data processing, respectively.

should ideally be ensured throughout the entire control
loop. In terms of confidentiality, this is the main focus in
encrypted control, which builds on tailored combinations
of control algorithms and special cryptosystems with ho-
momorphic properties (see Schulze Darup et al. (2021)
for an early survey). In particular, these cryptosystems
provide an encryption procedure preserving some of the
algebraic structure such that some sort of computation on
encrypted data is possible. Clearly, this allows to securely
outsource computations and to subsequently decrypt the
desired results in a trustworthy environment. For a cloud-
based controller, this concept is illustrated on the right in
Figure 1. More generally, encrypted control also enables
(among other applications) privacy-preserving control-as-
a-service, processing of sensitive data (personal health
data, companies’ data), and the mitigation of attacks that
require system knowledge.

The interdisciplinary approach of designing encrypted
controllers requires deep knowledge of both networked
control and suitable cryptosystems. Given that most read-
ers will have a background in control, the paper mainly
intends to build a bridge to cryptography. To this end, an
initial overview of several methods for privacy-preserving
computations is given in Table 1. The table first lists
homomorphic encryption (HE), where schemes based on
ring learning-with-errors (RLWE) are most competitive,
and secure multi-party computation (SMPC). As appar-
ent from the table, HE and SMPC stand out for high se-
curity guarantees (which will be specified later). In fact,
under reasonable assumptions, it is impossible for an at-
tacker to gain information about plaintexts based on ci-
phertexts (or shares) resulting from these schemes. In ad-

dition, both HE and SMPC can provide highly accurate
computation results without compromising on security. It
is this combination of beneficial features, which make HE
and SMPC from our point of view particularly suited for
secure control applications. In fact, while the remaining
two options in Table 1, differential privacy (DP) and ran-
dom affine transformations (RAT), are generally cheaper
in terms of computational effort, they require trading off
security against accuracy or have security issues in prac-
tical implementations, respectively. As a consequence,
we focus on HE and SMPC in the remainder of this pa-
per. Nevertheless, we next briefly discuss DP and RAT
for completeness and differentiation.

DP has been proposed in Dwork (2006) for static-
dataset analyses when an attacker has access to back-
ground information. The security notion in DP guaran-
tees that the presence or absence of a dataset entry will
not significantly affect the publicly visible computation
output. Intuitively, privacy then comes from an attacker’s
inability to determine the contribution of any specific en-
try to the output. This is achieved by adding (non-trivially
constructed) noise before releasing an output, where big-
ger noise provides more security. As a result, there is
a trade-off between security and accuracy while, on the
other hand, computations do not impose an overhead as
it is the case in HE or SMPC. When applied to control,
DP must be adapted for dynamic data-streams. In this
context, Han and Pappas (2018) provide an introduction
to the topic, whereas Hassan et al. (2019) give a broad
overview of DP in CPS. In control related applications,
DP is naturally considered a multi-party setup, where an
agent’s contribution corresponds to a dataset entry from

3

Figure 1.1. Illustration ([210, Figure 1]) of a cloud-based control scheme with
encrypted communications but insecure controller evaluation (left) and en-
crypted communications and controller (right). Double-arrows and double-
framing emphasize encrypted data transmission and encrypted data process-
ing, respectively.

executing control algorithms securely on external platforms, which may be
untrustworthy or susceptible to attacks, is a major challenge in interconnected
control systems. In this context, encrypted control addresses the confiden-
tiality/privacy of control data in the entire closed-loop (cf. Figure 1.1 right).
This enables control-as-a-service between a client (plant) and a provider (cloud)
without relying on trust, and it enables decision-making based on sensitive
data such as personal, corporate, health, or financial data. Furthermore, se-
cured data prevents attackers from gathering knowledge of a CPS and thwarts
stealthy attacks, whereas non-stealthy attacks are detectable by standard meth-
ods. While this does not guarantee the integrity of data, confidentiality provid-
ing methods often lay the groundwork for those that provide integrity. Now,
the key technologies for encrypted control are cryptographic schemes that en-
able computations on secured data, presented in Table 1.1. We will briefly
discuss them next and provide details in Section 2.
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Table 1.1. Overview of approaches for privacy-preserving computations in CPSs [P12, Table 1]. The symbols “✓” and “✗”
stand for yes/available and no/unavailable, respectively.

Homomorphic
encryption (RLWE)

SMPC (secret sharing,
garbled circuits, . . . )

Differential
privacy

Random affine
transformations

Single party computation ✓ ✗ ✗ ✓

High achievable security ✓ ✓1 ✓ ✗

Low computational complexity ✗2 ✓ ✓ ✓

Low communication overhead ✓3 ✗ ✓ ✓

Memory-efficient “ciphertexts” ✗2 ✓4 ✓ ✓

High achievable accuracy ✓5 ✓ ✗ ✓

Any function computable ✓ ✓ ✓ ✗

Memory-efficient auxiliary data ✗6 ✗7 ✓ ✓

Easy entry to the field ✗ ✗ ✗ ✓

1 If the number of colluding parties does not exceed the scheme’s threshold
2 Efficiency typically decreases with the depth of the computation circuit
3 After transmitting the input ciphertexts
4 Can increase linearly with the number of parties
5 Possible but increases the computational complexity significantly
6 Switching keys (evaluation and automorphism keys) must be precomputed and stored
7 Correlated randomness must be precomputed and stored
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Chapter 1. Introduction

Homomorphic encryption. This special type of encryption provides confi-
dentiality of data, while preserving the algebraic structure so that simple com-
putations can be performed on encrypted data/ciphertexts. The idea of ho-
momorphic encryption (HE) dates back to [200]. HE stands out for its reliable
security guarantees, high achievable accuracy, and flexibility, as it will become
clear in Section 2.2. Nonetheless, HE suffers from high computational complex-
ity, large memory requirements, and a steep learning curve. A characteristic
use case for HE is, e.g., computation outsourcing to a cloud.

Secure multi-party computation. In secure multi-party computation (SMPC),
information is split between parties such that joint computations are possible
while privacy is guaranteed. The concept originated from [249] and comprises
a wide variety of protocols, executed among parties, based on primitives for
secure computations such as secret sharing (SS; Section 2.3.3), garbled circuits
(GCs; Section 2.3.5), or even HE. SMPC provides extraordinary security guar-
antees under certain assumptions and provides, apart from highly accurate
computations, the generality to compute any desired function, which will be
detailed in Section 2.3. The bottleneck in SMPC is often its communication
overhead.

Differential privacy. Differential privacy (DP) has been proposed in [75] for
static data set analyses when an attacker has access to background information.
Confidentiality is guaranteed by adding carefully constructed noise before re-
leasing data, where larger noise provides greater security. As a result, there
exists a trade-off between security and accuracy, while, on the other hand,
computations do not impose an overhead as in HE or SMPC. While single-
party computations are in principle possible, DP is often used in a multi-party
setup.

Random affine transformations. Although not well-established in cryptog-
raphy, random affine transformations (RATs) recently gained attention from
the control community. RATs are based on the simple idea of encrypting a
vector by multiplying it with a random matrix and adding a random vector
(see Section 3.3 for details). First, this enables high-accuracy computations
without overhead or ciphertext size increase. Second, RATs are well-suited for
quadratic programs, while they were initially proposed for matrix products
[73, 145, 217].

Trusted execution environments. For completeness, we note that in addition
to the aforementioned software-based approaches, there are also hardware-
based trusted execution environments. These refer to an area within a com-
puter’s main processor designed to isolate data from external threats. To this
end, data is encrypted and can only be decrypted in the trusted environment

5
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where it is processed and subsequently re-encrypted before it is stored. From
a broader perspective, this creates the impression of computing on encrypted
data. This way, confidentiality (and with an extension also integrity) can be en-
sured on compromised systems [203]. Despite being currently one of the most
practical solutions, there are several reasons why we do not consider trusted
execution environments further. Namely, they require trust in the vendor and
the provider, suffer from side-channel attacks, and necessitate specialized hard-
ware [174].

1.3 Privacy-preserving controllers

In comparison to control-related methods and as apparent from Table 1.1, HE
and SMPC solutions stand out for their security guarantees, (specified in Sec-
tions 2.2.2 and 2.3.2) high accuracy, and generality. From our perspective, this
combination of beneficial features makes HE and SMPC particularly suited for
sustainable privacy-preserving controller realizations. On the other hand, DP
and RAT are generally cheaper in terms of computational effort but require
trading off security against accuracy or lack a sound security analysis, respec-
tively. As a consequence, we focus mainly on HE and SMPC next.

Static output and state feedback. Pioneering works in encrypted control fo-
cus on HE and realize partial controller encryption. Keeping in mind that the
set of operations supported by HE schemes is very limited (cf. Section 2.2.1),
affine (or even linear) structures are considered. A prominent example is static
state or output feedback in the form

u(k) = Ky(k). (1.1)

Here, k P N denotes the discrete time-step and K P Rmˆl the controller gains,
whereas u(k) and y(k) stand for the control input and the system’s output,
respectively. The first realization of an encrypted controller is found in [138]
where (1.1) is evaluated in a cloud environment. Similarly, [86] and [83] con-
sider (1.1) where the latter also discusses robustness guarantees. After these
pioneering works, encrypted versions of more complex controller types and
full encryptions have been addressed.

Dynamic output feedback. Linear dynamic (output feedback) controllers are
important for several reasons. On one hand, practically relevant controller
classes such as PID or observer-based feedback can be cast into their represen-
tation

xc(k + 1) = Hxc(k) + Gy(k) (1.2a)
u(k) = Exc(k) + Fy(k), (1.2b)
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where xc(k) P Rn and H, G, E, F are the controller’s state and gains, respec-
tively. On the other hand, linear dynamic controllers represent a fundamental
problem regarding iterations in private computations. At this point, we sim-
ply note that HE (and SMPC) require special routines to enable an unlimited
number of iterations. In the context of HE, this is called bootstrapping, which is
computationally costly and will be clarified in Section 3.1.1.

For most control applications, current bootstrapping algorithms are imprac-
tical. Thus, [131] uses an orchestration of bootstrapped controllers to evaluate
(1.2) where the computational burden is outsourced to a cloud. Remedies that
entirely circumvent the need for bootstrapping are regularly resetting xc(k) to a
predefined state [175] or using H P Znˆn [48]. Based on a suitable transforma-
tion, [134] exploits integer H while relying on a trusted third party (TTP), i.e., an
additional party to which computations can be safely outsourced. In practice,
this is typically the client (plant), leading to a suboptimal distribution of com-
putational effort. Approximating unstable eigenvalues of a given controller by
algebraic integers (roots of an integer polynomial) and using a suitable time-
varying transformation is another option that creates such H [135].

Luenberger observers and asymptotic Kalman filters are considered in [133]
and [6], respectively. The former work designs an integer controller matrix and
builds entirely on HE. The latter utilizes an SMPC approach with two parties.
There, an HE scheme is used for basic computations, while re-encryptions, that
avoid bootstrapping, are enabled via additive masking/blinding and a second
party. Additive masking is a common approach to guarantee privacy (see
Appendix B.1.3) without relying on a TTP for computational tasks.

Model predictive control. Next, we focus on privacy-preserving model pre-
dictive control (MPC) for discrete-time linear systems

x(k + 1) = Ax(k) + Bu(k) (1.3a)
y(k) = Cx(k), (1.3b)

where x(k) is the system state and A, B, and C are the system state, input, and
output matrix. Central to classical MPC is the recurring solution of the optimal
control problem

min
x̃(0),...,x̃(Np)

ũ(0),...,ũ(Np´1)

}x̃(Np)}
2
W Np

+

Np´1
ÿ

τ=0

}x̃(τ)}2
W x

+ }ũ(τ)}2
Wu

(1.4)

s.t. x̃(0) = x(k), x̃(Np) P T ,
x̃(τ + 1) = Ax̃(τ) + Bũ(τ), @τ P t0, . . . , Np ´ 1u,

(x̃(τ), ũ(τ)) P X ˆ U , @τ P t0, . . . , Np ´ 1u

in every time-step for the current system state x(k). Here, Np P N is the
prediction horizon, W Np , W x, Wu are weighting matrices, and the sets U ,X , T

7



Chapter 1. Introduction

describe input, state, and terminal constraints, respectively. The solution to
(1.4) determines the control input via u(k) = ũ(0) [193]. An early work in this
regard is [218], where quadratic optimization is realized with partial privacy
via HE. By restricting (1.4) to input constraints, real-time iterations based on
projected gradient descent have been proposed in [211], where a TTP is used
for nonlinearities and re-encryptions. Building on the flexibility of SMPC in
comparison to pure HE solutions, [5] realizes a gradient ascent method on
the dual problem through additive masking. For the solution of quadratic
programs capable of solving (1.4), RATs have also been used recently in [177,
227] while approaches [247] and [242] address not only confidentiality, but also
the integrity of the data.

Under common assumptions, the (parametric) solution of (1.4) has a piece-
wise affine (PWA) structure

u(x) =

$

’

&

’

%

K1x + b1 if x P P1,
...

...
Kθx + bθ if x P Pθ

(1.5)

with the gains Ki, bi and polyhedral regions Pi Ď X [23]. Based on (1.5),
[212] provides a partially encrypted implementation of (1.4) where x P Pi is
ascertained using a TTP.

Distributed control. Solving a cooperative task (such as flocking) in a decen-
tralized manner with linear agent dynamics and quadratic objectives leads to
controllers that are structurally almost identical to (1.1) [149]. Nonetheless, the
design, communication, and security models of such distributed controllers are
more complex. Encrypted implementations are proposed in [9, 215] that aim to
protect the privacy of the agents’ internal states, which must be communicated
to evaluate the control inputs. Iterative algorithms in multi-agent systems, that
are structurally similar to (1.2), can be used to solve consensus problems. In
this context, [101, 102, 136, 202] make use of TTPs for an encrypted controller
evaluation, while [253] considers a decomposition of each agent’s state into a
private and exchangeable part.

Another research direction is that of privacy-preserving distributed optimi-
zation-based control. The case of a joint optimization problem

min
x1,...,xM

M
ÿ

i=1

Ji(xi) s.t.
M
ÿ

i=1

T ixi = p (1.6)

with private costs Ji and decision variables xi for M agents, connected through
linear constraints, is considered in [237]. There, a set of computing parties
solves (1.6) via SMPC. To this end, simple iteration formulas resulting from the
alternating direction method of multipliers (ADMM) and a dual decomposition
are employed.
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In multi-agent systems, solutions via DP can also be found because the noise
requirements for security are less restrictive (see [105, 108] for an introduction
and overview) and aggregations can be performed to limit the accuracy loss.
Addressed are, for instance, linear distributed controllers [120, 180, 243], dis-
tributed optimization [103, 106], and federated learning [245].

Data-driven control. Furthermore, data-driven schemes have been consid-
ered. These are of special interest because they fit naturally in the context of
service-based control. The first encrypted data-driven scheme is found in [8],
where a data-driven linear quadratic regulator (LQR) from [58] is considered.
While computations are fully encrypted via HE, one final computation step is
performed on the client’s side. Next, [7] shows an implementation of an en-
crypted least-square method with L1-regularization (also known as Lasso) that
can be used for data-driven LQR. The solution is based on SMPC using multi-
party HE [172] which provides a computationally less demanding bootstrap-
ping. The first private controller design is presented in [P15], where encrypted
PID controller tuning is realized via extremum seeking for black-box systems.
In reinforcement learning, where policies are synthesized from large amounts
of data, privacy can become a major issue. The works [225, 226] implement
the linear updates for TD(0) and SARSA(0) (see [28] for details) by HE, and
address the remaining steps by employing a TTP. Recently, an SMPC-based
approach to Markov decision processes was published, where the problem is
formulated in terms of a linear program [12].

Miscellaneous. Using a two-party setup, where HE is used as computation
primitives, [214] implements privacy-preserving polynomial control. An op-
timization of this scheme is presented in [205]. Another perspective on non-
linear encrypted control is presented in [132], where past input and output
measurements are used to construct a nonlinear control law which is partially
computed by a TTP. An extended Kalman filter is implemented in [96] using an
SMPC approach by combining partially encrypted computations with tailored
two-party protocols for more complex operations. This allows the authors
to keep everything except for the nonlinear prediction private. Using similar
techniques, [235] implements a recursive least-squares method, while [236] de-
velops a special SMPC scheme that is applied to adaptive Kalman filtering.
Remarkably, control methods can also be applied in cryptography. Recently,
[223] showed how to attack the Diffie-Hellman cryptosystem with Koopman
theory.

The quieter you become, the more you are able to hear The quieter you
become, the more you are able to hear The quieter you become, the more you
are able to hear The quieter you become, the more you are able to hear The
quieter you become, the more you are able to hear The quieter you become,
the more you are able to hear The quieter you become, the more you are able
to hear The quieter you become, the more you are able to hear
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1.4 Thesis outline and contributions

This thesis builds on the publications of the author listed at the end of the doc-
ument.1 It explores the intersection of control and cryptography by addressing
the confidentiality of data in CPSs through HE and SMPC, which results in
unique challenges. For example, control data is created and processed dynam-
ically while the robustness of algorithms is mandatory for the safe operation
of a control loop. This is in stark contrast to other domains such as machine
learning, where data is typically collected and processed offline without safety
implications for the real world. Thus, an interdisciplinary approach is required
in encrypted control, in which efficiency and reliability demands can often only
be met through a non-trivial co-design of controllers and cryptosystems.

Chapter 2. To this end, we lay the foundations in Chapter 2, which is based on
our articles [P12, P14], by gathering, unifying, and explaining relevant cryptog-
raphy from various sources. More precisely, we detail concepts, computation
models, and overarching security notions before we dive deeper into state-of-
the-art HE and SMPC schemes. The provided framework shall also facilitate
future research.

Chapter 3. This chapter is devoted to fundamental challenges related to pri-
vacy-preserving controller realizations such as iterations, non-polynomial func-
tions, and security guarantees. After specifying threat models, each section
follows the same structure, that is, problem specification, article summaries,
and discussion.

Section 3.1 deals with iterative controllers. These are of special interest,
as they capture the problem of limited privacy-preserving computations (we
touched on this in Section 1.3). In this context, we analyze iterative controllers
from a system-theoretic perspective. Namely, the implications of integer con-
troller matrices as they circumvent the iteration problem. Based on this, we
find a suitable controller type that aligns well with homomorphic cryptosys-
tems. Then, we realize two different iterative algorithms for multi-agent sys-
tems, i.e., distributed optimization via ADMM and affine averaging. In the
former, we build on key-switching for an efficient access control mechanism,
while the latter is realized through a novel reset technique that builds on infor-
mation aggregation. We verify our approaches by applying them to a bench-
mark problem in networked control and practical examples in multi-agent sys-
tems, respectively. The results of this section have been previously presented
in [P3, P8, P11, P16].

Section 3.2 considers non-polynomial controllers. As it will become clear
in Chapter 2, non-polynomial functions are not directly supported by HE (or
secret sharing) primitives. Consequently, even seemingly simple computations

1Note that we refer to our publications via [P1] whereas other literature is cited via [1].
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can become a major hurdle. In light of this, we propose the use of max-out
neural networks, which are capable of representing PWA functions exactly,
for the approximation of arbitrary continuous functions. Representing com-
putations in this tailored form facilitates the use of SMPC methods. This way,
non-polynomial functions can be evaluated efficiently and privately. Our novel
method is tested on various explicit MPC control laws. The results of this sec-
tion have been published in [P9, P10, P17].

Finally, Section 3.3 addresses the security of RATs, which is an open problem
despite their popularity in the control community. Here, we analyze two vari-
ants of the cipher under different attack scenarios. Furthermore, we specify
a digital implementation and its implications, which are often overlooked yet
critical aspects. The results of this section appeared in [P13].

Chapter 4. We conclude this thesis in Section 4.1 and provide an outlook,
which is based on our insights, on fruitful research directions in Section 4.2.
Novel challenges include steps towards more complex control algorithms and
extensions for integrity.

Part II. The second part of this thesis contains reprints of the articles summa-
rized in Chapter 3 in order of appearance.

Appendices. Lastly, we provide additional material that enriches Chapters 2

and 3 in the appendices. Appendix A discusses algebra for encrypted control,
such as computations over finite integer and polynomial sets, while Appendix
B deals with security and further material on homomorphic encryption. Then,
Appendix C details a convex training algorithm and the optimal quantization
for max-out neural networks.
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Chapter 2

Preliminaries

This thesis combines elements from control and cryptography. While many
readers are likely familiar with control theory, they may not have a background
in cryptography. To bridge this gap, we offer an introduction to cryptography
in this chapter, building on our survey and tutorial articles [P12, P14] specif-
ically tailored for engineers. The foundational knowledge provided here sets
the stage for the rest of this thesis and lays the foundation for future research.
To this end, we gather and unify relevant cryptography from various sources.
Rather than providing an exhaustive and technical introduction, which can be
found in the existing literature [32, 60, 125], our goal is to present relevant cryp-
tography concisely and accessibly. However, it is essential to acknowledge that
cryptography is a vast and diverse research field in its own right. Therefore,
our exposition offers only a glimpse of ideas that have already transformed
our everyday lives and may continue their success story in control engineering
applications.

2.1 Fundamentals

In this section, we abstractly introduce the basics of cryptosystems, relevant
computational circuits, plaintext encodings, and security notions, which are
later specified for different cryptographic schemes.

2.1.1 Cryptosystems

The main purpose of cryptosystems is to protect information, typically a mes-
sage z P Z , from unauthorized access by encrypting it into a ciphertext ct(z) P C.
Here, Z and C denote the message and ciphertext space, which vary for differ-
ent cryptosystems but are typically finite. To this end, cryptosystems provide
three algorithms:

KeyGen(1κ). Output keys, e.g., (ek, sk) based on the security parameter κ.

Encek(z). Output a ciphertext ct(z) P C based on the message z P Z by using
the encryption key ek.

Decsk(ct(z)). Output the message z P Z based on the ciphertext ct(z) P C by
using the secret key sk.

13



Chapter 2. Preliminaries

The security of a cryptosystem is based on the encryption algorithm Enc, which
ensures that accessing z is only feasible with sk through the decryption algo-
rithm Dec. To this end, the key generation KeyGen and Enc are often proba-
bilistic algorithms such that encryptions of the same z almost certainly do not
result in the same ct(z). On the other hand, Dec is deterministic and must (at
least approximately) ensure

Decsk(ct(z)) = z for all ct(z) P C. (2.1)

The property (2.1) is called correctness, and it is paramount for the usefulness
of a cryptosystem.

Based on ek, we distinguish two types of cryptosystems. If ek = sk, the
scheme is called symmetric (or private key), whereas ek = pk refers to asymmet-
ric (or public key) schemes. Although symmetric cryptosystems are typically
much faster than asymmetric ones, they require a key exchange of sk to es-
tablish a secure communication between parties. Asymmetric schemes allow
anyone in possession of the public key pk to encrypt a message, while decryp-
tion requires sk. By construction, pk can be safely distributed.

2.1.2 Computation circuits

Later, we will see that beyond mere information protection, homomorphic
cryptosystems and SMPC support functionalities such as Add and Mult which
enable computations on secured data. Taking HE as an example, the evalu-
ation of a function f : Zm Ñ Z on the messages z1, . . . , zm with m P N can
equivalently be performed on the encrypted messages ct(z1), . . . , ct(zm) via

f (z1, . . . , zm) = Decsk (Eval (ct(z1), . . . , ct(zm)))

as long as f can be expressed by Eval, that is, a composition of Add and Mult.
At this point, the representation of f can make a significant difference. There

are two main approaches. First, arithmetic circuits where Add and Mult are used
to evaluate compositions of multivariate polynomials. While arithmetic circuits
form a valuable building block for control algorithms, they are not well-suited
for non-polynomial f . Typically, such f require high-order approximations.
Second, Boolean circuits where f : t0, 1um Ñ t0, 1u are realized by reducing
Add and Mult modulo 2, which results in XOR and AND. This computation
domain enables any computable f through functionally complete logic gates,
for example, NAND. However, Boolean circuits are inefficient for arithmetic.

Lastly, we want to point out a particular characteristic of encrypted compu-
tations. Namely, conditional statements are not useful for reducing the over-
all computational effort, regardless of the computation circuit. To clarify this
point, let us consider a scenario where z1 ď z2 is the condition that decides
between two potential computations. Then, if only one of these computations
is executed based on the condition, an observer can easily deduce the result of
z1 ď z2, thereby compromising privacy. In order to avoid that, both computa-
tions have to be evaluated.
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2.1.3 Plaintext encoding

Generally speaking, different cryptosystems rely on different realizations of
message and ciphertext spaces Z and C, respectively. Consequently, data x
from a plaintext space P might not be immediately supported. Therefore, an
encoding Ecd : P Ñ Z and a decoding Dcd : Z Ñ P are required that, in the
case of encrypted computations, must be compatible with Add and Mult. More
precisely, for x1, x2 P P they satisfy (at least approximately)

x1 + x2 = Dcd(Ecd(x1) + Ecd(x2)) and x1 x2 = Dcd(Ecd(x1) Ecd(x2)) (2.2)

which makes corresponding plaintext functions g available via

Pm Zm Cm

P Z C

Ecd

g

Enc

f Eval

Dcd Dec

(2.3)

where Ecd and Enc are applied element-wise. Often, Z and C are finite sets.
This offers several advantages, among which security stands out. In particular,
Z = Zq is commonly used with the standard representatives t0, 1, . . . , q ´ 1u for
a modulus q ą 1 with q P N. The modulo reduction z mod q := z ´ qtz/qu then
maps from Z to Zq. In control and many other applications, real-valued data is
omnipresent, such that P = R. Consequently, two approaches become evident
to obtain a suitable Ecd(x) = z, where x P R and z P Zq. Namely, x is either
approximated by a fixed-point or floating-point number. Due to their finite
size, these numbers can then be associated with integers in Zq. Floating-point
numbers provide greater robustness and flexibility, making them the unspo-
ken standard for numerical computations. However, their data-dependent ex-
ponent makes them less efficient than their fixed-point counterparts. In order
to maximize efficiency, most applications of HE and SMPC utilize fixed-point
encodings, and we follow this trend here.

A straightforward way to realize a generalized fixed-point encoding suitable
for cryptosystems in encrypted control is:

Ecds(x). Output z = tsxs mod q P Zq, with x P R and s ě 1. (2.4a)

Dcds(z). Output x « µ(z)/s P R, where µ(z) =

#

z ´ q if z ě q/2
z otherwise.

(2.4b)

Note that the scaling factor in Dcds must be adapted if computations are per-
formed on z. Verifying that Ecd and Dcd satisfy (2.2) arbitrarily well by increas-
ing the public scaling factor s is straightforward. More interesting is the error
of Dcds(Ecds(x)) that satisfies

|x ´ µ(z)/s| ď
1
2s

+
q
s

ˇ

ˇ

ˇ

ˇ

Z

tsxs + q/2
q

^
ˇ

ˇ

ˇ

ˇ

. (2.5)
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In other words, for tsxs P [´q/2, q/2) X Z a quantization error 1/(2s) occurs
while any other tsxs causes an overflow of Zq. This is captured in the second
error term, which is either 0 or very large, i.e., a multiple of q/s. Thus, there
is a trade-off between accuracy and risk of overflow. Observe that arithmetic
circuits can be realized immediately by (2.4a). For Boolean circuits, one can
use a bit-decomposition of z.

2.1.4 Security principles

Next, we will discuss design and security principles for secure ciphers. First,
the design of cryptosystems should adhere to Kerckhoffs’ principles, which in-
volve disclosing a cryptosystem defined by (KeyGen,Enc,Dec). Although it
may initially seem counterintuitive, publishing the details of a cryptosystem
has two important advantages. It enables a public security analysis, likely
leading to more robust results, and the security of the cryptosystem cannot
depend on the secrecy of its design. In fact, if the security of a cryptosystem
relied on concealing information about its operation (security through obscurity),
it would become susceptible to reverse engineering and must be replaced once
this information is exposed [125, Section 1.2].

Second, the security of a cryptosystem should be proven according to a pre-
cise definition. An important metric in this context is the statistical distance,
which allows quantifying security.

Definition 1 ([60, Definition 2.1]). Let Y1 and Y2 be random variables with the
same probability space and the same range R. Then, the statistical distance
between Y1 and Y2 is

D(Y1, Y2) =
1
2

ÿ

rPR
|Pr(Y1 = r) ´ Pr(Y2 = r)| P [0, 1]. (2.6)

The case D = 0 corresponds to Pr(Y1 = r) = Pr(Y2 = r) for all r P R while
D = 1 occurs when Pr(Y1) and Pr(Y2) are disjoint. Furthermore, the statistical
distance is an information-theoretic property and thus cannot be increased by
any amount of computation [60, Chapter 2].

In the context of cryptosystems, consider an adversary A that tries to infer
(new) information about z given ct(z), but does not know sk. Note that ct is
typically probabilistic and A’ knowledge about z may in general be uncertain
such that it may guess z. Thus, let C and Z denote the random variables for ct
and z, respectively, such that Pr(C = ct|Z = z) is the probability of observing
ct given z, which is determined by Enc. This, in conjunction with (1), allows us
to define the following security notion.

Definition 2 ([125,Lemma 2.3]). A cryptosystem is perfectly secure if and only if
ÿ

ctPC
|Pr(C = ct|Z = z1) ´ Pr(C = ct|Z = z2)| = 0 (2.7)

holds for every probability distribution over Z and every z1, z2 P Z .
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Equivalently, any ct must be equally likely an encryption of any z. In this
case, A cannot infer information about z based on ct, even with unlimited
computational resources. From A’s perspective, the ciphertexts are perfectly
indistinguishable. In order to achieve that, a uniform ciphertext distribution is
sufficient.

Definition 2 turns out to be very useful as it serves as a basis for a plethora of
other definitions. Nevertheless, a fundamental limitation of perfectly secure ci-
phers is related to their space complexity. More precisely, the key must have at
least the length of the message. To ensure correctness, the key and ciphertext
require twice the memory of the plaintext (see [125, Theorem 2.7] and Sec-
tion 2.3.3). Fortunately, slightly weaker security notions circumvent this issue,
while withstanding any feasible (explained below) adversarial behavior. In a
first step, the security will be parameterized by the (statistical) security parameter
κ P N. To this end, we introduce the notion of a negligible function.

Definition 3 ([125, Definition 3.5]). A negligible function negl(κ) satisfies the
relation negl(κ) ă 1/g(κ) for all positive polynomials g(κ) and all κ ą κ0 P N.

Now, instead of requiring random variables1 to have the same distribution,
as in Definition 2, we allow for a negligible deviation.

Definition 4 ([60, Definition 2.7]). The random variables Y1 and Y2 are called
statistically indistinguishable if they satisfy D(Y1, Y2) ď negl(κ).

Relaxing Definition (2) via (4) results in a statistically secure cryptosystem.
In principle, A can then exploit that a ciphertext may not result from any
message with equal probability to gain information. However, such ciphertexts
are statistically insignificant and adjustable by κ.

The second relaxation step will be with respect to the algorithmic complexity
that is feasible for A. Importantly, there is no limitation imposed on the attack
strategy of A. Now, in the same way, we consider inverse polynomial prob-
abilities significant (see Definition 4), we consider probabilistic polynomial time
(PPT) algorithms efficient enough. This leads us to the notion of computational
indistinguishability.

Definition 5 ([125, Definition 6.31]). The random variables Y1 and Y2 are com-
putationally indistinguishable, also denoted by Y1

c
” Y2, if for every PPT A,

there exists a negligible function such that

|Pr(A(Y1) = 1) ´ Pr(A(Y2) = 1)| ď negl(κ). (2.8)

In this setup, A receives samples and tries to distinguish whether they are
a realization of the random variable Y1 or Y2 based on a computational anal-
ysis. In particular, A(Y1) = 1 denotes that A receives samples from Y1 and

1Definitions 4 and 5 are typically considering probability ensembles, e.g., Y = tYκuκPN, such
that D(Y1,κ , Y2,κ) ď negl(κ) for κ ą κ0 is required. We omit stating probability ensembles
explicitly here.
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correctly identifies Y1, whereas in A(Y2) = 1 it incorrectly identifies Y1 based
on samples from Y2. When ciphertext distributions are computationally indis-
tinguishable, a computationally unbounded A may be able to distinguish them
with non-negligible success, which can be leveraged for an attack. However,
the exponential complexity required for this can be made intractable in practice
by increasing κ. Of course, only A faces a large computational burden when at-
tacking a cryptosystem, while Decsk is efficient. Exactly this complexity gap is
the mechanism that regulates the secrecy of data in public key cryptosystems.

2.2 Homomorphic encryption

Expanding on the previous section, we will introduce a blueprint for homo-
morphic cryptosystems in Section 2.2.1. Then, Section 2.2.2 outlines the secu-
rity guarantees of HE schemes, followed by a description of the Paillier and
CKKS cryptosystems in the remaining sections.

2.2.1 Overview

HE extends a cryptosystem (KeyGen,Enc,Dec) by computations on encrypted
data that are enabled by an algebraic structure preservation (homomorphism)
of Enc. Based on two ciphertexts ct(z1), ct(z2), one or both of the following
encrypted operations2 are available:

Add(ct(z1), ct(z2)). Output ct(z1 + z2) = ct(z1) ‘ ct(z2). (2.9a)

Mult(ct(z1), ct(z2)). Output ct(z1z2) = ct(z1) b ct(z2). (2.9b)

HE schemes that offer the evaluation of encrypted additions as in (2.9a) via
the operation “‘” are called additively homomorphic. Analogously, schemes that
enable (2.9b) via “b” are referred to as multiplicatively homomorphic. Addition-
ally, public operations “‘” and “b”, where for instance z1 is not encrypted,
are often possible:

PAdd(z1, ct(z2)). Output ct(z1 + z2) = z1 ‘ ct(z2). (2.10a)

PMult(z1, ct(z2)). Output ct(z1z2) = z1 b ct(z2). (2.10b)

Note that (2.10a) and (2.10b) result in a ciphertext which then protects the
confidentiality of z1. Depending on their supported operations, HE schemes
are categorized as detailed next:

• Partially homomorphic encryption (PHE) allows either for (2.9a) or (2.9b),
but not both.

• Leveled FHE allows for a finite amount of (2.9a) and (2.9b).

2Strictly speaking, many ciphertexts exist that encrypt z1 + z2 in (2.9a) and z1z2 in (2.9b).
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Table 2.1. Multiplicative depth of four polynomials.

Polynomial (z1 + z2)(z1 + z2) (z1 + z2)(z1z2) (z1z2)(z1z2) z1(z2(z1z2))
Mult. depth 1 2 2 3

• Fully homomorphic encryption (FHE) allows for an unlimited amount of
operations (2.9a) and (2.9b).

When it comes to leveled FHE, the multiplicative depth (or likewise the sup-
ported “levels”) is typically used as a complexity metric because it defines
critical parameters to a large extent. Simply put, multiplicative depth is the
number of successive multiplications performed on a quantity. An illustration
is provided in Table 2.1. Interestingly, a leveled scheme can be transformed
into a FHE scheme via periodic execution of bootstrapping that is famously in-
troduced in [91]. Unfortunately, bootstrapping is computationally costly and
unsuitable for many control applications (see Section 3.1 for a detailed discus-
sion).

Of course, the capability to compute on encrypted data generally comes at a
cost. Although significant improvements have been made in HE over the last
decade, its computational overhead as well as the memory footprint of cipher-
texts and key data in comparison to plaintexts are restrictive, i.e., they can dif-
fer by several orders of magnitude. This makes HE in resource-constrained en-
vironments challenging. Thinking about service-based applications, the com-
putational and storage capabilities of a cloud alleviate these issues. Still, for
computation queries, the plant must encrypt its inputs and forward them to
the cloud service, which can constitute a bottleneck.

2.2.2 Security of homomorphic cryptosystems

The relevant security guarantee for HE schemes is based on computational
indistinguishability (see Definition 5). In this context, we already stated that
PPT A are of interest. The overall specification of A will be completed next by
categorizing different attack scenarios in terms of A’s knowledge:

• Ciphertext-only attack (COA): A has ciphertexts tct(z1), ct(z2), . . . u and at-
tempts to obtain one of the messages zi.

• Known-plaintext attack (KPA): A has pairs t(z1, ct(z1)), (z2, ct(z2)), . . . u

which are encrypted under the same key and attempts to determine the
message of another ciphertext.

• Chosen-plaintext attack (CPA): A has the ability to obtain encryptions of ar-
bitrary messages of its choice. Then it attempts to determine the message
of another ciphertext.
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• Chosen-ciphertext attack (CCA): A has, in addition to the CPA scenario, the
ability to obtain the decryption of ciphertexts of its choice, except for a
target ciphertext. Then it attempts to determine the message of the target
ciphertext.

To motivate Definition 2, we have already introduced a COA without explic-
itly naming it. Another important attacker type is an eavesdropper, which can
potentially engage in a COA or KPA, depending on the available information.
Importantly, security against a KPA protects against potential information A
may have, which we cannot influence. Public key cryptosystems, including
HE schemes, should at least be secure against CPAs. Otherwise, A could use
Encpk to break the scheme. Security against CCAs requires non-malleability [32,
Section 12.2.1], i.e., ciphertexts cannot be manipulated in a logical way. Given
that homomorphisms enable exactly that, it is a truism that HE schemes cannot
attain this security certificate.

We have now established all building blocks to understand the computa-
tional security guarantee that HE schemes should provide, i.e., indistinguisha-
bility under chosen-plaintext attacks (IND-CPA).3

Definition 6 ([125, Definition 3.10 + p.323]). Based on the experiment

ExpCPA,κ(b):

1 : KeyGen(1κ) outputs the pair (pk, sk) based on κ.

2 : A is given pk and it outputs the messages z0, z1.

3 : The ciphertext ct(zb) is given to A, where b Ð t0, 1u.

4 : A outputs b1 P t0, 1u indicating which message is encrypted in ct(zb).

a public key cryptosystem has indistinguishable encryptions under chosen-
plaintext attacks if for all PPT A

|Pr(ExpCPA,κ(0) = 1) ´ Pr(ExpCPA,κ(1) = 1)| ď negl(κ). (2.11)

In line 3, b Ð t0, 1u denotes sampling uniformly at random from the set
t0, 1u.4 Now, for large enough κ an IND-CPA secure cipher ensures that A
cannot distinguish between ct(z1) and ct(z2) despite choosing z1, z2 and having
access to Encpk. Such experiment or game-based definitions are popular in the
context of cryptosystems, since they are comparatively simple to work with.
However, the relationship between an IND-CPA guarantee and the information
A can obtain may not be immediate, although ExpCPA,κ(b) is very carefully
designed to address practical security needs. Fortunately, it can be shown that
IND-CPA allows no PPT A to learn information about the message based on
ciphertexts by relating it to a simulation-based notion (see Section 2.3.2 and [95]).

3Indistinguishability under an eavesdropper implies indistinguishability under CPA [125,
Proposition 10.5] and the security of multiple messages [125, Theorem 10.10].

4We provide additional information on the generation of randomness in Appendix B.1.1.
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2.2.3 The Paillier cryptosystem

The Paillier cryptosystem (Paillier) [182] is an asymmetric additively homo-
morphic encryption scheme. Although not fully homomorphic, it enables a
range of applications and captivates due to its comparative simplicity, which
has led to widespread adoption in encrypted control. Paillier relies on the
hardness of factoring the composite number q, which is the product of two
sufficiently large primes p1 and p2. The scheme then builds its encryption
and decryption on an isomorphism between Zq ˆ Z˚

q and Z˚
q2 , where Z˚

q =
ta P Zq| gcd(a, q) = 1u is the multiplicative group of integers. In other words,
an equivalent representation for elements in these spaces for which a bijective
mapping exists. More precisely, the Paillier cryptosystem is defined as follows:

KeyGen(1κ). Output pk = p1p2 = q and sk = (p1 ´ 1)(p2 ´ 1), where p1, p2 P N

are large and distinct primes with bit-lengths of κ.

Encpk(z). Output ct(z) = (q + 1)zrq mod q2, where z P Zq and r Ð Z˚
q .

Decsk(ct(z)). Output

z =
ct(z)sk mod q2 ´ 1

q
sk´1 mod q, with sk´1skmod q = 1.

The security of Paillier is grounded in the decisional composite residuosity
assumption. Namely, rq mod q2 c

” r1 holds for a suitable q, where r Ð Z˚
q and

r1 Ð Z˚
q2 [125, Definition 11.30]. If this is true, then the randomization of Enc

makes ciphertexts indistinguishable for A, which yields the following.5

Theorem 1 ([182, Theorem 15]). The Paillier cryptosystem is IND-CPA secure un-
der the decisional composite residuosity assumption.

Remarkably, the encryption provides an additive homomorphism over Zq
and a public multiplication.

Add(ct(z1), ct(z2)). Output ct(z1)ct(z2) = (q + 1)z1+z2(r1r2)
q (mod q2).

PMult(ct(z1), z2). Output ct(z1)
z2 = (q + 1)z1z2rq z2

1 (mod q2), where z2 P Zq.

Next, let us illustrate an encrypted control task using the Paillier cryptosystem.

Example 1 (Encrypted output feedback). Consider the output feedback con-
troller u = kJy and let the feedback gain and current measurement be kJ =(
0.1 0.2

)
and y =

(
0.3 0.4

)J, respectively, which results in u = 0.11. Paillier
only supports public multiplications. Because y is dynamic and contains plant
information, we encrypt y instead of k. With the toy parameter κ = 16 (at
least 1024 is recommended), we sampled the keys pk = 2560505147 = q and

5A question that may occur is how the hardness of a mathematical problem, indistinguisha-
bility, and the security of a cryptosystem are linked. To this end, see Appendix B.1.2.
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sk = 2560403520. Then, we apply the encoding (2.4a) with s = 10 component-
wise, i.e., tsks = Ecds(k) and z = tsys = Ecds(y), where mod q has no effect.
For the encryption, we sample r1 = 2281162363 and obtain

ct(z1) = (q + 1)y1rq
1 = 1542788270409383814 (mod q2).

Similarly, we find ct(z2) = 2230041660558490075 (mod q2). Then, the control
input is privately computed via

ct(v) = tsk1s b ct(z1) ‘ tsk2s b ct(z2) = ct(z1)
tsk1sct(z2)

tsk2s

= 6374527838096113972 (mod q2).

To decrypt ct(v), we obtain sk´1 = 121843633 (mod q) with the extended Eu-
clidean algorithm (see [219, Section 4.3] and find Decsk(ct(v)) = 11 which uses
(q+ 1)v mod q2 = qv+ 1 for v P Zq. Finally, observe that tskis tsyis has a scaling
factor of s2 such that u = Dcds2(v) = µ(11)/s2 = 0.11 as desired.6

2.2.4 The CKKS cryptosystem

The Cheon-Kim-Kim-Song (CKKS) scheme [51] is an approximate asymmetric
leveled FHE scheme that is often considered the preferred choice for arithmetic
circuits. As most competitive HE schemes and the new standard for quantum-
resistant key exchanges [33], it builds on the learning with errors problem (LWE)
introduced in [194]. In the context of LWE and the cryptosystems that are based
on it, we identify Zq equivalently by centered representatives [´q/2, q/2) X Z.
The corresponding modulo reduction is z mod q := z ´ q tz/qs.

Learning with errors. Because of its pivotal role in HE and as a preparation,
let us consider the LWE problem in a bit more detail, where we use prime q.

Definition 7. A random vector, a secret vector, and an error are sampled ac-
cording to ai Ð ZN

q , sk Ð DN
s , e Ð De, respectively. Then, a polynomial

amount of LWE tuples (bi, aJ
i ) = (´aJ

i sk+ ei mod q, aJ
i ) P Z1ˆ(N+1)

q are gener-
ated in a black-box manner. Search LWE problem: A tries to find sk based on the
LWE tuples. Decisional LWE problem: A tries to distinguish LWE tuples (bi, aJ

i )
from (b1

i, aJ
i ), where b1

i Ð Zq.

Note that the secret is denoted sk here because it will later serve as the secret
key. Originally, the distribution Ds results from sampling ZN

q uniformly at
random. Because “small” secrets turn out to be beneficial, sk is often sampled
from t´1, 0, 1uN and may even be sparse7. The error distribution De is typically
a discrete Gaussian such that |e| ! |aJ

i sk|. Interestingly, solving the search LWE

6A brief overview of relevant algebra is provided in Appendix A.1.
7Sparse secrets should be treated with care because specialized attacks exist. For secure

parameter choices, see [61].
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problem also solves the decisional LWE problem and vice versa [194, Lemma
4.2]. Moreover, if LWE is computationally hard, then (bi, aJ

i )
c
” (b1

i, aJ
i ) holds,

which provides a solid foundation to construct a cryptosystem. Intuitively,
aJ

i skmod q provides a uniformly random output, while computations over
ZN

q and the error e harden the problem.8

Before shifting our focus to the CKKS cryptosystem, we consider the poly-
nomial ring variant of LWE (RLWE). To this end, the 2N-th cyclotomic ring is
R = Z[X]/(XN + 1) and the corresponding quotient ring is Rq = R/qR =

Zq[X]/(XN + 1).9 Associated ring elements a(X) =
řN´1

i=0 ãiXi P Rq are
the remainders mod XN + 1 and mod q. Thus, they have a degree of strictly
less than N and they can naturally be identified by their coefficient vector
ã = (ã0, . . . , ãN´1)

J
P ZN

q . Whenever clear from context, we write a instead of
a(X) and omit mod XN + 1 for brevity. The RLWE variant of Definition 7 and
its decisional version are obtained by replacing ZN

q (and analogously the distri-
butions) with Rq, i.e., (bi, ai) = (´aisk+ ei mod q, ai) P R2

q [158]. The reason for
this algebraic abstraction lies in its higher efficiency. More precisely, the time
and space complexity shrink from O(N2) to O(N) and O(N log(N)), respec-
tively, which is enabled by using the polynomial coefficients to encode multiple
plaintexts and the number-theoretic transformation (see [188] and Appendix
A.2) that enables fast multiplications over Rq. Although using Rq introduces
additional structure in an RLWE instance, it is not known how to exploit this
for an attack such that LWE and RLWE provide the same security [163].

CKKS encoding. In CKKS, Rq serves as the message and ciphertext space.
Thus, transitioning from Zq to Rq requires another encoding strategy. Two
obvious choices are a scalar encoding and a packed encoding. Given z P Rq, the
former encodes an integer in the coefficients, e.g., z̃ = (0, . . . , 0, tsxs)J (mod q),
whereas the latter encodes multiple integers z̃ = (tsx0s , . . . , tsxN´1s)J (mod q).
Obviously, a packed encoding is more efficient because it uses the dimension
of z. Now, for z1, z2 P Rq the addition z1 + z2 is component-wise, however,
z1z2 is a (negative wrapped) convolution of the coefficient vectors z̃1 and z̃2,
which is rarely a desired basic operation. Fortunately, there exists a canonical
embedding from elements in Q[X]/(XN + 1) to CN (see [157, Section 2.5.2] for
technical details). With this, addition and multiplication in Q[X]/(XN + 1)
correspond to their component-wise counterparts in CN. A natural extension
to R[X]/(XN + 1) then looks as follows. Let ζ = exp(iπ/N) be the 2N-th root
of unity, where N is a power of 2. Then, the Vandermonde matrix

V =


1 ζ1 ζ2 . . . ζ

N
2 ´1

1 ζ5 ζ2¨5 . . . ζ(
N
2 ´1)¨5

...
...

... . . . ...
1 ζ4 N

2 ´3 ζ(4
N
2 ´3)¨5 . . . ζ(4

N
2 ´3)( N

2 ´1)

 P C
N
2 ˆN

8Informal arguments for the hardness of the LWE problem are gathered in Appendix B.2.1.
9An introduction to Rq is provided in Appendix A.2.
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specifies the following encoding, where a scaling factor s ě 1 is used.

Ecds(x). Output z P Rq, with z̃ =
Y s

N
(VJx + VJx)

U

mod q, x P CN/2. (2.12a)

Dcds(z). Output x « Vz̃/s P CN/2, where z̃ = (z̃0, z̃1, . . . , z̃N´1)
J. (2.12b)

Here, Dcds(Ecds(x)) « x due to VVJ
= N and VVJ = 0 with the decoding

error }V}8/(2s) = N/s. This way, CKKS enables single-instruction multiple-
data (SIMD) operations on up to N/2 plaintexts via

Ecd(x1) + Ecd(x2) = Ecd(x1 + x2) and Ecd(x1)Ecd(x2) = Ecd(x1 ˝ x2)

where x1 ˝ x2 denotes component-wise multiplication.

Basic functionalities. In the next steps, we will introduce the functionalities
of the CKKS scheme. In encrypted control, its leveled variant is most com-
monly used, which supports finite-depth computations. There, a base modu-
lus q0 is selected appropriately to avoid an overflow of the computation result.
Then, the modulus of a ciphertext is qℓ = q0sℓ, where ℓ P t0, 1, . . . , Lu is called
“level”, which can change during computations, and the maximum level L
corresponds to the multiplicative depth.

Setup(1κ, qL). Select the distributions Ds,De,Dr, N as power of 2, and a large
positive P such that an RLWE problem achieves κ-bit security for qL.

KeyGen(). Output sk Ð Ds and pk = (bpk, apk), with bpk = ´apksk+ epk (mod qL),
where apk Ð RqL , and epk Ð De.

Encpk(z). Output ctqL(z) = (b, a) = rpk + (z + e0, e1) (mod qL) P R2
qL

, with
z = Ecds(x) P Rq, r Ð Dr, and e0, e1 Ð De.

Decsk(ctqℓ(z)). Output z « b + a sk (mod qℓ), where ctqℓ(z) = (b, a).

Despite its apparent complexity at first glance, the encryption is remarkably
simple. In fact, it embeds z into an RLWE instance

ctqL(z) = (´rapksk+ repk + z + e0, rapk + e1) « (´a sk+ z + e, a) (mod qL)

which allows stating the following.

Theorem 2 ([51]). The CKKS cryptosystem is IND-CPA secure under the hardness
assumption of the decisional RLWE problem.

Interestingly, Decsk(ctqL(z)) = z + e contains a small error e, which is accept-
able in most applications and characteristic for CKKS10.

10If z + e falls in the hands of A, the RLWE hardness is lost and sk can be recovered [146]. To
avoid this, one may exploit that }z}8 ą }e}8 among other techniques.
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Homomorphisms. A major advantage of RLWE is its linearity, which enables:

Add(ctqℓ(z1), ctqℓ(z2)). Output ctqℓ(z1 + z2) = ctqℓ(z1) + ctqℓ(z2) (mod qℓ).

Multevk(ctqℓ(z1), ctqℓ(z2)). Output ctqℓ(z1z2) = (d0, d1) + td2evk/Ps (mod qℓ),
where (d0, d1, d2) = (b1b2, a1b2 + a2b1, a1a2) (mod qℓ), ctqℓ(z1) = (b1, a1), and
ctqℓ(z2) = (b2, a2).

KeyGenevk(sk). Output evk = (bevk, aevk), where aevk Ð RPqL and bevk=´aevksk+
eevk + P sk2 (mod PqL).

PAdd(z1, ctqℓ(z2)). Output ctqℓ(z1 + z2) = (z1 + b2, a2) (mod qℓ), where z1 =

Ecds(x1) and s is the scaling of z2.

PMult(z1, ctqℓ(z2)). Output ctqℓ(z1z2) = z1(b2, a2) (mod qℓ), where z1 = Ecds(x1).

While it is straightforward to verify that ctqℓ(z1) ‘ ctqℓ(z2), z1 ‘ ctqℓ(z2), and
z1 b ctqℓ(z2) provide correctness, ctqℓ(z1) b ctqℓ(z2) is somewhat more com-
plex. To this end, CKKS adopts the ideas presented in [80, Section 4]. First,
note that z1z2 « (b1 + a1sk)(b2 + a2sk) = d0 + d1sk + d2sk

2 (mod qℓ), with
(d0, d1, d2) as in Multevk, is simple to compute but has one additional ele-
ment, and sk2 is required for decryption. Obviously, this is not sustainable
for many multiplications. Therefore, d2sk

2 must be replaced. To this end, one
uses the evaluation key evk = (bevk, aevk) with the property Decsk (d2evk/P) =
d2sk

2 + d2eevk/P (mod qℓ). The crucial role of 1/P is to keep the error term
d2eevk/P small so that it does not interfere with z1z2. With this at hand, we see
that ctqℓ(z1) b ctqℓ(z2) = (d0, d1) + td2evk/Ps (mod qℓ) is indeed correct, where
the rounding ensures integer coefficients. Although not strictly homomorphic,
the following additional functionalities are available.

Rescales(ctqℓ(z)). Output ctqℓ´1(tz/ss) = tctqℓ(z)/ss (mod qℓ´1).

KeySwitchswk(ctqℓ(z)). Output ct1qℓ(z) = (b, 0) + ta swk/Ps (mod qℓ).

KeyGenswk(sk). Output swk = (bswk, aswk), where aswk Ð RPqL , sk1 Ð Ds, eswk Ð

De, bswk = ´aswk sk1 + eswk + P sk (mod PqL).

Here, Rescales(ctqℓ(z)) outputs ctqℓ´1(tz/ss) = (b, a) with a reduced level and is
typically evaluated after every Multevk. For a better understanding, observe that
tb/ss = t(´a sk+ e + z ´ Iqℓ) /ss with I = tq´1

ℓ (´a sk+ z + e)s which can be
rearranged using the rounding errors ϵa = ta/ss ´ a/s and ϵz = t(z + e)/ss ´

(z + e)/s into ´ ta/ss sk + t(z + e)/ss + tϵa sk ´ ϵzs (mod qℓ´1). The term of
interest is t(z+ e)/ss which shows that the scaling factor of z and the error e can
be reduced. This way, Rescales(ctqℓ(z)) enables L sequential multiplications,
which is exponentially more than what is feasible without rescaling. The price
of this is the error tϵa sk ´ ϵzs, which is small for small }sk}8, and the reduced
modulus that ultimately limits the computations. Next, as the name suggests,
KeySwitchswk(ctqℓ(z)) allows switching from ctqℓ(z), encrypted under sk, to a
ciphertext with the same z but encrypted under sk1. Based on our explanations
above, this is straightforwardly verifiable.
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For completeness, we note that there is also a Rotation and Conjugation func-
tionality. Based on ct(z), the former cyclically rotates the message z = Ecds(x)
utilizing the automorphism ρj : z(X) ÞÑ z(X5jmod N) mod XN + 1. Conse-
quently, ρj(ct(z)) is a valid encryption of (xj, . . . , xN/2´1, x0, . . . , xj´1)

J but un-
der the key ρj(sk). Thus, a subsequent KeySwtich to sk is evaluated. Similarly,
Conjugation is realized with ρ´1 and enables the computation of x̄ based on
ciphertexts [45].

Example 2 (Encrypted polynomial feedback). Due to its fully homomorphic
properties, CKKS enables encrypted polynomial feedback. Let us consider
the control inputs ui = gi,0 + gi,2 y2 with i P t1, 2u, (g1,0, g1,2, g2,0, g2,2) =
(0.1, 0.2, 0.3, 0.4), and y = 0.5 which result in u1 = 0.15 and u2 = 0.4. The
cryptosystem is parametrized by L = 2, s = 104, and the toy parameters
q0 = 1012 + 39, N = 4, and P = 1015. SIMD operations are enabled through
zy = Ecds((y, y)J), zg0 = Ecds((g1,0, g2,0)

J), and zg2 = Ecds((g1,2, g2,2)
J) =

3000 ´ 707 X + 707 X3 (mod q2). Next, via Encpk we obtain the ciphertexts
ctq2(zy), ctq2(zg0), ctq2(zg2) of the form (b, a), where, for example, b = ´41457...
´40721... X ´ 43622... X2 + 17389... X3 and a = ´29055... ´ 42539... X ´ 11659...
X2 ´ 10825... X3. With this at hand, we prepare ctq1(z

2
y) = Rescales(ctq2(zy) b

ctq2(zy)) and ctq0(zg0) = ctq2(zg0)mod q0, which ensures a common modulus,
and compute the encrypted control inputs by

ctq0(v) = ctq0(zg0) ‘ Rescales

(
ctq1(zg2) b ctq1(z

2
y)
)

.

Finally, Decsk(ctq0(v)) = 2750 ´ 884 X + X2 + 883 X3 for which Dcds yields
(0.150, 0.399)J « (0.15, 0.4)J as desired.

Other HE schemes. Apart from the Paillier and CKKS cryptosystem, there
exist several other HE schemes. Since a complete overview is too lengthy at
this point, the interested reader can find it in Appendix B.2.2.

2.3 Secure multi-party computation

Shifting focus, we delve now into secure multi-party computation (SMPC)
while adhering to the presentation pattern of the previous section. Finally,
we introduce the SMPC instantiations: additive secret sharing, oblivious transfer,
and garbled circuits in Sections 2.3.3–2.3.5.

2.3.1 Overview

SMPC provides a wide variety of protocols that allow M P N parties P1, . . . ,PM
to jointly compute a functionality ( f1, . . . , fM) = f (z1, . . . , zM), where the i-th
party provides a secret input zi and receives an output yi. A protocol is correct
if yi = fi for all i and private if no party can learn anything about the inputs
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of other parties except what can be inferred from their output yi. To this
end, SMPC provides a diverse set of protocols in which the idea is to divide
information among parties.

Instead of a high computational overhead occurring in HE, communication
speed in terms of latency and bandwidth is the bottleneck in SMPC. In partic-
ular, additive secret sharing relies on cheap local computations, but requires
frequent communication between parties where small amounts of data are ex-
changed. Thus, the network’s latency typically dominates the execution time.
In this case, the number of communication rounds is a useful complexity met-
ric. On the other hand, garbled circuits support a circuit-independent number
of communication rounds. Here, typically large amounts of data must be ex-
changed, making the bandwidth an important consideration. In addition to
these network aspects, computational overhead and memory footprint can be-
come issues. This is especially true if large-depth computations are required
or protocols invoke costly primitives such as HE.

2.3.2 Security of secure multi-party computation

Threat models in SMPC have two orthogonal dimensions: the behavior of cor-
rupted parties and their number. Honest parties follow an SMPC protocol
faithfully and do not try to infer information, whereas corrupted parties are
mainly categorized into semi-honest (also known as honest-but-curious) and ma-
licious. Note that the party’s corruption can either be intrinsic or come from an
adversary that got access to it, and corrupted parties are generally assumed to
collaborate.

Definition 8 (semi-honest adversaries). A party is semi-honest if it faithfully
adheres to the protocol, yet retains and analyzes the record of received data to
gain additional information beyond what the protocol stipulates.

Malicious parties, on the other hand, can in addition to semi-honest behavior
deviate arbitrarily from a protocol, e.g., by sending false data. Although this
thesis focuses on semi-honest parties, we briefly comment on malicious behav-
ior in Section 4.2. Regarding the number of corrupted parties, if secret data in
a protocol can be recovered by t P t1, . . . , Mu collaborating parties, we write
(t, M). In other words, such a protocol relies on a non-collusion assumption of
t corrupted parties. Clearly, larger t makes this assumption more likely to be
true.

The security analysis of SMPC protocols often builds on the real/ideal para-
digm. There, one assumes the existence of a trusted third party that is incorrupt-
ible and faithful. This trusted third party then receives the inputs (z1, . . . , zM)
separately from each party via a secure channel, computes f (z1, . . . , zM), and
provides each party with its output yi = fi. This imaginary setup is ideal since
it trivially provides correctness and privacy. In comparison, these properties
are not immediate in a real protocol execution, where parties interact. The idea
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is now to construct a simulation of the real protocol based on what is available
in the ideal setup. If it is impossible to distinguish between the simulation and
the real execution, the real protocol inherits the properties of the ideal setup. A
formalization of this idea can be based on the view of Pi during the real proto-
col execution, i.e., viewi = (zi, ri;msg1, . . . ,msgϑ), where zi, r, and msg1, . . . ,msgϑ

denote Pi’s input, randomness, and the received messages, respectively. In the
ideal setup, the simulator Si is provided with zi and the correct output fi,
which we denote by Si(zi, fi(z1, . . . , zM)). The task of Si is now to generate
“something” for a corrupted Pi that is computationally indistinguishable from
its view, i.e., Si(zi, fi(z1, . . . , zM))

c
” viewi [150]. The next definition extends this

to multiple parties.

Definition 9 (Privacy with respect to semi-honest parties [93]). Given is a cor-
rect protocol Π that computes deterministic functionalities f in the presence of
|H| corrupted parties, where the index set is H = ta1, . . . , a|H|u Ă t1, . . . , Mu.
We say that Π computes f privately, if there exists a PPT simulator S such that
for every H and all inputs, it holds that S(H, zS , fS)

c
” viewA. Here, the ad-

versaries’ view is viewA = (H, viewa1 , . . . , viewa|H|
), while the simulator’s inputs

are zS = (za1 , . . . , za|H|
) and fS = ( fa1(z1, . . . , zM), . . . , fa|H|

(z1, . . . , zM)).

The modus operandi for S is often to construct “garbage” variables indis-
tinguishable from the real ones. The appeal of simulation-based proofs using
Definition 9 is two-fold. First, their privacy guarantee is easily interpretable
due to the idealized world. Second, they enable a composition of protocols,
which enables a modular approach toward more complex f (see [93, Theo-
rem 7.3.3], [40] for sequential composition of protocols or [41] for concurrent
composition with arbitrary other protocols).

2.3.3 Additive secret sharing

As an instantiation of SMPC, additive secret sharing (SS) is a multi-party proto-
col that builds on additively decomposing secrets over Zq. Consider M parties

P1, . . . ,PM with secrets zi P Zq. Then, every Pi can generate M shares z(j)
i of its

secret zi and reconstruct the secret in the following way:

Setup(M, q). Every Pi selects z(j)
i Ð Zq for j P t1, . . . , Muztku, computes z(k)i =

zi ´
řM

j=1,j‰k z(j)
i (mod q), and distributes its shares [zi].

Reconstruct([zi]). Collect all shares of zi and compute zi =
řM

j=1 z(j)
i (mod q).

Reveal([zi]). Invoke Reconstruct([zi]) and distribute zi.

For a compact presentation, the shorthand notation [zi] = (z(1)i , z(2)i , . . . , z(M)
i )

is used. Above, distributing the shares means that every Pi sends its share z(j)
i

to the corresponding Pj, which then owns (z(j)
1 , z(j)

2 , . . . , z(j)
M ). Distributing zi

means sending it to all parties. Importantly, shares (and combinations of up to
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M ´ 1 shares) are uniformly distributed over Zq for any zi [219, Theorem 8.13].
Consequently, one can safely distribute the shares, which makes this scheme
(M, M), and state the following.

Theorem 3. Additive secret sharing provides perfect security.

Additive secret sharing also supports arithmetic. In this context, operations
on [zi] are understood component-wise, where each component is computed
by one of the parties. With this at hand, the protocols are as follows:

Add([z1], [z2]). Locally compute [z1] + [z2] (mod q).

Mult([z1], [z2]). Invoke Protocol 1 (below). We also denote this by [z1] ˆ [z2].

PAdd(z1, [z2]). Locally compute z1 + [z2] := (z1 + z(1)2 , z(2)2 , . . . , z(M)
2 ) (mod q),

where z1 P Zq.
PMult(z1, [z2]). Locally compute z1[z2] (mod q), where z1 P Zq.

Verifying that the linear operations above provide correctness is straightfor-
ward using Reconstruct. However, it remains to specify Protocol 1, which fol-
lows next. Due to their nonlinearity, multiplications are more complex and
require communication. To see this, note that z1z2 = (z(1)1 + . . . + z(M)

1 )(z(1)2 +

. . . + z(M)
2 ) (mod q) creates coupling terms z(i)1 z(j)

2 with i ‰ j that can neither be
computed by Pi nor by Pj alone. In other words, this information must some-
how be communicated without revealing it. A generic approach to this end is
through multiplication triples α, β, γ, which are used in Protocol 1 [18, 72].

Protocol 1: Mult([z1], [z2]) via triples dummytextdummyi
Preprocessing phase

1 : α Ð Zq, β Ð Zq, γ = αβ (mod q).

2 : Create and distribute [α], [β], [γ] //1 communication round

Execution phase

1 : [δ] = [z1] ´ [α] (mod q) and [ϵ] = [z2] ´ [β] (mod q)

2 : Reveal([δ]) and Reveal([ϵ]) // 1 communication round iiiii

3 : [z1z2] = [γ] + δ[β] + ϵ[α] + δϵ (mod q)

Clearly, Reconstruct([z1z2])= γ+ δβ+ ϵα+ δϵ=(z1 ´ α+ α)(z2 ´ β+ β) (mod q)
which shows correctness. For privacy, note that δ and ϵ are uniformly random
in Zq by construction. In fact, all messages received in the above protocols can
be simulated by sampling uniformly at random from Zq. Hence, for |H| ă M
semi-honest parties, they provide a basis for (perfectly) private functionalities.

In order to ensure privacy, triples cannot be reused or revealed. Thus, the
preprocessing phase of Protocol 1 is an important step which can be realized,
e.g., by a dealer or interactively among the parties. In the former case, the
dealer is solely responsible for generating and distributing [α], [β], [γ], which
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leads to a high performance. For privacy reasons, the dealer is not allowed to
participate in the computations. In the latter case, the advantage lies within the
generality of the setup. However, the required protocols use costly primitives
such as oblivious transfer or HE (see [60, Chapter 8] or [126, 127]). Fortunately,
due to the triples’ independence of the input data, they can be precomputed
offline, which trades memory usage for reduced online computation times.

Example 3 (Privacy-preserving polynomial feedback). Let us reconsider u =
0.1+ 0.2y2 with y = 0.5 as a functionality and evaluate it privately with M = 2
parties. To this end, the plant selects s = 10, q = 216 and encodes its inputs
via zy = Ecds(y) = 5, zp0 = Ecds(0.1) = 1, zp2 = Ecds(0.2) = 2. Next, shares
t[zy], [zp0], [zp2]u = t(63234, 2307), (10329, 55208), (63608, 1930)u and two sets
of triples [α], [β], [γ] are created and distributed between the parties. Then, the
parties compute

[v] = s2[zp0] + [zp2] ˆ [zy] ˆ [zy] (mod q),

which requires two communication rounds (assuming preprocessing is done
beforehand) due to the two non-parallelizable multiplications. Note that s2

ensures the same scaling between both terms. Finally, the parties forward
their shares of v to the plant, which can then reconstruct v and decode it to
Dcds3(v) = 0.15.

Other secret sharing schemes. Apart from additive secret sharing, Shamir’s
[216] and replicated secret sharing [24] are noteworthy in this context. The for-
mer is based on polynomials η(x) = z + η1x + η2x2 + ¨ ¨ ¨ + ηtxt (mod q) where
t P N, η1, . . . , ηt Ð Zq and q is prime. Then, [z] = (η(1), . . . , η(M)), which
enables reconstructing the polynomial and z = η(0) by at least t + 1 shares
[60, p. 244]. Thus, this scheme is (t, M) and provides more flexibility. The
latter method is based on additive secret sharing, but typically M = 3 par-
ties are used, where every party receives 2 shares of each secret, resulting in
a (1, 3) scheme that requires encrypted communications. The benefits of these
schemes encompass multiplication without preprocessing and more efficient
scalar products. For both of these schemes, self-trust of a party is insufficient
to ensure the confidentiality of its secret because the remaining parties can
collude for a reconstruction.

2.3.4 Oblivious transfer

Oblivious transfer (OT) [191] occurs on several occasions as an important prim-
itive in many SMPC protocols. To understand it, let us consider the following
data exchange between Claude and Plantin, which represent a cloud server
and a plant, respectively. Claude has two values z0, z1, from which Plantin
selects one value zb with b P t0, 1u, which is revealed to Plantin while Claude
receives nothing, i.e., (zb, K) = f (b, (z0, z1)). OT then realizes this functionality,
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but Claude remains oblivious to Plantin’s choice b. If Plantin can select 1-out-
of-2 values, the protocol is denoted by OT1

2, which is illustrated in Protocol 2.

Protocol 2: OT1
2 via homomorphic encryption

Plantin selects b P t0, 1u Claude has z0, z1

Generates keys (pk, sk)

Encrypts b (pk, ct(b))

ct(zb) = ((1 a ct(b)) b z0)

ct(zb) ‘ (ct(b) b z1)ct(zb)

zb = Decsk(ct(zb))

Clearly, Protocol 2 is expensive because it uses HE for didactic purposes. Al-
though homomorphisms are not strictly required here, OT is unfortunately
only known to be constructed with public key cryptography [121]. Further-
more, OT can be realized securely.

Theorem 4 ([152]). In the presence of a semi-honest adversary, the OT1
2-functionality

can be computed privately.

Intuitively, Claude’s view can be simulated due to the guarantees of the
cryptosystem. Since OT uses public key cryptography as primitives, its secu-
rity guarantee is computational.

A natural extension is OT1
k, in which Claude holds k values, and Plantin

chooses b P t0, 1, . . . , k ´ 1u. With this at hand, any function f with k possible
outputs can be queried in an oblivious manner. Generic functions then follow
from the observation that OT1

4 enables oblivious logic gates. This is used in
the Goldreich-Micali-Wigderson (GMW) protocol [93]. However, relying on
OT and a circuit-dependent number of communication rounds makes GMW
expensive.

2.3.5 Garbled circuits

Garbled circuits (GCs) [20] is a two-party protocol. Here, we assume that P1
and P2 provide inputs ξ = (ξ1, ξ2, . . . , ξm) and w = (ω1, ω2, . . . , ωm), respec-
tively, and that they want to evaluate f (ξ, ω). To this end, the idea is that the
garbler represents f in terms of a sequence of lookup tables, but it replaces
the inputs and outputs with randomly selected labels ℓ. The result is called
“garbled circuit”, which is then sent to the evaluator who does not know the
labels’ correspondences. Still, based on the input labels, the evaluator can
compute the output label of each lookup table until it reaches the final out-
put. In practice, logic gates are typically used such that f becomes a Boolean
circuit. Next, we shed more light on these steps based on the simple example
f (ξ, ω) = AND(ξ, ω), where (ξ, ω) P t0, 1u2.
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Table 2.2. Garbling of an AND gate.

AND gate with labels

ℓξ
0 ℓω

0 ℓ
y
0

ℓξ
0 ℓω

1 ℓ
y
0

ℓξ
1 ℓω

0 ℓ
y
0

ℓξ
1 ℓω

1 ℓ
y
1

encrypt

outputs

Enc
ℓξ

0||ℓω
0
(ℓ

y
0)

Enc
ℓξ

0||ℓω
1
(ℓ

y
0)

Enc
ℓξ

1||ℓω
0
(ℓ

y
0)

Enc
ℓξ

1||ℓω
1
(ℓ

y
1)

permute

garbled AND gate

Enc
ℓξ

0||ℓω
1
(ℓ

y
0)

Enc
ℓξ

1||ℓω
0
(ℓ

y
0)

Enc
ℓξ

1||ℓω
1
(ℓ

y
1)

Enc
ℓξ

0||ℓω
0
(ℓ

y
0)

Garbling. The process of garbling is illustrated in Table 2.2. First, the garbler
replaces all possible inputs and outputs in the AND gate with the random
labels ℓξ

0, ℓξ
1, ℓω

0 , ℓω
1 , ℓy

0, and ℓ
y
1 where the indices are purely for presentation.

The outputs are then encrypted using the corresponding concatenated input
labels as secret keys, e.g., ℓξ

0||ℓω
0 . This way, permission to the gate’s output

is regulated. Finally, the outputs are randomly permuted, which prevents the
evaluator from exploiting positional information later on. We denote this result
by fGC. Then, the garbler sends fGC and its input label ℓξ

ξ to the evaluator. In
order to send the correct label ℓω

ω to the evaluator, OT1
2 is executed.11 This way,

neither ω nor both labels ℓω
0 , ℓω

1 are revealed.

Evaluating. Based on the labels ℓξ
ξ , ℓω

ω and fGC, the evaluator can only cor-
rectly decrypt the related output label ℓy

y and none of the others. Note, how-
ever, that it has no means to decide which row of fGC to decrypt because an
unsuccessful decryption looks like a random label. To resolve this, the garbler
can add markers to the labels, e.g., prepending two bits that indicate the cor-
rect row in fGC [19]. In a more complex circuit, output labels, such as ℓ

y
y, serve

as input labels for the next gate. For such f GC, Protocol 3 summarizes the
process. The final results ℓ fi

fi
and their correspondences can then be exchanged

between the garbler and the evaluator.

Protocol 3: Garbled circuit evaluation for f (ξ, ω)

Garbler has inputs ξ Evaluator has inputs ω

Garbles the circuit f (ξ, ω) f GC, (ℓξ1
ξ1

, . . . , ℓξm
ξm
)

OT1
2 for each ℓωi

ωi

Evaluate f GC gate-by-gate

until ℓ fi
fi
.

The security of Protocol 3 is captured by the following theorem.
11For efficiency, the OT extension technique should be used [123]. There, after a small number

of OTs, many more can be generated with fast symmetric primitives.
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Theorem 5 ([152]). In the presence of a semi-honest adversary, garbled circuits com-
pute f privately.

Here, the simulation proof essentially relies on a secure implementation of
OT and a fake correspondence table. Due to OT, the computational security
guarantee is inherited. A crucial limitation of GCs is that they offer one-time
usage only. For instance, if the evaluator obtains another set of input labels for
the same garbled circuit, reconstructing gate inputs can become feasible.

To improve the performance of GCs, several optimizations are available such
as row-reduction [176], Free-XOR [140], and Half-gates [250]. These techniques
reduce the number of gates to be communicated or the number of encryption
and decryption calls. The main cost for GCs in most scenarios is network
bandwidth, while the computation cost can also become substantial and is
dominated by encryption (mainly for the garbler). Therefore, the encryption is
typically replaced with a more efficient hash function (or even AES-NI instruc-
tions [22]), which significantly increases the evaluation speed and reduces the
memory footprint. Moreover, pipelined execution [118], where the evaluation
occurs during the garbling, eliminates the need to store the entire circuit. A
multi-party extension of GCs is BMR [19], where all parties simultaneously
contribute to garbling the circuit and then share their parts.
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Article Summaries and Discussions

Building on the preparations outlined in the previous chapter, we recognize
profound challenges inherent to privacy-preserving computations. Key obsta-
cles include efficient iterations and non-polynomial functions. Consequently,
often seemingly simple computations result in non-trivial challenges shap-
ing the landscape of encrypted control solutions and necessitate novel design
strategies. This chapter addresses these issues by contextualizing our contribu-
tions in the overarching field of privacy-preserving computations. In particular,
we illustrate the problems resulting from iterations and non-polynomial func-
tions with regard to control, explore their implications, and propose tailored
solutions in Sections 3.1 and 3.2. Although controller realizations based on HE
or SMPC offer strict security guarantees, they require significant computation
or communication resources. As a more efficient alternative, RATs have gained
traction, though they lack a rigorous cryptographic security analysis. Section
3.3 addresses this gap by discussing several pertinent issues. For more details
and the full versions of the summarized papers, we refer to Part II of this thesis.

Threat models. In the following, we consider two threat models, which de-
fine the context for our results. First, in cloud-based setups, we consider an
honest plant in possession of confidential control-related data and a semi-
honest cloud. This setup is special in the sense that it assumes asymmetric
trust. The plant is interested in outsourcing a computation by using a cloud
service. Consequently, the plant has no incentive to behave maliciously. On the
other hand, the cloud could, in principle, be malicious. However, this implies
an erroneous computation and jeopardizes the cloud’s reputation and business
model. Therefore, we assume that the cloud will execute program code and
protocols as specified but may try to infer as much information as possible,
i.e., it is semi-honest as in Definition 8. Second, in multi-party setups, we also
consider semi-honest parties. While this can be motivated in scenarios where,
e.g., the parties own confidential input data that can be combined in a fruitful
collaboration, it also serves as a stepping stone for protocols that provide se-
curity against malicious parties. We comment on malicious behavior in more
detail in Section 4.2.
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3.1 Iterative controllers

3.1.1 Problem overview

Let us begin by understanding the problem that iterations entail when evalu-
ated with privacy. To this end, we reconsider the dynamic controller (1.2) for
which a suitable encoding in Zq is given by

z(k + 1) = tsHs z(k) + tsGs tsk+1y(k)s (mod q) (3.1a)

v(k) = tsEs z(k) + tsFs tsk+1y(k)s (mod q), (3.1b)

with the integer state z(k) = tsxc(k)s (mod q) and the control input v(k). Note
that for a correct decoding, (3.1) is constructed such that sums possess the
same scaling factor. A privacy-preserving variant of (3.1) can be realized with
HE or SMPC primitives, since Add and Mult suffice. Due to the equivalence
between (3.1) and its privacy-preserving version, as stated in (2.3), we analyze
the former and omit stating the latter.

Now, observe that the autonomous part z(k + 1) = tsHsz(k) increases the
scaling with every iteration, which is reflected by tsk+1y(k)s. Consequently,
Dcdsk+2(v(k)) « u(k) is correct as long as }tsEsz(k) + tsFstsk+1y(k)s}8 P [´q/2,
q/2) X Z. However, if the number of iterations is unlimited or unknown be-
forehand, a suitable choice for (q, s) is unattainable. Thus, without counter-
measures, an overflow of Zq will almost certainly occur after a finite number
of iterations. In this case, the decoded control input u(k) would be highly
erroneous, putting the control performance and closed-loop stability at risk.
A prominent control example, where an overflow of integer numbers led to a
catastrophic failure, is the Ariane 5 rocket [154]. Thus, rescaling z(k) regularly,
e.g., via tz(k)/ss, to limit its scaling factor growth is essential for an unlimited
number of iterations.

Bootstrapping. One way to address this problem is by using FHE. There,
an unlimited number of iterations is realized via regular execution of boot-
strapping which generates a “refreshed ciphertext” enabling further encrypted
computations [91]. In this context, we first note that an implementation of the
dynamic controller (1.2) with CKKS slightly differs from (3.1) but results in
an analogous problem. In particular, the encoding and decoding (2.12) must
be adapted, i.e., z = Ecds(xc) P Rq, and instead of an increasing scaling fac-
tor, Rescales keeps the scaling factors constant throughout the computation at
the cost of reducing qℓ to qℓ´1 (see Section 2.2.4). This prohibits further com-
putations when q0 is reached. Thus, in order to avoid an overflow at this
point, each component of the encoded form of (1.2b), which corresponds to
tsEsz(k) + tsFstsy(k)s, must be smaller in absolute value than q0/2. For fur-
ther computations, bootstrapping then lifts ctq0(z) to ctQ(z) with Q " q0.
This transforms leveled CKKS into an FHE scheme. More precisely, consid-
ering ctq0(z) = (b, a) under the modulus Q yields a ciphertext ctQ(z1), where
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z1 = z ´ Iq0 with I = t(´a sk+ z + e) /q0s P R. The challenge then lies in
eliminating ´Iq0, which can be achieved through a homomorphic modulo q0
reduction. Rather than using the discontinuous modulo function, an approxi-
mation by q0/(2π) sin(2πz1/q0) over a bounded interval is typically employed,
which requires z ! q0. Finally, a homomorphic encoding is used to ensure a re-
duction in each coefficient of z1. Unfortunately, these steps make bootstrapping
computationally costly, i.e., it can take several seconds to minutes depending
on the parameter choices. See [50] for the initial procedure and [16, 34] for the
state-of-the-art. Hence, further improvements are required to make bootstrap-
ping practical for control applications.

Rescaling protocols. The integer controller (3.1) can be used directly in se-
cret sharing. There, rescaling protocols are available which provide a scaling
reduction of z via [tz/ss]. Instead of building on perfectly secure protocols [64],
competitive methods [42, 43, 63, 171] use a mask-and-open approach. Therein,
the parties reveal the additively masked share [z + r] = [z] + [r] (mod q1). This
way, protocols can be significantly simplified. For z P Zq, security then requires
that r Ð [0, 2κ(q ´ 1)] X Z. Thus, the scheme’s modulus must be increased to
q1 ą (q ´ 1)(2κ + 1) (see Appendix B.1.3 for details). Suitable [r] and other
correlated randomness can be precomputed (similar to multiplication triples),
in a preprocessing phase [79]. However, for a large number of iterations or
memory-constrained devices, preprocessing has to be re-executed during the
execution phase, which typically leads to impractical runtimes.

3.1.2 Summaries of articles [P3, P8, P11, P16]

Cloud-based. As noted above, arithmetic circuits with arbitrary depth can in
principle be evaluated with HE and SMPC. Unfortunately, current approaches
do not satisfy the needs of control in terms of efficiency. This begs the question
whether a system theoretic approach can be a remedy for implementing (3.1).
To this end, observe that H P Znˆn allows for s = 1 in the encoding and
thus circumvents an accumulation of scaling factors. Consequently, q can be
designed to robustly prevent overflows while no additional cost occurs during
the privacy-preserving evaluation of (3.1).

In [P16], we therefore analyze the resulting limitations for such H by means
of its characteristic polynomial

λn + hn´1λn´1 + ¨ ¨ ¨ + h1λ + h0, where hn´1, . . . , h0 P Z. (3.2)

Since encrypted controllers operate in a networked setup, especially Schur sta-
ble and marginally stable1 H are of interest. The rationale for this is that packet
delays and dropouts would otherwise quickly lead to a diverging controller,

1While the eigenvalues of a Schur stable H satisfy |λi| ă 1, the eigenvalues of marginally
stable H fulfill |λi| ď 1 and λi ‰ λj for |λi| = |λj| = 1 with i, j P t1, . . . , nu.
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Figure 3.1. Marginally stable roots with degree n P t1, 2, 3, 4u from left to
right. Roots corresponding to the same polynomial share the same color, and
overlapping roots are slightly shifted.

which is moreover impractical to detect homomorphically. In the case of Schur
stability, we then find the following.

Corollary 1 ([P16, Corollary 3]). The roots of (3.2) are Schur stable if and only if
hn´1 = ¨ ¨ ¨ = h0 = 0.

Thus, the only Schur stable choice is a finite impulse response (FIR) con-
troller of the form

u(k) =
n
ÿ

i=0

F iy(k ´ i). (3.3)

Next, we analyze marginally stable roots based on cyclotomic polynomials

Φp(λ) =
ź

1ďjďp
gcd(j,p)=1

(
λ ´ exp

(
2πij

p

))
with p P N but p ‰ 0. (3.4)

Here, the p-th cyclotomic polynomial is the unique irreducible monic poly-
nomial with integer coefficients that is a divisor of λp ´ 1 and not a divisor
of λj ´ 1 for any j P t1, . . . , p ´ 1u. Thus, by increasing p, only new roots are
considered. Remarkably, the roots of Φp are the marginally stable roots of (3.2).

Corollary 2 ([P16, Corollary 4]). The roots of (3.2) are marginally stable if and only
if there exists a nonempty set L such that n0 ď n and

λn + hn´1λn´1 + ¨ ¨ ¨ + h1λ + h0 = λn´n0
ź

pPL
Φp(λ). (3.5)

For a specification of L, see [P16, Section 4]. The number of possible mar-
ginally stable controller dynamics is then given by |L| and increases strictly
with n. An illustration is depicted in Figure 3.1. As apparent from the figure,
the number of different root configurations increases quickly with n, but spe-
cific locations may require high controller orders, e.g., a root at 14.4 degrees
requires at least n = 20. Integer variants of discrete-time proportional-integral-
derivative controllers are also affected by these results. In fact, the integral part
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is always marginally stable, whereas for common discretization methods, sta-
ble derivative parts are not of practical use. Finally, we note that non-minimal
realizations of (3.1) imply unstable pole-zero cancellations for stable controllers
and thus cannot enhance the flexibility in practice [229, 230].

In [P8], we discuss the advantages of encrypted FIR controllers in compar-
ison to other privacy-preserving realizations of (1.2). That is, encrypted FIR
controllers do not require additional communication to a TTP, their inherent
stability makes them robust against packet dropouts and delays, and they can
be efficiently evaluated because the multiplicative depth of (3.3) is 1. Moreover,
for u P Rm, m parallel Mult suffice to evaluate (3.3) in an RLWE-based cryp-
tosystem. To this end, one uses the rows of (tsF 0s , tsF 1s , . . . , tsF ns)mod q
and (tsy(k)Js, tsy(k ´ 1)Js, . . . , tsy(k ´ n)Js)Jmod q as coefficients in the mes-
sage polynomials and observes that the (standard) convolution, required for
(3.3), is evaluated in the XN´1 coefficient of the ciphertext. For the design of
FIR controllers, we propose to approximate a given Schur stable controller in
the form (1.2). Using a finite window of the controller’s response, we find
F 0 = F and F j = EH j´1G for all j P t1, . . . , nu. Additionally, we rely on an
H8-optimal design and nonlinear programming to minimize the FIR’s order.

With this at hand, the performance of FIR controllers in comparison to reset
controllers is evaluated. To this end, we consider a benchmark system in net-
worked control which is unstable and non-minimum phase (see [P8, Section
6] for details) and approximate two reset controllers from the literature. These
periodically reset their state according to

z(k + 1) =

#

zreset if k + 1 mod T = 0,
tsHs z(k) + tsGs tsk+1y(k)s (mod q) otherwise,

(3.6)

where zreset is a predefined value and T is the reset interval. This way, they
provide an alternative method for a privacy-preserving evaluation of (3.1). In
our experiments, FIR controllers provide better performance in terms of con-
vergence speed and magnitude of the controller state than their reset counter-
parts [P8, Figure 6.3], while they can be evaluated more efficiently.

Multi-agent systems. In [P3] we focus on a distributed solution of a gener-
alized consensus problem in multi-agent systems. The setup considers bidi-
rectional communications and a system operator who specifies the cooperative
control task by parameterizing a separable cost function to be minimized by
the agents. More precisely, at each sampling instance, the agents solve

min
x1,...,xM,ζ

M
ÿ

i=1

Ji(xi, pi) s.t. xi = ζKi
, (3.7)

which has multiple applications in cooperative control but requires the ex-
change of possibly sensitive data between agents. Thus, we propose a privacy-
preserving distributed solution of (3.7). Here, i P t1, . . . , Mu and M is the
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number of agents. Furthermore, xi P Rni , pi P Rψi , and Ji : Rni ˆ Rψi Ñ R

denote local decision variables, parameters, and the cost function of the i-th
agent, respectively, whereas ζ P Rm refers to a global decision variable. Lastly,
the ordered index sets Ki Ď t1, . . . , mu specify which entries in the global ζ

are associated with the local xi. We assume Ji(xi, pi) = xJ
i Qixi/2 + pJ

i V ixi,
where Qi is a positive definite Hessian, and add equality constraints of the
form T ixi = Si pi that can, e.g., incorporate the dynamics of the agents. By
applying the alternating direction method of multipliers (ADMM), a suitable
initialization, and rearrangements of the resulting formulas (see [P3, Sections
3 and 4.2] for details), we obtain the iterations

xi(k + 1) = ρΓi,ζζKi
(k) ´ Γi,ννi(k) + Γi,p pi (3.8a)

νi(k + 1) = νi(k) + ρ
(

xi(k + 1) ´ ζKi
(k + 1)

)
(3.8b)

ζϕ(k + 1) =
1

|Iϕ|

ÿ

iPIϕ

xi,ϕi(k + 1), (3.8c)

where ρ, Γi,ζ , Γi,λ, Γi,p are parameters and ν is the Lagrange multiplier. The
distributed evaluation forces us to introduce ϕi as the local position of the
global entry ϕ (xi,ϕi is the ϕi-th entry of xi) and the sets Iϕ = ti P t1, . . . , Mu | ϕ P

Kiu, where Iϕ collects all agents that make use of ζϕ. In this context, we assume
that for each ζϕ, there exists at least one agent i who is able to evaluate (3.8c)
by collecting information from its neighbors.

Importantly, the distributed iterations (3.8) converge to a solution of (3.7)
which is compatible with the agents, and they can be realized using Add and
Mult which enables privacy via HE or SS. In contrast to (3.1), the multiplicative
depth of (3.8) is not arbitrary because time constraints on the evaluation ap-
ply. Thus, we use the maximum realizable number of iterations in (3.8), which
can be viewed as a finite approximation similar to the cloud-related analysis
above. The remaining challenge for a private realization of (3.8) is to spec-
ify how variables and parameters are provided to each agent without leaking
information.

While a SS solution cannot exploit the benefits of the distributed evaluation
(3.8) well, HE operates communication-wise in the same way as a plaintext so-
lution. Thus, our realization builds on HE, where we deploy multiple instanti-
ations of the CKKS cryptosystem. The core idea, which greatly simplifies the
solution, is to let all agents compute in a global cryptosystem “0” while none of
them has access to the corresponding sk0. To this end, the operator sets up this
cryptosystem and distributes pk0. Then, every agent can operate on a fully en-
crypted version of (3.8) and exchange data with its neighbors without the risk
of disclosing information. A small caveat is that the operator can, in principle,
eavesdrop on the communications between agents and decrypt them using sk0.
However, we resolve this by an additional layer of standard encryption for the
communication. The final step is to give each agent access to its computation
result and none of the other agents’ results. To achieve this, we exploit the
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KeySwitch functionality as follows. During setup, each agent i receives a secret
key ski. Then, the i-th agent’s result is first sent to a different agent, where a
KeySwitch from cryptosystem 0 to i is executed. The resulting ciphertext is then
forwarded to agent i, who can use ski for decryption. This intermediate step is
necessary because swk = (bswk, aswk) = (´aswk ski + eswk + P sk0 mod PqL, aswk)
can be decrypted with ski, which reveals sk0.

We apply our scheme to a formation task of mobile robots under three dif-
ferent communication graphs (see [P3, Figure 7.1]). The operator specifies a
desired displacement between the robots and one agent follows a time-varying
reference position. We observed a quick convergence to the desired formation
and satisfying tracking behavior after five iterations, as shown in [P3, Figure
7.2].

In [P11], we consider distributed affine averaging which is used for state
estimation and is relevant for robot swarms, clock synchronization, processor
networks, and data fusion. A compact presentation of the algorithm in its
integer form is

z(k + 1) = tsHs z(k) + tsk+2gs (mod q), (3.9)

where we note the similarity to (3.1). However, a crucial difference is that
zi(k + 1) depends on

ř

jPNi
tsHijszj(k), where Ni are the neighbors of agent i.

Thus, instead of protecting (3.9) entirely, our goal is to provide privacy for
the neighbor’s states zj(k) at each agent i. Unlike before, where finite approx-
imations were sufficient, the required number of iterations in (3.9) typically
results in impractical values for (q, s). Thus, another approach that enables
sufficiently many iterations in (3.9) must be contemplated. In the context
of affine averaging, it is important to note that H has additional structure,
i.e., H1n = 1n, 1J

n H = 1J
n , and 1J

n z(k) = 0 are required for convergence.
Thus, a suitable H P Znˆn must fulfill these restrictions and additionally2

det(H ´ λI) = λn´1(λ ´ 1) while being compatible with the communication
graph. Because finding such H is NP-hard (see [186]), we analyze tailored
reset strategies (similar to (3.6)) where, after T computation steps, a suitable
value is assigned to z(k). An admissible pair (q, s) that guarantees a computa-
tion interval T without overflows can be estimated based on the accumulated
quantization errors of (3.9) which are derived in [P11, Section 4.1].

Again, our approach favors HE. Setup-wise, one agent is chosen to obtain
its state estimate at the end of the computation. Without restriction of gener-
ality, we assume that this is agent i = 1. We refer to it as the “leader”, while
the remaining agents are “followers”. First, the leader sets up a homomor-
phic cryptosystem and distributes pk among the followers. Thus, the followers
can evaluate T encrypted iterations of (3.9) without the risk of breaching their
state’s privacy despite data exchanges. An exception is the leader who, in pos-
session of sk, can decrypt messages from its neighbors. However, the leader’s
ability to decrypt is also key to transferring information from z(T) to z(T + 1)

2One integrator and n ´ 1 decaying modes are required for consensus. To this end, select
Φp = λ ´ 1 in Corollary 2.
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during the reset. Yet, resetting z(k) to a value that can be determined offline
would lead to a limit cycle with period T after the first iteration phase. Thus,
for further convergence, the use of online data is essential, while 1J

n z(kT) = 0
has to be taken into account. To this end, we use a tree sub-graph of the com-
munication graph for the reset (illustrated in Figure 3.2), where the leader is the
root node and follower agents are the leaf nodes. Without going into the spe-
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Figure 3.2. Communication graph (left) and tree subgraph with the leader as
the root node (right).

cific details of affine averaging, the tree graph enables aggregating encrypted
data at parent nodes by forwarding it from their child nodes. The result finally
reaches the leader, who can decrypt and use the data to provide suitable up-
dates for its own and the followers’ states, which are then distributed. Errors
related to resets are analyzed in [P11, Section 4]. The algorithm then alternates
between T iterations and a reset.

We tested the approach on randomly generated graphs with M P t10, 11, . . . ,
100u agents (see [P11, Section 5]) and observed that the convergence continues
after the resets until the fixed-point precision of the implementation is reached.
For affine averaging, the information aggregation during the reset can even
support the convergence.

3.1.3 Discussion

Cloud-based. As it turned out, FIR controllers (3.3) are the only suitable
choice that adhere to the form (1.2) and can be evaluated with HE or SMPC
without bootstrapping or truncation protocols, respectively, while harmoniz-
ing well with a networked setup due to their stability. Nonetheless, two prob-
lems arise in this case. First, their approximation-based design is only feasible
for predesigned controllers with stable H and it can require high controller
orders. Thus, a direct FIR controller design would be advantageous. Unfor-
tunately, FIR controller design is equivalent to output feedback design, which
is an old but (to some extent) open problem in control theory. Moreover, FIR
controllers cannot stabilize every class of linear systems [P2].3 Still, based on
the idea of finite information reuse, other algorithms can also be realized. For

3A practical alternative, leveraging state feedback designs, is through state estimates x̂(k) via
moving horizon estimators with quadratic cost, linear system dynamics, and no initial guess
[166, cf. Section 1.4.4]. The resulting x̂(k) is linear in the input-output sequences.
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instance, in [P1], we propose a cloud-based system identification service that
solves least squares problems of the form

N:Ω = arg min
X

}NX ´ Ω}
2
F via Z(k + 1) = (2I ´ Z(k)N)Z(k),

where the decision variable X and the parameter Ω are matrices in general.
The iteration in Z(k), which was conceived in [206], is guaranteed to converge
to the pseudoinverse N: for suitable initial guesses Z(0).

We found reliable solutions in the context of specific control applications
that satisfy our demands in terms of performance and robustness. However,
these do not directly address the iteration problem, but rather circumvent it
by building on finite approximations. Thus, further research that addresses
the problem and unlocks larger computational depths is required. In the con-
text of SMPC, we note that there exist less critical setups in which a periodic
preprocessing phase can be justified.

Multi-agent systems. Our approaches in multi-agent systems are built on fi-
nite iterations in control algorithms. In both scenarios, distributed algorithms
are used, for which we prefer an HE-based solution. This way, distributing a
public key among the agents enables encrypted iterations until an overflow
becomes imminent. A major drawback of HE when it comes to resource-
constrained devices is the computational overhead. With lightweight security
parameters and a small communication graph, we barely achieved real-time
capabilities on a standard computer (see [P3, Section 5.3]). First, in the context
of encrypted ADMM iterations, we manage the access of each agent to its com-
putation result via keyswitches. In the presented form, the scheme is (1, M),
i.e., it can only provide security if the agents i and j, where agent j performs
the keyswitches for agent i, do not collude. For a (M, M)-scheme, a solution
based on additive secret sharing and a centralized algorithm seems to be the
best choice. Also, the additional encryption layer during communication can
be bypassed by SMPC. To this end, pk and the required switching keys are gen-
erated privately using SMPC and then revealed. This way, no agent has access
to data that is encrypted with cryptosystem 0. Finally, a re-randomization as
part of the keyswitch should be considered to increase the security [57].

In the context of affine averaging, we essentially leverage information ag-
gregation to compute a suitable reset and decryption to prevent an overflow.
While the setup permits the leader to learn its state, sk enables it to decrypt
other messages as well. During the computation, this reveals the states of its
neighbors, which constitutes an information leak. From this perspective, the
leader should have a small number of neighbors. Using additive secret sharing,
it would be possible to reconstruct computation results for the leader without
granting access to its neighbors’ states. Preventing an information leak entirely
does, however, require bootstrapping or a rescaling protocol.
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3.2 Non-polynomial controllers

3.2.1 Problem overview

Arithmetic HE schemes and SS provide the computation primitives Add and
Mult. For a suitable modulus, this allows evaluating (a composition of) multi-
variate polynomials

g(x1, x2, . . . , xn) =
ÿ

i1,i2,...,in

gi1,i2,...,in xi1
1 xi2

2 . . . xin
n , (3.10)

with gi1,i2,...,in P R and ij ě 0 on the inputs. However, even seemingly sim-
ple non-polynomial functions result in a non-trivial representation by (3.10).
Moreover, it is well-known that certain functions are not well-representable by
(3.10), where discontinuous functions stand out. These lead to large polyno-
mial degrees (multiplicative depth) or low accuracy.

In control, non-polynomial functions arise prominently in MPC. More pre-
cisely, the explicit solution to the optimal control problem (1.4) is PWA, as high-
lighted in (1.5). Robust MPC, which allows taking quantization errors from
(2.4a) into account, or data-driven MPC [P7] can also result in PWA solutions
(see the illustrations in [P9, P10, P17]). While nonlinear MPC yields more com-
plex control laws4, PWA functions are a popular choice for their approximation
[99, 115]. Moreover, the capability to evaluate certain non-polynomial func-
tions unlocks wide-ranging computation capabilities, e.g., through elementary
mathematical functions [78, 173].

3.2.2 Summaries of articles [P9, P10, P17]

Efficient and accurate non-polynomial functions are relevant beyond control,
while the current state of affairs, as characterized by (3.10), does not satisfy the
demands in many applications. In the context of SMPC, GCs can help to alle-
viate this problem by enriching the set of computations with Boolean circuits.
However, a formulation that is well-aligned with the cryptographic primitives
is paramount for practicality. We discuss our findings in the context of nonlin-
ear control laws u(x) P Rm that arise in MPC. Without loss of generality, we
focus on m = 1 to simplify the presentation.

In [P9], we propose to use max-out neural networks of the form

û(x) = û1(x) ´ û2(x) = maxtLx + du ´ maxtMx + eu (3.11)

to realize cloud-based explicit MPC with privacy. Here, L, M P Rpˆn and
d, e P Rp correspond to a single hidden layer with two neurons that pool
p P N affine preactivations from which the maximum element is selected.

4Control laws in nonlinear MPC can be discontinuous and may have bifurcations [26, Maxi-
mum theorem]. In comparison to (1.5), piecewise functions may be nonlinear.
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Due to the convexity of the expressions maxtLx + du and maxtMx + eu, (3.11)
is also called convex decomposition. An illustration is depicted in Figure 3.3.
Importantly, (3.11) is a PWA function and allows to approximate any contin-

Figure 3.3. Left: Explicit solution u(x) to a nonlinear MPC problem with
continuously stirred reactor dynamics (normalized and continuous version of
[100]). The solution u(x) is computed at discrete sample points and interpo-
lated. Right: Exact convex decomposition û(x) of the interpolated solution
with maxtLx + du (top; light) and maxtMx + eu (bottom; dark).

uous function u(x) : Rn Ñ R arbitrarily well [97, Theorem 4.3]. As it will
turn out, (3.11) is suitable for a private evaluation. To this end, the encoding
of (3.11) results in v̂(z) = maxtts1Lsz + ts3dsu ´ maxtts1Msz + ts3esu (mod q),
where z = ts2xs (mod q). Here, the potentially different scaling factors s1, s2,
and s3 = s1s2 enable some design freedom regarding accuracy.5 Remarkably,
despite the quantization errors, maxtu always selects the correct element, as
implied by the following upper bound.

Proposition 1 ([P9, Proposition 3]). Select q such that an overflow is avoided, and
let η P R be such that ∥x∥8 ď η/(2s1), }L}max ď η/(2s2), and }M}max ď η/(2s2).
Then, the error is upper-bounded via

|u(x) ´ Dcds3(v̂(z))| ď
1
s3

(
nη +

n
2
+ 1
)

.

With the error bound at hand, a robust MPC formulation is used to account
for quantization errors and to ensure robust constraint satisfaction.

In [P10], we consider the computation of a convex decomposition. In partic-
ular, we determine L, M, d, e for a given PWA function defined over a par-
tition tPiu

θ
i=1 as in (1.5). In this context, two methods exist that result in

u(x) = û(x). The first method uses index pairs of neighboring polyhedra
B =

␣

(i, j) P t1, . . . , θu2
ˇ

ˇ dim(Pi X Pj) = n ´ 1, i ă j
(

and index pairs associ-
ated with “convex folds” in u(x), i.e.,

V =
␣

(i, j) P B
ˇ

ˇ kJ
i x + bi ą kJ

j x + bj, @x P PizPj
(

.

5An optimal quantization is addressed in Appendix C.1.
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Here, kJ
i and bi denote the m-th row of Ki and bi in (1.5), respectively. Based

on V , one can construct û1(x) =
ř

(i,j)PV maxtkJ
i x + bi, kJ

j x + bju and û2(x) =
û(x) ´ û1(x) which can be brought into the form (3.11). The second method
uses an optimization-based approach which offers more flexibility. To this end,
convexity and continuity are enforced for all (i, j) P B through

lJ
i x + di ě lJ

j x + dj, mJ
i x + ei ě mJ

j x + ej for every x P Pi (3.12)

lJ
j x + dj ě lJ

i x + di, mJ
j x + ej ě mJ

i x + ei for every x P Pj, (3.13)

while ki = li ´ mi, bi = di ´ ei must hold for all i P t1, . . . , θu to satisfy (3.11).
While the first method results in û2(x) with significantly more segments in
comparison to û1(x), the second method suffers from feasibility issues. In fact,
the optimization is only feasible if tPiu

θ
i=1 has a regularity property (see [67,

p.53]) which is often not fulfilled in practice. However, we found that the
feasibility of an optimization-based approach is ensured by using the induced
partition of

ÿ

(i,j)PV
maxtkJ

i x + bi, kJ
j x + bju and

ÿ

(i,j)PY
mintkJ

i x + bi, kJ
j x + bju,

where Y = t(i, j) P B | kJ
i x + di ă kJ

j x + dj, x P PizPju is the set of concave
folds. In fact, the resulting partition is regular by definition and often contains
fewer polyhedra than the initial partition tPiu

θ
i=1 (see [P10, Table 10.1]).

In [P17], we introduce a two-party protocol for the privacy-preserving eval-
uation of (3.11) by combining and extending the ideas in [P9, P10]. First,
we note that, for efficiency reasons, a convex decomposition with a mini-
mal number of segments is desirable. Fortunately, u(x) « û(x) allows re-
ducing the complexity significantly. To this end, we consider a least-squares
training approach for (3.11) using samples (xi, ui(xi)).6 Second, observe that
ξ = ts1Lsz + ts3ds (mod q) and ω = ts1Msz + ts3es (mod q) can be evaluated
with HE or SS primitives. Challenging are, however, the non-polynomial func-
tions maxtξu and maxtωu. Therefore, we enrich our protocol by means of GCs
that are well-suited for Boolean circuits and hence to select the maxima. Conse-
quently, we obtain a M = 2 party scheme and select SS rather than HE. At this
point, it becomes clear that our reformulation of u(x) via û(x) aligns well with
the strengths of SS and GCs, while also acknowledging the non-reusability of
GCs.

Due to symmetry in our privacy-preserving computation, we focus in the
following overview only on maxtξu. Namely, evaluating ξ using SS, we obtain

[ξi] =
n
ÿ

j=1

[ts1Lijs] ˆ [zj] + [ts3dis] (mod q).

6Instead of directly solving the nonlinear optimization, a convex reformulation can be found
in Appendix C.2.
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Since Reconstruct([ξi]) would reveal private information, while the correct re-
sult of maxtξu depends on the message ξ, the reconstruction must be per-
formed within the GC. To avoid a bottleneck, we use q = 2φ for a suitable
φ P N such that the required modulo reduction amounts to discarding bits.
Then, the first part of the Boolean circuit is a ripple carry adder which com-
putes

Reconstruct([ξi]) = ´2φ´1Yi1 +

φ
ÿ

j=2

2φ´jYij,

where Y P t0, 1upˆφ contains a bit-decomposition of ξi in its i-th row. The
second part then consists of maxtξu which is evaluated in rlog2 ps “tourna-
ments”, e.g., for p = 4 via maxtmaxtξ1, ξ2u, maxtξ3, ξ4uu. Here, maxtξi, ξ ju =
(1 ´ σ)ξi + σξ j, where σ is the sign bit of ξi ´ ξ j. The k-th bit of maxtξi, ξ ju is
then

XOR
(
AND (Yik,NOT(σ)) ,AND

(
Yjk, σ

))
. (3.14)

Repeating these steps for the remaining entries in ξ and the remaining rounds
of the tournament completes the circuit-based evaluation of maxtξu. Based on
this, two GCs can be constructed where the output labels are bits of [maxtξu]
and [maxtωu]. The final subtraction is evaluated using SS. Then, u(x) «

Dcds3(v̂(x)) = Dcds3(maxtξu ´ maxtωu) can be applied. Protocol 4 summa-
rizes the approach.

Protocol 4: Evaluate u(x) « maxtLx + du ´ maxtMx + eu

Preprocessing phase

1 : Distribute [ts1Lijs], [ts3dis], [ts1Mijs], [ts3eis].

2 : Generate and distribute sufficiently many multiplication triples [α], [β], [γ].

3 : Generate a garbled circuit for [maxtξu] and [maxtωu].

Execution phase

1 : Distribute [z1], . . . , [zn]

2 : [ξi] =
řn

j=1[ts1Lijs] ˆ [zj] + [ts3dis] (mod q)

[ωi] =
řn

j=1[ts1Mijs] ˆ [zj] + [ts3eis] (mod q)

3 : Exchange the garbled circuits and labels. Perform OT1
2 for each ℓ

ξ
(2)
i

ξ
(2)
i

and ℓ
ω

(1)
i

ω
(1)
i

.

4 : Evaluate the garbled circuits.

5 : [v̂(x)] = [maxtξu] ´ [maxtωu] (mod q).

The security of Protocol 4 follows from the modular composition property
of SMPC protocols (see Section 2.3.2). Since OT1

2 depends on [ξi], [ωi], it re-
quires two communication rounds (excluding the preprocessing). Note that
we maximized the number of XOR in the Boolean circuit to exploit the Free-
XOR optimization as noted in Section 2.3.5. In total, the remaining evaluation

47



Chapter 3. Article Summaries and Discussions

cost amounts to φ(4p ´ 3) AND gates. Besides, we tested the scheme numeri-
cally, where p P t8, 16u segments and φ P t16, 32u bits accuracy led to execution
times in [80, 350]ms (see [P17, Table 11.3] for details).

3.2.3 Discussion

By enriching SS with GCs, we enabled the privacy-preserving evaluation of
PWA functions that can be used to approximate continuous functions arbitrar-
ily well. At this point, we note that GCs can also offer efficient rescaling, as
needed for iterations, such that an alternation between SS and a GC can enable
a large class of algorithms. However, there are two disadvantages related to
Protocol 4. First, its security relies on a non-collusion assumption between two
parties, i.e., it is (1, 2) secure. While this can be realistic in certain scenarios
(computation services with multiple clouds, for instance), a higher threshold
is desirable. In principle, replacing GCs with its multi-party variant BMR or
using a bit-decomposition protocol in SS to evaluate maxtξu and maxtωu at
the cost of more preprocessing and communication rounds can achieve this.
Second, for certain functions, the least-squares training and p can become com-
putationally costly and large, respectively. If this occurs, an enlarged memory
footprint and less efficiency due to the need for more multiplication triples and
larger GCs are the results.

Interestingly, when considering special functions instead of generic approx-
imators as above, there exist tailored protocols in SS such as for [tz/su] and
[z1/z2] (see, for instance, [13, 43]). With this at hand, we consider privacy-
preserving computations between prosumers in [P5] for smart grids, as shown
in Figure 3.4. In particular, we solve the well-known nonlinear power flow

Figure 3.4. Secret sharing in a smart grid with M = 4 prosumers P. Each
prosumer is connected via a point-to-point connection (gray lines) to all other
prosumers.

problem based on Newton’s method. Our formulation is specifically designed
to leverage the strengths of SMPC to minimize communications. The resulting
algorithm is then benchmarked under different grid sizes and network condi-
tions.
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3.3 Security of random affine transformations

3.3.1 Problem overview

While well-established cryptographic methods such as HE and SS suffer from
large overheads, the promise of RATs is to alleviate this problem and to fa-
cilitate new applications. To this end, the symmetric and deterministic RAT
cipher is defined as follows:

KeyGen(). Output sk = (R, r), where R P Rmˆm and r P Rm are selected (3.15a)

at random, while R´1 must exist.
Encsk(z). Output ct(z) = Rz + r, with z P Rm. (3.15b)

Decsk(ct(z)). Output z = R´1(ct(z) ´ r). (3.15c)

Remarkably, since RATs utilize a real-number message and ciphertext space
Rm = Zm = Cm, an encoding is not required for most applications. Further-
more, computations over R allow the use of standard methods to handle both
iterations and non-polynomial functions.

A prominent application of RATs is the solution of a quadratic program

min
z

1
2

zJQz + cJz s.t. Pz ď s, (3.16)

which can be transformed into an equivalent quadratic program in ct(z) with
the randomized parameters
rQ = R´JQR´1, rP = PR´1, c̃J = (cJ

´ rJR´JQ)R´1, s̃ = s + PR´1r (3.17)

by substituting z = R´1(ct(z) ´ r) in (3.16). The transformed variant is then
outsourced to a semi-honest cloud and solved. Subsequently, the returned
minimizer is decrypted. In control, this can be used for implicit linear MPC,
where (3.16) is solved at each time step to obtain a solution for (1.4).

Although computationally cheap, RATs lack a security analysis under estab-
lished definitions. Important aspects in this context are as follows. First, while
RATs were initially proposed for one-time usage, control applications require
periodic usage where data is highly correlated. Second, in some literature,
non-standard security definitions are used to prove security only under the
weakest attacker model, i.e., a ciphertext-only attacker. Third, KeyGen is only
vaguely specified (as above). Therefore, the use of RATs in practice firmly asks
for a systematic security analysis.

3.3.2 Summary of article [P13]

In [P13], we address this issue by analyzing the security of RATs under cryp-
tographic notions, which we introduced in Sections 2.1.4 and 2.2.2. More pre-
cisely, we compute the statistical distance

D =
1
2

ÿ

ctPCm

|Pr(Encsk(z1) = ct) ´ Pr(Encsk(z2) = ct)| @z1, z2
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as a quantitative measure for the ciphertext security of different RAT variants.7

Here, Pr(Encsk(zi) = ct) denotes the probability of observing ct given zi. Note
that for negligible D, a security proof is possible, e.g., by simulating the view
of an adversary A. Our analysis focuses on the encryption (3.15b) and keeps
potentially valuable additional data aside. Furthermore, our setup considers
attackers A with plaintext and plant knowledge. Applying Kerckhoffs’ princi-
ple to CPSs, the latter assumes A knows that the RAT is used in the context of
linear discrete-time dynamics (1.3). Such background knowledge is important
to consider because it cannot be controlled and thus should not influence the
cipher’s security.

The deterministic RAT cipher is specified in (3.15). In case only ciphertexts
tct(z(k))ukPN are available, guesses for z(k) or sk are not verifiable. This often
serves as a security argument in the encrypted control literature. However,
Encsk(z(k)) always results in the same ct(z(k)) for the same z(k), allowing
us to conclude D = 1. In practice, this means that a public key RAT variant
would be easily broken, i.e., A could build a library of pairs (z(k), ct(z(k)))
using pk and perform a known-plaintext attack. In a known-plaintext attack,
A has access to the pairs t(z(k), ct(z(k)))ukPN. In this case, the deterministic
RAT cipher breaks because ct(z(k)) = Rz(k) + r becomes linear in sk. A
known-plant attack grants A the structural knowledge of the linear system (1.3)
and t(ct(u(k)), ct(z(k)))ukPN, where u(k) is the control input. This allows A to
identify RAR´1, i.e., a similarity transformation of the system matrix A, which
reveals the eigenvalues of A. Furthermore, if A obtains A, it can recover sk.

Next, we define a probabilistic RAT, where sk(k) varies in each encryption.
This requires re-computing and communicating the parameters (3.17), which
constitutes significant effort. Nevertheless, we consider the cases (R, r(k)) and
(R(k), r(k)) and assume an independent and uniform distribution for the el-
ements of R(k) and r(k) over the intervals [´Rmax, Rmax] and [´rmax, rmax]
with finite Rmax, rmax ą 0, respectively. Then, the resulting distribution of
ct(z(k)) = Rz(k) + r(k) allows for negligible D if rmax = 2κ and Rmax is fixed.
Similarly, (R(k), r(k)) results in D ď negl(κ) for suitable parameter choices.
Thus, attacking probabilistic RATs based on their ciphertext distributions (il-
lustrated in Figure 3.5) can be made intractable.

However, it is often overlooked that defining a RAT over R requires infinite
precision, which is not realizable on a digital machine. Thus, KeyGen in (3.15a)
must be specified while taking this constraint into account. In this context,
we propose to emulate a uniform distribution with floating-point numbers in
order to maximize the cipher’s security. Due to rounding that occurs during
floating-point computations, analytical expressions are hard to obtain for this
case. Therefore, we analyze the statistical distance D numerically based on the
(still tractable) set of 16 bit floating-point numbers. It turns out that D strongly
depends on the messages and varies in a complex manner between 0 and 1,

7In fact, we consider a continuous version of the statistical distance in most of the analyzed
cases.
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Figure 3.5. Ciphertext distribution of RATs in the scalar case for different
messages (left: R = 2, rmax = 7.5, right: Rmax = rmax = 7.5). Overlap of the
distributions creates security and can be increased by making rmax larger.

which is a result of finite precision. This indicates vulnerabilities and makes
a reliable application difficult. Finally, Table 3.1 provides an overview of the
results stated above.

Table 3.1. Security guarantees of the RAT ciphers under different scenarios

ciphertext-only known-plaintext known-plant

deterministic variant D = 1 broken broken
probabilistic variant D ď negl(κ) secure secure
floating-point variant D P [0, 1] unreliable unreliable

3.3.3 Discussion

Our findings regarding the security of RATs suggest that their deterministic
variant should never be used while probabilistic variants provide security guar-
antees. Digital implementations of RATs are not reliable without addressing
the highlighted issues. Thus, RATs are not recommendable from our point
of view. Moreover, in the analysis above, we only considered the encryption
of vectors, e.g., z. In the context of MPC, it is, however, required to disclose
the transformed parameters (3.17) as well. Thus, A obtains additional data
encrypted under the same key. Against this background, we analyze the prob-
abilistic cipher with time-varying (R(k), r(k)) in [P4] for the real-number case.
It turns out that the original quadratic program (3.16) and its transformed vari-
ant (3.17) share the same dual problem, which yields the invariants

PQ´1PJ = rP(k) rQ(k)´1
rP(k)J and PQ´1c + s = rP(k) rQ(k)´1c̃(k) + s̃(k).

With these at hand, the uncertainty regarding the parameters and keys can
be reduced. Then, additional side-knowledge suffices to break the cipher. An-
other problem of RATs is their flexibility. Although techniques based on system
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immersion have been proposed that widen their capabilities [111], they intro-
duce additional exploitable structure. In [P6], this approach and several MPC
formulations are attacked. In many scenarios, parameters are recovered up to
a similarity transformation, which constitutes the remaining ambiguity.
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Chapter 4

Conclusions and Outlook

4.1 Conclusions

In control, safety is classically ensured by concepts such as stability or robust-
ness. Considering the rising deployment of interconnected control systems,
addressing cybersecurity threats through data confidentiality and integrity be-
comes crucial. To this end, we provide a foundation for encrypted control in
Chapter 2 (and the Appendices A-B), mitigating the steep learning curve that
advanced cryptography presents to beginners entering this field. Chapter 3 fo-
cuses first on key challenges of privacy-preserving computations in control: it-
erations, non-polynomial functions, and security. The former two are pivotal as
they are found in a broad spectrum of privacy-preserving control algorithms.
Notably, many optimization algorithms, which are vital for decision-making,
identification, and control design, involve a simple iteration and a subsequent
non-polynomial function. The latter is of utmost importance when it comes to
novel constructions such as RATs. Based on the publications underlying this
thesis, we significantly contributed to and pushed the current state of the art
in encrypted control in the following ways.

First, building on integers is a computationally very efficient approach to un-
limited privacy-preserving iterations. In Section 3.1, we take a system-theoretic
viewpoint on encrypted dynamic controllers. It turns out that most linear it-
erations with integer matrices are unstable. Hence, such controllers are fragile
in networked setups. An exception are finite impulse response and marginally
stable controllers, for which homomorphic cryptosystems are well-suited. An
alternative is a reset strategy which provides a controller operation without
overflows at the cost of accuracy. While these solutions are practical for various
control applications, such as dynamic networked control and affine averaging,
they unfortunately do not resolve the iteration problem in general. Nonethe-
less, several algorithms (distributed optimization or matrix inverses) can be
satisfactorily realized even with a finite iteration amount.

Second, in Section 3.2, we present our pioneering approach towards non-
polynomial functions. In particular, we use a max-out neural network, which
provides a piecewise affine approximation of non-polynomial functions. Re-
markably, these networks align perfectly with two-party computation methods
and allow the exploitation of their strengths while avoiding their weaknesses.
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The effectiveness of our scheme is demonstrated based on model predictive
control laws. Still, a weakness is that the security relies on a non-collusion
assumption between the parties. Another approach to complex computations
is through tailoring algorithms and protocols, which can be used, e.g., to solve
nonlinear equation systems.

Finally, Section 3.3 analyzes RATs and provides novel insights into their se-
curity. While RATs are a tempting solution to increase the privacy of quadratic
programs, their current form is not recommendable due to security issues that
arise during a digital implementation. The fact that several attacks can be con-
structed based on additional encrypted data, e.g., transformed parameters in
the context of quadratic programs, further substantiates our perspective. At
this point, it seems that more reliability of RATs is unfortunately closely linked
to the loss of their benefits.

Although substantial steps towards more practical encrypted control solu-
tions have been made in this thesis, embarking on the path to novel construc-
tions and improving the efficiency of existing ones is still paramount. Over-
coming current limitations is essential for advancing encrypted control from a
theoretical concept to a practical cybersecurity solution such that control be-
comes a gateway for technical improvement instead of novel threats. To this
end, we will subsequently identify future research directions for the next chap-
ter in encrypted control.

4.2 The next chapter

While in some fields, such as health, security can be an enabling technology
for certain applications [139, 153], it will always entail additional costs. Thus,
the practical usage of encrypted control is closely related to its usefulness in
terms of capabilities and efficiency.

More complex decisions. To a large extent, solutions in encrypted control
are targeting very specific controllers or applications. Although this can be
fruitful, contributions often have limited impact. For faster progress, it seems
promising to address computational primitives where the efficiency of itera-
tions and non-polynomial functions (or lookup tables [52, 116]) have a major
influence on the overall performance due to their frequent use. Furthermore,
they are a stepping stone to state-of-the-art elementary functions [78, 173] and
thus to numerical analysis [189] and advanced control algorithms. Among
other specialties, control applications have a nuanced set of threat models, e.g.,
an asymmetric trust model with honest majority, that can allow for optimiza-
tions in SMPC. Also, the accuracy of HE [128] comes to mind, which can be
reduced for higher efficiency utilizing the robustness of controllers.

Recently, non-leveled HE schemes began to support basic elementary func-
tions and provide a practical bootstrapping routine [56]. However, only small
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integers (less than 8 bit) are currently supported, which limits their applicabil-
ity (current research [27, Sects. 2.3 and 4] may change that). In this context, it
can become interesting to homomorphically switch between cryptosystems to
combine their strengths [36] or to build on specialized hardware [222].

Towards integrity. So far, we have dealt with privacy protection by means
of HE and SMPC. However, ciphertexts and shares are malleable by design,
allowing a malicious attacker to alter the messages in a logical way. This is
critical for outsourcing computations, but can also be exploited for attacks
[10]. Therefore, additional means are needed to ensure integrity. A useful
requirement is that the computational cost of integrity should be strictly less
than the computational cost of the algorithm it is used for. For example, an
optimization may be computationally costly and thus outsourced. Then, with
the help of the corresponding KKT conditions, one can verify the correctness
of the solution with little effort.

In the context of cryptography, SMPC provides several useful tools for se-
curity against malicious parties. Note that correctness in the presence of ma-
liciously acting parties requires integrity. The simplest case is perhaps (t, M)
secret sharing, which allows detecting a minority of erroneous shares, as they
do not belong to the correct polynomial. More generally, the early work [94]
showed how zero-knowledge proofs (ZKPs) can be used to compile a proto-
col that is secure against semi-honest adversaries into a protocol that is secure
against malicious adversaries. ZKPs allow a prover to convince a verifier that
a statement is true without revealing additional information [228]. However,
the compiler typically does not result in a protocol with practical efficiency.
In contrast to this, the works [25, 65] use additive secret sharing and extend
the shares by additive message authentication codes. Computations are then
performed on the shares of the secret and the message authentication codes.
By checking the message authentication codes, a malicious adversary is bound
to the correct computations or will be exposed. Based on [65], practicality is
possible in some scenarios, as we show in [P5].

Similarly to HE, there exist homomorphic authentication techniques, where
homomorphic signatures are attached to the data [89, 98]. A valid signature
corresponds to the correct execution of the computation and can be verified.
In comparison to SMPC, these methods are far less mature and suffer from
large computational and memory overhead. With a restriction to linear oper-
ations, an authentication fast enough for a linear controller can be achieved
[54]. Verifiable computations are often more efficient. In contrast to before, the
correctness of computations is now proven using a ZKP. The main challenge is
to precisely define the circuit that characterizes the ZKP. A tailored method via
group-based cryptography for linear systems can be found in [53]. Moreover,
non-interactive ZKPs, such as [184], stand out due to their computational and
communication efficiency. In the context of RLWE, there exists a recent variant
[88] which is tailored for computations over polynomial rings.
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Following these research directions addresses core limitations as well as ad-
ditional threats, thereby opening up new applications and enhancing the ro-
bustness of encrypted control. Ultimately, this will lead to broader adoption
across various industries and drive innovations in areas previously constrained
by security concerns.
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Part II

Articles

The print version of this thesis, contains our articles [P3, P8, P9, P10, P11,
P13, P16, P17] which are summarized in Chapter 3 and listed in the Bibliog-
raphy at the end of this document.1 Their layout has been revised, but the
notation is left as is and can differ from the notation introduced in Part I.

Due to copyright restrictions, the electronic version of this thesis can not
include the reprinted articles. Interested readers are encouraged to consult the
original articles or the print version.

1Note that the articles [P12, P14] and [P1, P2, P4, P5, P6, P7, P15] served as a basis for Chapter
2 and are part of the discussions in Chapter 3, respectively. Thus, they are excluded here.
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Appendix A

Algebra for encrypted control

This brief overview serves to refresh or establish algebraic concepts relevant to
encrypted control. For a more comprehensive presentation, interested readers
may consult [219] or [125, Section 7].

A.1 Ring of integers

Let Zq (also denoted Z/qZ) be represented by t0, 1, . . . , q ´ 1u and let mod q be
the corresponding modulo reduction. Then, additions (subtractions) and mul-
tiplications modulo q form a (commutative) ring (with unity). In other words,
these operations are closed and the commutative, associative, and distributive
laws hold. Thus, computations in Zq behave as expected. Moreover, prime q
ensure that an inverse for each element in Zq exists, making it a finite field. In
particular, for any a P Zq, one can find a´1 such that a´1 a mod q = 1. However,
a´1 b mod q = b/a P R holds only if b/a P Zq.

Remarkable properties of the modulo reduction are

(a + b)mod q = (a mod q + b mod q)mod q
(ab)mod q = (a mod q b mod q) mod q.

(A.1)

To clarify the implications for encrypted computations, consider the univariate
plaintext polynomial

g(x) = g0 + g1x + . . . + gn´1xn´1, (A.2)

with gi P R, which is encoded in Zq via fi = tsgis (mod q), z = tsxs (mod q),
and

f (z) = sn´1 f0 + sn´2 f1z + . . . + fn´1zn´1 (mod q).

By applying (A.1), one obtains Dcdsn( f (z)) = µ( f (z))/sn « g(x) as long as
f (z) P [´q/2, q/2) X Z (and for s P N). Therefore, overflows during interme-
diate computations do not influence the result.

A.2 Ring of polynomials

Constructions analogous to Zq also exist in the context of polynomials. First,
a reduction of the polynomial degree is required for closure regarding mul-
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tiplications. To this end, irreducible (cyclotomic) polynomials XN + 1 with
N as a power of 2 are a suitable choice that combines efficiency with secu-
rity properties when used in cryptography. For example, consider the set
R = Z[X]/(XN + 1) which contains integer polynomials in X that are the
remainders of the division by XN + 1. Thus, R contains polynomials with de-
grees less than N. Second, reducing coefficients additionally modulo q results
in the (finite) quotient ring Rq = R/qR = Zq[X]/(XN + 1). The associated
elements are of the form a(X) =

řN´1
i=0 ãiXi, where ãi P Zq. With this at hand,

one can define an addition and a multiplication between a(X), b(X) P Rq via

a(X) + b(X)mod q =
N´1
ÿ

i=0

(ãi + b̃i)Xi mod q and

a(X)b(X)mod (XN + 1)mod q =
N´1
ÿ

i=0

N´1
ÿ

j=0

(´1)t(i+j)/Nu ãib̃jXi+j mod N mod q.

The latter expression is derived using XN = ´1 mod (XN + 1) and compactly
evaluates the remainder of a(X)b(X)/(XN + 1). Furthermore, it is equivalent
to a negative-wrapped convolution of the coefficients, denoted by ã f b̃. Simi-
larly to Zq, Rq also forms a ring together with the addition and multiplication
from above.

Example 4. Consider (q, N) = (10, 3), and polynomials with coefficients ã =
(1, 2, ´3)J and b̃ = (4, ´5, 6)J. Using centered representatives, for a(X) +
b(X) we first obtain 5 ´ 3X + 3X2 which reduces to ´5 ´ 3X + 3X2 P Rq via
a reduction modulo q. Similarly, a(X)b(X) first evaluates to 4 + 3X + 4X2 ´

3X3 + 2X4, which results in ´3 + 1X + 4X2 P Rq through the reductions.

Number-theoretic transformation. Despite the optimization from above, eval-
uating a(X)b(X) P Rq requires O(N2) multiplications. However, this can be re-
duced to O(N log(N)) using the number-theoretic transformation (NTT) [155].
There, coefficients ãi P Zq of a polynomial a(X) are transformed via

Ãi =
N´1
ÿ

j=0

ãjω
ij (mod q), or compactly Ã = NTT(a) = Ωa (mod q),

where ω is a N-th primitive root of unity in Zq. The inverse transformation is
NTT´1(Ã) = N´1Ω´1A (mod q). Based on the NTT, one can evaluate a convo-
lution of ã and b̃ over Zq. In order to obtain a negative-wrapped convolution,
ψ2 = ω (mod q) is required, which exists for prime q and N as a power of
2. With this at hand, we define ψ = (1, ψ, ψ2, . . . , ψN´1)J and ψ´1 such that
ψ d ψ´1 = 1 (mod q), where d denotes component-wise multiplications. Then,

ã f b̃ = ψ´1
d NTT´1 (NTT(ψ d ã) d NTT(ψ d b̃)

)
can be computed in O(N log(N)) as desired using an FFT-algorithm and as-
suming all necessary ωij as well as ψi are precomputed.
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Residue number systems. Another bottleneck constitutes the computation
with large numbers that result from large q. Although algorithms (e.g., Karat-
suba) for fast multiplications of large numbers exist, more efficiency is gained
by exploiting the ring isomorphism Rq – Rq1 ˆ Rq2 . . . ˆ Rqℓ . Here, q =
śℓ

l=1 ql is a “tower” of (co-)prime qi that fit into the word-size of the machine.
This way, efficient computations in the independent small rings Rql are en-
abled. The NTT as well as residue number systems are used in competitive
implementations of RLWE cryptosystems, e.g., for CKKS see [49].
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Appendix B

Supplements on cryptography

B.1 Security

B.1.1 Random number generation

Cryptographic constructions heavily rely on the secure generation of random
integers/bit-strings. To this end, randomness can be derived from a high en-
tropy source, such as operating system events (inter-keypress timings, mouse
movements, hardware interrupts) or physical phenomena (for instance, ther-
mal/electrical noise, radioactive decay) [32, 125, Chapter 3]. It is crucial for
many applications that an adversary cannot reconstruct this randomness.

To meet the substantial demand for random numbers, randomness is typ-
ically utilized as a (sufficiently long and secret) seed σ in a cryptographically
secure pseudo-random number generator (CSPRNG). A CSPRNG can be conceptu-
alized as an efficient and deterministic algorithm G, which expands σ P t0, 1ul

into a longer sequence G(σ) P t0, 1uL where L ą l. Importantly, G(σ) is compu-
tationally indistinguishable from true uniform randomness for a PPT A who
does not know σ. Note that random number generators used in numerical
analysis lack this (and other) security requirements and should never be used
for real cryptographic purposes.

B.1.2 Reduction proofs

When it comes to proving the security of a scheme, one first assumes that
an attacker A has non-negligible success in the IND-CPA experiment (2.11).
Then, one shows that this A can be used to solve a mathematical problem
(like integer factorization, discrete logarithms, or the composite residuosity
problem) in polynomial time with non-negligible success. However, if that
problem has been shown to require non-polynomial time, it contradicts the
existence of A. This procedure is called reduction.
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B.1.3 Mask-and-open

Let [z] and [r] be shares of z P Zq and r Ð [0, 2κ(q ´ 1)] X Z in the modulus
q1 ą (q ´ 1)(2κ + 1), respectively. Then,

Reconstruct([z] + [r]) =
M
ÿ

j=1

z(j) + r(j) (mod q1) = z + r.

This is called mask-and-open and, in contrast to [z], allows computing on z + r
without a modulo reduction, which can greatly simplify protocols. The secu-
rity of z + r is as follows.

Theorem 6. The masked share z + r is statistically secure.

Proof. Statistical security means that ciphertexts are statistically indistinguish-
able. Let Pr(z + r = z1) denote the probability of observing z1 given z, where r
is as above. Then, via Definition 2 and 4

1
2

(q´1)(2κ+1)
ÿ

z1=0

|Pr(z1 + r = z1) ´ Pr(z2 + r = z1)| ď negl(κ)

must hold for every z1, z2. To this end, verify that

Pr(zi + r = z1) =

#

0 if zi ą z1 or z1 ą z + 2κ(q ´ 1)
1

2κ(q´1) otherwise.

With this at hand, one finds

|Pr(z1 + r = z1) ´ Pr(z2 + r = z1)| =
2|z1 ´ z2|

2κ(q ´ 1)

where the worst-case occurs for |z1 ´ z2| = |q ´ 1 ´ 0| = q ´ 1. Then, it follows
that

1
2

(q´1)(2κ+1)
ÿ

z1=0

|Pr(z1 + r = z1) ´ Pr(z2 + r = z1)| =
1
2κ

ď negl(κ).

In other words, the statistical security of the mask-and-open approach re-
quires making the scheme’s modulus larger, i.e., from q to q1, which results in
larger shares.

B.2 Homomorphic encryption

B.2.1 An intuition about the hardness of LWE

Let us discuss some seemingly promising approaches for the search LWE prob-
lem. To this end, LWE tuples (bi, aJ

i ) are given, which can be concatenated
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(row-wise) into (b, A). An important aspect, when it comes to key-recovery
attacks on LWE, is that guesses of sk can be verified. To see this, note that
b + Askmod q has only small entries for the correct sk due to the small ei.
However, brute-forcing all possibilities for sk is intractable for large N. Next,
we discuss several methods from linear algebra and optimization.

First, we apply Gaussian elimination. To this end, an assumption regard-
ing the unknown errors ei in each of the equations bi = ´aJ

i sk+ ei (mod q)
is required. Here, we apply the certainty equivalence principle (ignoring ei)
and build the linear equation system ´Ask = b (mod q) using N LWE-tuples.
However, Gaussian elimination linearly combines the equations, which ampli-
fies the errors. Thus, simply ignoring them is hopeless for sufficiently large
N. Besides, one may presume ei P t´1, 0, 1u (or similar) and enumerate all
3N combinations, which also fails for large enough N. Secondly, we consider
arg minskPZN

q
}b + Askmod q}2

2. The resulting sk is, with high probability, cor-
rect. However, solving integer least-square problems is NP-hard (see [109]
and references therein) such that large N (and q) makes a solution intractable.
Third, another attempt builds on constructing “more useful” tuples [30]. For
instance, the linear combination

ř

i αiai = (γ, 0, . . . , 0)J allows for the approx-
imation sk1 = γ´1 ř

i αi(ei ´ bi) « ´γ´1 ř
i αibi (mod q) if

ř

i αibi "
ř

i αiei.
Then, one proceeds similarly for the remaining components of sk. The issues
with this approach are two-fold. On the one hand, it requires exponential time
to obtain suitable samples. On the other hand, the secret is somewhat sensitive
to perturbation.

In fact, LWE has been proven to be as hard as worst-case lattice (a discrete
subgroup of RN) problems [195]. Consequently, progress on LWE implies
breakthroughs in other areas, such as coding theory [196]. As the state of
affairs presents itself, the best-known algorithms for LWE operate in exponen-
tial time (see [163] for an overview), and even quantum algorithms do not offer
improvements [4]. This is despite LWE has been subjected to a lot of scrutiny
throughout the last decade because of its versatile applications in cryptogra-
phy.

Parameter choices. From our short exposition, we learn that the main secu-
rity parameter is N. We also note that the “signal-to-noise ratio” q/e must
be small for high security (noise-free LWE is trivial). Moreover, since several
(bi, aJ

i ) can be linearly combined to “new” samples with a slightly larger er-
ror, the hardness of LWE is essentially independent of the number of samples.
In practice, LWE-based schemes come with a predetermined error distribution.
Then, one selects q based on the computations at hand and increases N such
that a desired security threshold is exceeded. Typically, this leads to at least
N ě 128 where small N should be treated with care. In this context, the LWE
estimator [4] is helpful because state-of-the-art attacks are considered. More
conservative recommendations can be found in [3].
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B.2.2 An overview of homomorphic cryptosystems

Next, a brief overview of HE cryptosystems is provided, where we highlight
their use in the encrypted control literature. For the interested reader, we refer
to the detailed HE survey [163] and the original papers.

One of the first PHE schemes is RSA [199] which provides the simple en-
cryption ct(z) = ze (mod q), where pk = (q, e) with the exponent e.1 It is easy
to verify that ct(z1)ct(z2) = (z1z2)

e (mod q) and ct(z1)
z2 = (zz2

1 )e (mod q) are
a multiplicative homomorphism and public exponentiation, respectively. RSA
is used in practice for public key encryption and digital signatures. Similarly,
ElGamal [77] provides encrypted multiplications and public exponentiation.
It can be found in early works in encrypted control, such as [138]. Next, the
Paillier cryptosystem [182] is additively homomorphic and allows for public
multiplications (see Section 2.2.3). This enables, for example, weighted sums
with public weights and has led to a wider application in encrypted control [5,
83, 212].

About three decades after the first PHE scheme, [194] proposed the LWE

problem and showed the construction of a simple additively homomorphic
cryptosystem based on it. Shortly after, the first FHE scheme [91] was in-
vented. The groundbreaking idea was to evaluate the decryption circuit ho-
momorphically in order to provide arbitrary computations, which is called
bootstrapping. However, the constructions were very far from practicality. In
comparison, current state-of-the-art schemes, which are based almost entirely
on RLWE (and LWE), have reduced the computation times by several orders
of magnitude while providing encrypted additions and multiplications. These
schemes fall mainly into two categories, i.e., arithmetic and fast-bootstrapping
schemes.

Arithmetic schemes. These include the Brakerski-Gentry-Vaikuntantan (BGV;
[38]) and the Brakerski/Fan-Vercauteren (BFV; [80]) cryptosystem, which are
used for modular arithmetic, and the CKKS cryptosystem (see Section 2.2.4)
which is used for real-number computations. Arithmetic schemes have com-
monalities, such as their realization of Mult. In particular, Mult yields a cipher-
text in sk2 at first, which is then re-linearized to a ciphertext that is decryptable
by sk. Furthermore, these schemes use packing methods that enable SIMD
operations. However, they are not well-suited for non-polynomial computa-
tions and provide slow bootstrapping routines. Implementations of arithmetic
schemes can be found in [1, 46, 104]. In encrypted control, they are used in,
e.g., [8, P3, P8, P15].

Fast-bootstrapping schemes. These emerged from the Gentry-Sahai-Waters
(GSW; [92]) cryptosystem. GSW is used in [134, 135, 222] to encrypt dynamic

1This variant is called “textbook RSA” and it is insecure. In order to fix that, replace z with
r||z, where the message string z is concatenated with a random string r.
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controllers. RLWE-variants of it are the Ducas-Micciancio (DM; [74]) and the
Chillotti-Gama-Georgieva-Izabachene (CGGI; [55]) cryptosystems which fol-
low the blueprint of GSW and realize Mult with a different approach. Namely,
instead of using ct(z1) = (b, a) = (´a sk+ z1 + e mod q, a), we define

ct1(z1) =
(
ct(z1), ct(Bz1), ct(B2z1), . . . , ct(Bl´1z1)

)
,

where B is a base (typically B = 2) and l = logB(q). Then, for a public mul-
tiplication with z2 P Rq, we compute z2 =

řl´1
i=0 BiYz2,i with the component

polynomials Yz2,i and evaluate

ct(z1z2) =
l´1
ÿ

i=0

ct(Biz1)Yz2,i (mod q). (B.1)

In comparison to ct(z1)z2, (B.1) results in a much smaller error growth which
enhances the accuracy and computational depth (similar to Rescale). More
precisely, bz2 = ´a z2 sk+ z1z2 + ez2 mod q contains the large error ez2, whereas
in (B.1) an error in ct1(z1) is multiplied by Yz2,i with small coefficients. However,
observe that the resulting ciphertext is ct(z1z2) and not ct1(z1z2). To enable
more than one multiplication, a more complex (tensor-like) ciphertext ct2(z)
can be introduced (see [167] for details). This way,

ct(z1z2)
1 = Mult(ct1(z1), ct2(z2)), and ct(z1z2)

2 = Mult(ct2(z1), ct2(z2))

are possible. Additional functionalities in DM and CGGI allow switching be-
tween these and more ciphertext types, such as LWE.

Another characteristic of these schemes is that they do not use packing.
Thus, a Rotation of ct(z) by j positions can be realized via X jct(z) which is
exploited for fast bootstrapping in [55]: Based on LWE ciphertexts and encryp-
tions of ski, one computes the decryption b + aJsk « z (mod q) homomorphi-
cally. Then, a RLWE dummy ciphertext V is prepared, which contains fresh
encryptions of all possible values for z. With this at hand, observe that X´zV
rotates a fresh ciphertext of z to the first entry, which can then be selected.
To hide z in X´z a technique called blind rotations is used. This way, boot-
strapping is evaluated much faster in comparison to its arithmetic counter-
part. Interestingly, instead of values for z, also functions f (z) can be stored in
V. This is referred to as programmable bootstrapping. Implementations can be
found in [1, 56]. While these methods resolve problems of arithmetic schemes,
fast-bootstrapping schemes only support small integers (currently 2-8 bits) for
efficiency reasons, and their ciphertexts as well as their computational com-
plexity are larger. This explains why these schemes have not yet been used in
encrypted control and are often used for Boolean circuits.

Scheme switching. In order to combine the best of arithmetic and fast-boot-
strapping schemes, homomorphic scheme-switching was invented [36]. In this
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context, especially switching between CKKS and DM/CGGI is of interest.
From the former to the latter, a linear transformation to decode the message in
a CKKS ciphertext and an extraction into LWE ciphertexts is required. From
the latter to the former, a linear transformation to perform the CKKS encoding
followed by a lightweight CKKS bootstrap must be performed [156].
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Max-out neural networks

C.1 Optimal fixed-point quantization

Let the integer-variant of (3.11) be

v̂(x) = maxtts1Lsz + ts3dsu ´ maxtts1Msz + ts3esu (mod q).

In order to avoid overflows, we determine ∥Lx + d∥8 and ∥Mx + e∥8 for x P

Yθ
i=1Pi via linear programs and subsequently select a suitable q = 2φ. Then,

the error |u(x) ´ Dcds3(v̂(x))| is minimized for the largest possible s3, i.e., s3 =
2φ´1/ maxt∥Lx + d∥8 , ∥Mx + e∥8u and it remains to specify s1, s2. From the
decoding constraint, we obtain s2 = s3/s1, while Proposition 1 allows us to
deduce that the optimal choice satisfies

s1 ∥x∥8 = s2 maxt∥L∥max , ∥M∥maxu

which determines s1.

C.2 Convex training algorithm

Let t(x1, u1), ...(xNs , uNs)u be Ns samples of the function u(x) : Rn Ñ R which
shall be approximated via û(x) = maxtLx + du ´ maxtMx + eu. In this regard,
a straightforward approach is solving the nonlinear program

min
L,d,M,e

Ns
ÿ

i=1

(ui ´ maxtLxi + du ´ maxtMxi + eu)2 , (C.1)

where L, M P Rpˆn and d, e P Rp. However, solving (C.1) is tedious because p
is user-defined, the optimization process is slow due to maxtu, and good initial
guesses are crucial.

Instead, we can solve (C.1) by convex optimization as follows. First, we
triangulate X = tx1, . . . , xNsu with a regular triangulation, e.g., a Delaunay tri-
angulation (see [67]), which we denote by Treg(X). This step has a complexity
of O(Ns log(Ns)) and results in a set of polyhedrons tPiu

θ
i=1 with neighbor-

hood relations B (see Section 3.2.2). At the same time, Treg(X) ensures that
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an optimization-based convex decomposition (as in [P10]) is always feasible.
Thus, we utilize this approach while we do not enforce strict convexity be-
tween neighboring affine segments and use, e.g., the weighted cost function

J(w) = (1 ´ w)
Ns
ÿ

i=1

(
ui ´ lJ

ix
xi ´ dix ´ mJ

ix
xi ´ eix

)2
+ w

ÿ

(i,j)PB
}li ´ l j}1 + |ei ´ ej|+

|1J(li ´ l j) + ei ´ ej| + }mi ´ mj}1 + |di ´ dj| + |1J(mi ´ mj) + di ´ dj|,

where ix is such that xi P Pix . For w = 0, the convex decomposition becomes
more accurate (see Figure 3.3), while w = 1 promotes affine segments with the
same coefficients. This allows us to unite them and reduce p. Finally, for a
given accuracy, the minimal p is found by running a bisection on w.
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