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A B S T R A C T

In the ongoing transition towards distributed Renewable Energy Sources (RES) and the concurrent trans
formation of critical energy infrastructures, the efficient coordination of load, storage, and generation flexibilities 
while avoiding grid congestion is crucial. To orchestrate the growing myriad of distributed devices, digital so
lutions based on scalable information and communication technologies (ICT) that go far beyond the existing 
state-of-the-art, are the key enablers.

To open a new avenue towards robust and resilient power and energy systems, this paper proposes the con
cepts of holarchies and holonic structures as underlying design principles for grid automation and coordination 
of flexibilities in power and energy systems. We argue that the holonic concept and its theoretic underpinning 
enables designing and building future resilient power systems that can cope with the otherwise overwhelming 
complexities of the energy transition. Our long-term vision is that the proposed holonic concept encompasses 
already existing trends in power and energy systems, i.e. decentralization, digitalization as well as observability 
and controllability improvements, into one holistic framework, whereby holistic integration is likewise pun and 
serious ambition. Beyond the existing holonic approach in general and partly for limited power system appli
cations so far, our design proposal encompasses ICT infrastructures and the data domain into a consistent novel 
architectural approach.

Holonic structures, or holarchies, extend and build upon the recursiveness and self-similarity of autonomous 
sub-structures, i.e. holons, of a system. It is a system-of-systems approach and, thus, conceptionally, very 
different from existing and well-known multi-agent system approaches. In essence, holonic concepts allow for the 
formalisation of hierarchical system relations regarding physics, information, and data using a part-whole ar
chitecture. Hence, they are well-suited for the conceptualisation of automation functionality across all di
mensions of the cyber-physical domain of energy infrastructures and potentially also beyond.

This paper investigates holonic structures from different novel perspectives, such as control and automation, 
system modeling and digital twins, as well as the corresponding ICT-infrastructure and data requirements. Three 
case studies are drawn upon as examples to illustrate how holonic concepts and approaches are already emerging 
in power and energy systems operation.

© 2017 Elsevier Inc. All rights reserved.

1. Introduction

With the defossilization of energy systems as part of the on-going 
energy transformation, electrical energy generation is becoming 
decentralised due to the rising RES integration and, in turn, declining 
numbers of large generators and its rotating machinery, while at the 

same time, load demand is growing due to electrification and sector 
coupling trends [12]. Functional differences between grid levels are 
more and more vanishing [3]. Such developments contribute to a sig
nificant rise in the complexity of electric power and energy systems 
worldwide, generally leading to growing usage and stress on energy 
infrastructure and worries about future reliability [3]. This further 
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increases operational risks and instabilities [4], for instance caused by 
low-inertia situations [5], necessitating greater operational flexibility 
for mitigation [68]. This transformation of the energy sector as a whole 
renders existing power and energy infrastructures – which currently rely 
on centralised monitoring, operation, and control concepts (top-down) – 
increasingly inadequate for guaranteeing supply security, providing grid 
control, and maintaining stability in an ever-more decentralised energy 
system [8]. Instead, decentralised approaches for grid monitoring, 
operation and control (bottom-up) are needed [9,11]. In turn, this en
tails new opportunities such as bottom-up system restoration using DERs 
[12].

Today, conventional power and energy system automation com
prises hierarchical coordination structures and market mechanisms but 
not yet holonic concepts. Although certain holonic properties can 
already be found in multi-agent approaches used for distributed orga
nisation or optimisation purposes in power and energy systems, this is 
only part of the way towards holonic system design. Recursiveness, 
which means that holons contain other holons as subsystems, differen
tiates a holarchy from the classic multi-agent systems. It also in
corporates the hierarchical and layered perspective, which is a crucial 
aspect for many technical systems, e.g., consider voltage levels power 
systems.

In response to the escalating complexity and the need to maintain the 
resilience of the entire system, this paper proposes a novel holonic 
framework for automation, control, and operation in power and, more 
generally, energy systems. This approach towards the design of a system 
of systems is created to render energy systems resilient against distur
bances and failures across varying grid levels and sectors and to ensure 
robust system operation.

A Holon, according to The Free Dictionary1, is an autonomous, self- 
reliant unit. The interactions of these autonomous units across hierar
chically structured levels and layers form the holonic system. Essen
tially, a holonic system employs a system-of-systems perspective, where 
each subsystem functions autonomously and as self-sufficiently as 
possible, it may contain further subsystems thus becoming an integral 
part of the complete power and energy system. This contrasts clearly 
with the current monolithic, top-down operations and automation of 
power and energy systems managed by centralised control centres. 
Surpassing centralised approaches, the paper proposes the development 
of decentralised holonic control structures that perform highly auto
mated and even potentially autonomous functions for the holonic 
subsystems.

The usage of Holons and the holonic approach for power and energy 
systems has, to our knowledge, first bin proposed in [33] in 2007 and 
has since been taken up steadily in the power systems community [34]-
[61] (see Section 2.3.1 for an extensive discussion). However, there 
exists not yet an overall holonic architecture for power and energy 
systems considering the whole operational spectrum, i.e. from imple
menting power and energy system related functions and applications to 
the underlying ICT layer as well as data acquisition, communication and 
processing.

Success in the holonic system-of-systems approach necessitates the 
invention of new, scalable, and distributable methods for the operation 
and automation of power and energy systems, which must address 
architectural aspects of automation and control, communication, and 
information and data management. Hence, new methods and technol
ogies for distributed communication infrastructures, data structures, 
and computer systems to be jointly designed in line with the holonic 
paradigm are required. To address these challenges is the intention of 
this paper.

Future control strategies for power and energy system operation and 
automation must be scalable across all system levels and resilient against 
various disturbances and uncertainties – these features are not provided 

by classical SCADA systems. The associated data infrastructures should 
leverage the elsewhere widely established principles of data sovereignty 
and distributed data storage in line with the anticipated advancements 
in distributed cloud technologies. The emergent trends of decentralised 
edge and embedded computer infrastructures function as dispersed 
automation components, enabling process migration and allocation 
even amidst disruptions. Similarly, communication infrastructures must 
operate in a decentralised manner, bolstering resilience against system 
disturbances. The proposed holonic system-of-systems architecture 
should be realised through the interplay of cutting-edge research trends 
in these related disciplines and their application in the power system 
domain.

The paper is structured as follows. Section 2 presents an in-depth 
structural analysis of the new holonic approach, examining the re
quirements for power system operation and the methods and in
frastructures required for computing, data, and communication, as well 
as reviewing the state-of-the-art in the relevant research fields. The 
objective is a highly automated overall system composed of autono
mous, resilient sub-components, thereby achieving unprecedented 
levels of system resilience. Section 3 showcases examples from recent 
research and development work of some of the crucial building blocks 
for holonic power systems. The paper ends with brief conclusions of the 
benefits of holonic architectures and structures in power and energy 
systems in Section 4.

2. Holonic architectural paradigm for the design of power and 
energy systems

2.1. Fundamental architectural concept and vision

The transition towards distributed and defossilized electric power 
and energy systems necessitates entirely new system automation 
methods, grid operation, and associated market activities, including 
ancillary services. These methods reconcile system resilience and partial 
autonomy with the intrinsic volatility of renewable energy sources. To 
meet these objectives, we propose ’holonic’ architecture concepts for 
power system automation, control and operation to be complemented by 
novel methods and technologies in the underlying enabling fields.

Beyond the basic definition of a single holon as an autonomous self- 
reliant unit, a holon is a distinct entity built from a collection of sub
ordinates while being itself part of a larger entity. The basic idea of 
holons originated from Arthur Koestler, an author and philosopher, 
while describing the behavior of complex social systems in his book “The 
Ghost in the Machine” [13]. The interaction of parts of the systems, 
called holons, according to local autonomy and cooperation, as well as 
the incorporation of hierarchies within the distributed structure, are 
features of holonic systems. Therefore, we can refer to what Koestler 
called holarchy as a system-of-systems: each subsystem is a functional 
entity or (sub) whole in and of itself, having more or less similar struc
tures and properties compared to the other sub-systems, but is also a part 
within a similar hierarchically structured aggregated system entity, i.e. a 
(super) whole. This part-to-whole relationship is the defining feature of 
holons. In order to facilitate the understanding, we begin by outlining 
the proposed holonic concept in the following informal definition.

3. Definition (Holarchy and holons)

A holarchy is a system-of-systems structure with vertical and hori
zontal interconnections.

⋅ The holarchy and its elements, the holons, interact with their 
respective environment through the exchange of energy, informa
tion, and data; they are thus intrinsically open systems.

⋅ A holarchy stretches across different dimensions of technology: 
physical components, provided functionalities (e.g. protection, 

1 https://www.thefreedictionary.com/holon.
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automation and control), data spaces, and enabling ICT 
infrastructure.

⋅ The elements of a holarchy, the holons, admit hierarchical super- and 
subset relations as well as neighbourhood relations.

⋅ The holons allow for substantial heterogeneity on a physical and 
hardware level, while functional principles share a high degree of 
similarity between holons on the same hierarchical level.

⋅ The underlying coupling structure is cyber-physical and dynamic in 
nature, whereby endogenous (intentional grid decoupling) and 
exogenous causes (contingencies and faults) can trigger topology 
changes.

A holarchy thus shares design requirements over all technology di
mensions (hardware, communication, automation and control, as well 
as information and data):

⋅ The trade-off between resilience against faults and attacks, installa
tion and operation costs, and operational capabilities is actively 
addressed in the design of holonic system architectures.

⋅ Holons allow for both intentional and unintentional decoupled/ 
islanded grid operation for limited amounts of time (e.g. subject to 
energy availability). Temporary decoupling can be admitted over all 
constitutional dimensions: energy, communication, information and 
data

⋅ Holons allow for plug-and-play interaction among each-other and 
adapt autonomously
o to changes of their inner structure,
o to the dynamics of their environment outside of the holarchy, and
o to metamorphic changes of the holarchy itself.

⋅ The functionality a holon provides within the holarchy can be 
adjusted at run-time without hardware adaptation.

The established and mature grid operation and management rely on 
a hierarchical structure. That is, large generators provide power in
jections which are first transmitted and then distributed through several 
layered voltage levels to the consumers. However, the increasing 
structural changes, i.e. decreasing number of large-scale generators and 
with it lacking rotational inertia, increasing numbers of RES and DER on 
the distribution grid, increasing share of volatile renewables, induce 
architecture bottlenecks in the traditional top-down operation. Prime 
examples are growing redispatch costs and the need for improved TSO- 
DSO coordination,

At this point it is fair to ask, how holonic architectures differ from 
multi-agent concepts from fractal concepts. According to B. Mandelbrot 
[14], the defining feature of fractal structures is self-similarity, i.e., on 
different levels all subsystems are of identical structure. Hence fractal 
concepts fail to capture the heterogeneity of different substructures in 
power systems. Prime examples are different demand DER characteris
tics of residential and industrial prosumers. In contrast to fractal struc
tures, multi-agent systems often refer to flatter hierarchies. In, e.g., 
hierarchical distributed control, one agent may have the role of a 
coordinator [10]. However, multi-agent structures fail to capture 
systems-of-systems architectures adequately and they often struggle to 
allow for varying degrees of self-autonomy.

A prominent example highlighting the shortcomings of fractal and 
multi-agent structures are rapidly growing costs for generator redispatch 
and curative actions [15]. In Germany, it is already under investigation 
how to refine the so-called Redispatch 2.0 [16,17] DER generation 
management scheme, which is currently rolled out nationally in all 
distribution grids for controllable units of 100 kW and larger, down to 
even smaller DER units [18] for future implementation. This means that 
a heterogenous set of systems (hence not a fractal structure) shall be 
coordinated. The coordination has to happen across several nested 
voltage layers, hence the multi-agent setting does not apply.

In contrast, from the holonic perspective all holons entailed in a 
distribution grid, which is another holon on another layer, can be tasked 

with assessing the flexibility autonomously and to communicate, via a 
holonic ICT backbone, this flexibility to the upper-level holon in the 
transmission system. Likewise, neighbouring transmission holons can be 
tasked with coordinating with each other. Moreover, in case of contin
gencies on the transmission level, e.g. communication or line faults, 
holons in the distribution system can be tasked with defining system 
boundaries of temporary islanded, viable sub-grids, which can survive 
autonomously for a limited time period, and with operation such 
autonomous sub-grids and coordinating them with each other. In 
existing top-down operated state-of-the-art power systems, functional
ities such as autonomous operation of islanded sub-grids, and linked to 
this black-start capabilities, are very complex, if possible at all, to 
implement. Put differently, in contrast to top-down operation of tradi
tional power systems, holonic architectures provide a canvas to operate 
bottom-up and to bolster resilience through purposeful self-autonomy 
locally as much as possible. Crucially, the holonic structure extends to 
the underlying enabling ICT technologies, which is both a key enabler 
and prerequisite for virtually all decentralized, bottom-up grid opera
tion schemes.

Conceptually, it can be leveraged to make large-scale infrastructures, 
e.g., power and energy systems, more resilient by design – both in the 
actual (near) real-time operation as well as in the various planning 
phases, i.e. with short, medium and long-term horizons. First elements 
of the application of holonic concepts for resilience in energy systems 
are emerging, i.e., they can be observed and identified in the literature, 
see Section 2.3.

The pivotal long-term research questions motivating this approach 
are the following:

• How can the rising challenges regarding complexity in today’s power 
systems be tackled by a new holonic automation, control, and 
operation architecture?

• Can the holonic approach as an organisation and coordination 
method be used to make grid operations more resilient?

• How can the power systems’ ICT layer, comprising communication, 
computation, and data infrastructure, be designed as a lever for 
reducing the impacts of disturbances, uncertainties, and risks in 
power and energy system operation?

The distinctive part-to-whole relationship of holons, characterised by 
partial operational autonomy can be discerned in alignment with the 
cellular concept [19] that dissects the multi-dimensional, inter
connected multi-energy system into substructures. Essentially, the 
various components of the power and energy system exhibit structural 
similarity. For example, grid areas at different voltage levels – connected 
to generators, loads, and storage – both provide and necessitate 
controllable flexibility.

The proposed holonic structure amalgamates these subsystems, each 
exhibiting a degree of autonomous behavior, into a hierarchical power 
and energy system framework. This hierarchy is inherently determined 
by a combination of remote large-scale and central energy resources, e. 
g., hydro and offshore wind energy as well as pumped-hydro, and local, 
Distributed Energy Resources (DER), e.g., photovoltaic and wind energy 
as well as battery storage, interconnected through multiple power grid 
levels and other energy carrier grids. The overarching structure of 
electrical power systems is depicted in Fig. 1, illustrating an example of a 
grid area represented by a single holon as a fundamental structural 
element in the proposed architecture.

The representation of a grid area as a holon is sketched in the bottom 
half of Fig. 1. The grid users (prosumers – circles with red icons), such as 
industrial consumers, households with PV, storage, heat-pumps, or 
renewable feed-in, are managed by the holon. Likewise, they are in
stances of holons that manage their individual objectives considering e. 
g. market prices, weather conditions, or constraints from sector 
coupling. These grid users can provide a certain active and reactive 
power flexibility if either the market or the grid operation requests it. 

C. Rehtanz et al.                                                                                                                                                                                                                                International Journal of Electrical Power and Energy Systems 162 (2024) 110283 

3 



Each holon must coordinate its current or expected future behavior 
concerning its internal grid constraints, i.e., line capacity limits.

In contrast to mere aggregations, the targeted holonic system ar
chitecture is subject to hierarchical sub-relations, for instance, the 
established primacy of high-voltage sub-transmission over medium- 
voltage distribution. At the same time, holonic systems allow and 
require partial self-sufficiency and autonomy of the subsystems. The 
term ’autonomy’ is used in the following in the sense of, as far as 
possible, high automation of processes according to the definition of 
autonomous levels in power systems of the German Association for 
Electrical, Electronic & Information Technologies (VDE) [20].

The behavior and flexibility of the subordinated holons at the lower 
voltage grid levels must be considered as additional services or con
straints. The holon itself shall provide the lumped information of its 
behavior, including all connected instances to the superior level. Re
quests from the superordinate level shall be executed in a coordinated 

way to the connected instances after considering the grid constraints. 
The architecture leads to new algorithms and modeling required to 
operate the system and to coordinate the exchanged information be
tween the holons and users along with all timelines for the energy 
market, grid, and ancillary services purposes, considering underlying 
uncertainties.

In contrast, the state-of-the-art in power and energy system super
vision, control, and automation systems is still dominated by monolithic 
solutions specific to each grid level, as visualised on the left side of 
Fig. 2. On the transmission level, full supervision based on complete 
observability via measurements is assumed for each grid area. The sys
tem boundary is towards lower grid levels, which means that the 
detailed and growing complex behavior of these subordinated levels is 
neglected in almost all the real-world power grids, and towards neigh
boring grid areas, where information exchanges and partly even central 
coordination procedures are foreseen [21]. The established supervision 

Fig. 1. Power system architecture and exemplarily marked holon as a structural element (i.e. subsystem).

C. Rehtanz et al.                                                                                                                                                                                                                                International Journal of Electrical Power and Energy Systems 162 (2024) 110283 

4 



on the medium and low voltage levels is, at best, marginal but mostly 
still non-existent in real-world power system operations [22,23,24]. 
However, the first approaches for distribution grid supervision are 
reaching increasingly higher Technical Readiness Levels (TRL) and pilot 
applications [25,26].

The right side of Fig. 2 represents the recursive organisational 
approach of holons. Each holon of a specific system level receives in
formation from subordinate levels, coordinates it autonomously for its 
own level, and provides services to the superior level. The control centre 
level is for the overall supervision of the distributed control and supports 
the federation of data, information, and methods within the complex 
hierarchical system. The distributed holonic control architecture en
ables (more) autonomous sub-grids, e.g. with various autonomy levels 
depending on storage and control capabilities. Control tasks and re
sponsibilities are shifted from a single control centre (central control), to 
several lower-level coordination units, e.g. on level N, N-1, etcetera 
(decentral control). Depending on the specific grid management tasks, 
these coordination units would correspond to DSOs and aggregators on 
the enterprise level. Whereas (more) active distribution grids need to be 
operated in general by DSOs, certain functions, e.g. flexibility provision, 
would become the direct responsibility of flexibility aggregators 
etcetera.

The vision or requirements for future holonic power and energy 
systems are driven by the following key (design) features:

• The holonic architecture is a system-of-systems design paradigm in 
which holons as subsystems achieve a fundamentally higher degree 
of resilient and autonomous operation with respect to disturbances 
or failures in power systems, communication, data, or computation 
infrastructure, where

• resilience means to assure or guarantee services despite disturbances 
or failures,

• resilience will be achieved by distribution and decentralisation 
supported by ICT task migration, redundancy, and adaptation or 
reconfiguration.

• Novel methods and algorithms inspired by the holonic design para
digm are created, validated, and evaluated for supervision, control, 
automation, and operation of power and energy systems, which are

• scalable in the sense of being applicable to all grid levels or parts of 
the grid equally, in the holonic architecture,

• conveniently structured systems of holons, where each holon com
prises its own part of the power system, i.e., systems of (power) 

systems design approach. This includes an informative aggregation 
of behavior and ancillary service capabilities between super- and 
subordinated subsystems based on data-driven modeling.

3.1. Architectural integration of power system automation, data, 
communication, and computation perspectives

The overall structure needs to be designed such that the system can 
be split into separate subsystems, i.e., holons, which operate autono
mously based on local information and data models. The underlying 
communication infrastructure needs to mirror the holonic power grid 
infrastructure. The need for autonomy also holds true for the commu
nication infrastructure itself, which requires running in separate holons 
in case of failures of superordinated communication networks. Local 
communication should be preferred, where central single-point of fail
ure instances, such as the routing servers in contemporary mobile 
communication, must be avoided. The redundancy of various commu
nication channels of different kinds and their distributed and robust 
management could be one direction to be considered.

Fig. 3 specifies the different required technical levels and scientific 
disciplines to be included within the holonic architectural approach.

Another pivotal element in the design of such completely new su
pervision and control architectures is the consideration of embedded 
components providing real-time execution of distributed supervision 
and control applications as well as communication tasks. The flexible 
offloading of algorithms to the hardware infrastructure and shifting 
them in cases of computing and embedded device failures must be 
provided technically. The deployment of algorithms and software on 
embedded devices has to be addressed within the holonic architectural 
approach. The resulting system and the employed algorithms have to be 
robust against device and communication failures. Embedded systems 
combined with novel communication technologies and infrastructures 
are enablers for fundamentally distributed and scalable algorithms, 
including data handling, which in turn are critical for resilient and 
holonic power systems.

Future trends and fundamental interdisciplinary research in power 
system automation, data, communication, and computation are closely 
interwoven with the new holonic system architecture. Classical power 
system algorithms and standard models need to be reformulated to be 
easily scalable throughout the grid levels and to aggregate models from 
lower levels. Besides the mathematical reformulation, new data sources 

Fig. 2. Comparison of central monolithic (left) with distributed holonic control architecture (right).
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and data analysis methods promise additional benefits for model crea
tion and algorithms. In addition, the data handling itself will change 
from large-scale monolithic and centralised databases toward distrib
uted federated cloud-based data handling based on data sovereignty 
concepts, according to the FAIR data principles [27], i.e. scientific data 
shall meet the principles of findability, accessibility, interoperability, 
and reusability.

In summary, the holonic approach proposes to achieve resilience in 

future complex power and energy systems and their operation. The 
holonic structure spans the communication systems architecture, the 
underlying embedded computing platforms, the supervision, control, 
and automation algorithms on all levels, as well as distributed data 
sovereignty concepts for technical and market operation. From the 
standpoint of various disciplines, holonically distributed data systems 
can only operate effectively through appropriate communication in
frastructures that adopt holonic structures, thereby ensuring resilience. 

Fig. 3. Required disciplines and perspectives for holonic architecture of power and energy systems.
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This principle also applies to distributed computing infrastructures such 
as embedded systems or edge computing, which facilitate distributed 
automation and uphold system resilience. Such architectures enable the 
design and application of power system algorithms for highly automated 
system operations. It is, therefore, apparent that the individual sub- 
disciplines and their technical contributions to the overall system are 
interdependent. They mutually influence each other in order to collec
tively achieve the goals of resilience and autonomy in power and energy 
system operation.

3.2. Elements of holonic architectural approaches for power and energy 
systems in the state-of-the-art

In general, holonic systems feature the following properties, auton
omy, cooperation, self-organisation, reconfigurability, functional 
decomposition, and recursiveness [28]. The difference between holonic, 
federated, and market-based mechanisms for the coordination of goals 
of different instances is discussed in [28] for technical sensor grids in 
automation systems showing the differences between these major 
approaches.

3.2.1. Fractals and holonic structures and architectures
From a structural perspective, fractals, introduced by B. Mandelbrot 

[14], are another fundamental approach to analysing complex networks 
with a hierarchical self-similarity. Fractals are mathematical objects that 
represent physical systems that show self-similarities and scaling re
lations. Complex networks in general [29], and electrical networks with 
their capacitive, inductive, and resonant behavior in particular [30], 
have been analysed with this approach. Topological similarities and 
scale-invariant properties regarding eigenvalues of power system dy
namics have been presented in [31]. In [32], the fractal approach is tried 
to represent recursive power grid structures and clusters to allow each 
substructure to use the same procedure and model. However, it is a 
fundamental attempt at a structural description without using the 
mathematical approach of fractals or providing any technical details.

To our best knowledge, the first mention of holons related to energy 
systems was by [33] in 2007. From the viewpoint of complex systems, 
which refer to a set of systems that share some common behavioral and 
structural properties, both the internet and energy markets have been 
structurally analysed. The results are holonic structures with the aim of 
applying agent-based methods.

Further, specifically named “holonic architectures” have been 
developed for the coordination of consumption and later prosumers with 
the target of energy management of distributed entities. A holonic en
ergy management system for residential areas was published in [34]
with the restriction of bundling devices into clusters only on the lowest 
grid level. The coordination of prosumers in microgrids was presented in 
[35], and a related Ph.D.-thesis [36] labeled it as a holonic system. The 
results mainly consist of an agent-based approach for prosumers, which 
are recursively clustered at various aggregation layers.

However, without relating it explicitly to the holonic approach, the 
first publication of fully self-organised agent-based coordination of 
prosumers, including power grid constraints considering the hierarchi
cal structure of the grid, was presented by Wedde et al. in [37,38]. This 
approach was subsequently further developed to consider real-world 
regulatory constraints of unbundled and liberalised energy markets 
and grids [39]. A similar approach is explained in [40] with a holonic 
approach for local energy markets, although it is restricted to smart 
buildings and energy-efficient neighborhoods only, while a decentral
ized optimal reactive power control problem based on a holonic archi
tecture is proposed in [41].

Following the holonic structure, [42] proposes a holonic coordina
tion of production and consumption on different levels of energy systems 
with a focus on customer satisfaction and quality of service for their 
energy supply. In [43], the focus is on energy management in micro
grids, where information about the flexible micro–macro integration 

into larger grid structures is also introduced. Scalability in the sense of 
application to large numbers of prosumers by splitting the grid into 
nested management levels is the key idea, while self-management and 
collaboration with agent-based systems for energy management are 
considered.

Vlad et al. have attempted to map the IEC 61850 standard, used 
primarily for sub-station automation, in order to implement holonic 
structures within substation automation [44]. In [45], the architecture 
of a prosumer holon is structurally defined with the first implementation 
within a market and grid structure. However, the approach does not 
seem to be scalable and follows the traditional implementation concepts. 
The requirement of autonomy and privacy related to data is mentioned, 
meaning that the information and authority to make decisions on local 
issues must stay with each individual local actor. In [46], another hol
onic active power scheduling approach is presented. A hierarchical en
ergy management system from the EU project e-balance is introduced in 
[47] and [48], where real-world test implementations in Portugal and 
the Netherlands primarily based on household devices and Wi-Fi-based 
coordination are explained. In [49], a broad overview of energy system 
development towards decentralisation is given. The outlook is on agent- 
based energy management and mentions the idea of holonic systems as a 
new trend without any details regarding implementation.

Further holonic approaches for microgrids and energy management 
of prosumers are presented in [50], with a focus on self-organisation in 
[51]. A more general approach, where grid users are seen as holons, is 
described in [52], which bundle themselves into virtual structures like 
virtual power plants of prosumers. The negotiation about power transfer 
is the key element here for their organisation.

Recently, [53] described energy management agent (EMA) standards 
that contain an emerging reference model and its framework architec
tures. EMA can collect energy demand and autonomously manage en
ergy consumption and generation in energy systems. This is the first 
standardisation effort toward energy management on the lowest voltage 
level. 5G is mentioned as a standard industrial communication option in 
relation to 5G-based IoT. The integration of big data and cloud tech
nologies is mentioned as a target for the future. Another energy man
agement approach on the lowest distribution level for coordination of 
devices is published in [54]. In [55], an energy management approach 
with the option to merge and split holons to achieve specific goals and to 
access the flexibility of active power modulation is described. Flexibility 
in power systems is a widely used term with varying definitions. How
ever, all centering around the ability to modulate active and reactive 
power set-points over time, thereby providing needed control power for 
various purposes [56,57].

In [58], the aspect of balancing active power in city distribution grids 
for an islanding operation during blackouts is added as a requirement for 
pure energy management of distributed energy systems. It defines the 
target of splitting the system into parts and running each part in an 
islanding operation mode. In a similar direction, the scheduling between 
microgrids that can flexibly be connected to each other or to an overlay 
grid can be worked out [59]-[60]. Some kind of flexible islanding 
operation scheme could be seen in this approach. Specific grid re
quirements and grid consideration are incorporated only in [61], where 
the first implementation of an agent-based energy management system 
for loss reduction and state estimation in distribution grids using a 
holonic multi-level structure is explained.

Holonic approaches assume a hierarchical system structure, i.e. there 
are both super- and sub-holons. This fits perfectly for the radially 
operated networks of primary and secondary distribution. However, in 
the meshed and interconnected transmission and sub-transmission net
works, interactions with neighboring holons on the same hierarchical 
level must be considered. Furthermore, physical interfaces between 
holons exist at several locations and exhibit interactions. Both 
mentioned aspects require a fundamental extension of the holon concept 
beyond the referenced state-of-the-art system theory of holons, in order 
to use its advantages on all levels of power and energy systems. This 
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extension has yet to be fundamentally worked out. Motivating such 
research work is the purpose of this paper.

3.2.2. Cellular approach for power and energy systems
Whereas most of the above-mentioned references aim for the energy 

management of prosumers and distributed devices only, there was the 
fundamental study of the Electrical Engineering society (ETG) of the 
VDE that proposed the so-called cellular approach for the whole-scale 
energy system integrating all grid levels [19], i.e. from the extra high- 
voltage level of the transmission grid down to the low-voltage level of 
the distribution grid. Local, sub-regional, and regional energy balancing 
should lead to a minimum of distribution and transmission grid re
quirements. Based on these ideas, further elaboration and aspects were 
published in [62] and [63], considering sector coupling and flexibility of 
grid users. The energy balancing in large-scale systems is simulated for 
grid planning purposes. Ideas for a related market structure are pre
sented in [64].

In [65], a smart power cell for the interaction between distribution 
and (sub-) transmission grids was worked out in detail, and a related 
dynamic simulation framework was created. Both balancing and ancil
lary services can be demonstrated by this approach. According to the 
previous definitions, such a smart power cell could be seen as an 
instance of a holon. Such modeling of cells must be distinguished from 
microgrids [66] and their autonomous control and economic optimisa
tion [67,68], which only or at least primarily serve themselves. The 
smart power cell is an instance within the overall hierarchical structure, 
enabling a functional decomposition. The cellular approach, as pre
sented by VDE, focuses on the power balancing in large-scale power 
systems down to the low voltage level with a focus on the usage of the 
electricity grid. Most references related to the holonic approach start 
from the prosumer level and use types of self-organisation or multi-agent 
approaches for energy management purposes. Both the holonic and 
cellular approaches from the references are only structural descriptions 
that require additional technical solutions for algorithms and commu
nication, data, and computing infrastructures. Their capabilities and 
benefits shall be enfolded according to the mentioned criteria: auton
omy, cooperation, self-organisation, reconfigurability, functional 
decomposition, and recursiveness.

However, the integration of communication, data, and related 
computing infrastructure in a similar holonic architectural way is not 
available in the literature so far. Likewise, the methodical consideration 
of the power and energy system structure, together with recursively 
structured power and energy system calculation and operational algo
rithms, are not considered apart from one first attempt [61]. In addition, 
the cellular approach focuses on balancing in a sector-integrated 
manner. However, it has so far ignored other fields of supervision, 
control, automation, and operation of power systems.

3.2.3. Cyber-physical energy systems, automation and autonomy
Besides the structural organisation discussed above, there is likewise 

related work regarding cyber-physical energy systems, considering 
communication, information, and energy systems [69].

A strong trend in research on power and energy system operation is 
towards automation or even autonomous system operation. Due to the 
growing complexity of distributed and volatile generation and sector 
coupling, system operation must be highly automated wherever it is 
possible. Early results and first approaches for autonomous and highly 
automated operational processes in relation to multi-agent systems can 
be found in [70]. An implementation of a distributed coordination of 
power flow controllers was presented in [71]. A further elaboration of 
this approach, considering flexibilities from subordinated grid levels and 
seeing them as self-organised entities or cells delivering services to the 
superior grid level, is presented in [72] and [73].

Analogous to the autonomous driving of cars [74], a recent study 
defines the classification of autonomous system operation of energy 
systems [20]. Requirements for future development of the operation and 

digital processes of complex power systems are currently discussed in 
two task forces of the VDE-ETG [75,78]. The initial results underline the 
need for autonomous operation of the individual parts of the power 
system, self-organisation, reconfigurability, and functional decomposi
tion to limit and handle the complexity.

The well-known architecture for Dynamic Monitoring and Decision 
Systems (DyMonDS) has been proposed as the missing link for estab
lishing workable smart grids [77,78]. To facilitate an orderly, sustain
able evolution, DyMonDS provides a means of analytics-supported 
quantifiable information processing, where the basic intent of the IT is to 
support decision-making by various entities and interactions among 
these entities according to well-defined sub-objectives and system-wide 
objectives. The DyMonDS model focuses on the information exchange 
framework to align the global objective and the local objectives of 
various entities within the system. In the simplest form, the global 
objective of a power system can be considered as a sum of local objec
tives [79]. The concept has been further refined in [80,81], including 
validation with real-world grid operation data [82], while a solution 
where all flexible energy resources are coordinated using a power line 
carrier frequency signal to follow a preferred demand curve for localized 
demand control is introduced in [83].

3.2.4. Distributed communication infrastructure for autonomous 
communication

Distributed communication infrastructures are a key pillar for 
enabling future defossilized energy systems [84]. This critical role in
creases with the emergence of distributed automation and, in particular, 
the proposed holonic architecture. However, in research, the impact of 
this novel paradigm has so far only been addressed insufficiently [52].

Combined with the overall trend towards increased automation and 
the target of even autonomous power system operation, the re
quirements placed on communication solutions rise continuously. 
Crucial for the safe and reliable operation of such mission-critical ap
plications are resilient, flexible, efficient, and pervasive communication 
infrastructures. As future energy systems are highly distributed and may 
even be operated in remote areas, wireless communication, either 
terrestrial or even satellite, is required to achieve the required ubiqui
tous coverage. Wireless communications are also ideally suited to allow 
for flexibility in terms of network topology and scalability from small, 
autonomous wireless connected holons to full-blown end-to-end con
nectivity within a large-scale energy system built from many holons. 
One recent approach to providing exclusive communication resources 
within public communication networks is the so-called network slicing 
proposed for 5G. Here, a share of the overall resources is exclusively 
allocated to the energy system in order to avoid competition with other 
users in the network. Recent research has shown the feasibility of such 
approaches and even the resource-efficient dynamic dimensioning of the 
network slice with the help of machine learning applied to the energy 
data flow [85]. Yet, public networks are typically not well protected 
against energy outages, and therefore, network slicing in public net
works is primarily a protection of mission-critical services against 
interference by overload in a fully functional network [86].

Considering the interdependency between energy systems and public 
communication infrastructure, dedicated communications networks 
with dedicated energy storage solutions for black-out protection are an 
alternative way to go. The Federal Network Agency for Electricity, Gas, 
Telecommunications, Posts, and Railway (BNetzA), the German regu
latory body for power and energy systems, has, for example, assigned 
two radio frequencies at 450 MHz with a bandwidth of only 4.74 MHz 
each for primary use by critical infrastructures. Similar developments 
can also be observed in many other countries and have been stand
ardised by the 3GPP consortium [87]. Such new, dedicated cellular 
networks will serve as an exclusive base communication layer for to
day’s energy system services, such as smart metering or emergency 
protection measures [88]. Those networks will even function in case of 
blackouts and, therefore, will provide some minimum communication 
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capacity still based on LTE to control the energy system in case of crisis. 
Nevertheless, the spectrum resources reserved for critical infrastructures 
must be shared with other infrastructures such as water, gas, or heating. 
Even though the new network as some protection against energy out
ages, there are still many remaining risks, which may lead to commu
nication outages, such as storms, flooding, cyber-attacks or technical 
failures. The proposed holonic architecture, therefore, requires new and 
more resilient communication mechanisms, which allow for autono
mous, decentralised communication between holons of the same layer 
or between different layers of the holonic system. To be most flexible, 
such new communications mechanisms need to be scalable in terms of 
resource consumption and highly flexible in terms of topology:

• To achieve efficient usage of the scarce spectrum resources, the 
predictability of communication demands, as well as the efficient 
allocation of available channel resources among power system ap
plications and nodes, is critical. This enables an increase in resilience 
while potentially lowering end-to-end delays by circumventing 
channel access grant procedures and thus benefiting novel, dis
aggregated holonic control algorithms [85].

• Another important aspect of the communication infrastructure is its 
flexible topology. Holons are expected to collaborate but must also 
be able to operate autonomously. Likewise, the communication must 
be flexible to react to the circumstances and needs to be aligned with 
the control algorithms such that both react in a coordinated fashion. 
Such flexibility has already been brought to communication systems 
by the concept of Software-Defined Networking (SDN) [89] and 
Software-Defined Radio (SDR). Recently, the idea of programmable 
networks has been expanded by the Open RAN (Radio Access 
Network) concept, which allows for the introduction of real-time 
micro services via open interfaces [90]. Approaches to take SDN/ 
SDR-concepts to the power domain have been proposed in [86]
and [89], but have not been implemented on a large scale yet and 
also do not yet meet the requirements of future holonic energy 
systems.

The above-referenced existing works represent just the first steps, 
and the field of programmable networks and radio interfaces has just 
started to be explored. To support the concept of a holonic energy sys
tem, the idea of a “Multi-X” network of networks as proposed for future, 
mission-critical 6G networks seems to be an essential approach to be 
further explored [91]. In “Multi-X” networks, multiple communication 
options in terms of network technology, spectrum, and protocols are 
leveraged and combined on a case-by-case basis.

Another promising concept discussed for future 6G networks has 
been addressed with the keywords “beyond Shannon” and “semantic 
communications”. Instead of allocating communications resources for 
“anonymous” bits, application knowledge shall be incorporated into the 
communication system. This means for the holonic energy system: by 
considering the actual impact of certain information, such as sensor 
information generated by the holon, on the energy system, the amount 
of data to be transmitted can be substantially reduced [92]. Such 
application knowledge can be created by machine learning for opera
tional data of the energy system as well as system models incorporating 
expert knowledge about the energy system. The first steps in this di
rection have been made with the investigations into model-predictive 
communication for a photovoltaic system, which showed a potential 
for substantial reduction of the data volume without losing the relevant 
information [93]. By adopting the concept of transmitting only the 
“significant” data, a future holonic energy system may benefit from on- 
going 6G-related research efforts [94,95].

3.2.5. Distributed computation architecture, embedded systems, edge 
computing

Power and energy systems represent a major application domain of 
the Internet of Things (IoT), significantly enhancing the generation, 

transmission, distribution, and consumption of electricity and energy in 
terms of efficiency, reliability, and safety [96]. These systems, particu
larly complex and resilient autonomous holonic power systems dis
cussed in this paper, require extensive data management and processing. 
This necessitates multiple computing layers, from embedded devices to 
cloud servers, to cater to the immense need for storage and processing 
power. Numerous business factors and challenges associated with 
adopting cloud computing in power systems, encompassing perspectives 
from grid operators, utility companies, software vendors, and cloud 
providers, are discussed in [97]. This enables a range of services, 
including distributed energy resource management, hybrid simulation, 
and collaborative system modeling.

Cloud servers, despite their ideal setup for extensive data inter
change due to significant network connectivity, face the challenge of 
geographical distance, leading to potential communication delays not 
suitable for real-time processing. Thus, edge computing envisions pro
cessing the data at the edge close to the embedded devices, where the 
data is collected, to nullify the induced delay and additionally help data 
privacy and sovereignty. Offloading decisions between edge and cloud 
remains a major challenge as it depends on multiple parameters, factors, 
and optimisation criteria. In [98], an architecture is proposed that shifts 
away from cloud-centric models, focusing instead on a microgrid 
controlled and managed through an edge-embedded system. This allows 
for local management and communication with other smart grid com
ponents, such as utility suppliers, while the cloud serves as the host for 
the information management system.

Processing units include microcontroller units by default and can be 
extended to systems-of-systems to provide higher computational capa
bilities on the edge by incorporating hardware accelerators, digital 
signal processing, etc. A survey about hardware and software architec
tures for edge processing platforms, in which data acquisition, data 
processing, data storage, and data transmission are considered, is pre
sented in [99]. Hardware design solutions may integrate on-chip MEMS 
technology solutions for on-chip compressed sensing together with in
tegrated radio transceivers for multi-radio connectivity on the chip. The 
design flow for such integrated SoCs is more complex as verification and 
debugging of mixed-signal system-of-systems considering connectivity 
capabilities needed for the communication using RF interfaces is 
required. Support for Electronic Design Automation (EDA) tools to ease 
hardware design, verification and validation is crucial. A detailed survey 
of design automation approaches for efficient and robust electrical grids 
in smart buildings where control, communication, and computing sub
systems must co-exist is presented in [100]. An emphasis is made on the 
necessity for the co-design of control algorithms and embedded plat
forms, as various aspects of the platform, including sensor accuracy and 
availability, communication channel reliability, and computing power 
of embedded processors, may have a significant impact on the quality of 
developed distributed control algorithms. Different distributed control 
algorithms can then be chosen depending on the different sensing and 
prediction accuracy capabilities of the embedded platforms.

Several custom embedded systems solutions have been proposed for 
power management, for example, in [101], in which a co-emulation 
framework on FPGA-based Multi-Processor System-on-Chip (MPSoC) 
hardware, considering both the electromagnetic real-time transient 
power system executed on programmable hardware units together with 
communication using physical hardware layer and network ports. Sys
tem monitoring and control applications are executed within the soft 
processors of FPGA-MPSoCs. Another example of customised embedded 
hardware design considering on-chip power delivery systems for load 
balancing is presented by [102], where under-provisioned on-chip 
voltage regulators are interconnected by switch-networks. The goal is to 
reconfigure the power delivery network on the chip by combining the 
output of multiple voltage regulators whenever the workload demand 
exceeds the peak current rating of a single regulator. However, a unified 
edge platform solution considering the requirements of future complex 
and smart power systems is still missing. Moreover, to support 
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distributed and hierarchical algorithms for the management and control 
of holons, requirements on resilience, dependability and timing should 
be guaranteed by the platform in an End-to-End (E2E) fashion over the 
entire Device-Edge-Cloud-Continuum. Today, no formal framework ex
ists for guaranteeing services for practical systems spanning embedded 
devices, (wireless) communication, and (edge) clouds, mainly due to the 
heterogeneity of involved resources and their scheduling and resource 
management policies [103].

The requirements for supporting autonomous systems are also shif
ted to embedded platforms. Approaches in [104] propose to support self- 
awareness in MPSoCs, thereby improving the behavior of highly parallel 
and heterogeneous embedded platforms. The goal is for MPSoCs to have 
a better understanding of their own state, their behavior, their perfor
mance and their surrounding conditions, making them more robust and 
reducing processing and communication requirements. This design is 
augmented with a supervisory control layer for configuring different 
adaptive control policies based on the state of the system. An application 
of self-awareness in autonomous systems to an Information Processing 
Factory (IFP) is presented in [105]. Further designs with an emphasis on 
required distributed infrastructures for autonomy supporting safety at 
design and operational time have been proposed in [106] and provide 
fundamental approaches for the holonic approach.

Despite these advancements, there are still significant challenges in 
the development of an autonomous systems platform supporting the 
holonic architecture. These include establishing correctness in case of 
misbehavior, operational validation of adaptively smart systems, and 
analysing the trade-offs in smartness features. Addressing these chal
lenges is crucial for the progression of autonomous systems platforms.

3.2.6. Distributed data space as part of federated data infrastructure/data 
sovereignty concepts

Data spaces enable demand-driven data sharing in a scalable and 
sovereign way. The term is used from different perspectives with varying 
emphases. From a business viewpoint, the term is often used colloquially 
for a collection of data processing services from various stakeholders 
and, more precisely, as an alliance of organisations that pursue common 
data-sharing goals and face similar challenges, which motivates them to 
join forces in tackling the challenges by defining governance and tech
nologies as well as provide essential services for data sharing. Data 
spaces are part of the European Data Strategy, which envisions a vivid 
data economy for the benefit of society as a whole, realised by increased 
sharing of data while keeping individuals and organisations in control of 
their data [107]. In different existing and upcoming regulations, data 
spaces are obliged to comply with regulations [108,109,110].

As data space technologies manage intrinsically uncertain business 
relationships [111], they fulfill the demands for flexible data sharing in a 
dynamic business environment that requires ad-hoc integration instead 
of long-term integration artifacts or static communication channels 
[112]. In particular, business ecosystems benefit from data space tech
nologies as they are characterised by loosely coupled relationships be
tween members [113]. Data spaces are a basis for data ecosystems, 
where the monetarised, exchanged, and stand-alone asset is data [114], 
considering all their particular characteristics and potentials [115].

From a technology perspective, data spaces present a distributed 
data integration concept. In contrast to a traditional data management 
system, data space systems provide an additional set of services and an 
abstraction layer that aggregates over the participant system [116,117]. 
They are characterised by semantic data integration using linked data 
principles instead of physical data integration, remain a decentral data 
holding, enable overlaps and nesting [117,118].

The data space concept thus connects two approaches and deploys 
their benefits: Firstly, it uses networks as an organising principle and 
semantically connects data sets, as emphasised in the linked data com
munity [119]. Secondly, it applies services that hold capabilities for data 
sovereignty and ensure complete control over data [120].

The software services required for data spaces go beyond the direct 

data processing services as data spaces require support services that are 
“essential for managing” the data space and deal with metadata and 
information for data sharing as well as participant organisation [116]. 
These essential services constituted by a software system and common 
agreements recently gained attention as software infrastructure or soft 
infrastructure for data sharing [121,122]. They describe standardised 
agreements for intangible, robust, and build-on convergence structures 
that facilitate data-sharing ecosystems in an infrastructural manner. 
Infrastructures are characterised by six key aspects: enabling, shared, 
open, heterogeneous, having an installed base, and being socio-technical 
[123]. These characteristics apply to digital infrastructures in general as 
“the basic information technologies and organisational structures, along 
with the related services and facilities necessary […]” [124], and data 
sharing infrastructures in particular. Data platforms and “data infra
structure as a platform” recently gained attention in research and 
practice due to their capabilities and tools for dynamically and effi
ciently leveraging crucial data as a resource that is required for relevant 
use-cases [125,126]. They reflect the close relationship between plat
forms and infrastructures [127].

The essential services and agreements that enable the integration of 
decentralised databases make data spaces a federated system. Federa
tion is recognised as a key principle for realising sovereign data sharing 
on a peer-to-peer basis between participants [120,128]. This means that 
only metadata and additional information necessary for data sharing are 
organised via federation mechanisms, and the actual data is exchanged 
between the participants themselves. A federation is a form of distri
bution that originally referred to databases [129] but also described 
complete information systems [130]. A federated system balances two 
fundamentally conflicting demands by enabling “a reasonable degree of 
information sharing” and the autonomy of its components, or in this 
case, databases [131]. They are characterised by physical distribution, 
heterogeneity, and operational independence up to a different extent 
[130].

This implies challenges that are addressed by data space systems: A 
central authority is replaced by a cooperative activity and agreed-upon 
protocols, the participant components must be enabled to specify the 
data to be made available and its terms, and federations must be able to 
create their own schemes to meet their needs, and participants should be 
able to dynamically enter or leave the federations. The necessity of 
uniting communication and sharing mechanisms is an opposing force, 
for example, the ability to negotiate and agree upon data usage contracts 
[131].

The federated architecture of data space is discussed with regard to 
future developments towards a more decentralised approach without 
any central authority or enabling service structure. Complete decen
tralised data storage goes a step further and is based on distributed 
ledger technologies as well as decentralised applications. They emerge 
for decentral technologies and data sharing but also for a decentralised 
digital economy [132,133].

To realise the benefits of decentralised structures, decentralisation 
can also be introduced in the design and application architecture of the 
essential service components in contrast to a complete data space ar
chitecture. The services can be designed in a decentralised manner and 
use decentralised computing power mechanisms [134] or identification 
methods [135]. This strong research trend will be taken up for its 
demonstration within the holonic architecture for power and energy 
systems.

Using and developing data spaces for our holonic structure presents 
several challenges. Currently, a policy management system for a holonic 
structure does not exist. The tracking of data, the terms of use for data, 
and the enforcement of these terms at the recipient’s end need to be 
addressed. Up to now, data spaces have been utilised by independent 
partners but not for interconnected holons. Moreover, the focus of data 
spaces has primarily been on data exchange. However, in our holonic 
system, we are dealing with data-to-compute and compute-to-data sce
narios. Additionally, federated learning and split learning scenarios for 
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real-time cooperation and control have not yet been integrated into data 
spaces. Another open question is how we can ensure that a data ex
change has actually occurred. Further focus has to be given to improve 
the resilience of the electrical grid by identifying anomalies and 
detecting cyber-attacks. A detailed description of the cyber-physical 
power system testbeds to identify cyber-attacks and their architecture 
is explained in [136,137]. Machine learning can also be used to identify 
false data, as explained in [138].

3.2.7. Summary on the state-of-the-art of holonic architectures and related 
disciplines

In conclusion, it can be stated that in all addressed research areas like 
power and energy systems, communication, computation and data, 
fundamentally new solutions are necessary to enable the overall holonic 
architecture for power and energy system automation and operation. 
The latest research trends will be either set or taken up to mutual benefit 
for addressing the overall holonic architecture.

The state-of-the-art does not provide appropriate solutions in terms 
of algorithms and technologies to fulfill the requirements of the holonic 
approach. Today’s algorithms and methods for power system manage
ment and system operation cannot be executed in a distributed manner 
for subsystems in interaction with other systems as scalability is not 
given. The current state-of-the-art requires centralised model structures 
and complete, i.e. flawless, system descriptions of all considered grid 
levels. Commercial communication systems also make use of central 
organisation and coordination instances that create dependencies on 
higher network levels. Specific communication systems for subsystems, 
on the other hand, would be inefficient and would not achieve the 
necessary system-level robustness in the holonic sense, combining all 
structures and underlying hardware and software infrastructure. 
Methods for distributed secure data management that take data sover
eignty into account are only in their infancy, particularly in power and 
energy systems. Distributed computer infrastructures, which enable the 
redundant and migratable execution of encapsulated functions in the 
event of a failure, need to be further driven towards the holonic archi
tecture requirements. Securely executing distributed functions, even in 
the event of failure of individual computing nodes or communication 
links, goes far beyond the existing state-of-the-art.

4. Building blocks for holonic structures

The following three case-studies of current research results illustrate 
how crucial building blocks for creating holonic structures in the con
trol, communication and computation layers of an emerging future 
smart power and energy system are coming into being. These three case- 
studies showcase in the following:

1. Versatile ICT infrastructure that is industrially scalable and whose 
actual functionality is context-dependent, i.e. software-defined 
power system control and protection functionalities;

2. Digital Twin modelling concepts that allow for holonic system 
modelling;

3. Flexibility modeling, assessment and aggregation that allows effec
tive flexibility provision in holonic power systems.

4.1. Distribution grid automation based on versatile grid edge devices with 
software-defined functionality

Following the holonic approach, distributed edge devices are inten
ded to undertake the largely automated monitoring, control, and oper
ation of parts of the network, i.e. sub-grids. To this end, edge devices are 
installed, for instance, in secondary substations, which collect local grid 
measurements from the medium and low voltage levels and, potentially, 
also serve as actuators. By exchanging this data and linking it with grid 
data and additional information about the connected facilities, the 

network state at the medium voltage level can be determined. The same 
can be achieved for the low-voltage level by including, for example, 
smart meter data or by communicating with facility controls, like EV 
chargers or RES, on that level. If the operational boundaries in the 
network, such as voltage or power flow limits, are violated, control ac
tions can be taken. Fig. 4 shows the basic distribution of such edge de
vices in an exemplary medium-voltage network with an underlying low- 
voltage network.

According to the holonic approach, the communication between the 
devices must be executed in such a way that it can operate locally 
without a central entity. For example, the 5G mobile communication 
standard allows stand-alone local communication within a radio cell, 
even if the cell is not connected to a central communication system. 
Thus, this holonic requirement could be fulfilled or rather implemented 
using already existing communication standards.

The measured data are redundantly stored in a distributed database. 
To determine the network state at the medium voltage level, the 
necessary data for state estimation, including the topology, are collected 
in an edge device. Network and topology data must be stored locally but 
can be checked and validated using local information.

If an edge device fails, part of the system information is missing. 
According to the holonic approach, another edge device must take over 
the function, which means that the process must be migrated there. Due 
to the distributed data approach, the necessary information remains 
retrievable. However, the data from the failed device must be estimated 
so that a fail-safe mode is reached. A state estimation may be less ac
curate, but it is still executable within certain limits. These properties of 
fail-safe and fallback security must also be implemented for all further 
functions.

The local data can be transmitted to a central operation centre with a 
Man-Machine-Interface (MMI), as desired. Here, disturbances in the 
network that cannot be resolved locally by automation are reported and 
displayed. Apart from operational monitoring, this central entity pri
marily serves the configuration and parameterisation of decentralised 
devices. The digital twin of the entire system, consisting of network and 
secondary technology, is matched here (Section 4). If the operation 
centre is implemented as a cloud-based entity, it can access the 
distributed data, and the information is also available elsewhere in the 
system.

Fig. 4. Medium and low voltage grids equipped with edge computing devices 
for supervision, operation, and control.
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With this architecture of distributed edge devices, a wide range of 
functionalities can be executed. These include, for example:

• Monitoring functions
State Estimation
Power Quality Monitoring
PMU
Topology detection, identification and validation

• Smart Grid functions
Congestion management by RES/load flexibility
Optimisation, e.g., Optimal Power Flow (OPF) / Model Predictive 
Control (MPC)
System-wide voltage control (Q(U))
Topology optimisation (MV- and LV topology switching/shifting 
of grid separation points)

• Protection functions
Various protection functions
Fault direction indication

Such a multitude of functions can only be meaningfully mapped if 
modular functions can be implemented on one device rather than having 
separate devices for individual functions. To achieve this, separation 
should be made into standardised, powerful hardware, which is installed 
once, and modular software functions, which can be expanded and 
adjusted later on. These software functions, for instance, can be 
encapsulated using container technology, allowing them potentially to 
be used on other hardware platforms. The description of the entire 
system must be standardised so that the configuration of the devices and 
the engineering can be executed independently of the hardware. For this 
purpose, IEC 61850–6 [139] is suitable as an established substation 
automation standard. An integrated engineering process based on Sys
tem Configuration description Language (SCL) accesses a pool of smart 
grid functions. The SCL data model defines which functions are active. 
The selection of functions is driven via standard SCL engineering tools. 
Furthermore, the SCL defines relations and communication between 
devices and functions. Based on the standardised system description 
using SCL, test routines can also be executed [140]. The ideas have been 
experimentally verified as part of laboratory experiments [141,142] and 
field tests [143].

Fig. 5 exemplifies such an edge device in a secondary substation. All 
the measurements are collected via distributed Analog-Digital (A/D)- 

units and transmitted via a real-time protocol to the main unit. Alter
natively, they are collected as analog values in the central unit. Due to a 
high sampling rate and suitable filtering, the measurements should also 
be used for protection functions as well as power quality up to 10 kHz. 
With additional time synchronisation, a synchrophasor (PMU) mea
surement is also conceivable. Additional low voltage measurements 
should be digitally provided per feeder through a bus protocol like 
Modbus, for example. The system should possess suitable processors that 
suit real-time and protection applications.

The benefits of automated monitoring of medium and low voltage 
networks, together with bottleneck management, voltage regulation, 
and system optimisation, are that it avoids the necessary grid expansion, 
which is conditioned by new loads such as electric vehicles or RES. The 
mere observation of the actual grid status alone, e.g. in the form of low- 
voltage grid monitoring, can already allow higher grid loads compared 
to traditional conservative grid planning approaches. For further grid 
load, rare interventions into load or feed-in flexibilities must be 
considered. Thus, rare cases of higher simultaneity can be dealt with 
without having to expand the grid. Overall, it must be noted that the 
load and feed-in flexibilities are increasingly needed for the overarching 
market, which compensates for the volatile renewable energies, such as 
large onshore and offshore wind parks, in the overall system. If a 
simultaneous load ramp-up occurs due to low electricity prices during 
high RES surplus production, the distribution grids will be heavily 
loaded. This would be a smart market situation against which the smart 
grid operation, i.e., the monitoring of the grid and possibly limiting load 
peaks from very high price-induced simultaneity factors, must be 
weighed. This example illustrates how the holonic approach of distrib
uted grid monitoring helps coordinate the interaction of the different 
grid levels.

4.2. Digital twins supporting the holonic architecture

Establishing a holonic architecture with distributed computational 
devices and algorithms necessitates rigorous data management for both 
system modelling and function description. The processes of network 
planning, asset management, and system operation are closely inter
connected. The same data is needed in various forms throughout these 
processes. The concept of digital twins provides the basic idea that data 
is collected only once and then utilised for all processes over the lifespan 
of a device, a feature referred to as life cycle capability. In this context, 

Fig. 5. Edge computing device for smart grids integrated within a secondary substation.
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data adheres to the single-source-of-truth concept. Strict object orien
tation allows for the addition of supplementary information, enabling its 
use in different processes.

Fig. 6 schematically illustrates the essential process steps from 
network operation, asset management, as well as the configuration and 
operation of the distributed devices like the edge devices of the holonic 
architecture. A dataset of the network used for planning should also 
form the basis for the asset management data. From this, the necessary 
monitoring, control and operation functions for the holonic system are 
determined during engineering of the control system including ICT- 
setup. Likewise, the data serves the configuration of functions, for 
instance, network data needed for state estimation. In the operation 
centre, the expected measurement values are created using this data. 
Also, if there is a consistent digital twin-based process, this should run in 
a completely data-driven and automated way. The decision about which 
information from this is forwarded to a higher-level control centre is a 
specification during engineering.

The value of a unified data and application model also becomes 
apparent when we consider the backward arrows in Fig. 6. The data and 
information from the operation of the edge devices, as well as those 
aggregated at the operation centre, provide valuable insights for asset 
management and network planning. The loading of devices can be 
directly derived from the operation information and can validate the 
planning assumptions.

From an implementation perspective, the cloud-based operation 
centre can also serve jointly as a platform for engineering and configu
ration. Decisions must be made about how the data of the digital twin 
are ultimately generated and maintained, but these should be derived 
from one single instance in the system and not newly created or entered 
at different instances. Thus, it could be demonstrated that the digital 
twin ultimately establishes certain paradigms for data handling, which 
support the implementation of a distributed holonic system.

Fig. 7 displays an exemplary use case in which a digital twin of a low- 
voltage distribution grid operating on an embedded system in a digital 
local substation is generated and can support the aforementioned 
planning, management and operation of the respective low-voltage 
holon. The digital twin operates the holon “low voltage grid” autono
mously while being able to communicate to adjacent or superior holons 
as well as a cloud-based distribution grid control centre using publish- 
subscribe or client–server-based machine-to-machine communication 
protocols. At the top of Fig. 7, existing data sources at Distribution 
System Operators (DSOs), such as Geographical Information Systems 
(GIS) or Asset Management (AM) data, which represent the actual grid, 
are mapped to a standardised and exchangeable power system grid 
model. In the given example, the standard CIM CGMES grid model 
format according to the norm IEC 61970 is used [144].

Selected parts of the standardised grid model are subsequently used 
to generate the edge digital twin. The digital twin consists of digital 
representations of the individual components of the holon, labelled as 
digital shadows, a power system model and data platform, a distributed 
database and different smart grid or smart market functions, all 

components encapsulated in software containers. Digital shadows are 
defined in [145] as the digital representation of an object receiving in
formation from the physical device. The different functions are deployed 
by the cloud-based control centre. The control centre of the DSO is 
responsible for the supervision and maintenance of the digital twin and 
receives operational data from the digital twin. This data is fed back to 
the standardised grid model, enabling the DSO to use it for further ap
plications such as, but not limited to, grid planning and asset manage
ment. At last, the digital twin is able to communicate with the holon of 
the medium voltage grid displayed at the bottom right of Fig. 7 to ex
change data required for the operation of the medium voltage holon.

4.3. Flexibility Modeling, Assessment, and aggregation in holonic power 
systems

Operational flexibility in power systems is increasingly needed for 
coping with the growing uncertainties in power system operation. This is 
due to rising shares of intermittent RES generation but also due to the 
increasing degree of sector coupling, involving comparatively high- 
powered units such as Electric Vehicle (EV) chargers and Heat Pumps 
(HPs). Besides maintaining the total balance between power generation 
and consumption, flexibility will be used to mitigate local and regional 
grid congestions.

The coordination of flexibilities requires modelling the flexibility 
potential and determining the flexibility demand within a given power 
system. System studies provide insights into the potential infrastructure 
savings through the inclusion of flexibilities in power system operational 
processes. Due to the hierarchical nature of power systems and oper
ating entities such as Transmission System Operators (TSOs), Distribu
tion System Operators (DSOs), utilities and customers, alongside the 
large number of small-scale generation and storage units, aggregation of 
information has been heavily investigated for future operational con
cepts. Rather than between voltage levels, which present natural in
terfaces in the power system, the major focus has been on interfaces 
between TSOs and DSOs [147]-[148].

Modelling operational flexibility in abstracted ways is a very active 
research stream [149]. Different approaches have been identified to 
describe the flexibility potential of individual Flexibility Providing Units 
(FPUs), including EVs, BESSs, RESs and HPs, all based on algebraic de
scriptions of unit constraints and mathematical optimisation, using for 
instance flexibility cubes [150], the PQ-domain as well as its time- 
dependent extension, the PQ-t domain, in Fig. 8. The majority of 
related research work identifies the flexibility potential of FPUs in the 
PQ-domain, that is, considering interdependencies between simulta
neous active and reactive power flexibility with detailed modelling of 
converter characteristics [151–159].

Modelling, assessing and taping into available and vice-versa needed 
flexibility from FPUs and aggregating flexibility from FPU pools is 
becoming an essential and oftentimes also mandatory process in day-to- 
day power system operation, confer for instance to the recently intro
duced Redispatch 2.0, previously mentioned in Section 2.1,process that 

Fig. 6. Sequence of use cases of a digital twin for grid planning and operation.
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shall assess and control all flexible generation and storage units above 
100 kW, which is currently becoming mandatory for German DSOs [16]
and will likely be extended to even smaller DER units [18].

Aggregation of operational flexibility from subsystems also allows to 
abstract away from individual power system units or FPUs, the parts or 
sub-holons, and their respective individual operational state and tech
nical limitations to an aggregated flexibility, a virtual FPU, the whole or 
super-holon, with an ideally identical, i.e. self-similar, representation of 
the available flexibility of the FPU pool. This modeling and abstraction 
of flexibility representation is also key to overcome the otherwise 
cumbersome and limiting complexity of dealing with many FPUs, i.e. 
potentially thousands of individual flexibility providing units, all at 
once.

Flexibility aggregation is, as shown in Fig. 9, at the centre of hier
archical Flexibility Coordination Schemes (FCSs), where flexibilities of 
FPU pools are presented as virtual flexibilities at the internal system 
boundaries, such as between different grid operators or voltage levels.

While the process of flexibility aggregation is required to model the 
available virtual flexibility of an FPU pool, the process of flexibility 
disaggregation is needed, when actually distributing flexibility provi
sion from the FPU pool to the underlying individual FPUs. As shown in 
Fig. 10, an intuitive way for representing flexibilities is in the form of 
abstracted storage units that can provide or absorb power over time, 
subject to some internal power and energy constraints. This also shows 
in a neat form the self-similarity of lower-level flexibility aggregators, i. 
e. sub-holons, to higher-level flexibility aggregators, i.e. super-holons.

Fig. 7. Exemplary use case of a digital twin in a low voltage distribution grid operating on an embedded system [146].
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For the consideration of distributed flexibility in simulations and 
optimisations of superimposed voltage levels, e.g. the transmission grid, 
aggregation reduces the computational complexity when the underlying 
FPUs are used for their operational flexibility. However, issues of flex
ibility assessment accuracy as well as information loss when either 
abstracting from individual FPUs with their potentially nonlinear 
behaviour or when aggregating a pool of heterogenous FPUs into one 
virtual FPU are manifold. Addressing and solving these issues is on- 
going research work [157].

5. Conclusions

The future operation and control systems for increasingly distributed 

power and energy systems requires an increasing degree of automation. 
Following the decentralisation of the primary technical system, i.e. the 
energy generation and storage units, the secondary technology, i.e. the 
ICT layer comprised of sensors, actuators as well as communication and 
computation, must also be able to monitor, automate, and operate the 
system in a decentralised and robust manner to ensure the overall sys
tem’s resilience. However, the current state-of-art of power and energy 
systems operation is addressing these issues in a non-holistic fashion, e. 
g., control and automation solutions are discussed without considering 
the changes required in the underlying ICT infrastructure. To address 
this continuously widening gap, this paper has proposed the concept of 
holonic design principles and architectures for power systems.

This paper has conceptually discussed how to design computer, 

Fig. 8. Illustration of different forms of graphical representations for operational flexibility [157].

Fig. 9. Hierarchical and monolithic Flexibility Coordination Schemes (FCSs) [158,159]. Intermediate aggregator entities combine underlying flexibilities into virtual 
flexibilities in hierarchical FCSs.

Fig. 10. Aggregation and disaggregation of operational flexibility [157].Left: Aggregation of available flexibility from an FPU pool into the form of a virtual storage 
unit. Right: Disaggregation of requested flexibility delivery from the virtual storage unit to the individual FPUs.
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communication, and data infrastructures in a decentralised manner such 
that in the event of disturbances and failures, only as small a part of the 
system as possible fails. Such an architecture offers the possibility that 
subsystems can be detached from the overall interconnected system at 
any time and continue to operate as island networks, provided the 
corresponding control algorithms are implemented following the hol
onic design principles of autonomy, cooperation, self-organisation, 
reconfigurability, functional decomposition, and recursiveness within 
the part-whole structure of the holonic system-of-systems approach.

In the show-case section, a first implementation example of software- 
defined, versatile-in-use distribution network automation hardware, 
which meets the requirements of the holonic architecture, was shown. A 
second show-case presented the digital twin modelling approach as a 
specific type of process structuring and data management, which is 
amenable to holonic systems. A third show-case presented a modeling, 
aggregation and coordination scheme of flexibility in holonic grid 
operation.

The crucial prospect of the proposed holonic architectures is that it 
combines aspects of (functional) similarity (cf. fractal architectures) 
with the possibility to allow for considerable heterogeneity of sub
systems (cf. multi-agent systems) and with a system-of-systems 
approach. At the same time, the holonic approach explicitly takes the 
enabling underlying ICT infrastructure into account. We argue that the 
current state-of-the-art does not offer any concept of similar 
applicability.

The here presented holonic design concept and holonic systems 
structures are presently still a research vision, yet sufficiently ambitious 
to go far beyond existing control, operation and coordination schemes, 
such as multi-agent systems. We believe that control, communication 
and computation in highly distributed and complex infrastructures like 
the electricity grid have to be thought of in a truly holistic sense and that 
the created system architectures need to reflect this, while achieving 
resilience through purposeful self-autonomy of the whole system as well 
as adequately proportioned sub-systems.

In the on-going energy transition, the rate of change in power sys
tems is accelerating fast such that incremental changes and adaptations 
to current power system structures might likely not suffice to be suc
cessful solutions in the long run, i.e. when approaching 100 % RES 
generation with large shares of storage capacity and in principle flexible 
load demand. For this audacious new design paradigms such as the 
holonic design concept are needed.
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