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Kurzfassung

Mit dem Ubergang von Fahrerassistenzsystemen zu automatisierten Fahrzeugen wird Sicher-
heit zu einem zentralen Ziel fiir die breite Markteinfithrung. Die funktionale Sicherheit im nied-
rigen Automatisierungsbereich (L0-L2 gemafl SAE-Standard) ist mithilfe der in der ISO 26262
beschriebenen Methoden gut messbar und beherrschbar. Da jedoch der Mensch zunehmend als
Riickfallebene entfallt, reicht ISO 26262 fiir die Analyse bestimmter kritischer Situationen nicht
mehr aus. In solchen Fillen resultieren Fehler nicht nur aus dem E/E-System des Fahrzeugs,
sondern auch aus schwierigen Umweltbedingungen, die aufgrund von Spezifikations- oder
Funktionsunzulanglichkeiten moglicherweise unzureichend behandelt werden. Diese Umwelt-
bedingungen sind entscheidend fiir die Absicherung, da szenarienbasiertes Testen auf ihrer
Grundlage effizienter und praktikabler ist als eine vollstindige Erkundung des Szenarienraums.
Diese Arbeit stellt einen systematischen Ansatz vor, um die Herausforderungen schwieriger
Umweltbedingungen fiir automatisierte Fahrsysteme (ADS) zu bewéltigen. Zunichst wird der
Begriff der schwierigen Umweltbedingungen auf Basis des aktuellen Forschungsstands inter-
pretiert. Anschlieflend werden drei Typen solcher Bedingungen identifiziert: das Vorhanden-
sein oder Fehlen spezifischer Umweltfaktoren im gegebenen Betriebsbereich (ODD), spezifi-
sche Verhaltensweisen dieser Faktoren sowie deren Interaktionen. Fiir jede dieser Typen wer-
den formale, maschinenlesbare Beschreibungen vorgeschlagen, um eine einheitliche Darstel-
lung und Bewertung sowie die Ableitung von Testféllen zu erméglichen. Zur systematischen
Identifikation schwieriger Umweltbedingungen werden sowohl analytische als auch datenge-
triebene Methoden entwickelt. Eine davon ist die szenarienbasierte Gefahrdungs- und Fehler-
analyse (Scenario-based Hazard and Fault Analysis, SHFA), die Expert:innen bei der Identifi-
kation solcher Bedingungen durch Analyse potenzieller Gefahrdungen unterstiitzt. Ergénzend
wird eine vollautomatische Pipeline zur Rekonstruktion kritischer Fahrszenarien aus realen
Testfahrten entwickelt, um schwierige Bedingungen datenbasiert zu identifizieren. Abschlie-
Bend wird eine umfassende Teststrategie inklusive einer Methode zur Generierung entspre-
chender Testfille vorgestellt, um schwierige Umweltbedingungen in szenarienbasiertes Testen
zu integrieren. Die Arbeit entstand in enger Zusammenarbeit mit der Industrie und orientiert
sich an geltenden Normen wie ISO 21448 und Vorschriften wie EU 2022/1426. Nach aktuellem
Kenntnisstand stellt sie das erste konsistente Framework zur Identifikation, Handhabung und
Priifung schwieriger Umweltbedingungen auf Systemebene fiir ADS dar. Die empirischen Er-
gebnisse zeigen, dass die vorgestellten Konzepte einen signifikanten Beitrag zur Entwicklung
kritischer Testszenarien und zur Weiterentwicklung der szenarienbasierten Verifikation leisten
konnen.






Abstract

With the transition from advanced driver assistance systems to automated vehicles, safety is
becoming a key goal for broad market introduction. Functional safety for low-level automated
driving (L0-L2 by SAE standard) is well-measurable and manageable based on the methods
described by the standard ISO 26262. However, since the fallback of the human driver is grad-
ually taken out of the loop for automated driving systems (ADS), ISO 26262 is insufficient to
cover the analysis of certain critical situations. In these situations, failures are not only due
to the vehicle’s E/E system, but also will be in addition due to difficult environmental situ-
ations. They are deemed difficult for ADS, as they could potentially be improperly handled
due to certain specifications or design insufficiencies. Such conditions are crucial to safety
verification: Organizing scenario-based testing based on them is more efficient and feasible
than exhaustively exploring the scenario space. Meanwhile, this requires systematically iden-
tifying these conditions within a given Operational Design Domain (ODD) and developing a
corresponding test strategy. Thus, this thesis elaborates on a systematic approach to tackle the
challenges around difficult environmental conditions for ADS. Firstly, we interpret the nature
of difficult conditions based on the state-of-the-art literature. Next, we summarize three types
of difficult conditions, namely the presence/absence of specific environmental factors within
the given ODD, specific behaviors of environmental factors, and specific interactions among
environmental factors. Correspondingly, we propose formal, machine-readable formulations
for each type. Consequently, the difficult conditions can be described uniformly, in favor of
evaluating these conditions against certain criteria, creating test cases, and tracing test results.
After that, we design both analytical and data-driven approaches to systematically identify
difficult environmental conditions from the given ODD. On the one hand, we design an analyt-
ical method called Scenario-based Hazard and Fault Analysis (SHFA), which supports domain
experts to elicit difficult environmental conditions by analyzing potential hazards in driving
scenarios with their domain experience. On the other hand, we aim at finding critical scenar-
ios containing difficult environmental conditions from driving data. To that end, we develop a
fully automatic pipeline for reconstructing automated vehicle disengagement scenarios from
real test drives. Finally, we present an overall test strategy and a test case generation method
to integrate difficult conditions into scenario-based testing. This thesis has been developed in
close collaboration with industrial automated vehicle production, and therefore, the presented
concept and methods target conformance and compliance with the state-of-the-art automotive
safety standards like ISO 21448 and regulations like EU 2022/1426. To the best of our knowl-
edge, this thesis provides the first coherent framework for the identification, management, and
testing of difficult environmental conditions for verifying ADS on the system level. The empir-
ical findings suggest that concepts and methods around difficult environmental conditions can
significantly contribute to identifying and constructing critical test cases, thereby advancing
scenario-based verification for automated vehicles.
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Part 1.

Introduction






1. Motivation and Research Goal

Over the past few decades, automated driving technologies have evolved steadily—from semi-
automated, low-speed driving trials in the 70s and 80s (e.g., [41} [I11]), to the first long-
distance, high-speed automated driving demonstrations in the 90s (e.g., [86, [89]), and now,
to various companies conducting extensive public road tests (e.g., Waymo [62], Zoox [76].
Volkswagen [57]). Since the development of automated driving has made significant progress
from prototypes to large-scale fleet testing, the research focus has gradually shifted towards
the safety and reliability of the systems.

An intuitive opinion is that automated vehicles should perform at least as safely as experi-
enced human drivers. Such an opinion is becoming increasingly acknowledged on an interna-
tional, regulatory level. Exemplarily, the Automated Vehicles Act 2024 of the United Kingdom
mandates that self-driving vehicles shall "achieve a level of safety equivalent to, or higher than,
that of careful and competent human drivers” 1.2 (2) a]. Similarly, the European Commis-
sion states in Implementing Regulation (EU) 2022/1426 that the manufacturer shall define the
acceptance criteria from which the validation targets of the ADS are derived. Based on that,
the residual risk for the operational design domain (ODD) shall be derived from accident data
or data on performance of competently and carefully driven manual vehicles Annex II].

However, verifying such a safety level of ADS is a nontrivial task. Unlike many other safety-
critical systems (e.g., nuclear reactor control systems, rail signaling systems, airborne collision
avoidance systems), ADS are envisioned to operate in very complex open environments, in-
volving infinite possible situations. As Stellet et al. [I02] also point out, gaps among expec-
tations, specifications, and implementations cause fundamental challenges for the safety val-
idation of ADS in an open environment. Exemplarily, society would expect that ADS shall
not endanger vulnerable road users. As part of the ADS specification process, this expectation
needs to be further broken down into technical requirements, like maintaining a safe distance
of 1.5 m to cyclists (cf. [33]]). In reality, it is still possible that either the 1.5 m safety distance
is not correctly implemented (due to a so-called implementation gap) or the safety distance is
sufficiently high. However, the cyclist still feels endangered during overtaking (e.g., by being
passed with a too high velocity due to a specification gap despite sufficient lateral distance).
Such gaps should be continuously identified and addressed within the ADS lifecycle.

Traditionally, the safety of vehicles with lower automation (e.g., with advanced driver-as-
sistance systems) is validated by mileage-based testing [39]. However, ADS come with higher
reliability requirements due to higher automation levels and the absence of a fallback human
driver. A mileage-based validation for ADS is not feasible anymore due to two aspects:

High amount of required driving distance. Hundreds of millions of miles are required to
show that the accident avoidance of ADS is as good as that of a human driver. Besides, drives
to accumulate mileage would need to be repeated for software or hardware updates.
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Figure 1.1.: Long tail distribution of distinct scenarios exposure

Randomness of encountered situations. While the static aspects of traffic (like road geome-
tries, infrastructures) can still be planned as part of tests, the dynamic aspects (like interactions
with other traffic participants on public roads) cannot be controlled. Furthermore, situations
with a low occurrence could be missed. This is problematic for situations that could lead to
hazardous behavior of ADS. In statistics, this phenomenon is called the long tail. Mileage-
based testing of ADS is also subject to the long tail nature. Figure [1.1|illustrates the long tail
phenomenon in a traffic scenario distribution.

To deal with these two aspects, scenario-based testing has been introduced in the last few
years. So-called scenario-based means to define a finite set of relevant driving scenarios from
dynamic traffic situations [46]. Instead of exclusively relying on accumulating mileage in real
road tests, scenario-based tests can be conducted in simulation or on proving grounds and
thus enable more testing within a limited time. Most importantly, scenarios for testing can be
defined comprehensively (covering specific low-probability situations) and can be traced back
for regression. Thus, scenario-based testing can potentially complement random validation
drives by targeting the long tail. However, scenario-based testing comes with the dependency
of specifying a relevant scenario catalog.

It is essential to analyze how ADS functions and components could be exposed to a hazard
in their operational environment to comprehensively define relevant scenarios and especially
critical ones. Three dimensions should be thoroughly understood and utilized, namely the
operational environment, the functions and components of ADS, and the potential hazardous
behaviors of ADS. More specifically, it needs to be considered what the environment consists
of, how it can be structured, and which environmental conditions can be an external root cause
for ADS not to operate safely. Meanwhile, it is important to analyze what components ADS
consist of and in which ways these can be affected. Finally, the possible hazardous behaviors
ADS can perform should be investigated. Besides collisions with road users, other hazardous
or non-compliant behaviors should also be considered, which increase risk in traffic.

There exist many studies on the creation of critical scenarios, which cover these three dimen-
sions to different extents: One group of studies (e.g., [118}4}[120}[63]]) generates critical scenar-
ios by optimizing criteria like safety metrics (cf. time-to-collision, safety distances, driveable
area). They mainly touch on the aspect of the potential hazardous behavior of ADS. However,
the construction of these scenarios focuses on interaction with other traffic participants with
a basic road geometry, while other components of the environment, as well as the discussion
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of ADS functions are omitted. Another approach is considering human driver accident records
and reconstructing the corresponding scenarios (e.g., [125}[127] B5]]). They are advantageous
to restore difficulties in the environments, but at the same time are biased towards human
drivers. They only cover near collisions or collision situations and thus lack the possibility to
reveal difficult conditions that trigger other potential hazardous behaviors. Until now, only
human drivers and traditional vehicles have been involved in these accidents, so that ADS and
analysis of their components are not of relevance to these works at all.

Instead of directly deriving critical scenarios based on the methods above, an alternative ap-
proach is to identify environmental conditions that could lead to hazards and integrate them
into various scenario contexts. This approach can ultimately contribute to deriving potential
critical scenarios in the long tail and addressing the aforementioned specification and imple-
mentation gaps (cf. Stellet [[102])) by testing the ADS under these scenarios. It is also possible to
achieve the desired comprehensiveness, when the three aspects of operational environment,
ADS components, and hazardous behaviors are explicitly considered in the identification of
difficult environmental conditions. Besides, this approach has the potential to accelerate the
verification process: Constructing test cases based on difficult environmental conditions nat-
urally assigns the tests with a focus on specific aspects in the scenario and specific driving
functions, which improves the explainability of the test results and facilitates the system de-
bugging process.

The identification of difficult environmental conditions is only part of the story. The other
part is to utilize the identified conditions for verification and validation (V&V) activities. How
to systematically generate test scenarios for difficult environmental conditions to argue that
they are sufficiently tested is a problem that follows on the technical level. For example, an
environmental condition a halting vehicle with a hazard flasher in front can be not only rele-
vant in a lane-following scenario, but also interesting in the context of turning at junctions or
entering a tunnel.

On the tactical level, testing of difficult environmental conditions should be integrated into
the overall V&V strategy. In practice, the development and verification of automated vehi-
cles rather corresponds to an iterative process [50] instead of simply following a V-model [[91]],
as ADS have not yet achieved market maturity and have thus never been mass-produced til
now. ADS and their components are developed, tested and updated in different versions with
an increasing amount of features, continuously improving the system’s overall performance.
Though it is not often spoken of, we have observed a mismatch of required time for system
development and for system verification in industrial ADS projects. Rapid developments of
machine learning, sensor technologies and computational power can quickly lead to frequent
changes during system development. Fixing a bug with a new software release can be especially
quick. On the contrary, verifying the overall functionality of ADS after integrating a change in
the system can be much more complex and time-consuming, since ADS consist of many driving
functions and components. Considering the iterative ADS development process, the mismatch
between the required time of development and verification can propagate, and thus the gap
can grow even greater. Therefore, the V&V strategy should be dynamically adapted according
to the newest system implementation. Correspondingly, this requires updating the relevant
difficult environmental conditions for each development iteration. Exemplarily, a system de-
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tecting traffic signs not by vision but based on a map does not need to be tested against adverse
conditions for traffic sign visibility (e.g., stickers on signs [72]). However, if in a new release
the system is enhanced by a vision-based sign detection, a sticker on traffic signs causing an
incorrect sign recognition by the camera can confuse the ADS. It should thus be brought into
focus of the tests. Nevertheless, how the identification and testing of difficult environmental
conditions should be synchronized with the overall ADS development and V&V process is not
yet well-reflected from the existing studies about scenario-based testing.

Following the direction of scenario-based testing, this thesis works on the aforementioned
open questions around the concept of difficult environmental conditions as a new contribution
to approaching the long tail problem in the verification process of ADS. Since this thesis is
created within an industrial context, we also aim to show compliance of our methodology with
state-of-the-art type-approval regulations like EU 2022/1426 and conformance to applicable
standards for assuring the safety of the intended functionality of ADS like ISO 21448.

1.1. Research Scope

With the understanding of the previously mentioned challenges, the major objectives of the
thesis can be depicted as:

« interpreting the nature of difficult environmental conditions and providing a formaliza-
tion solution

« developing a systematical method to identify difficult environmental conditions for ADS

« introducing a structured approach to integrate difficult environmental conditions into
testing activities in an iterative ADS development process

In order to define a feasible scope of the research, certain delimiters are set before working
towards the defined research objective:

1. The thesis works on concepts and methods for verifying the safety of highly/fully auto-
mated vehicles (or driving systems above level 3 of automation according to SAE stan-
dard [[I]). Namely, direct in-cabin human involvement or control is excluded. Therefore,
the methods discussed in this thesis may not be completely suitable for analyzing and
evaluating driving systems with lower level automation, e.g., Advanced Driver-Assis-
tance Systems (ADAS).

2. Cyberattacks from the environment are categorized in the research field of security.
Therefore, they are excluded from the scope of the thesis due to its focus on safety.

3. E/E failures, software/hardware malfunction and functional insufficiencies of ADS can
all lead to vehicle-level hazardous behavior. While the first two cases are addressed in
functional safety [51]], the thesis focuses on the last case, which is concerned mainly with
the safety of the intended functionality [50]. Accordingly, the discussion in this thesis
builds on the assumption that functional safety [51]] is addressed and thus malfunctioning
or E/E failures are irrelevant to the analysis.
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4.

1.2.

The thesis discusses the ODD, critical scenarios, and difficult environmental conditions
related to the capabilities and insufficiencies of ADS. The results can be utilized as meta-
knowledge (e.g., which scenarios could be risky for the system and which component
could be weak under certain environmental conditions) for real-time monitoring and
assessment of potential risks and generating a safe driving policy during the operation
(cf. Precautionary Safety Policy discussed in [21} [42]] and Predetermined/Dynamic Risk
Assessment in [[122]]). Still, the primary scope of the thesis does not include the discussion
of risk assessment and safe driving policy, but rather the collection of the knowledge to
enable these.

Some concepts proposed in this thesis indirectly touch the research topic Safety Assur-
ance and Safety Case. E.g., in the illustration of a testing process in Chapter 9l These
proposed concepts can be further developed for deriving safety argumentation and evi-
dence. However, they are not discussed in depth and are not the focus of this thesis.

The thesis illustrates how ADS functions can be included in the identification and for-
malization of difficult environmental conditions. When detailed system knowledge is
available, including concrete ADS functions in the corresponding processes is beneficial.
The discussed ADS functions in this thesis are kept on a general level, which can be
mapped to more concrete, specific ADS in real practice. Thus, the analysis of concrete
software/hardware/function or system design insufficiencies of specific ADS is also not
in the scope of the research.

Research Questions

For tackling defined research objectives in the previous section, we derive five concrete re-
search questions with corresponding rationales:

RQ1:

RQ2:

[How should the nature of difficult environmental conditions be understood?]
Environmental conditions are understood differently in literature, although they are of-
ten mentioned in the same context of safety verification of automated driving functions
or systems. Besides, there is also no formal definition of what is “difficult” in the envi-
ronment for ADS. However, an understanding and formal definition of difficult environ-
mental conditions is a fundamental step prior to their identification, management, and
utilization.

[How should difficult environmental conditions be formalized and managed?]
The operational environment is an open world that consists of infinite conditions. Nat-
urally, it can be assumed that the amount of difficult environmental conditions is also
huge. Especially during the early development iterations, ADS could contain more flaws
and insufficiencies, and even a trivial environmental condition can appear difficult to
the system. Methods to manage the collections of difficult environmental conditions
are necessary for simplifying the subsequent use of them (e.g., quick search based on a
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given criterion, calculating a coverage index). Meanwhile, there can be diverse stake-
holders of difficult environmental conditions. There could be multiple organizations/ex-
perts involved in the identification work. An aligned documentation of the identification
results can facilitate cooperation and simplify the review. Also, users of the difficult en-
vironmental conditions (e.g., test case designers, regulatory inspectors) should be able
to understand these artifacts for their purpose of use.

RQ3: [How can difficult environmental conditions be systematically identified?]
With increasing autonomy levels of vehicles, the origins of risks are significantly shifting
from inside the driving system to outside. Traditional safety verification and validation
(V&V) methods focusing on internal system failures are insufficient for spotting the risks
arising externally from the complex environment. Novel V&V concepts aim at compre-
hensively testing automated vehicles, especially in difficult environmental conditions,
as a basis for structured safety arguments.

RQ4: [How should difficult environmental conditions be converted to potential critical sce-
narios?]
Difficult environmental conditions are ultimately used for evaluating the performance
of ADS and exposing the system insufficiencies. However, they cannot be tested stan-
dalone. They need to be converted to scenarios and corresponding test cases.

RQ5: [How can the traceability of difficult environmental conditions be established in the
development lifecycle of ADS according to state-of-the-art standards and regulations?]
The development and verification of ADS is an iterative process. Test results from the
current iteration will impact the design of ADS in the next iteration. In this way, a
difficult environmental condition will not be difficult for every system version. It is im-
portant to trace the testing results of each difficult environmental condition to determine
the test focus of the subsequent iteration, so that the utilization of testing resources can
be optimized. At the end, it is important to argue for sufficient test coverage of difficult
environmental conditions.

1.3. Thesis Structure

This thesis is primarily based on previously published papers (including Paper [} and[[V)
and is further supported by important yet unpublished results obtained during the research. To
ensure a coherent and logically unfolding narrative, the thesis is structured into five main parts.
Part [ through Part [V]| constitute the core research content, with each part addressing one or
more research questions outlined in Section[1.2} Each part is divided into multiple chapters, and
the corresponding papers are incorporated into these chapters accordingly. Table[1.1|provides
an overview of the thesis structure, including the organization of parts, chapters, research
questions, and associated papers. Brief descriptions of each part are presented as follows:

Part I: Introduction. This part introduces the motivation and goal of this thesis. Based on
this, a research scope and five research questions are defined. Research methodology and major
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Table 1.1.: Thesis organization

Part Introduction
Part RQ Chapter Paper|]
RQ Chapter Paper|l| [IJ]
Chapter Paper
Part RQ Chapter|] Paper
Chapter Paper
Part[Y] RQ Chapter Paper|[[V]
RQ Chapter|[9] Paper|[[V]
Part Conclusion

contributions are briefly summarized. Furthermore, related work is collected and discussed
according to the research questions. The part unfolds into Chapter|[1|and Chapter 2|

Part II: Nature and Formalization of Difficult Environmental Conditions. This part
discusses the essence of difficult environmental conditions according to the state-of-the-art
relevant terms, answering research question RQ (1l It further demonstrates a concept of the
formalization of difficult environmental conditions, answering research question RQ (2| The
part consists of Chapter [3|and Chapter|4]

Part[IIL Elicitation of Difficult Environmental Conditions and Related Scenarios. This
part demonstrates a knowledge-driven and a data-driven method to elicit difficult environ-
mental conditions or their corresponding scenarios, tackling research question RQ (3| Besides,
findings based on the identified difficult environmental conditions are discussed. The part in-
cludes Chapter |5, Chapter |6, and Chapter 7]

Part IV} Testing and Evaluation of Difficult Environmental Conditions. This part elab-
orates a method to convert potential difficult environmental conditions into test scenarios,
answering research question RQ 4! It further introduces the testing of difficult environmental
conditions in the overall development and verification process of ADS. Concrete requirements
are presented to establish traceability in the process, answering research question RQ |5/ The
part comprises Chapter 8|and Chapter[9]

Part|V: Conclusion. This part discusses the major contributions and limitations of the thesis
by reflecting on the findings of the proposed research questions. An overview of possible future
work based on this research is provided. The part consists of Chapter [10jand Chapter 11}

1.4. Research Methodology

As displayed in Section the main body of this thesis includes Part and [[V| which
unfolds into Chapter [3/to Chapter [9l Each Chapter serves one or multiple specific research
objectives. Common research methods in software engineering were selected to fulfill each
research objective. Table[1.2] provides an overview of the adopted research methods according
to the chapters and their research objectives: Chapter [3|aims to propose and explain a new con-
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cept related to existing concepts and terms. With an exploratory nature, literature review and
grounded theory are chosen for this chapter. Chapter [4|to Chapter 9] target developing meth-
ods, tools, or processes for understanding the problems around the proposed concept. Thus,
design science research is a major method for these chapters. Besides, the developed artifacts
are evaluated with proper methods like interview, field study, and case study evaluation.

Table 1.2.: Research methods based on chapters

Chapter Objective Method
3 T [Definitions Understanding the nature and the purpose of Literature review and
difficult environmental conditions grounded theory
— - .. . . Desi i X
Formalization of Difficult Deriving machine-readable formulations for esign science

prototyping, and
interview

[CEnvironmenfal Condifions describing difficult environmental conditions

[Knowledge-Driven Approach|
5 to Identity Difficult |
[Environmenfal Condifiond

Developing a systematic designated method for
identifying difficult environmental conditions

Design science

a. Evaluation of the SHFA method

p Practice of the SHFA Method

b. Collecting difficult environmental conditions | Interview and field study

| and Findingd
c. Analyzing the distribution of the identifications
Data-diiven R o Developing an automatic method for generating Design science,
critical scenarios with difficult environmental prototyping, and case

|of Disengagement Scenarios ... . .

conditions based on real test drive data study evaluation

{Injection of Difficult || Developing a systematic method for converting . .
. . N Design science and case
8 [CEnvironmenfal Condifions_| difficult environmental conditions into test

study evaluation

L 1nfo Scenarios scenarios

Proposing concepts for maintaining traceability of

difficult environmental conditions throughout the | Design science and case

V&V process with conformance to ISO 21448 and study evaluation
compliance with EU 2022/1426

[Conformance, Compliance, |
9 | and Traceability in the Test |
| Implementation

1.5. Research Contributions

In general, this thesis offers concepts and methods for ADS safety validation, which can be
mostly mapped to the activities in the top right corner of the well-known V-model [971] for
system test and validation. As discussed throughout the next chapters, the research also con-
tributes to Clause 7, 9, and 10 of the ISO 21448 [50]]. Last but not least, Figure maps the
contributions by chapters to the principles to be followed to derive scenarios of the European
implementing regulation (EU) 2022/1426 [27], which needs to be adhered to to receive a Euro-
pean type approval for automated vehicles.

10
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Figure 1.2.: Principles to be followed to derive scenarios relevant for the ODD of the ADS (figure taken from
(EU) 2022/1426 [27]). Parts that this thesis contributes to are highlighted in yellow (knowledge and data-based
identification of critical scenarios and corresponding tests).

On a more detailed level, according to each proposed research question, the major contribu-
tions (a) to (1) can be summarized as follows:

RQ1:

RQ2:

RQ3:

[How should the nature of difficult environmental conditions be understood?]
This research question leads to (a) an elaboration of the state-of-the-art terms and their
relations in the context of safety verification of ADS, (b) a proposed formal definition of
difficult environmental conditions.

[How should difficult environmental conditions be formalized and managed?]
This research question leads to (c) summarized three major types of difficult environ-
mental conditions as the presence/absence, the behavior, and the interaction of envi-
ronment factors, (d) a developed formalization according to each type, and (e) analyzed
further possibilities to support the management of difficult environmental conditions,
e.g., considering descriptive vocabularies based on ODD taxonomies.

[How can difficult environmental conditions be systematically identified?]
This research question elicits (f) a knowledge-driven, analytical method called Scenario-
based Hazard and Fault Analysis (SHFA) to identify difficult environmental conditions,
(g) an industrial practice of the SHFA methods, producing a catalog of identified difficult

11
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RQ 4:

RQ5:

12

environmental conditions, (h) a data-driven, automatic pipeline to reconstruct critical
scenarios based on automated vehicle disengagements.

[How should difficult environmental conditions be converted to potential critical sce-
narios?]

This research question guides towards (i) concepts to derive critical scenarios based
on difficult environmental conditions and nominal scenarios (cf. [27]), (j) a systematic
method to implement the concept and accordingly a simulation-based case study.

[How can the traceability of difficult environmental conditions be established in the

development lifecycle of ADS with the conformance to state-of-the-art standards and
compliance to regulations?]
This research question leads to (k) an analysis and interpretation of test requirements
in a realistic ADS V&V process with conformance to state-of-the-art standards (like ISO
21448), and (1) proposed concepts to establish traceability of difficult environmental con-
ditions in the iterative development and verification of ADS.



2. Related Work

This chapter provides a roadmap of standards and regulations involving in the thesis and dis-
cusses the state-of-the-art contributions according to each proposed research question in Chap-
ter|1| namely understanding and formalization of difficult environmental conditions, elicitation
of difficult environmental conditions, elicitation of difficult environmental condition related
scenarios, method and process for integrating difficult environmental conditions in the test-
ing, and traceability in the testing of difficult environmental conditions.

2.1. Roadmap of Standards and Regulations

Since this thesis has been created in Germany, the following sections touch on the most relevant
legislation and standards for introducing ADS to German and European markets. While we are
aware of the fact that there are further efforts towards legislation and standardization in other
countries and markets, an exhaustive enumeration of these is beyond the scope of this thesis.

2.1.1. Legislation on ADS

Commission Implementing Regulation (EU) 2022/1426 of August 2022 [27] lays down rules for
the type approval of the automated driving system of fully automated vehicles at the European
level. The regulation provides general, technical, and performance requirements and tests for
ADS and expects the manufacturer to supplement these with sufficient documentation demon-
strating the absence of unreasonable risk. Moreover, principles for deriving scenarios relevant
to the operational design domain (ODD) are outlined. In the context of introducing ADS to
the German market, an EU type approval for fully automated vehicles in small series produc-
tion can be issued by the German Federal Motor Transport Authority ("Kraftfahrt-Bundesamt
(KBA)”) following the rules of the (EU) 2022/1426 [37].

Another possibility to receive a German national type approval is to follow the German reg-
ulation AFGBV [32], which is the abbreviation for Autonomous Vehicles Approval and Opera-
tion Ordinance ("Autonome-Fahrzeuge-Genehmigungs-und Betriebs-Verordnung”). The regu-
lation came into force in July 2022 and implements the sections of the German Road Traffic Act
("StraBlenverkehrsgesetz (StVG)”) regarding series approval of ADS. The AFGBV governs oper-
ation, approval and testing of fully automated vehicles inside their defined operation areas. It
also provides general, technical, and performance requirements and defines methods for test-
ing and validation of ADS. The German Federal Motor Transport Authority can issue German
national type approvals for fully automated vehicles by following the rules of the AFGBV [38].

The German Road Traffic Ordinance (*Straflenverkehrsordnung (StVO)”) [33] regulates traf-
fic in Germany by providing a set of traffic rules, which need to be adhered to by any participant
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in public traffic, including automated vehicles. The (EU) 2022/1426 Annex II, 1.3] explic-
itly requires ADS to comply with the traffic rules of the country of operation. The United
Kingdom’s Automated Vehicle Act [112] from 2024 provides a legal framework for automated
vehicles within the United Kingdom. It addresses regulatory schemes for automated vehicles
and liability aspects like responsibility of the vehicle manufacturer, developer, and operator.
The act also provides power to update type approval requirements. However, as of mid-2025,
there are no regulations in force yet laying down rules for the type approval of automated ve-
hicles in the United Kingdom. The required amendments to existing type approval regulations
are announced to be in place at the end of 2026 [23]].

The United Nations Economic Commission for Europe (UNECE) is responsible for the de-
velopment of regulations and norms to facilitate economic integration. Specifically regarding
ADS, the Working Party on Automated/Autonomous and Connected Vehicles (GRVA) is pursuing
regulatory work [I15]. One of the regulations developed in this context is the UN Regulation
No. 157 [[116], which governs how automated lane keeping assistance systems (ALKS) should
perform (e.g., specific safety distances). The regulation was originally published in 2021 and has
been updated several times since then. The UN R 157 is also referred to by the (EU) 2022/1426
regarding lane change and pedestrian crossing scenarios and parameters.

2.1.2. Standards on ADS

The standard SAE J3016 [[d]] titled "Taxonomy and Definitions for Terms Related to Driving
Automation Systems for On-Road Motor Vehicles” provides a classification of six different au-
tomation levels for automated driving systems and was first released in 2014. The classification
consists of the levels "no driving automation”, “driver assistance”, "partial driving automation”,
“conditional driving automation”, “high driving automation”, and “full driving automation”.
Whereas the first three levels of systems assist the driver and require to be constantly mon-
itored, the latter three are responsible for monitoring the environment and performing the
driving task accordingly.

The ISO 214438 [50], titled "Road vehicles — Safety of the intended functionality (SOTIF)”, was
released in 2022 and provides guidance on the identification and mitigation of unreasonable
risk, which can originate from functional insufficiencies or reasonably foreseeable misuse of
ADS. Risks resulting from electrical and/or electronic failures or vehicle security vulnerabilities
are not in scope of the ISO 21448. The standard provides an iterative process consisting of
several analytical and verification & validation (V&V) activities. Due to the industry’s need for
methods to ensure the safety of ADS and the novelty of the ISO 21448, SOTIF has become a
central topic of research and standardization efforts in recent years. This thesis, with all of its
concepts, methods and case studies can also be been as such an effort and thus another step
towards safe ADS.

The ISO 26262 [[51]], titled Road vehicles — Functional safety”, was released in 2011 and re-
vised in 2018 and deals with functional safety of electrical and/or electronic systems integrated
into road vehicles. One of its key aspects is the introduction of the automotive safety integrity
level (ASIL) as a risk classification scheme. Based on a hazard and risk analysis (HARA), ASILs
are determined, which result in different safety requirements, e.g. regarding the reliability of
hardware. With the increasing automation and thus growing scope of driving systems within
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the last decade, it became obvious that functional safety alone is not sufficient anymore to
assure safe systems, resulting in the ISO 21448 being published to address the safety of the
intended functionality.

The ISO 3450x series consists of five standards on test scenarios for automated driving sys-
tems. ISO 34501 (2022) serves as a dictionary to align terms and definitions, and ISO 34502
(2022) deals with a scenario-based safety evaluation framework. ISO 34503 [53] (2023) pro-
vides a taxonomy and structure for operational design domains, ISO 34504 (2024) offers a
classification of scenario parameters. ISO 34505 is currently under development with the final
draft (FDIS) being in the approval phase as of mid-2025. The ISO 34505 is planned to define a
methodology for scenario evaluation and test case generation.

The ISO/IEC/IEEE 29119 [55]], titled "Software and systems engineering — Software testing”,
was released in 2013 and revised in 2022, and provides standards for software testing. These
standards cover test process descriptions, test documentation and test design techniques.

The UL 4600 [I13] "Standard for Safety for the Evaluation of Autonomous Products” lays
out topics that shall be included within a safety case for ADS. Topics range from engineering
processes and risk assessments over V&V and tool qualification to lifecycle concerns and main-
tenance. The extensive standard is intended to provide a framework in which other standards,
like the ISO 26262 or ISO 21448, can fit into.

2.2. Understanding and Formalization of Difficult
Environmental Conditions

Understanding the operational environment of ADS is a preliminary yet crucial step for de-
signing ADS and the corresponding safety verification. In the research field of autonomous
driving, the terms environment and environmental conditions are often interpreted differently in
the literature. As observed within different papers 53], a common interpretation
observed tends to limit environment to the natural world and its phenomena like illumination
and weather. In this thesis, the environment is discussed in a broader scope. That is, the natural
environment and everything surrounding the system boundary (including other objects, e.g.,
traffic participants, and their interactions) are counted as a part of the environment.

In the development and verification process of ADS, the environment is often represented
by the concept scenario. Therefore, research works defining and decomposing the scenario
instead of the environment are considered in the development of this thesis: Ulbrich et al. [114]]
discuss the relation and differences among scene, scenario, and situation. They define scenarios
as temporal progression between multiple scenes in a sequence and levels. To systematically
determine the content of scenarios for ADS, Schuldt et al. [98] propose a general model that
divides scenarios into the basic road network, situation-specific adaptations of the basic road
network, descriptions and controls of actors, and environmental conditions. The model was
later implemented in a German federal project called Pegasus and is extended by Sauerbier
et al.[96] with two more layers, namely, traffic infrastructure and digital information. Scholtes
et al. provide detailed descriptions of the latest six-layer model. The six-layer scenario
description model is adopted in the thesis for systematically describing the environment for
ADS, which is used as a foundation to elicit difficult environmental conditions later.
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Besides, there exist diverse works about the formalization and standardization of scenarios
to facilitate their design, implementation, and utilization. Firstly, Bock et al. introduce a
method called stiEF with an embedded textual domain-specific language (DSL) for the iterative
evolution of textual scenario descriptions. They implement the DSL considering predefined
domain-related vocabularies (e.g., vehicle, main road, drive) and relevant data structures. Their
method supports covering potential content of scenarios with five layers (cf. [98]]) on diverse
abstraction levels (cf. functional, logical, and concrete levels, cf. [74]]). In this way, users of
stiEF can efficiently describe scenarios according to the desired abstraction level based on the
requirements of a specific ADS development phase, while the embedded DSL avoids potential
vagueness and duplications in the descriptions. Similarly, Fremont et al. propose a proba-
bilistic programming language Scenic for the design and analysis of machine-learning-based,
cyber-physical systems. They simplify the language syntax for writing complex scenarios and
incorporate sampling techniques directly into the language. Users can follow the syntax to
program scenarios with either hard or soft constraints, such as explicitly defining the range of
a target vehicle’s position or just specifying the existence of a target vehicle in a specific lane.
Concrete scenarios can then be generated by sampling from a probability distribution under
these predefined constraints. Furthermore, due to the rapid development and growing appli-
cation of simulation techniques in ADS testing, there is a strong demand for standardized sce-
nario descriptions for simulation purposes. Standardization is essential to enable the exchange
and usability of scenarios across different simulation platforms. Two well-known, publicly de-
veloped standards in the industry are the OpenSCENARIO standard [[8] and the OpenDRIVE
standard [[7]]. The OpenSCENARIO standard provides specifications and file schemas for de-
scribing the dynamic aspects of a scenario, such as maneuvers and the involved entities, includ-
ing vehicles, pedestrians, and other traffic participants. Meanwhile, the OpenDRIVE standard
specifies the format for describing static road networks in scenarios, detailing elements such
as roads, lanes, junctions, and static objects on the road. The aforementioned standardization
and formalization efforts are all highly relevant to this thesis. They are either directly used in
the method development and experiments (cf. Chapter |5, Chapter|7, and Chapter|[8) or provide
inspiration for the formalization of difficult environmental conditions (cf. Chapter [4).

2.3. Elicitation of Difficult Environmental Conditions

As ADS are an integration of multiple automated driving functions and components, many
studies have investigated environmental influences on the performance of individual compo-
nents on perception, planning, and action levels.

On the perception level, Ren et al. [92]] investigate the effect of environmental influences like
darkness and blurred and rotated camera images on object detection. Peng et al. evaluate
the uncertainty of object detection algorithms and identify different environmental influences
(e.g., fog, snow, and unusual object appearances). Linnhoff et al. provide an extensive cata-
log of sensor effects and demonstrate how cause-effect chains can be modeled, covering aspects
such as emission, signal propagation, reception, pre-processing, and detection/feature/object
identification. An effect like false negatives in the object list can, under unfavorable circum-
stances, lead to hazardous behavior, whose cause can be identified as a difficult environmental

16



2. Related Work 2.3. Elicitation of Difficult Environmental Conditions

condition. Their specified causes for the sensor effects are kept general (e.g., pose of object
parts). Breitenstein et al. [15] systemize corner cases for perception into different detection
complexity categories and provide corresponding examples. Concrete examples from the Do-
main Level to the Scenario Level can also be understood as difficult environmental conditions,
like a fence on the street or a person suddenly walking onto the street. Tong et al. [108] design on-
field tests to examine performance limitations of visual sensors under specific light conditions,
where they validate four difficult environmental conditions for their recognition algorithm,
namely low illuminance, lateral movement of the object, large longitudinal distance of the ob-
ject, and high beams of the oncoming vehicle. In addition, Huang et al. [47] deduce difficult en-
vironmental conditions from system performance limitations. In their case study, they analyze
the obstacle avoidance function of their system under analysis and identify thin objects (e.g.,
poles, tree branches) as potential difficult environmental conditions due to the limited angular
resolution of their system’s LIDAR sensors. Xing et al. [124] propose ontologies for identify-
ing perception-related triggering condition based on a propagation chain of event models.
Correspondingly, one ontology for triggering source is constructed based on the interactive
relationship between the traffic environment elements and the ego vehicle. The other ontol-
ogy for describing different processing stages of the perception system is built according to
general perception principles. Then, triggering sources are associated with certain perception
stages to derive their triggering effects. Difficult environmental conditions are identified from
the triggering source under analysis by validating the triggering effects. Adee et al. [2] utilize
a Bayesian network to present the causal relation between scenario factors and performance
limitations of perception systems. Relevant scenes are learned from a driving dataset so that
experts can further identify possible difficult environmental conditions from the scenes. This
work exhibits the potential to support the identification of difficult environmental conditions
by efficiently selecting relevant scenes with statistical methods.

On the planning level, Althoff et al. [3]] offer an extensive set of benchmarks for motion plan-
ning components. This set consists of dangerous scenarios (e.g., illegal cut-ins) recorded from
real traffic or hand-crafted. The specific constellations of the surrounding traffic participants
on the given road network can be understood as potential difficult environmental conditions
for planning components. Sharma et al. [101]] summarize the disadvantages of commonly used
path, trajectory, and behavior planning techniques and models, based on which general dif-
ficult environmental conditions can be inferred, given the information of adopted planning
techniques or models of an automated driving system.

On the action level, Stolte et al. [104] perform System-Theoretic Process Analysis (STPA) [[68]]
to systematically examine malfunctions of actuators for deriving safety goals and functional
safety requirements. In their experiment, they develop a reference control loop and corre-
sponding control components, control actions, and safety goals. Then, unsafe control actions
and their causal factors are identified. For example, for the malfunction of a component motion
estimation via sensor, they identify possible causes as inadequate or missing feedback, feedback
delays, measurement inaccuracies, and inadequate operation. Although these causes are on com-
ponent level, they can be a starting point for analyzing root causes from the environment.

'A concept defined in ISO 21884 [50]], which is comparable to the concept of difficult environmental conditions in
this thesis (cf. Chapter
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Besides the component level analysis, the identification of hazardous scenarios also con-
tributes to identifying potential difficult environmental conditions. Kramer et al. [[67] extend
the Fault Tree Analysis (FTA) method to identify and quantify hazardous scenarios. During
their process, potentially hazardous environmental conditions are exposed. By means of a
global causal-effect analysis with establishing an environment model, a further holistic iden-
tification and expression of difficult environmental conditions is possible. Khastgir et al. [[61]]
extend the STPA method to generate loss scenarios for testing purposes. Along the assump-
tion process, some difficult environmental conditions can be indirectly identified. Based on an
assumption of an unsafe control action of a specific system model, they enumerate the causes
of it and decompose the causes into a wrong belief of a process model (B1), possible reasons for
the model to have such a belief (B2), and further possible causal factors for B2 (B3) to derive
loss scenarios for testing. Coppola et al. employ stochastic simulation and uncertainty
modeling to quantify the impact of pre-selected situational variables on the pass-fail rate of
ADS. The most influential situational variables for a failed test and their corresponding diffi-
cult environmental conditions can be identified.

There also exist a few contributions, which aim at structured techniques for eliciting diffi-
cult environmental conditions on the system level. Martin et al. [73]] propose a workflow to
identify difficult environmental conditions of relevant sensor technologies for an Autonomous
Emergency Braking system. Zhao et al. [88] propose a method to iterate over all identified
functional insufficiencies of an Adaptive Cruise Control (ACC) system and check whether any
of the relevant elements of a given scenario could trigger an identified insufficiency. Their ex-
emplary analysis identifies difficult environmental conditions such as light intensity changes
for a camera or crosswind for actuators controlling the vehicle.

It can be seen from the aforementioned studies that major identification methods are on the
component level and their focus lies on the perception components of ADS. We conjecture
that the identification of perception-related difficult environmental conditions is relatively in-
tuitive, as perception is the direct interface between the ADS and the scenario. Meanwhile,
these studies are addressing various driving systems with different automation levels (ADAS,
ACC, and ADS). Although they are valuable references, a direct fusion of their identifications
will not be applicable for a specific ADS. A comprehensive and designated method to identify
difficult environmental conditions for the overall sense-plan-act chain of a specific ADS has
not been established as of the beginning of this dissertation. However, such a method is of
high importance for analyzing weaknesses and insufficiencies of integrated ADS. Therefore, in
Chapter |5, we propose a designated, comprehensive knowledge-driven method for this pur-
pose and compare the method specifically to the works by Kramer et al.[67] and the STPA
method [[68] due to their similarities in the concept.

2.4. Elicitation of Difficult Environmental Conditions Related
Scenarios

Being aware of the shortcomings of knowledge-driven approaches (e.g., human bias, unrealistic
identifications), a data-driven approach is deployed in this thesis as a complementary consid-
eration for the elicitation of realistic and difficult environmental conditions. Instead of directly
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identifying the conditions, the goal is to obtain critical scenarios, which very likely contain
such conditions.

To our best knowledge, data-driven critical scenario generation can be conducted in two
ways in general: exploring the parameter space of roughly predefined scenarios (e.g., ego ve-
hicle performs lane changing) using stochastic methods and reconstructing scenarios from
real driving data. Previous works in the first direction show the potential of reducing the ef-
fort of scenario generation with the help of machine learning methods or sampling tech-
niques [129]. However, as a precondition, qualitative scenarios (cf. scenario categories [22]])
have to be defined as fundament of the parameterization process, which is also a topic of current
standardization efforts in ISO 34504 [54]. The other direction appears to be more straightfor-
ward, since scenarios are reconstructed by directly replaying or modifying automated driving
data. The research work by Park et al. [80] presents a methodology to create challenging sce-
narios based on GPS data, on-board radar detections, and an HD map for Lane Keeping Assist
System (LKAS) and ACC functions. Montanari et al. [77] attempt an automatic extraction of
sequential, roughly parametrized maneuvers from bus data of a test vehicle and an automatic
generation of scenarios by cascading the extracted maneuvers. This enables a further config-
uration or modification of maneuver details like duration and starting conditions. However,
due to the high abstraction level of maneuvers and omitting kinematic details, the constructed
scenarios may not be suitable for regression testing. Karunakaran et al. [[60] illustrate a process
of extracting road networks from LiDAR point cloud measurements and then, in conjunction
with object detections, to extract lane change scenarios. They only consider the ego vehicle
and one adversary vehicle related to the lane change maneuver to simplify the process. As a
complementary work, Zofka et al. additionally modify the temporal or spatial parameters
of the lane-changing vehicle in the derived original lane change scenarios to increase criticality.

Regarding data selection, it is common to consider traffic accident or near-miss records (e.g.,
in the works [I1l]) for deriving critical scenarios, where the main participants are
mostly only human drivers. This kind of data is advantageous in exposing the scenarios with
relatively high operational complexity (e.g., encountering non-compliant traffic participants),
which are constructive for testing automated vehicles at a similar difficulty level. However, hu-
man drivers’ driving maturity and technology are not comparable to the current state of many
automated driving systems. As a result, the traffic scenarios that are trivial for human drivers
but challenging for automated driving systems could be neglected (or the other way round)
if the focus is only put on the accident data. In fact, disengagement data where the main ac-
tor is the automated vehicle could directly reflect the problematic scenarios for the automated
driving systems. Meanwhile, during the rapid prototyping of ADS, the disengagements occur-
ring in the test drives are of interest for debugging and assessing driving functions. Also, the
corresponding scenarios can directly be converted into test cases for regression testing after
the function modification. For instance, Waymo presents how they reconstruct disengagement
scenarios to conduct counterfactual simulations within their safety report of 2020 [99]. Based
on these scenarios, they investigate the system performance assuming the human driver would
not have intervened. Besides, other works [121] [14]] indicate that disengagement scenarios
are highly relevant for investigating insufficiencies in the design of automated driving func-
tions and the environmental root causes for hazardous behavior of ADS.
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Inspired by these related works, we follow the straightforward approach (namely, recon-
structing concrete critical scenarios from driving data) and introduce an automatic scenario
generation pipeline in Chapter |7, To ensure that the reconstructed scenarios are relevant for
ADS, ADS disengagement data are utilized as input.

2.5. Potential Critical Scenario Generation Based on Difficult
Environmental Conditions

Given a catalog of identified difficult environmental conditions, there are two general ap-
proaches for integrating them into potential critical scenarios, namely extension-based and
combination-based.

An extension-based approach means that new scenarios are crafted based on a specific test-
ing focus by adding other scenario context from the ODD. The extension-based approach is
intuitive and is followed by multiple previous works: Huang et al. propose a framework
to generate test cases based on difficult environmental conditions. Identified difficult environ-
mental conditions are extended with certain operational situations to obtain the test scenario.
As a follow-up work, Xing et al. [124] apply the framework and demonstrate 20 test cases with
corresponding testing results. Rau et al. [90] illustrate how to use triggering eventﬂ to impose
restrictions on the selection of scenario variables and derive concrete and SOTIE’-relevant sce-
narios based on general operating situations.

A combination-based approach means that scenarios are derived by combining the to be
tested aspect with existing scenarios (so-called reference scenarios in the following). Mancher
et al. follow this concept for scenario-based SOTIF analysis. Firstly, they define refer-
ence scenarios within an ODD and ensure them to be hazard-free via testing. Then, potential
difficult environmental conditions are combined with the reference scenarios to derive SOTIF-
relevant scenarios. With an investigation into standards and regulations addressing scenario-
based testing, we also observe that combination-based approaches are used to define critical
scenarios. The U.S. Department of Transportation proposes a framework of test scenarios for
ADS [[107]]. The framework specifies that common test scenarios shall cover four core aspects:
tactical maneuver behaviors, ODD elements, Object and Event Detection and Response (OEDR)
capabilities, and failure mode behaviors. Certain conditions of each aspect can be modified to
increase the complexity of the test scenarios. The standard ISO 34502 requires identifying the
relevant scenario space based on an ODD and determining critical scenarios with the help of
risk factors [52]]. Risk factors are understood as factors of a scenario whose presence increases
the probability of the occurrence and/or the severity of harm. The first type approval docu-
ment for fully automated vehicles Implementing Regulation (EU) 2022/1426 specifies that
nominal, critical, and failure scenarios shall be derived for testing [27]. Nominal scenarios are
reasonably foreseeable situations based on ODD analysis, where the interactions of the ADS
with other traffic participants are non-critical. Critical scenarios are partially derived consider-
ing edge-case assumptions on nominal scenarios. [[27] The aforementioned certain conditions,

*Triggering event is the predecessor concept of Triggering condition from ISO 21448 PAS
*Safety of the intended functionality [50]
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risk factors, or edge-case assumptions can be understood as potential difficult environmental
conditions. They are introduced to pre-defined nominal scenarios to add further risks and crit-
icality for testing.

After comparing both approaches, we follow the combination-based approach and propose
a method in Chapter 8| and define rules to conduct the combination process. To structure the
potential critical scenario generation, we allocate the combination and parameterization pro-
cess to three abstraction levels proposed by Menzel et al. [74], which are originally introduced
for modeling scenarios for the development, testing, and validation of ADS.

2.6. Traceability and Conformance in ADS Development Cycles

In the context of testing of ADS, previous studies mainly provide solutions for (1) generating
test cases, and (2) automating and formalizing test execution. Stepien et al. [103] introduce a
methodology to generate test suites accounting for both severity and exposure. They extract
critical scenarios and nominal scenarios from naturalistic driving data and abstract their pa-
rameter value distributions by distribution functions and regression models. Afterwards, they
apply a heuristic search-based approach to generate test cases based on both types of scenarios
by optimizing the objective functions for severity and exposure. They demonstrate the effec-
tiveness of the proposed methodology with prototypical cut-in scenarios. Liet al. illustrate
two algorithms for automatically converting an ontology to a combinatorial test input model
and generating test suites. They refer to a simplified road section ontology and demonstrate
the applicability of the ontology-based test suite generation in the industrial context based on
an autonomous emergency braking system function. Rocklage et al. explain infeasibility
in providing ADS under test with the same inputs in each test run in regression testing. As
an alternative solution, they introduce concepts of static scenario and hybrid scenario as the
foundation to generate test cases for the regression test to approximate the equality in the in-
put space. They develop a backtracking algorithm, working with a motion planner to specify
parameters of the corresponding test cases.

Meyer et al. [[75] elaborate on the importance of the formalization of test cases and intro-
duce a tool-agnostic XML-based test case specification format, which enables the specification
of test attributes, test variables, pre-conditions, inputs, or test procedure, post-conditions, and
expected results for scenario-based test cases. In the development process of the format, they
consider requirements including versatility, test standard conformance, scenario integration,
step- and event-based test procedure, machine-readability, modularity, and interoperability.
Zhou et al. [130] propose a test framework, named AVUnit, to support automatic and system-
atic testing of ADS. The framework comprises two DSLs for formalizing test scenarios and
specifications and test oracles to be monitored during the test execution, respectively. Besides,
two algorithms are introduced to automatically search for test cases, which can potentially
trigger violations of the specification and test oracles. The framework is demonstrated with an
open-source ADS software stack, Apollo [9], and enables the identification of 19 insufficiencies
within the Apollo stack based on generated failure test cases.

Nevertheless, the existing works mainly focus on the test phase and thus rarely consider
the complete development life cycle of ADS. How the test cases are traced to requirements,
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and how test results can impact the debugging and modification of ADS functions and further
derive coverage indices are not sufficiently discussed. As the ISO 21448 standard displays, the
development and verification of ADS is an iterative process (cf. Clause 4, Figure 10]). To
utilize difficult environmental conditions for the safety verification of ADS in conformance
with state-of-the-art industrial standards like ISO 21448, their identification and testing ac-
tivities should be allocated and updated in the iterative process. In Chapter [9, we elaborate
on what the allocation looks like to fulfill requirements from ISO 21448 and propose concrete
requirements to establish traceability.

22



Part II.

Nature and Formalization of Difficult
Environmental Conditions






3. Terms and Definitions?

Establishing a clear understanding of difficult environmental conditions and their role in sce-
nario-based testing is a fundamental prerequisite for their effective identification and utiliza-
tion. This chapter lays the conceptual foundation by examining key terms relevant to safety
verification and scenario-based testing in the context of automated driving. Through this explo-
ration, the nature and purpose of difficult environmental conditions are clarified, culminating
in a formal definition to guide the subsequent research.

3.1. Environment and Scenarios

ADS are bounded systems. Everything lying outside the boundary belongs to the environ-
ment [25] of the ADS and can be called an environmental condition. An environment is always
relative to a system and is based on a subjective perspective of the system.

In the field of automated driving research, a similar term scenarios is widely recognized and
used in both development and verification contexts. [74]. We refer to the commonly cited defi-
nition by Ulbrich et al. [I14]], which states that a scenario describes the temporal development
between multiple scenes in a sequence. A scene, on the other hand, represents a snapshot of
the environment, encompassing both the scenery and dynamic elements, along with the self-
representations of all actors and observers (e.g., their skills, abilities, states, and attributes), and
the relationships among these entities.

During the design and development phase, scenarios can be defined as part of the system
specification. For instance, Automated Driving Systems (ADS) must be capable of performing
an unprotected left turn at a junction, even in the presence of other road users. Scenarios are
then designed to reflect various types of junctions, differing numbers of road users, as well
as their positions and velocities. In terms of the verification and validation phase, scenarios
can constitute test cases for ADS. The system must demonstrate its ability to complete tasks
in concrete test scenarios, such as driving from Point A to Point B under specific constraints
(e.g., within a limited time). Therefore, scenarios not only comprise certain environmental
conditions but also include the intended actions of ADS and are described from an omniscient
perspective. Scenarios used to develop and verify ADS essentially describe a set of environ-
mental conditions and the corresponding maneuvers ADS are expected to perform. Although
possible environmental conditions in an open world are infinite, scenarios must be limited in
number and selected to cover the most relevant environmental conditions.

"This chapter is based on [132] and therefore contains verbatim content previously published (©2022 IEEE).
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3.2. Scenario Taxonomy and Abstraction Levels

To minimize the number of scenarios while covering the most relevant environmental condi-
tions, numerous studies have focused on identifying critical scenarios for automated driving.
The definition of critical scenarios varies across these studies, as they often have different veri-
fication focuses and operational domain: To verify the safety on a component level, Klischat et
al. present an approach to generate critical scenarios for motion planning based on simu-
lation data, where criticality is determined by the size and number of drivable areas for the ego
vehicle. Ponn et al. focus on highway scenarios and measure criticality using the Time-
To-Collision (TTC) metric. Besides, they point out the inconsistent use of terms challenging
scenarios, critical scenarios and complex scenarios in the literature. They consider challenging
or complex scenarios to be those that are difficult for automated vehicles to safely operate,
while critical scenarios are defined only through the occurrence of a critical situation during
testing. Some works research scenario criticality on a microscopic level. For instance, Thal et
al. [106] consider an unprotected left-turn scenario and use Time-to-Brake (TTB) as a metric
for indicating criticality and generating corresponding safety-critical test cases.

With the goal of validation of the safety of automated vehicles as a whole (namely, neither
focusing on verification of a specific component, nor limiting to specific domain or road geome-
try), the EU type approval regulation (EU 2022/1426) introduces a scenario taxonomy, requiring
automated vehicles to be evaluated accordingly. In this context, the term critical scenarios is
formally defined alongside two other categories: nominal scenarios and failure scenarioﬂ

Nominal scenarios are defined as reasonably foreseeable situations encountered by the ADS
when operating within its ODD, involving non-critical interactions with other traffic partic-
ipants and ensuring the normal operation of the ADS. In nominal scenarios, environmental
conditions should be favorable for a safe operation. Specifically, the behavior of other traffic
participants should comply with traffic rules, and traffic conditions should be clear (e.g., not
overly complex, with ideal weather conditions).

Critical scenarios, on the other hand, refer to edge cases (i.e., situations with an exceptionally
low probability of occurrence) and operational insufficiencies. According to the context in EU
2022/1426, we believe that the so-called operational insufficiencies are an equivalent concept
to functional insufficiencies in the standard ISO 21448. Specific environmental conditions that
expose operational, i.e., functional insufficiencies, are key components of critical scenarios.

The scenario taxonomy above specifies the requirements regarding the content of a compre-
hensive scenario catalog. Subsequently, different scenarios (e.g., nominal and critical) should
be systematically developed according to different process stages. In this regard, Menzel et
al. propose a top-down concept of developing scenarios along functional, logical, and con-
crete levels, which has continuously gained more recognition and acceptance in the commu-
nity. They suggest that domain experts should first design abstract, functional scenarios in
accordance with system specification, legal requirements, and safety concepts (e.g., functional
safety). Then, scenarios should be parameterized according to quantifiable technical require-

®Failure scenarios mean the scenarios related to ADS and/or vehicle components failure, which may lead to normal
or emergency operation of the ADS, depending on whether or not the minimum safety level is preserved. [27]
They are outside the scope of this thesis, as they pertain to risk mitigation following unintended automated
vehicle incidents.
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ments from system development. Finally, scenarios should be instantiated with concrete values
to execute tests for system verification and validation.

3.3. Functional Insufficiency

As discussed in the previous section, analyzing functional insufficiencies is a significant step
in the identification of critical scenarios according to EU 2022/1426. ISO 21448 defines func-
tional insufficiency as insufficiency of specification or performance insufficiency. Insufficiency of
specification refers to an incomplete specification, such as an uncommon road sign that is not
included in the system specification, which may cause the system to fail to detect it. Perfor-
mance insufficiency pertains to limitations in the system’s technical capabilities. Functional
insufficiencies can manifest at various levels (system, function, and component) and may in-
volve different components (perception, planning, and action). When the system is a white box,
functional insufficiencies become observable as output insufficiencies at the interfaces between
functions and components. One or more functional insufficiencies can result in hazardous be-
havior at the vehicle level once triggered. A case study of a Lane Keeping Assistant System
(LKAS), provided in Table illustrates different manifestations of functional insufficiencies.
Functional insufficiencies can exist after the design and implementation of the system. How-

Table 3.1.: Insufficiencies on different abstraction layers (©2022 IEEE)

Level Type Example for LKAS
. Hazard . . .
Vehicle azarcous Vehicle drives out of the corridor
behavior
Specification . . . . .
System . . Detection of colorful lane marks is not considered in the system design
insufficiency
Function Output . -
. P The detected lane mark has an offset from its real position
Interface insufficiency
Function Functional The detection of lane marks is not sufficiently robust regarding wet road
insufficiency  surfaces
Component Output . . . .
P by The generated region of interest is much bigger than usual
Interface insufficiency
Functional The camera is unable to distinguish between water reflection and real lane
Component

insufficiency ~ mark

ever, they may be either known or unknown at any given point in the system lifecycle [50].
For example, it is well-known that all sensor modalities have limited effective ranges, while
it remains unknown whether an object detection algorithm can always detect target objects
without further investigation. Known functional insufficiencies are addressed during the sys-
tem specification and design phase. For instance, knowing that camera performance is limited
in low light, LIDAR sensors can be added to the perception component to compensate. On the
other hand, unknown functional insufficiencies must first be identified so that countermea-
sures can be developed. Achieving Safety of the Intended Functionality (SOTIF) can be seen as
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a process of continuously uncovering and resolving unknown functional insufficiencies until
the remaining risk is deemed acceptable.

3.4. Triggering Condition

Identifying unknown functional insufficiencies depends on testing the ADS under specific con-
ditions. In this regard, ISO 21448 defines a “pair concept” related to functional insufficiencies,
called the triggering condition. As specified by the standard, functional insufficiencies are ac-
tivated by triggering conditions, which impact the vehicle’s behavior.

According to the definition, a triggering condition is a specific condition of a scenario that
serves as an initiator for a subsequent system reaction contributing to either a hazardous behav-
ior or an inability to prevent, detect, and mitigate a reasonably foreseeable indirect misuse.
Additionally, a reasonably foreseeable direct misuse (such as intentional usage contrary to the
manufacturer’s or ADS service provider’s intentions), which could directly trigger hazardous
behavior, is considered a potential triggering condition [50]. Under this definition, the scope
of triggering conditions in ISO 21448 encompasses not only environmental conditions but also
the ADS itself, by considering possible system usage by the passengers.

Triggering conditions are system-dependent and are decided by system-specific function de-
signs and their insufficiencies. Therefore, a validated triggering condition for one system might
have no effect on another system. For example, sun glare may dazzle the camera-based per-
ception of ADS, leading to a system disengagement, while it might not affect ADS that relies
on LiDAR for perception. The ISO 21448 standard recommends using scenarios with trigger-
ing conditions to conduct vehicle tests and software/hardware in-the-loop tests to evaluate the
acceptability of the system’s response. Some studies [[128] [47] have also highlighted the impor-
tance of triggering conditions in generating potentially critical scenarios for scenario-based
testing. Thus, triggering conditions are considered as a component of potential critical scenar-
ios to identify whether specific functional insufficiencies exist. Figure[3.1]illustrates the causal
model of triggering conditions and their role in testing.

3.5. Hazardous Behavior, Hazard, and Hazardous Event

Hazardous behavior is mentioned in ISO 21448 for interpreting triggering conditions and other
terms. However, the term itself lacks a formal definition. Thus, we refer to the relevant notes
and illustrations in ISO 21448 and summarize hazardous behavior as an external, observable,
and unintended vehicle behavior. The presence of hazardous behavior is a criterion to differ
triggering conditions from other nominal conditions in a scenario according to the definition
in Section Absence or presence of hazardous behaviors can be considered as pass/fail
criteria in the tests of a black-box system due to their external observability.

Two relevant terms to hazardous behavior are discussed here for clarity, namely hazard and
hazardous event. Hazard is defined in ISO 26262 as a potential source of harm caused by the
malfunctioning behavior of the item. In the context of ISO 21448, hazards are caused by the
hazardous behavior due to triggering conditions and functional insufficiencies.
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*
TEST CASE  VALIDATION TARGET FAIL CRITERIA when uncontrollable

Harm

causes |Hazardous| contri- /™ causes |Hazardous| causes™
Behavior |butes to

Functional
Insufficiency

Condition

contributes to

Other
Scenario
Conditions

Example for Hazard: Rear Collision

Ego vehicle drives towards a bridge-like gantry”. Due to a flawed classification algorithm® the
gantry is mistakenly recognized as a huge wall. Therefore, the ego vehicle starts unintended braking"”,
while another vehicle is following ego vehicle closely”.” The following vehicle fails to brake in time
to control the situation and a rear collision happens. As result, both vehicles are damaged with driver
injured.

Figure 3.1.: Illustration of triggering condition, functional insufficiency, hazardous behavior/event, and harm
(©2022 IEEE)

A hazardous event is originally defined in ISO 26262 as the combination of a hazard and
a specific operational situation [51]. While ISO 21448 does not provide an explicit definition
of hazardous event, it is nonetheless beneficial to clarify the relationship among hazard, haz-
ardous event, and hazardous behavior by adapting the definition from ISO 26262 to suit the
context of ISO 21448. To this end, we refine the definition of hazardous event as an incident
where a hazardous behavior by the ego vehicle brings a hazard into reality in conjunction with
other scenario conditions.

3.6. Formal Definition of Difficult Environmental Condition

The attribute “difficult” is relative to the capabilities of a system. In the scope of this thesis, the
system refers to ADS. In this regard, the concept of triggering condition from ISO 21448 has the
same consideration as difficult environmental conditions, as explained in Section To focus
on the external environment, we adopt the concept of triggering conditions while excluding the
consideration of misuse of the ADS. Therefore, a difficult environmental condition is defined
as a condition in the operational environment of ADS that can trigger one or multiple functional
insufficiencies and further result in hazardous behavior of the ADS.

Based on this definition, three important notes follow: First, a difficult environmental con-
dition is not a scenario but rather a component of a scenario. More specifically, difficult envi-
ronmental conditions are crucial elements of critical scenarios. Second, difficult environmental
conditions do not necessarily correspond to extreme values of parameters within a scenario.
The key factors that distinguish difficult environmental conditions from other scenario condi-
tions are their ability to challenge the system’s capacity by activating functional insufficiencies
and causing subsequent hazardous behavior of the ADS. Lastly, difficult environmental condi-
tions can be downgraded to nominal (i.e., not difficult) environmental conditions through the
development and improvement of the ADS.
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4. Formalization of Difficult Environmental
Conditions®

To properly manage large amounts of identification results from different stakeholders is non-
trivial. As Cruz et al. point out, vagueness in requirements can cause long-term issues in
maintenance and collaboration if stakeholders do not share a common understanding. Addi-
tionally, difficult environmental conditions should be integrated into test cases later, while they
are often not limited to one scenario context. For example, a difficult environmental condition
like a jaywalker can apply to scenarios where the ego vehicle crosses a junction or travels along
a straight lane (cf. Figure [4.1). For efficient management and utilization, the difficult environ-

(a) Scenario a: Pedestrian jaywalks when ego per- (b) Scenario b: Pedestrian jaywalks when the ego
forms a protected left turn follows a straight lane

Figure 4.1.: Different application of the difficult environmental condition jaywalker (©2024 Springer)

mental conditions should be documented in a way that avoids vagueness and minimizes the
effort needed to integrate them into test cases. In this context, it is crucial to structure diffi-
cult environmental conditions with clear formulations and category tags, enabling automation
mechanisms for sorting, searching, and mapping them into appropriate scenarios. This chapter
introduces standardized descriptions of difficult environmental conditions, which are machine-
readable and allow for quick look-up based on specific criteria, e.g., conditions only relevant
to vulnerable road users (VRUs).

4.1. Case Study Setup

To develop a general formulation, we start with a simple case study: Firstly, a list of sample
difficult environmental conditions was collected from expert interviews and relevant litera-

"This chapter is based on and [Paper III and therefore contains verbatim content previously
published (©2022 IEEE, ©2024 Springer Nature).
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ture [12] [85]]. As shown in Table these difficult en-
vironmental conditions all involve at least one environmental factor (e.g., tree branch). Some
of these conditions underline a specific attribute (e.g., with right of way) or the position (e.g.,
from blind area) of the environmental factor, while the other describe specific events or actions
carried out by the environmental factors (e.g., block the road). Based on these observations,
we conclude three ways how environmental factors can constitute a difficult environmental
condition, yielding three types of difficult environmental conditions:

Type |. The presence or absence of a specific environmental factor
Type Il. A behavior of an environmental factor

Type Ill. The interaction of multiple environmental factors

Table 4.1.: Analyzed examples of difficult environmental condition (DEC) (ROW = right of way)

DEC, VRU groups at the junctions DECi1 Wi-Fi signal interferes V2X signal
DEC> School bus blocks the road DEC12| Vehicles with the ROW comes from blind area
DEC3 Kid jumps out behind the car DECi3 Concrete barrier in the road color
DECy A tractor in front loses hay DEC14 Election poster on a crosswalk

DECSs Beacon lies on the lane DEC:5 Construction blocks the road

DECg Faded lane marks DEC¢ Debris on the road

DEC, Tree branch hanging over the lane DECq7 An ambulance requires the right of way
DECSs Stickers cover the traffic sign DEChg Pedestrian provokes the ego vehicle
DECy Bird group on the road DEC19 Vehicle covered by foam in the parking lot
DECo Snow covers the road

Designing one formalization for all difficult environmental conditions is challenging. Thus, the
basic idea is to decompose the problem by proposing formulations for each aforementioned
type. To achieve this goal, domain experts are invited to first categorize each exemplary diffi-
cult environmental condition from Table 4.1|into one of the concluded types (Type I, II, or III).
Afterwards, experts propose formulations for each type by analyzing requirements from man-
agement and linguistic aspects. Finally, every difficult environmental condition is rephrased
according to the type-based formulations to finalize the standardization. In the following sec-
tion, the analysis for proposing type-based formulations is described.

4.2. Description Principles and Formulations

In the process of defining type-based formulations, three aspects are considered: firstly, there
should be management-level requirements to ensure easy maintenance and readability in diffi-
cult environmental conditions. Secondly, basic linguistic concepts should be referred to, so that
completeness is checked and the structure is defined for the formulations. Lastly, vocabulary
should be restricted, aiming at minimizing unnecessary variances to avoid redundant expres-
sions for one difficult environmental condition. These three aspects are elaborated in the next
sections.
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4.2.1. Management Requirements

Difficult environmental conditions can be identified and used by different stakeholders. It is
necessary to define high-level requirements (so-called management requirements) to ensure
correct understanding and easy usage of these conditions. Here, we consider two principles:

(a) Conciseness and Essentials. A difficult environmental condition is identified from
scenarios. To simplify the integration of an identified difficult environmental condition into
different test scenarios, only essential information is to be documented. For the three types
introduced in Section the mandatory description units for the documentation are corre-
spondingly (I) the environmental factor, (II) the environmental factor and its behavior, and (IIT)
the environmental factors and their interaction.

+ Environmental Factor (EF) can be a tangible entity (e.g., road users), an intangible con-
dition (e.g., illumination), or a signal (e.g., Wi-Fi)

«+ Behavior (BHV) is an action (e.g., braking) or a transition of states (e.g., traffic light turns
red) of an EF.

« Interaction (INTR) is either an action conducted by an EF to the other EF (e.g., a parking
vehicle occludes a pedestrian) or mutual actions

(b) Intuitiveness. The formulation should reveal the effect of difficult environmental con-
ditions. Thus, we include a link to ADS functions as another mandatory description unit.

« Link to Function (L2F) represents expert opinions on a potentially impacted function by
a given difficult environmental condition. L2F serves as a direct index to sort difficult
environmental conditions for functional-oriented tests. It also provides a direction of
investigation when the system response is deemed unacceptable in a scenario.

For the sake of simplicity, we propose three super-types for L2F, namely sense, plan, and act,
which can be refined into corresponding sub-functions (e.g, localization) or components (e.g.,
camera). Although the effect of difficult environmental conditions can be propagated through
the sense-plan-act chain and thus expose multiple functional insufficiencies, we suggest doc-
umenting only the first encountered insufficiency in the chain. Considering a plastic bag flies
above the path causing an emergency braking of the ego vehicle, firstly, the ego vehicle fails to
classify the plastic bag, then it decides to brake in front of the unknown object. In this case,
although the planner could make better decisions (e.g., performing a lane change), the per-
ception is to blame first. If the plastic bag would be recognized correctly, the probability of a
hazardous planning decision is rather low. Therefore, the recommended L2F is [sense].

Sometimes, merely using mandatory description units is not enough to fully reveal the effect.
For instance, the ADS drive at night and the camera fails to detect a pedestrian, because the
pedestrian wears a dark jacket. While the presence of the pedestrian is the primary trigger for
the misdetection, describing the difficult environmental condition as just a pedestrian [sense]
can barely reveal the issue. A more complete and self-explanatory description would be a
pedestrian in dark jacket at night [sense] for documenting the problem. Hence, we introduce
two additional optional description units to include the necessary attributes and temporospatial
context of the relevant environmental factor.
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o Attribute (ATTR) is a status, a feature, or the right of way (if the related EF is a road user)
of an EF, which remains unchanged or valid in the scenario context.

« Temporospatial Context (TSC) is the scenario context describing the timing, duration,
and location of the existence. It can also describe the behavior or interaction of the
relevant EFs. TSC can also be adverbs of degree (like fully, partially, and drastically)
denoting the extent of a behavior or an interaction.

4.2.2. Linguistics Consideration

After determining the description units, they should be assembled for establishing the type-
based formulations. The formulations are comparable to condensed and structured sentences
or parts of sentences in natural language. Some basic concepts from linguistics are therefore
helpful to verify the completeness of the description units and determine their connections.
For example, we consider the five essential elements of a sentence, namely subject, predicate,
object, modifier, and complemen The description units of difficult environmental conditions
can be mapped onto these five components as follows:

Environmental factor is equal to the subject or object in a sentence, thus can combine with
a predicate, be modified by an attributive modifier, or be linked to a complement.

Behavior is comparable to an intransitive predicate. It describes the action of the subject,
which does not require an object to complete the meaning (e.g., pedestrian jaywalks).

Interaction is comparable to a transitive predicate. It requires both the subject and the object
to complete the meaning of the action (e.g., a school bus blocks the road).

Temporospatial context is comparable to an adverbial modifier. It can modify the subject,
the object, or the predicate.

Attribute is comparable to an attributive modifier (e.g., black vehicle) or a complement (e.g.,
right of way sign), depending on the concrete content. It can modify or be assigned to
the subject or the object.

Meanwhile, diverse tenses in linguistics should generally be avoided when describing dif-
ficult environmental conditions. This is because such conditions represent a status or event,
which can be sufficiently described and understood with the present tense. Similarly, only one
voice should be used to prevent redundant descriptions of the same difficult environmental
condition. To ensure clarity, the active voice is recommended. For instance, when describing
a behavior like ’cover, ’A covers B’ is valid, while 'B is covered by A’ is not. Based on these
guidelines, we determine the structure of the formulations for each type in Figure

“These elements can be named differently in literature, e.g., in they are called subject, predicate, object, de-
scription, and complement
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Type I: Presence or absence of an environment factor
DEC = <EF>[<ATTR>] [<TSC>]<L2F>

|
!
|
|
(=
|
|
|
|

Type II: Behavior of an environment factor
DEC = <EF>[<ATTR>]<BHV> [<TSC>]<L2F>

Type III: Interaction of multiple environment factors
DEC = <EF;>[<ATTR;>]<INTR><EF5>[<ATTRy>] [KTSC>]<L2F>

EF; (INTR (ER, ) L2F

P |

JEED

Figure 4.2.: Three types of difficult environmental conditions and their formulation: EF: Environmental Factor,
ATTR: Attribute, L2F: Link to Function, TSC: Temporospatial Context, BHV: Behavior, INTR: Interaction. Solid lines
connect mandatory elements. Dashed arrows denote the connections between optional and mandatory elements.
(©2022 IEEE)

4.2.3. Vocabulary

To further restrict the diversity in the description of difficult environmental conditions, vocab-
ulary can be specified for each description unit. Essentially, environmental factors in difficult
environmental conditions are part of the ODD of ADS. Meanwhile, describing an ODD with
a taxonomy should be part of the ADS specification process. There, ODD elements are de-
termined, such as Vehicle and Pedestrian. Therefore, the vocabulary for describing difficult
environmental conditions can be directly adopted from the predefined ODD taxonomy. This
approach has two main benefits: Firstly, the ODD taxonomy and difficult environmental con-
ditions are both important working artifacts throughout the ADS development and verification
cycle. Aligning their taxonomies and vocabulary enhances consistency and traceability in de-
sign and testing requirements, simplifying communication across departments and stakehold-
ers, contributing to work efficiency. Secondly, formalized difficult environmental conditions
can be mapped to the ODD, indicating which ODD elements are covered by the identified dif-
ficult environmental condition. The mapping result can be used for deriving coverage metrics
to evaluate the completeness of the identification. At the same time, conditions that can not
be mapped to the ODD can reveal potential insufficiencies in the ODD specification, therefore
contributing to improving the ADS specification.

Figure [4.3illustrates a vocabulary tree for describing difficult environmental conditions, de-
rived from a reference ODD taxonomy. The ODD elements are organized according to a five-
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layer scenario model [36]]. Each environmental factor can be characterized by Behavior or In-
teraction (BHV or INTR), Attribute (ATTR), and Temporospatial Context (TSC), forming Type
I/II/I difficult environmental conditions. Accordingly, there are simplified, exemplar lists of
vocabulary for describing BHV/INTR, ATTR, and TSC. For instance, to describe briefly and
clearly that a vehicle in front of the ego vehicle starts to reverse, the most relevant vocabulary
from the tree are Vehicle, Leading, and Reverse.

4.3. Further Systematization Possibilities

Additional category labels can facilitate searching for suitable difficult environmental condi-
tions for scenario-based tests. We consider the categorization based on diverse criteria.

(a) Environmental factor origin. The origin of involved environmental factors helps to
clarify if and where a difficult environmental condition can be injected into a given scenario.
On the macroscopic level, possible environmental factors vary among different application
domains like urban, rural areas, and highways. E.g., wild animals are unlikely to appear in
urban areas, while cyclists are not included in highway scenarios. On the microscopic level,
an environmental factor belongs to a specific scenario layer (cf. scenario layer model [36][97]).

(b) Linked functional insufficiency. Since the test aims to investigate the vulnerability of
an automated vehicle, it is practical to index difficult environmental conditions by their links to
functions. For instance, in order to verify the perception performance, all difficult environmen-
tal conditions with links to the perception component are relevant. Besides denoting the Link
to Function (L2F) in the formulation, a more detailed functional decomposition model (cf. [5])
for ADS can be utilized as a categorization criterion.

(c) Occurrence frequency. When exhaustive testing becomes unrealistic due to the vast
number of difficult environmental conditions, arguments for prioritizing the candidates are
vital. One common and system-agnostic prioritization criterion is the occurrence frequency.
It is natural to consider those often occurring difficult environmental conditions as more in-
teresting test candidates than those with extremely low likelihood to be encountered during
the operation. Based on the frequency, difficult environmental conditions can be divided into
three groups as Common Case, Reported Case, and Hypothesized Case. Common cases denote
the occurrence on a daily basis (e.g., a crowd of pedestrians). Reported cases are validated by
media (e.g., news) or mentioned in safety reports by automotive manufacturers, which exhibit
lower exposure within normal drives. Hypothesized cases are theoretically possible, but are
never encountered in reality.

4.4. Formalization Results

Following the aforementioned requirements and concepts, all examples in Table 4.1 are as-
signed to a type and are formalized with defined description units, rules, and vocabulary. Ta-
ble 4.2|illustrates the formalization results: The first two columns denote four categories sug-
gested in Section[4.3| The third column shows the type (I/II/III) for each sample. The following
seven columns reserve cells highlighted in different green colors for mandatory and optional
elements according to each type. Concrete values are extracted from the original expression
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4.4. Formalization Results
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Figure 4.3.: A vocabulary tree for describing difficult environmental conditions

to fit in individual table cells. The last column denotes literature origins for the examples. In
the upcoming Chapter|[5/and Chapter|6| an experiment is conducted to identify larger amounts
of difficult environmental conditions. The identifications are all successfully standardized ac-
cording to the proposed formalization and are documented in Appendix [A] indicating the ef-
fectiveness of the formalization method in this chapter.
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Table 4.2.: Formalization results (ROW = right of way, VRU = vulnerable road user) (©2022 IEEE)

Example

Cat.  Description Ref.
EF ATTR BHV INTR EF TSC L2F
e Downtown I VRU group at the junction sense
E‘D g Urban School area III  School bus blocks road plan [107]
) g Residential II Kid jumps out behind car  plan [126]
£ 8 Rural I Tractor loses hay in front  sense
Highway I Beacon lies on the lane  sense [19]
L1 Road network I Lane marks faded sense [[12]
£ © L2 Roadside I Tree branch over lane  plan
o0
E g L3 Temp. Mod. III Sticker covers & ggg‘lc partially  sense [[69]
= @Qf L4 Dyn. objects I  Birds group on road plan
L5 Env. condition III Snow covers road act
L6 Digital inf. I  Wi-Fi signal interferes V2X signal sense [[78]
Inf. Access II Vehicle with ROW comes from blind area plan [103]
= Inf. Reception I Concrete barrier in road color sense
2 Inf. Processing [ Election poster on crosswalk sense
i Understanding III Construction blocks path plan
= Action I Debris on road act [[66]
. & Common Case II  Ambulance requires ROW plan [79]
E § Reported Case I Pedestrian provokes ego plan
T Hypothesized I Vehicle in foam in parking lot sense [83]
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5. Knowledge-driven Approach to Identify
Difficult Environmental Conditions’

Expert knowledge is a crucial and indispensable input for comprehensively identifying diffi-
cult environmental conditions, particularly those that may impact a wide range of ADS im-
plementations. While many existing studies address this topic, they often focus narrowly on
specific components or functions of ADS. A dedicated method for systematically integrating
expert knowledge at the system level, however, remains lacking. In this chapter, we introduce
a designated, knowledge-driven method for eliciting difficult environmental conditions. A case
study based on an urban scenario is presented to demonstrate the application of the method.
Finally, we compare our method with other knowledge-driven approaches that could poten-
tially be used for the same research purpose and discuss the capabilities and limitations of our
method.

5.1. Scenario-based Hazard and Fault Analysis

With an understanding of how difficult environmental conditions contribute to hazardous be-
haviors, a customized knowledge-driven method called Scenario-based Hazard and Fault Anal-
ysis (SHFA) is designed to identify potential difficult environmental conditions from scenarios
or driving data. The SHFA method analyzes scenarios in three steps (cf. Fig.[5.1): (1) Scenar-
ios are modelled as intended maneuvers of ADS and relevant scenario elements. (2) Hazardous
maneuvers are derived from intended maneuvers with a look-up table. (3) Difficult environ-
mental conditions for each hazardous maneuver are iteratively identified by analyzing relevant
scenario elements and the ADS components in a concrete situation. The following sections in-
troduce SHFA in detail.

5.1.1. Step One: Modelling Scenario

A scenario is a temporal sequence of actions/events and scenes [114]]. Actions and events can
be elicited based on the ego vehicle’s intention. Scenes are snapshots of the environment and
can be decomposed to ODD elements. Thus, scenarios modelling is divided into eliciting ego
vehicle intention and scenario elements.

Intended ego vehicle maneuver. To describe ego vehicle’s intentions, we selectively adopt a
vehicular maneuver taxonomy [44] as atomic units and divide them into three groups: vehicle
state maneuvers (velocity changes or preservations), lane-related maneuvers (relative position

"This chapter is based on and [Paper 1II , and therefore contains verbatim content previously
published (©2024 Springer Nature).
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Figure 5.1.: SHFA Method Overview: ADS components (C), hazardous maneuver (M), difficult environmental
condition (D EC) (©2024 Springer Nature)

to lanes), and junction-related maneuvers (activities on junctions). Two implicit maneuvers
Enter junction and Exit junction are proposed additionally as context for junction-related ma-
neuvers. Maneuvers from the same group are mutually exclusive, but can transition from one
to another (cf. Fig.[5.2). Maneuvers from different groups can be performed concurrently and
result in a Paralle] Maneuver Combination (PMC) [44]. Based on the PMCs, a scenario is seg-
mented into chronological phases.

Scenario elements. Difficult environmental conditions consist of scenario elements. To
thoroughly explore a scenario, it is vital to enumerate its scenario elements exhaustively. First,
all scenario elements are grouped based on a six-layer scenario model [97] into road network
and traffic guidance objects, roadside structures, temporary modifications, dynamic objects,
environment conditions, and digital information. Then, the relevancy of scenario elements is
evaluated considering specific criteria, e.g., based on interactions with the ego vehicle [82].

5.1.2. Step Two: Deriving Hazardous Maneuvers

With identified intended maneuvers, SHFA deduces all possibilities of how the ego vehicle can
perform unintended and hazardous maneuvers instead.

Unintended maneuvers. Unintended maneuvers occur if intended maneuvers are not exe-
cuted, improperly executed regarding timing, extent, and duration, or completely falsified by
another maneuver. We refer to a set of guide words from the HAZOP method [18]] (including
not provided, too late, too early, too much, too little, too long, too short, and falsified) and combine
them with intended maneuvers for deriving unintended maneuvers. To avoid ambiguity or re-
dundancy during the combination, SHFA provides a look-up table and additional rules. Thus,
given an intended maneuver, a minimal set of explicit and meaningful unintended maneuvers
can be looked up from Table considering:

Rule 1. By analyzing a maneuver in a certain phase of the scenario, we assume that the in-
tended maneuver from the previous phase is correctly performed.
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Reversing Accelerate

Standstill Keep velocity

[Drive away | Decelerate

(a) Vehicle state maneuvers: Standstill, Halt & Drive away are special cases of Keep velocity,
Decelerate & Accelerate respectively. They are defined separately.

Cross junction

A{ Turn left }\

Enter junction Exit junction

Follow lane
Lane changeleft | '] Lane change right

(b) Junction-related maneuvers (c) Lane-related maneuvers

-turn

Figure 5.2.: Maneuver transition charts: Detailed transitions refer to Hartjen [44]]. (©2024 Springer Nature)

Rule 2. The guide word falsified signifies a maneuver different from the current and the last
intended maneuver. The falsified maneuver should be able to transition from the in-
tended maneuver of the previous phase (cf. Fig.[5.2).

While Rule 1 keeps the analysis simple, Rule 2 guarantees that the falsified maneuver is rea-
sonable in the scenario context and different from not provided.

Hazardous maneuvers. To identify hazardous maneuvers, the compatibility and consequence
of derived unintended maneuvers are evaluated in concrete situations. For example, an in-
tended Follow lane maneuver can be falsified to Lane change right and Lane change left. If
the ego vehicle is already in the rightmost lane, Lane change right is irrelevant. Besides, an
unintended maneuver is deemed hazardous if it violates traffic rules (e.g., crossing a stop line).

5.1.3. Step Three: Eliciting Difficult Environmental Conditions

With the modeled scenario and identified hazardous maneuvers, experts iteratively evaluate
their cause-and-effect relations to identify difficult environmental conditions.

Heuristic matrix. A heuristic matrix organizes an exhaustive identification process for each
hazardous maneuver. One dimension lists all scenario elements relevant to a scenario phase.
The other dimension lists the ADS components along the sense-plan-act chain. With a white-
box system whose detailed implementation is available, concrete algorithms and functions
should be considered for finding more concrete difficult environmental conditions. Each entry
in the matrix represents a unit analysis based on a scenario element and a specific function.
Unit analysis. For each unit analysis, experts evaluate whether the presence, absence or char-
acteristics of the scenario element could lead to insufficiency of the component and result in the
current hazardous maneuver. Once a causal-effect relation is established, a difficult environ-
mental condition is registered in the corresponding cell of the heuristic matrix. Exemplarily,
faded lane marks could lead to inaccurate lane mark detection and trigger the ADS to deviate
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Table 5.1.: Look-up table (©2024 Springer Nature)

Intended Maneuver

Key-
word | Stand- | Rever- | Drive- | Accel- | Decel- Follow | Change | Turn Y .
still sing away | erate | erate R HEGRRT lane {L./r} {L/r} DR | SRS
Standstill Keep preceding maneuver?®

Start maneuver too late®

Start maneuver after it was
required

Start maneuver too early?

Start maneuver despite
waiting required

Reverse
too far

Abrupt
start

duration
exceeded

Acceleration or

Exceed
target lane

Drastic
stop

fied

Reverse
too few

Start not
in time

duration not
reached

Acceleration or

Halt not
in time

Lane not
reached

Deviate
from lane

Subsequent
maneuver not in Maneuver unnecessarily slow
timeP

Drastic
steering

{L./r}

Subsequent
maneuver too soon

=

Lane Follow Any other unintended
Acc, change lane, junction maneuver is
Acc., Dec.|Halt, Dec. g Change J
{L/r} {L/x} performed

a: Applicable if the maneuver is not the first maneuver of the scenario; b: Applicable if the corresponding subsequent maneuver

is available

from lane (cf. Table[5.1} Follow Lane x Too little). Features of scenario elements can be adapted
during the evaluation. However, adaptations shall not change the substantial dynamics of the
original scenario (e.g., by assuming a completely different behavior of the scenario element),
so that the intended ego maneuvers would be different.

5.2. Illustrative Example

To illustrate the method, we analyze one scenario (cf. Fig.[5.3). The scenario is set on a road
with sidewalks and two lanes for two directions, divided by a solid lane marking. The road is
partially elevated by a bridge. The ego vehicle follows the lane on the right and passes two
cyclists sequentially, adapting its velocity. Several oncoming vehicles pass the ego vehicle on
the left. A vehicle drives behind the ego vehicle.

5.2.1. Modelling Scenario

According to the ego vehicle’s interactions with the two cyclists over time, the scenario can be
divided into three phases with intended PMCs:
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Figure 5.3.: Video images of the scenario (©2024 Springer Nature)

 Phase #1 [Follow lane, Keep velocity]: the ego vehicle drives past Cyclist #1 with constant
velocity, as the cyclist pauses on the lane edge.

« Phase #2 [Follow lane, Decelerate]: the ego vehicle approaches Cyclist #2 with decreased
velocity to maintain the safe distance to the cyclist.

« Phase #3 [Follow lane, Accelerate]: the ego vehicle drives past Cyclist #2 with increased
velocity, as the road becomes broader.

We only illustrate Phase #1 for the following steps. Relevant scenario elements are observed
and categorized according to six scenario layers (cf. Table|5.2a).

5.2.2. Deriving Hazardous Maneuver

Intended maneuvers in Phase #1 are Follow lane and Keep velocity. As they are the first maneu-
vers of the scenario, guide words like not provided, too early, and too late are irrelevant. With
the remaining guide words, unintended maneuvers are looked up from Table[5.1|and registered
in Table Among them, Lane change right is incompatible to the given road network. Ac-
celerate and Decelerate are not hazardous due to sufficient lateral distance to Cyclist #1. Deviate
from lane, Lane change left and Halt are hazardous for violating safe distances to the oncoming
and following traffic.

5.2.3. Eliciting Difficult Environmental Conditions

The heuristic matrix is arranged by relevant scenario elements of Phase #1 and the decomposed
ADS. Without a reference system, we refer to a function decomposition model [[5] and generally
decompose ADS into five stages, namely information access, information reception, informa-
tion processing, plan and action, while the first three stages belong to sense components (cf.
Table 5.2c).

We illustrate the identification of the hazardous maneuver Halt. The unit analyses are con-
ducted within the matrix from left to right and from top to bottom. During the unit analyses
of each scenario element, experts can adapt certain static features (e.g., appearance) or local
behavior (e.g., car activating turn indicator) of the scenario element. In this way, the scenario
keeps its essence, while the counter-factual adaptations enable experts to identify more diffi-
cult environmental conditions. We differentiate whether a scenario element is adapted (or not)
during the analysis by the wording assume and confirm respectively:
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Table 5.2.: Analysis of Scenario Phase #1 (©2024 Springer Nature)

(a) Relevant elements

(b) Unintended/Hazardous maneuvers

Scenario layer Relevant scene elements Guide Intended maneuver
d -
L1. Road Net. Lane, solid lane marking, curb wor. Keep velocity .FOHOW lane T
Too little Deviate from lane
L2. Roadside Trees, barriers, grass [Phase #2] Decelerate
Too long
L3. Temp. Mod. | n/a too late
L4. Dynamic ob- | Cyclist #1, oncoming vehicle, Too
. . . . short too soon
jects pedestrians, parking bikes -
Falsified Accelerate / Lane change left
L5. Env. Cond. Cloudy weather alste Decelerate / Halt? /Lane change right
L6. Digital Inf. n/a

(c) Identified difficult environmental conditions (Superscripts refer to corresponding maneuvers in Table l

Scenario element

Functional layers

Information | Information Information Plan Action
access reception processing
Lane “steep slope “unregistered slope
Solid lane marking | *faded
Curb Lgrass covers
Grass curbs 'tall grass around
Barriers roadside barrier
Cyclist #1 Zclothing  with | close proximity to Zhalts on the
low contrast to | roadside barrier, road edge with
ground 23unusual size/shape hand gestures
Other elements

+ Lanex information reception: experts confirm that an elevated lane/a slope can lead to

multi-path effects of Radar sensors and thus cause the detection of phantom objects and
finally lead to an unintended Halt maneuver.

 Lanex information processing: experts confirm that an unregistered slope geometry can
lead to the detection of floating objects with the wrong position.

« Cyclist #1x information reception: experts assume that if the cyclist’s clothing has low
contrast to the background, it could be detected too late by cameras.

« Cyclist #1x information processing: experts confirm that the cyclist touching a bike rack
on the roadside could impede object segmentation and even be detected as a cyclist or a
vehicle in a traversed direction on the lane, which can confuse the planning component
to require an emergent braking.

« Cyclist #1x information processing: experts assume that, in general, if a cyclist has an
unusual shape or size, object detection could fail or be delayed.

« Cyclist #1x plan: experts assume that possible hand gestures of the cyclist could be mis-
interpreted as an intention to return to the lane center.
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Similarly, Deviate from lane and Lane change left are analyzed in their own matrix. We fuse
all identified difficult environmental conditions from Phase #1 in Table

5.3. Capabilities and Limitations

In this section, we compare the SHFA method with other established or state-of-the-art knowl-
edge-driven methods with similar applications, providing a theoretical argument for the capa-
bilities of SHFA. Following this, we discuss the limitations of SHFA.

5.3.1. Comparison to Other Knowledge-driven Methods

To compare the SHFA method with other existing knowledge-driven methods, we first inves-
tigate established analysis techniques in the automotive safety domain. These include the de-
ductive, top-down Fault-Tree-Analysis (FTA) [49], the inductive, bottom-up Failure Mode and
Effects Analysis (FMEA) [48]], and the explorative, top-down System Theoretic Process Analysis
(STPA) [68]].

For example, ISO 21448 [50, B.3.2] demonstrates the use of Cause-Tree-Analysis (CTA),
which is similar to Fault-Tree-Analysis (FTA), to model the dependencies between hazards (e.g.,
sudden deceleration), functional insufficiencies (e.g., an object falsely classified as an obstacle),
and triggering conditions (e.g., a large, low-hanging tree branch overhanging the roadway).
While this enables the calculation of minimal cut sets that help assess risk mitigation measures,
the method does not contribute to identifying triggering conditions (or difficult environmental
conditions in this thesis) but builds on already identified triggering conditions.

Additionally, the ISO 21448 B.3.3] presents an inductive method analogous to FMEA,
where a worksheet is continuously filled out to capture failure modes and system-level effects.
In this case, the inductive method breaks down system elements and their functional insuffi-
ciencies, describing their relations to potential triggering conditions and resulting hazardous
behaviors. It also outlines measures to address the insufficiency and provides a rationale for
acceptance. Like the deductive method, the inductive method facilitates traceability between
functional insufficiencies, triggering conditions, and hazardous behaviors, but it lacks guidance
on how to identify triggering conditions initially. Therefore, we exclude FMEA, FTA, CTA, and
other variants of these methods for identification purposes.

STPA is also mentioned in ISO 21448. Unlike the aforementioned methods, STPA is explic-
itly recommended for identifying triggering conditions. STPA begins with an analysis of the
system control structure and ends with identifying loss scenarios, where triggering conditions
can be further derived. Therefore, the STPA method holds potential for identifying difficult en-
vironmental conditions in this thesis. Similarly, a state-of-the-art method by Kramer et al.
for identifying hazardous scenarios is potentially helpful in identifying difficult environmental
conditions. Consequently, we further compare the SHFA method with the STPA method and
the method by Kramer et al. in detail. Figure[5.4illustrates the process of each method. Similar
procedures are presented in the same color. We evaluate the three methods based on three
aspects: first, the cost of initializing the process (e.g., required input and knowledge); second,
the consistency of the procedures to ensure ease of execution and traceability of intermediate
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Figure 5.4.: Overview of diverse identification methods: the term triggering condition is equal to difficult environ-
mental condition in this thesis (©2022 IEEE)

results; and third, the diversity of the identified difficult environmental conditions to ensure
comprehensive test coverage.

The method by Kramer et al. initially aims to identify and quantify hazardous scenarios.
Environmental conditions that can trigger the hazards are derived in the first several steps.
The method starts with modeling the functional architecture of a non-black-box system. Such
a system model is typically not available at the early stage of development for multiple reasons.
Then, hazards and functional insufficiencies as well as a local causal-effect chain are derived
with traceability using established HARA techniques. A further global causal-effect analysis
with the assistance of an environment model for expressing difficult environmental conditions
can be necessary for a more holistic identification. The adopted techniques (e.g. HAZOP-
inspired keywords and Fault Tree Analysis) provide theoretical guidance for continuing with
the procedures. However, the work lacks a coherent case study to demonstrate the whole
process of the method.

The STPA method is first proposed for identifying safety constraints and requirements for
complex systems. Firstly, a control structure is modeled, including the system, the driver, the
environment and the interactions among them. The commands among system functions or
between the driver and a specific function module are enumerated as control actions. Sub-
sequently, unsafe control actions and hazards are derived with HAZOP-like keywords. The
interaction between the environment and the system is described as an influence. However,
the analysis of influences is not further presented in the method. Next, loss scenarios need
to be hypothesized according to each unsafe control action, so that causal factors, including
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functional insufficiencies and difficult environmental conditions, can be identified. Two major
drawbacks are evident in the STPA method for identifying difficult environmental conditions.
Firstly, it lacks sufficient guidance for building up the system control structure. To what extent
the vehicle functions should be modeled and how the environment should be modeled re-
main unclear. Secondly, a necessary structure is missing to identify loss scenarios from unsafe
control actions and causal factors from loss scenarios. For example, there could be countless
scenarios where a desired deceleration command is not provided (unsafe control action). The
experts have to randomly brainstorm a subset of such scenarios without any other supportive
information. As a result, the identified loss scenarios and causal factors could be limited in
their number and exhibit certain similarity. An additional step of systematically identifying
hazardous behaviors can be constructive to fill the gap, as pointed out by Graubohm et al. [40]].
The SHFA method is designated for the identification of difficult environmental conditions
for ADS. Different from the method by Kramer et al. and the STPA method, the analytical
method SHFA is driven by scanning driving scenarios and identifying potential elements of in-
terest. By means of a comprehensive framework, SHFA utilizes models to exhaustively decom-
pose the environment and the ADS, and deduce hazardous maneuvers. These decomposition
procedures are free of human bias and show potential for automation, since they follow defined
taxonomies (e.g., the description of maneuvers and scenario layers) and finite description units
(e.g., the countable amount of general unintended maneuvers). Exemplarily, the concept of rel-
evant areas by Philipp et al. [82]] can help to automatically associate scenario elements with ego
maneuvers. A non-black-box system is helpful to identify concrete, system-specific difficult en-
vironmental conditions. However, it is not a crucial requirement for applying the method. In
this regard, SHFA is especially advantageous in efficiently identifying system-agnostic difficult
environmental conditions for analysis and testing purposes in early development phases, when
there is a lack of field-testing data or when the detailed system knowledge is not accessible.

5.3.2. Limitations of the SHFA Method

The designated SHFA method supports the systematic and efficient identification of difficult
environmental conditions and offers advantages compared to other non-designated methods.
However, we are aware of two main limitations of the SHFA method:

Completeness and reasonable risk for ODDs. The parameter space of an open world is
infinite, and so are the possible environment constellations. Although SHFA is capable of
identifying large amounts of potential difficult environmental conditions with relatively small
experiment resources, we are aware of the fact that there can exist many more undiscovered
factors. At the end, a proof cannot be made that all potential difficult environmental conditions
are identified with SHFA from an open world. Therefore, it is essential to define a criterion for
sufficiency of the identification, instead of proving completeness. In the context of ISO 21448,
the sufficiency can be shown by reasonably low residual risk. In practice, SHFA analyzes sce-
narios that are associated with ODD elements. Sufficiency of difficult environmental condition
identification with SHFA could be estimated and approached by considering coverage of the
predefined ODD via the analyzed scenarios. To that end, the scenarios can be defined in ac-
cordance with the requirements in the standard UL 4600 [113] and the concept of nominal
scenarios in the regulation EU 2022/1426 [27].
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Bias via human factors. Expert knowledge plays a dominant role in the final step of SHFA,
which is to elicit environmental causes for previously identified hazardous maneuvers. On
the one hand, we regard the involvement of expert knowledge as a necessary strategy for
systematically, comprehensively, and efficiently analyzing the environmental influences for a
complicated ADS. On the other hand, the expert analysis for associating scenario elements
with specific system insufficiencies is still presented qualitatively in the current SHFA method.
In further development of the SHFA, the expert analysis could be assisted and quantified with
statistical methods and correlation models (e.g., the implementation of a Bayesian network by

Adee et al. [2]).
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In order to examine the applicability of the SHFA method introduced in Chapter |5/and to es-
tablish the first catalog of difficult environmental conditions, four workshops were conducted
with 16 domain experts, including function developers and testing engineers in the field of au-
tomated driving. As a result, 122 difficult environmental conditions were elicited and further
analyzed. In this chapter, we provide an overview of the workshop organization and implemen-
tation. Besides, we present the expert feedback from the workshops along with corresponding
reflections as a qualitative evaluation of the SHFA method. Finally, we discuss the findings
from the analysis of the elicitation, including the formalization, clustering, and distribution of
the identified difficult environmental conditions.

6.1. Workshop Design and Implementation

This section outlines the design and implementation of the expert workshops. The workshop
process is described across three key dimensions, namely working material, workshop schedule
and participants, and actual method implementation and refinement.

Working Material. As the SHFA method takes driving scenarios as input to start the anal-
ysis of potential hazards, the major working material for the workshops is a set of scenarios.
Considering that the main purposes of conducting the workshops are to practically evaluate the
SHFA method and to accumulate an initial set of potential difficult environmental conditions,
we select scenarios with a certain level of complexity (to increase the likelihood of identify-
ing difficult environmental conditions), but do not aim at defining a complete set of scenarios
(which would aim for comprehensive identification). Thus, the selected scenarios meet two
qualitative criteria for complexity: First, there should be at least one object interacting with
the ego vehicle. Second, the ego vehicle should exhibit at least two behaviors over time. Prin-
cipally, scenarios can be synthesized from scratch to fulfill these two criteria. For efficiency, we
selected ten scenarios directly from 192 min of video recordings of a manual drive according to
the depicted criteria. The video data was captured from the ego vehicle’s perspective in urban
traffic in Hamburg, Germany.

Workshop Schedule and Participants. The four workshops were conducted over the
course of six weeks, with each workshop planned for 2.5h. A diverse group of ADS func-
tion developers (FD) and system testing experts (TE) was invited as participants. The function
expertise of the developers included, but was not limited to, perception and planning algo-
rithms, machine learning, sensor integration, and localization. The testing experts specialized
in functional safety, simulation, and scenario-based testing. Of all the experts, only Expert #1,

"This chapter is partly based on [Paper III and therefore contains verbatim content previously published
(©2024 Springer Nature).
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#6, and #10 had prior knowledge of the SHFA method before attending the workshops, due
to previous discussions. In addition to the expert participants, one moderator was assigned
to provide an introduction, offer necessary guidance, and manage time during the workshop.
The allocation of experts to workshops, workshop dates, analyzed scenarios, and the num-
ber of difficult environmental conditions identified are listed in Table A general agenda

Table 6.1.: Workshop Overview

WS-ID Participants & Background Date Scenarios Ident. amount

Expert 1 TE

1 Expert 2 TE 28.07.22 #1,#2,#17 31
Expert 3 TE
Expert 4 FD

2 Expert 5 FD 12.08.22 #25,#10,#11 26
Expert 6 FD
Expert 7 TE

3 Expert 8 D 25.08.22 #21, 47,427 42
Expert 9 FD
Expert 10 FD
Expert 11 FD
Expert 12 FD #16

4 Expert 13 FD 08.09.22 N ‘ 20 + 43
Expert 14 TE Scenario-agnostic
Expert 15 TE analysis
Expert 16 TE

is planned for the workshops, including sessions for introduction, joint analysis, independent
analysis, and feedback. In the introduction session, the moderator briefly introduced the goal,
research background, and the SHFA method. Then, during the joint analysis, experts learned
to use the method in practice by analyzing the first scenario together, with guidance from the
moderator. The independent analysis starts from the second scenario onward. Experts were
expected to use the method almost independently with minimal or no guidance. The moder-
ator was available to answer questions and provide explanations if necessary. At the end, the
workshops concluded with a feedback session, during which the expert participants provided
their feedback on the organization, the method, suggestions, and any open questions. Feedback
from a workshop was used to refine the method for the next workshop. In Workshop #4, an
additional session for scenario-agnostic analysis was designed to let experts identify difficult
environmental conditions merely based on the heuristic matrix without any scenario context,
as a contrast experiment to the application of SHFA.

Actual Implementation and Method Refinement. Although all workshops applied the
same SHFA framework with its steps, the actual execution varied slightly across each work-
shop. These differences can be summarized into two aspects: the scope of the implementation
and the refinement of the method. Regarding the scope of implementation, in Workshops
#1, #2, and #3, the moderator prepared and explained the modeled scenarios, allowing the ex-
perts to directly begin with hazardous maneuver identification (SHFA step two). In contrast, in
Workshop #4, experts were guided to learn and independently perform all SHFA steps, starting
from scenario modeling (SHFA step one). The primary goal of this change was to assess the
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applicability of all steps of the method. The SHFA method was refined based on the issues iden-
tified during the workshops. One key refinement addressed hazardous maneuver identification
(SHFA step two). We observed a lack of structure when experts derived hazardous maneuvers
from intended maneuvers using guide words. To address this, we developed a look-up table
to explicitly interpret the guide words and define their possible combinations with maneu-
vers. Another refinement focused on difficult environmental condition identification (SHFA
step three). We created a heuristic matrix for each hazardous maneuver and adopted a more
detailed function decomposition compared to earlier workshops, increasing the likelihood of
identifying more specific difficult environmental conditions. Experts were instructed to follow
the column order in the matrix, which helped structure the identification process more rigor-
ously and reduce the chances of overlooking potential difficult environmental conditions. The
details of these changes are summarized in Table

Table 6.2.: Method Refinements between Workshops: difficult environmental condition (DEC)

SHFA step
WS
S1: Scenario Modelling S2: Hazardous Maneuver Ident. S3: DEC Ident.
1 Experts combined intended
Th . delled i maneuvers and guide words to Experts identified difficult
2 € scenario was modelled I djrectly derive hazardous maneuvers |  environmental conditions for

advance for experts, including
—— scenario element assortment and
ego intended maneuver

based on their own interpretations | each hazardous behavior with a

Possible combinations of guide words link to the general three-layer

3 identification and %ntended maneuver were function alrchitecture: sense,
provided, the experts selected plan, or act
hazardous combinations
Experts filled difficult
Experts decomposed ego . environmental conditions in a
. Experts used a look-up table to derive - .
intended maneuvers based on the . prepared heuristic matrix for
4 . unintended maneuvers and then .
provided maneuver each hazardous behavior,
select hazardous maneuvers S .
taxonomy [[45]] considering five function

levels [5]]

Due to the iterative refinement of the SHFA method, the level of detail and the applica-
tion rules increased from one workshop to the next. As a result, the actual time spent on the
sessions deviated somewhat from the initial plan. In particular, in workshop #4, the method
was developed to be the most informative and the final version, thereby the experts were also
required to perform more sub-procedures independently. As a result, the time required for
learning the method during the joint scenario analysis increased significantly, surpassing the
scheduled time. The time planned for each agenda point is listed in Table

Table 6.3.: Planned Workshop Agenda

Independent Scenario-
WS-1ID Introduction Joint Analysis penc agnostic Feedback
Analysis .
Analysis
1-3 15 min 30 min 95 min - 10 min
4 15 min 40 min 60 min 20 min 15 min
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6.2. Evaluations and Findings

Feedback and suggestions from experts were collected at the end of each workshop to qual-
itatively evaluate the method. Besides, the identified difficult environmental conditions are
analyzed for uncovering their possible clustering and revealing their distributions. These two
artifacts from the workshop are discussed in the following sections.

6.2.1. Expert Feedback

Expert feedback is collected at the end of each workshop. Some feedback was directly con-
sidered and implemented in the iterative refinement of the SHFA method. The other feedback
points are listed in Table Here, we generally divide the feedback into positive aspects and
open points for future working directions of the SHFA method:

Table 6.4.: Expert Feedback

ID | WS-ID | Expert-ID Feedback
1 1 3 “Systematic process makes it easy to follow the same routine for every scenario”
2 1 3 “Very valuable to do this kind of brainstorming for corner case scenarios”
3 1 3 “Sometimes difficult to decide when we are “done” with a scenario”
1 9 6 "Hazardous behavior mapping is difficult for some very fundamental/upstream functions,
like localization”
5 5 7 “More concrete function information is needed to make the identification of difficult

environmental condition easier”
6 4 11 "Method was clear and easy to apply”

“Since the “severity” of some trigger conditions is dependent on the system design, some

assumptions on the system to look at may be helpful”
“Since we do a bottom-up approach to infer trigger conditions, I fear that a lot of effort is
required to do this for many sequences. We already saw that many trigger conditions are
8 4 11 shared by many scenarios (which all have to be evaluated for a systematic approach), I
wonder how good the “efficiency” in terms of the effort to list everything to the number of
final "concluded’ list of difficult environmental conditions is”

“The workshop material was very well-prepared, and the moderator went through the tasks

9 4 12 . »
very consistently
10 4 12 “The method appears very complicated for analyzing a simple situation.” Big overhead
until difficult environmental conditions are really identified”
11 4 12 ’I liked the heuristic matrix for the open brainstorming”
12 4 12 “Preferably, I would have liked to start with the brainstorming from the end and then go on

to narrow down the thinking with the provided framework”
13 4 13 “Goal is clear, maybe a separate meeting for preparation in order to accelerate the work”
“More time and concentration are required for the identification of the difficult

14 4 13 . ce
environmental conditions
15 4 14 “Guidance in a separate preparation meeting?”
"With my current background, the introduction was good/enough. For even increasing

16 4 15 efficiency, I would suggest doing some kind of introduction meeting (about 30 minutes) in

order to explain everything”
17 4 15 "Method is systematic in every step”
18 4 16 “This is a good method to also include and identify the behavior-related difficult

environmental conditions”
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Positive aspects. Despite the limited workshop duration (2.5 h) and the fact that most par-
ticipants had no prior knowledge of the SHFA method, all experts were able to understand
the method with brief guidance during the workshops and apply it to identify difficult envi-
ronmental conditions from the given scenarios. Specifically, some experts explicitly mentioned
that the method was clearly introduced, easy to apply, systematic, and repeatable for analyzing
diverse scenarios [Feedback 1, 6, 17]. The workshop material and guidance were considered
helpful for the process [Feedback 9]. The heuristic matrix used in the step of eliciting difficult
environmental conditions was seen as constructive for brainstorming [Feedback 11]. Addi-
tionally, some experts acknowledged that the method can effectively support the identification
of behavior-related difficult environmental conditions [Feedback 18], as it requires experts to
consider whether the specific behavior of each scenario element could trigger the initial func-
tional insufficiency during the exploration process. Furthermore, the method was regarded as
a potential approach to identify corner cases [Feedback 2].

Open points and future directions. Expert feedback also indicated that the application ef-
ficiency during the workshops was limited. On one hand, a significant amount of prior knowl-
edge (e.g., ADS safety-related terms and the scenario and function layer models) is required
to conduct the method, and the method itself introduces several new concepts (e.g., maneuver
transitions and the look-up table). On the other hand, the workshop schedule of only 2.5 hours
for both learning and applying the method was very limited. As a result, several experts recom-
mended conducting a separate training session beforehand to properly introduce the method
and the necessary background knowledge [Feedback 12, 13, 14, 15]. We agree with this rec-
ommendation and suggest that Step #3, Eliciting Difficult Environmental Conditions, should
primarily be conducted by function developers, while the preparatory procedures should be
handled by safety engineers.

Some experts also noted that the scenario analysis procedures before the final identifica-
tion of difficult environmental conditions created significant overhead, while difficult envi-
ronmental conditions could be repeatedly identified from different scenarios, leading to low
identification efficiency [Feedback 8, 10]. Our interpretation of this feedback is twofold: First,
difficult environmental conditions originate from scenarios, and their identification requires
the scenario context. The method aims to structure this scenario context analysis and make it
traceable, which inevitably creates the necessary overhead. However, due to the very limited
time and the experts’ understanding of the workshop’s goal to identify difficult environmen-
tal conditions, the overhead is perceived as greater than it truly is. Second, we believe it is
unavoidable that different scenarios may share the same potential difficult environmental con-
ditions. Thus, repeated efforts are not fundamentally avoidable within the method. Still, certain
procedures in the SHFA method could be automated to accelerate the analysis (e.g., when the
scenarios are presented as driving data, maneuver recognition can be automatically extracted
using classification algorithms, as seen in [45] [[77]). Furthermore, the repetition of specific
difficult environmental conditions can be treated as an exposure index and used to prioritize
them for testing.

During the workshops, we used the general functional decomposition model [[3] instead of a
concrete ADS as a reference for the final elicitation step to prevent limiting experts to analyzing
overly specific functions. However, some experts reported difficulties in mapping hazardous
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Type EF1 ATTR1 BHV INTR EF2 ATTR2 TSC SL Funct. Insuf.
[Scenario#7] Quote: Back of truck is not covered
leadi
I Truck B, T 4 object detection

open rear

[Scenario#9] Quote: ego vehicle encounters other vehicles from the negated bus lane unexpectedly

HD hav.
I Van stops on negated 4 ma}p, .be av
bus lane prediction
[Scenario#9] Quote: oncoming vehicles that overtake
Il Vehicle oncoming overtakes vehicle standing via ego lane 4 behav. prediction

Figure 6.1.: Workshop scenarios & exemplary difficult environmental conditions standardized based on original
records by experts (EF: environment factor, AT TR: attribute, BHV: behavior, INTR: interaction, TSC: temporospatial
context, SL: scenario layer) (©2024 Springer Nature)

behaviors to functions and identifying difficult environmental conditions with such a generic
system model [Feedback 4, 5, 7]. Therefore, when using the SHFA method to identify difficult
environmental conditions for a specific ADS, where the system’s specification, implementation,
and architecture are available, it is recommended to use concrete functions for the analysis.

6.2.2. Findings

As a result of the four workshops, 122 difficult environmental conditions were identified, and
the full catalog can be found in Appendix|A| These identifications were first formalized accord-
ing to the methodology proposed in Chapter 4, An exemplary collection of formalized results
is presented in Figure

Clustering. Out of the 122 difficult environmental conditions identified, only 15 (~ 12%)
are shared across multiple scenarios. This indicates that most of the difficult environmental
conditions identified using SHFA are scenario-specific, highlighting the effectiveness of the
systematic decomposition and analysis of the scenarios. However, this also suggests that not
every scenario leads to unique difficult environmental conditions, implying the possibility of a
saturation effect. In fact, saturation was observed at a more abstract level, as we were able to
group the large number of identified difficult environmental conditions into just eight clusters
that recur across scenarios (see Figure [6.2b):
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#1 Ambiguity of traffic guidance , e.g., Yellow lane marking remnant

#2 Road user behavior , e.g., Front truck deploys loading dock on the road

#3 Feature/status of object , e.g., Parking vehicle on roadside with open door
#4 Road condition , e.g., Slippery road

#b Fixed roadside structure , e.g., Bare trees in autumn

#6 V2X Connectivity , e.g., Unstable mobile network

#7 Atmosphere , e.g., Vehicle emission

#8 Occlusion , e.g., Roadwork barrier partially occludes crossing pedestrian

Identifying similar aspects among different difficult environmental conditions and clustering
them accordingly helps to gain a better understanding of the open world. This approach can
further support the elicitation of additional difficult environmental conditions related to the
clusters. On the other hand, to uncover the saturation effects at the individual level, namely
showing the convergence trend in identifying new concrete difficult environmental conditions,
a larger-scale analysis involving more scenarios is necessary.

Relation to system components and scenario layers. Due to procedures in the SHFA
method, the identified difficult environmental conditions are naturally related to scenario lay-
ers and function components. E.g., Front vehicle halts on the lane with hazard flasher on is
identified from the dynamic object layer [97], as experts confirmed that it might cause incor-
rect situational understanding by the planning components. We use these relations to compute
and visualize distributions of identified difficult environmental conditions among the ten sce-
narios. As shown in Figure the majority of difficult environmental conditions are related
to sensing components. Only the analysis of Scenario #4 and #9 results in equally many difficult
environmental conditions for sense and plan. Most difficult environmental conditions pertain
to scenario layer 3 (temporary modifications of road and of traffic guidance objects) and 4 (dy-
namic objects and behaviors). The least discovered is scenario layer 6 (digital information).

The distributions of difficult environmental conditions for each scenario (cf. Figure
and the overall distribution (cf. Figure and Figure reveal several findings: On the
one hand, the amount of difficult environmental conditions decreases along the sense-plan-act
chain. A possible reason is that functions are composed sequentially. Unintended behavior, e.g.,
in the planning component, can be caused by functional insufficiencies in the sensing compo-
nents. This impedes identifying difficult environmental conditions for actuators, assuming that
a correct action command was generated by the planning component. To investigate whether
there really exist much more difficult environmental conditions related to certain components,
a larger scale of experiments is needed. On the other hand, the most difficult environmental
conditions pertain to dynamic objects (L4) and temporary changes of the infrastructure (L3).
This could be due to the background of experts or indicate that the phenomena in these lay-
ers make automated driving difficult, as they require a robust perception and common sense
reasoning beyond current traffic rules.
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7. Data-driven Reconstruction of
Disengagement Scenarios’

Knowledge-driven methods, such as the SHFA approach introduced in the previous chapter,
play a vital role in comprehensively identifying difficult environmental conditions and cor-
responding critical scenarios. However, such methods inherently rely on experts and may
be influenced by individual perspectives or experience. To compensate for the potential hu-
man bias, this chapter introduces a data-driven approach aimed at identifying critical scenarios
based on real-world operational data. Specifically, an automated pipeline has been developed to
reconstruct scenarios from automated vehicle disengagement events. This pipeline processes
perception-generated object lists from test drives and transforms them into parameterized and
directly testable scenarios. The remainder of this chapter details the concept, design, and im-
plementation of the pipeline, highlighting its contribution to enhancing the completeness and
objectivity of scenario-based safety verification.

7.1. Challenges and Case Study

In 2019, the Volkswagen group deployed a fleet of automated vehicle prototypes in the city of
Hamburg to conduct real-world road tests. The large number of driving hours have also cap-
tured the disengagement scenarios, where the automated driving system has failed to properly
react to the traffic and the safety driver had to take over. Numerous urban driving data with
environment perception measurements are collected during this campaign, serving as a foun-
dation for a data-driven scenario elicitation.

However, there exist two main challenges to directly extract scenarios from perception mea-
surements. On the one hand, the original measurement data represents an environment model
reproduced by the perception component, which can deviate from reality due to various per-
ception errors. Simply copying the content in the data without handling these errors can lead
to unintended scenarios. On the other hand, the data usually contain too much irrelevant in-
formation, such as objects detected from a great distance without any interaction with the ego
vehicle. Including too many irrelevant objects in the test scenarios firstly results in unneces-
sary data preprocessing effort for handling the perception errors. Secondly, the correspond-
ingly generated scenarios require more computation power and time for the simulation. Also,
it increases the difficulty in debugging the driving functions for investigating the causes of the
disengagements.

"This chapter is based on and therefore contains verbatim content previously published (©2023
IEEE).
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To enable an intuitive understanding of the problems in the data and the goal of the scenario
reconstruction, a disengagement scenario is illustrated as a case study. The disengagement
scenario happened at an urban junction area with four ways. The ego vehicle approached the
junction and intended to perform an unprotected left turn when the relevant traffic light was
green. While the ego vehicle was turning left, approaching a crosswalk, a cyclist was crossing
the crosswalk, and another vehicle was following the ego vehicle. Principally, the ego vehicle
should have decelerated, yielded for the cyclist, then continued the left turn maneuver. How-
ever, the system failed to perform the intended deceleration and yielding in spite of the correct
detection of the cyclist. So the safety driver manually disengaged the automated driving system
to take over the control. One snapshot of a disengagement snippet is selected to demonstrate
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Figure 7.1.: Visualization of original and revised objects in the disengagement scenario unprotected left turn (©2023
IEEE)

the scenario as can be seen from Figure Although many other traffic participants can be
observed from the three views of camera images in Figure the objects that are
relevant for the driving tasks of the ego vehicle according to the German traffic rules are only
the Cyclist 1 crossing the crosswalk on the left and the Cyclist 3 crossing from the right and
later merging into the same lane of the ego vehicle. Additionally, the follower Vehicle 2 should
be deemed relevant for the testing, as it is a necessary condition for a rear collision. Ideally,
the reconstructed scenario should only include these three objects with their correct features
and trajectories as exhibited in Figure However, as can be seen from the visualization in
Figure other irrelevant objects are also part of the detections.

Besides, in the close range of the ego vehicle, objects with implausible features (e.g., a huge
cyclist on the upper right area), false positives (e.g., the unrealistically tiny car), and false neg-
atives (e.g., missing pedestrians on the sidewalk on the left of the ego vehicle) are observable.
Although the relevant objects were not prone to such errors in this exemplar scenario, these
errors are commonly found in perception measurements and can be relevant for other scenar-
ios. For the convenience of the discussion later, we categorize and define the major perception
errors as follows:
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1. True positive inaccuracies refer to the erroneously perceived attributes of existing
surrounding objects.

2. False positives are the perceived objects without any reference to reality.

3. False negatives refer to completely or partially not perceived surrounding objects.

7.2. Scenario Reconstruction Pipeline

Based on the problems in the data as explained in the previous section, an automatic scenario
reconstruction pipeline is designed as shown in Figure|7.2| The input of the pipeline is the origi-
nal object list of each disengagement snippet, and the output is an OpenSCENARIO description
of the reconstructed scenario.
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Figure 7.2.: An overview of data-based scenario reconstruction (©2023 IEEE)

The pipeline at first restores a subset of movable objects from the original object list gen-
erated by the online perception component. The restoration consists of three phases: firstly,
the true positive inaccuracies are systematically handled for all objects of the input object list.
Secondly, the objects deemed as irrelevant for the driving task of the ego vehicle are filtered
out. Subsequently, in the scope of remaining relevant objects, false positives and objects sub-
ject to false negatives are detected and accordingly taken care of. At that point, a revised object
list with all relevant objects and their plausible attributes is available. Afterwards, the pipeline
generates a virtual scenario description, i.e., an OSC file, following the OpenSCENARIO stan-
dard based on the revised object list in conjunction with an OpenDRIVE file. Consequently,
the OSC file comprises the inherent features and the trajectories of all scenario-relevant objects
and the corresponding road network. The original ego vehicle is not part of the OSC file. To
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automize the generation of OpenSCENARIO files, we utilize the open-source Python package
scenariogeneration [6]. When it comes to e.g., regression testing with the generated scenario
set-ups, a virtual system-under-test should be inserted to process the initial pose and velocity
of the ego vehicle.

In the following, the three phases of dynamic objects restoration are introduced in detail.

7.2.1. True Positive Inaccuracy Revision

True positive inaccuracies can be observed in measurements of dynamic attributes like object
pose and inherent attributes like classification. While the anomalies and glitches in continuous
kinematic attributes can be relatively easily handled by smoothing techniques (e.g., Savitzky-
Golay filter [? ]), the falsified inherent attributes including object classifications and dimension
parameters length and width are more critical, since they can significantly influence the predic-
tion regarding object behaviors and the estimation of drivable space by the virtual controller
in the test scenarios. Usually, an online perception component generates and continuously
corrects assumptions about object classifications and dimensions in real time. Therefore, in
the data, one object is sometimes registered with multiple different or incorrect classification
assumptions and continuously changing measurements of its length and width over time. Nev-
ertheless, for re-simulating the scenarios presented in the data, each scenario object ought to
have a set of unchanged and plausible dimension parameters and a correct classification. For
generating object dimension references, the most trustworthy assumptions are identified by
determining the best measurement conditions. For instance, when a vehicle drives closely in
parallel to the ego vehicle without another object between them, it constitutes the optimal
condition for measuring the length of the vehicle. Therefore, the length assumption from this
moment is taken to calculate a length reference. Each data snapshot with the states of the
ego vehicle and perceived objects at each timestamp corresponds to an individual measure-
ment condition. The conditions are quantified based on the projection angle 6 (an acute angle
spanned by the object heading vector and the path between the ego position and the object
position), the distance d between the target object and the ego vehicle, and the occlusion pro-
portion by another object ¢ as Syp(6), Sq(d), and S5(9), respectively. An overall confidence
score of S, considering these three aspects is calculated by a weighted sum of these three pa-
rameters:

S =w- 59(9) + wy - Sd(d) + wg - 55(5) (7.1)

wy + w2 +w3 =1 (7.2)

Finally, the conditions with the confidence scores over a pre-defined threshold are selected
to calculate an average value as the dimension reference. Object classification references are
deduced with a rule-based decision tree, which utilizes object velocities, calculated dimension
references, and positions related to the infrastructure as classification criteria. The detailed
solution is provided in our previous work [83]].
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7.2.2. Relevant Object Selection

The online perception component registers all detected movable objects within the detection
range into the object list. In the ideal case (no occlusion, good weather, and illumination condi-
tion), the detection range is decided by the field of view of the adopted sensors. For instance, a
1550 nm band LiDAR sensor can range over 200 m [117]], and thus objects could be potentially
already detected at that range. However, not all objects in such a wide range are relevant for
the driving task of the ego vehicle. Figure|[7.3|illustrates this problem with a scenario based on
a data snippet.

(a) Front Camera (b) Object Visualization

Figure 7.3.: Relevant and less relevant traffic participants: The leading vehicle with an activated turn indicator
performs a slow Right Turn maneuver. The ego vehicle is required to either decelerate and wait for the leading
vehicle to finish its turn maneuver or change to the left lane. The relevant objects for this scenario are highlighted.
(©2023 IEEE)

For systematically selecting relevant objects, we adapt the concept of relevant areas proposed
by Philipp et al. [82]. Firstly, the driving task of the ego vehicle in a disengagement snippet
is depicted using its performed infrastructure-related maneuvers, which are identified from its
kinematic measurements and an HD map with road network information. The considered in-
frastructure maneuvers include Follow Lane, Lane Change, Approach Junction, Cross Junction,
Turn Left, Turn Right, U-Turn, Approach Crosswalk and Cross Crosswalk. The maneuver taxon-
omy and the manner of their automatic identification from measurement data are provided by
Hartjen et al. [44]).

Then, for each identified ego vehicle maneuver, according to the position of the ego vehicle
in the HD map in conjunction with traffic rules, the lanes and directions that should be paid
attention to for a safe operation are determined. While this is conceptually still aligned with
the work by Philipp et al. [82]], the following steps differ significantly:

a. Iterating objects inside relevant areas: Philipp et al. calculate a distance threshold
for each lane and direction by assuming the worst-case scenario with hypothesized objects, re-
sulting in areas that are independent of the actual surrounding objects. For instance, a distant,
slowly moving vehicle inside such a relevant area under worst-case assumptions might actu-
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ally have no impact on the decisions of the ego vehicle and therefore should not be considered
for the scenario reconstruction. Since we have the object list generated by a perception compo-
nent, we directly iterate over the objects within the relevant lanes and then determine whether
they are actually relevant based on their velocity and distance along their prospective lanes.
Considering the object’s current velocity and a maximum plausible acceleration according to
their classification, which is determined in[7.2.1} a braking distance dp; 4. is calculated[82] [100].
Objects are considered relevant when the following condition is fulfilled:

dactual < dbrak:e (7-3)

dactual 1 the distance along the lanes to either the ego-vehicle or the point of intersecting paths.

b. Considering hazard-relevant objects: Philipp et al. do not consider the direct follower
of the ego vehicle as perception-relevant, since according to German traffic rules, one is not
obliged to pay special attention to the direct follower. However, in scenario-based testing,
the following vehicle is important because it can lead to rear collisions caused by hazardous
behavior of the ego vehicle (e.g., abrupt braking), removing which can lead to not exposing
some rear collision hazards. Therefore, we always regard the direct follower of the ego vehicle
as scenario-relevant.

7.2.3. False Positive and False Negative Revision

The relevant object selection algorithm is neither influenced by false positives nor false neg-
atives in the data. On the contrary, after irrelevant objects are filtered out from the object
list, some false positives and some objects subject to false negatives are already removed, and
therefore the revision effort is reduced. Thus, the corresponding revision is arranged after the
relevancy filtering procedure.

a. Remove false positives: Since false positive objects have no reference in reality, they
should also not be included in the test scenarios. Depending on the adopted perception com-
ponent, both the causes and the features of false positives can be diverse. Principally, a purely
data-driven method, e.g., a decision tree can be a suitable solution for deriving the features and
corresponding thresholds of false positives, if the sample capacity is sufficiently high. In our
case, the amount of false positives in the investigated data is not sufficient for such approaches.
Therefore, a rule-based method is applied instead.

Firstly, qualitative features of typical false positives based on the adopted perception com-
ponent are summarized by experts as follows:

1. Unreasonably short lifetime

2. Unreasonable velocity profile (e.g., drastic changes)
3. Active or passive crashing behavior

4. Small objects with undetermined classification

Then, we conduct a data analysis using a dataset with accumulated false positives to determine
quantitative threshold values for each feature. One object is regarded as a false positive if one
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Figure 7.4.: Phantom object features (first / last timestamp ¢+ / ¢+, set of all velocity changes V, mean velocity on
roadside ¥, dimension references w, [, h [83]]) (©2023 IEEE)

or multiple features are observed from its states. The more detailed and quantitative features
for identifying phantom objects are demonstrated in Figure

b. Revise false negatives: Some relevant objects can be completely missed or partially
untracked due to adverse perception condition. Consequently, corresponding objects just ap-
pearing or disappearing suddenly in the scope of the scenario. In general, such unrealistic
behavior should not be described in a virtual test scenario. Additionally, false negatives can
be a long-term issue when it comes to clustering or selecting scenarios by certain criteria. For
instance, if an oncoming object is detected as two temporally independent oncoming objects,
while the ego vehicle is performing a left turn, the scenario should actually be categorized as
one oncoming vehicle during the ego vehicle’s left turn, but it would fall into e.g., multiple oncom-
ing vehicles during the ego vehicle’s left turn. Ideally, all false negatives should be taken care of.
But as there is no clue to recover completely overlooked objects only based on the detection
result, we limit our focus to partially missed objects.

Partially missed objects present three basic problematic fashions, namely being detected too
late, disappearing too early, and disappearing for a while and appearing again with new IDs,
which are named as Late Detection, Early Disappearance and Multi-ID Problem in the following.
On the one hand, one object can be subject to one or multiple of these problems. If multiple
problems are observed in one object, it is important to handle the problems in a reasonable
order. On the other hand, multiple objects in one scenario can be prone to false negatives at
the same time. Two independent problematic objects shall not be merged after the revision.

To tackle these problems, firstly, the relevant problematic objects and their exhibited type
of false negative problems should be identified. Accordingly, a dataset with accumulated false
negatives is analyzed to derive the detection criteria.
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Assuming a test scenario begins at . and ends at t¢.. An object O has a late detection
problem, when the time of its first detection ¢’ fulfills:

0> tb, (7.4)
An object has an early disappearance problem when the time of its last detection ¢ fulfills:
te <, (7.5)

If the timing t and position p of the early disappearance of an object O; are close to those of
the late appearance of another object O;, and their relation fulfills:

0<th—t8<e (7.6)

d(pf,p}) < ¢ (7.7)

then O; and O; are identified as the same object subject to the multi-ID problem.

For objects only subject to late detection or early disappearance issues, we simply extend
their trajectories based on their initial velocity v® or final velocity v¢ along the lanes where
they appear or disappear accordingly. Let the length of the backwards extension for a too-late-
detected object be Lyqck, then:

Lback = Ub : (tb - tgc)~ (7.8)

and let the length of the forwards extension for a too early disappearing object be L ,,., then:
Ljorw = v° - (15, — 1°). (7.9)

Considering vulnerable road users on the roadside being subject to this problem, we force
them to stay stationary when their trajectories and kinematic features are missing, and the
existing trajectory with the corresponding object velocity v remains untouched. Namely, the
object velocity should fulfill:

0, t <t
0, t > t° e[t o]

v(t), otherwise.

v(t) =

For objects with a multi-ID problem, the IDs of the objects are aligned with the object that
appears earlier. The missing trajectory between ¢§ and pg is recovered by interpolating position
and velocity values along the lane. Specifically, if one object is identified to have both multi-ID
and early disappearance or late detection problems, the multi-ID problems should be handled
first.

After the revision, the extended trajectories and corresponding kinematic features can devi-
ate from reality. Nevertheless, such deviations are unlikely to influence the decisions of the ego
vehicle in the simulation significantly, since during the time of these extensions, those objects
are mostly not yet relevant for the ego vehicle.
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7.3. Experiment and Evaluation

The methods explained in the previous section are applied to the experiment datasets, and the
produced scenarios are used for evaluating the performance of the implemented pipeline.

Experiment set-ups. The data for the experiment originates from multiple automated test
drives collected by an automated driving prototype fleet from Volkswagen Group in downtown
area of Hamburg, Germany. During these test drives, the online perception components mod-
eled the dynamic surroundings and recorded them as timestamped object lists. Each timestamp
corresponds to a scene, containing a snapshot of the ego vehicle and perceived surrounding
objects with their real-time attributes. Table illustrates the attributes that are necessary
for the development. Besides, videos are recorded during the test drives for investigating the
perception ground truth. Additionally, an HD map is used for an overall description of the
road network, the online localization of the ego vehicle, and the lane matching of detected ob-
jects. An OpenDRIVE file corresponding to the location of the test drives is also available and
can be used for road network description in virtual scenario testing. With such data resource

Table 7.1.: Relevant object attributes in the adopted dataset (©2023 IEEE)

Attribute Unit Content

D - 6-digit ID of the detected object

Global easting m Object position in UTM coordinates

Global northing m Object position in UTM coordinates

Global height m Object position in UTM coordinates

Yaw rad Object heading in the ego coordinates

Vg ms™'  x-component of obj. velocity in the ego coordinates
Uy ms™  y-component of obj. velocity in the ego coordinates
Lane ID - Object position matched lane ID in the HD map
Length m Object length

Width m Object width

Height m Object height

Class - Object classification

availability, we focus on reconstructing the dynamic part of test scenarios based on the object
lists and the HD map, while the static road network is introduced by directly importing the
OpenDRIVE file.

Aswe aim at reconstructing disengagement scenarios, the disengagement moments are iden-
tified from the test drives by detecting the switching of driving modes. Then, disengagement
snippets are obtained by extending 5 s backwards and forwards from the disengagement mo-
ments. In total, 146 disengagement snippets are collected. Among all, 137 disengagement
snippets are utilized for developing and implementing the concepts, while the rest 10 snippets
are used for validation. Because the amount of false positives and false negatives in the disen-
gagement snippets is limited, two additional sets of driving snippets without disengagements
but containing more false positives and negatives are prepared for development purposes. In
summary, the experiment datasets comprise 3 development datasets Ds., Dy, and Dy, and
one validation dataset Vs.. An overview of these datasets is provided in Table
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Table 7.2.: Overview of development and validation datasets (©2023 IEEE)

Dataset Content

Dse 137 disengagement snippets, 10 s each

Dyp  accumulative data snippets with 142 FP objects
Dysn  accumulative data snippets with 194 FN objects
Vse 10 disengagement snippets, 10 s each

Evaluation. For qualitatively and intuitively illustrating the performance of the scenario
reconstruction pipeline, we reuse the disengagement snippet from Section [8.3] These percep-
tion errors and irrelevant objects are cleaned up, which result in more plausible features and a
reduced number of objects in the scene. An OpenSCENARIO file is generated to describe the
revised object list and is imported into a simulator called esmini [64] to visualize the virtual
test scenario in Figure It can be seen that the simulation is aligned with the revised sce-
nario except for the ego vehicle, since no controller is placed into the test scenario yet. Apart
from the case study, 4 more representative disengagements and their corresponding simulated
scenarios are presented in Table

Figure 7.5.: Simulation of our case study scenario with esmini (©2023 IEEE)

Since it is challenging to quantitatively assess the overall performance of the pipeline, we
analyze the performance of the sub-functions within the pipeline instead to indirectly reflect
the pipeline’s correct functioning. Therefore, the automatically selected and revised objects in
the reconstructed scenarios are compared with the manually annotated ground truth labels for
scenario-relevant objects, false positives, and objects subject to false negatives in the validation
dataset Vs.. Referring to the concept of completeness by Topan et al. [109]], the perception result
should at least include all safety-critical objects. We adopt the same criterion for selecting
relevant objects. Therefore, it is intended that at least all annotated relevant objects are selected.
Regarding false positives, the criterion soundness is targeted, namely, all removed objects
should correspond to annotated false positives. Besides, for false negatives, we validate the
successful extension of the trajectories of all objects with early disappearance and late detection
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problem and ensure that objects with multi-ID problems are revised to have consistent IDs
without forcing independent objects into one object. Table 7.3/ provides the results of relevant
object selection, false positive revision and false negative revision against the corresponding
number of ground truth labels as well as the number of objects in the scenarios before and after
the pipeline processing.

Table 7.3.: Quantitative evaluation based on V. (©2023 IEEE)

‘ Relevant Objects False Positives False Negatives Obj. No.

‘ Precision Recall Precision Recall Precision Recall Orig. Rev.
1 123 4
2 = = 39 5
3 = = 108
4 = = 105 11
5 = = 126
6 = = 137
7 = = 65 6
8 = = 140
9 = = 148 11
10 = = 163

7.4. Limitations and Discussions

According to the previous section, the automated pipeline exhibits sufficient performance for
filtering irrelevant objects and repairing several major perception errors in the remaining rel-
evant objects. However, limitations regarding the following aspects should be put into notice:

Handling clueless perception errors. To identify phantom objects or correct wrong at-
tributes of existing objects in the object list, sufficient evidence and some correct measurements
need to be available in the data. If an existing object is not detected or is always perceived to
have wrong measurements, there is no way to fix the error merely based on the object list.
Therefore, if such objects cause the disengagement, the pipeline cannot generate the correct
critical scenarios to reveal the reality. For example, the completely undetected objects are not
a part of the output scenario, which makes the scenario different from the original disengage-
ment scenario and should not be used in the regression test.

Other possible reasons for disengagement. Disengagements could be triggered by func-
tional insufficiencies and caused by electrical and electronic failures of the driving system,
crashing software or hardware, or even wrong operations by safety drivers (e.g., too early or
unnecessary intervention). Since the pipeline is only designed to support the investigation of
functional insufficiencies, disengagements caused by other factors are not the target data for
the pipeline. A preliminary disengagement selection is the precondition for using the pipeline.

Connection to difficult environmental conditions. The pipeline is designed to extract
critical scenarios, which could contain difficult environmental conditions. However, identify-
ing the causes of the disengagements or the relevant difficult environmental conditions relies
on a manual debugging process by function developers with full access to the system design.
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Table 7.4.: Four exemplary disengagements (Camera images and objects come from the online perception, while
green relevant areas are calculated offline to further identify relevant objects and finally extract the underlying
scenario.) (©2023 IEEE)

Camera Image Scene Visualization Extracted Scenario Comment

This scenario requires the ego vehicle to
perform an unprotected left turn at a 4-
way intersection with two oncoming vehi-
cles. In parallel, another vehicle is pass-
ing on the right. The extracted scenario
comprises these relevant traffic participants,
while most other objects are filtered out.

(a) Left Turn

This scenario requires the ego vehicle to per-
form a lane change to the left because of a
standing vehicle in front. At the same time,
there is an incoming vehicle from behind so
that the ego vehicle’s velocity shall not sig-
nificantly decrease. Both these vehicles are
considered in the scenario.

(b) Lane Change

This scenario requires the ego vehicle to per-
form a right turn. It is surrounded by a mo-
torbike, following vehicles and oncoming
vehicles. Moreover, a pedestrian is standing
close to the road. These objects are featured
within the scenario, while other objects and
false positives are filtered out.

(c) Right Turn

This scenario requires the ego vehicle to
keep its lane. However, a parallel vehicle is
close to intruding to the ego vehicle’s lane
because of a wide van standing at the side
of the road. These two vehicles as well as
a parked bike and an approaching vehicle
from behind are part of the scenario.

(d) Follow Lane

Still, the automated pipeline can accelerate the overall investigation of the disengagements by
re-simulating the extracted scenarios: When the extracted scenarios lead to the hazardous be-
havior avoided by the disengagement, the difficult environmental conditions are related to the
constellated situation by road users. The debugging should direct the planning components.
When the hazardous behavior does not occur in the extracted scenarios, the difficult environ-
mental conditions are related to particular objects and filtered out by the pipeline. Thus, the
investigation should focus on the difference between the original and the extracted scenarios,
and direct the perception components. Nevertheless, the re-simulation for investigating the
disengagements and the related system is not possible, as the relevant software stack used in
the field experiments for this case study was not available at the time of the pipeline develop-
ment.
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8. Injection of Difficult Environmental
Conditions into Scenarios!

Difficult environmental conditions are identified and managed as independent working arti-
facts. Ultimately, their purpose is to test a target automated driving system and expose po-
tential functional insufficiencies. A difficult environmental condition can be applicable across
various scenario contexts. Conversely, a specific scenario may also include diverse difficult
environmental conditions. Additionally, there are numerous possibilities for parameterizing a
difficult environmental condition. For example, one could vary parameters like velocity, tra-
jectory, or even dimensions (e.g., height) when considering A jaywalker. This chapter presents
a systematic approach for integrating difficult environmental conditions into test scenarios,
along with their parameterization.

8.1. From Difficult Environmental Conditions to Scenarios

As introduced in Section one can either extend a difficult environmental condition to a
scenario by selecting some ODD elements and adding on corresponding actions of objects (an
extension-based approach) or combine a difficult environmental condition with tested, hazard-
free scenarios (a combination-based approach).

While the extension-based approach is intuitive, it has a significant drawback: by attaching
scenario contexts (including ODD elements and their actions) to a target difficult environmen-
tal condition, there is a risk of introducing unknown environmental conditions. If the system
fails the test, it becomes unclear whether the failure is due to the target difficult environmental
condition or the extended context. For instance, to test the perception robustness of ADS in
rainy weather, a scenario is created where the ego vehicle follows a cyclist in the rain. If the
system fails to maintain a safe distance, it is uncertain whether the issue is caused by the rain
or the system’s inability to safely respond to cyclists in general.

The combination-based approach can mitigate this problem, which pairs difficult environ-
mental conditions with scenarios the ADS have already passed. For example, if the ADS suc-
cessfully handles the scenario of the ego vehicle following a cyclist in normal conditions, that
scenario can be used as a reference. Suppose the ADS fail the same scenario under rainy con-
ditions. In that case, it indicates that the system is not robust to rain, confirming that rainy
weather is a valid difficult environmental condition and suggesting the need for functional
modifications in the perception components.

"This chapter is based on and therefore contains verbatim content previously published (©2025
SAE).
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From an industrial development perspective, the combination-based approach is more ad-
vantageous where time, cost, traceability, and efficiency are critical. It allows for parallel de-
velopment of scenario and difficult environmental condition catalogs, whereas the extension-
based approach requires sequential development. In the latter, scenario development would be
dependent on the progress of difficult environmental conditions, potentially slowing down the
overall process. For these reasons, the combination-based approach is preferred in this thesis.

8.2. Generation of Potential Critical Scenarios

Following the combination-based approach, difficult environmental conditions are combined
with a tested, hazard-free reference scenario to derive potential critical scenarios. In this sec-
tion, we introduce a systematic method to guide the selection of suitable scenarios for the
combination process and the subsequent scenario generation.

8.2.1. Abstraction Levels and Procedures

As elaborated in Chapter |3, difficult environmental conditions are specific conditions of sce-
narios. Thus, the three abstraction levels (functional, logical, and concrete [74])) for developing
scenarios also apply for describing and parameterizing difficult environmental conditions. Our
scenario generation method starts from the functional level (cf. Figure[8.1), as depicted in the
following:

Functional level: check compatibility. Before the combination, a difficult environmental
condition and a scenario should be assured compatible to each other. To do so, we specify that
(1) a certain context required by the difficult environmental condition should be available in
the scenario to avoid a fundamental change of the scenario (defined as Compatibility Check).
An example of violating (1) would be a difficult environmental condition Front vehicle in the
neighbor lane drives on lane markings, given a scenario where the road consists of a single lane.
Adding the difficult environmental condition requires adding a new lane and thus changes the
scenario completely. To further reduce the variance of the scenario, we additionally examine
whether (2) the road users’ original behaviors and trajectories can stay unchanged despite the
inclusion of the difficult environmental condition (defined as Variance Control). Checking these
two aspects can be conducted on a semantic level. Asaresult, only compatible pairs of potential
difficult environmental conditions and scenarios will be combined to create test scenarios.

Logical level: determine relevant parameter space. Difficult environmental conditions
are decomposed into scenario elements and relevant parameters according to their linguistic
meaning. To fit into a reference scenario, parameter ranges of a difficult environmental condi-
tion are restricted by the parameter space of the reference scenario. E.g., if a difficult environ-
mental condition is a faded lane marking, the position and size of the lane marking should refer
to how they are specified in the reference scenario. On the one hand, the parameters should
be specified in a way that the difficult environmental condition is relevant for the ego vehicle.
Therefore, the parameterization of a difficult environmental condition is highly dependent on
the kinematic parameters of the ego vehicle (e.g., its velocities and the starting position) in its
corresponding reference scenario. On the other hand, to assure that the behaviors and trajec-
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Figure 8.1.: Overview of difficult environmental condition (DEC) scenarios generation (©2025 SAE)

tories of other road users in the reference scenario do not change, further restrictions to the
parameter ranges of the difficult environmental condition are considered.

Concrete level: finalize test scenarios. A concrete test scenario is generated as a variance
to the concrete reference scenario. The difficult environmental condition related parameters are
instantiated with new values, while the other parameters inherit the values from the reference
scenario. Usually, due to limited test resources, exhaustive exploration of the whole parameter
ranges is too expensive and inefficient due to possible similarities. Instead, concrete values of
difficult environmental condition parameters are sampled from a previously derived parameter
space according to certain criteria to create concrete test scenarios. For instance, the sampling
process can be conducted according to experts’ knowledge or statistical methods, and there
exist already many works in these directions, e.g., [22] [16]]. Therefore, we focus on the
white spots and introduce an approach for scenario generation on functional and logical levels
in the following.
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8.2.2. Compatibility Check & Variance Control

Difficult environmental conditions and reference scenarios are both related to several scenario
elements. The scenario elements described in a difficult environmental condition are regarded
as DEC-relevant elements. Scenario elements in the reference scenario that are not identical
to the DEC-relevant elements, are deemed as DEC-irrelevant elements. While DEC-relevant ele-
ments should be added or modified in the reference scenario for including the difficult environ-
mental condition, DEC-irrelevant elements should remain possibly unaffected for restricting
the scenario variance. Meanwhile, scenario elements can be grouped into different scenario
layers according to a model defined within the German research project PEGASUS as fol-
lowing:

L1 Road model, e.g., road geometry, topology, and surface.
Lo Traffic infrastructure, e.g., barriers and traffic signs.
L3 Temporary modification of £1 and Ls.

L4 Dynamic objects, including their static features (e.g., positions) and dynamic aspects (e.g.,
maneuvers).

L5 Environment condition, including weather, lighting, and other surrounding conditions.

Thus, a difficult environmental condition can relate to multiple scenario layers. Exemplarily,
Roadwork barrier partially occludes the crossing cyclist is related to scenario layer £3 (Roadwork)
and L4 (Crossing cyclist). The compatibility check is conducted on corresponding scenario
layers with a criterion:

Criterion 1. Necessary context for including DEC-relevant elements (and their corresponding
features, actions, and interactions) should be available in the reference scenario.

More specifically, post-adding certain DEC-relevant scenario elements is forbidden, as the ad-
dition of those will notably change the scenario essence. We specify the not post-addable
scenario elements with expert knowledge: All elements related to road models (£;) and traffic
guidance/regulation objects (L2) are not addable. Dynamic objects (L) are not addable if a dif-
ficult environmental condition depicts merely a static feature of such objects (e.g., a pedestrian
with unusual height). If a difficult environmental condition is about an action of a dynamic
object and the action is not performed in the reference scenario, post-adding the object with
the action is allowed and is preferred over modifying the action of an existing object.

Post-adding or modifying is allowed for the other scenario elements. Still, the variance of
the reference scenario should be minimized following a further criterion:

Criterion 2. DEC-irrelevant elements and their original behaviors should stay plausible in the
context of the new scenario.

In practice, we specify that the modifications in scenario layers £1, L2, L3, and L5 should
not result in different traffic rules or drivable areas for the DEC-irrelevant objects compared to
those in the original reference scenario. Meanwhile, post-added roadside infrastructures (£2),
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temporary additions (£3) and dynamic objects (£4) should not interfere with the trajectories
of the DEC-irrelevant objects. The concrete rules based on these two criteria are defined and
shown in Table

Table 8.1.: Difficult environmental condition (DEC) combination rules for each scenario layer (©2025 SAE)

Scenario layer Compatibility Check (CC) Variance Control (VC)
The road model required by DEC should be
available in the original scenario, including:
CC-1.1: Road layout (how roads connect each
other) VC-1 Deleting/modifying an element from the
.| Road |CC-1.2: Road element (road segment, junction, road model required by DEC should not re-
1 Model crosswalk, etc.) quire a different driving policy for the DEC-
CC-1.3: Road markings (guidance marking on irrelevant objects
road surface)
CC-1.4: Number of lanes in a road
CC-1.5: Direction of lanes
VC-2.1 Added roadside infrastructure or road
. ) furniture should not intersect with the trajec-
Traffic |CC-2 The required permanent traffic guidance . .
- - 3 tory of DEC-irrelevant objects
Lo| Infrastruc- | objects (e.g., traffic signs/lights) by DEC should . . . .
. . - . . VC-2.2 Modifying traffic signs/lights required
ture be available in the original scenario ] . o
by DEC should not require a different driving
policy for the DEC-irrelevant objects
VC-3 The DEC-required temporary modifica-
tion is only relevant to the ego vehicle
Tempo- |CC-3 Temporary modifying/negating traffic VC-3.1  Added co.nstructlon side/road-
. . . : works/obstacles required by DEC should
rary  |guidance markings, signs, or traffic lights re- . . .
. . . . not intersect with the trajectory of the
L3| Modifica- | quired by DEC, corresponding traffic guidance . .
. . . . ., |DEC-irrelevant objects
tion of |markings, signs, or traffic lights should be avail- i
L1/L2 |able in the original scenario 'VC_3.'2 Addlng t.emporary traffic  mark-
ing/sign/light required by DEC should not
require a different driving policy for DEC-
irrelevant objects
VC-4 Dynamic objects with specified action are
CC-4.1If the DEC requires a static feature of a |required by the DEC:
dynamic object, the object should already exist |VC-4.1 If the required object action is not al-
D . |in the original scenario ready performed in the original scenario, a new
ynamic . S . .
Ly Objects CC-4.2 The road geometry and space required |dynamic object with the action should be added
) by the position or travelling direction of the |into the scenario
DEC-relevant dynamic object should be avail- |VC-4.2 The velocities/positions/trajecto-
able in the original scenario ries/maneuvers of the existing dynamic objects
should not change
Environ- VC-5 The DEC should not violate the weather
Ls| ment . e - .
. and time conditions in the original scenario
Condition
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8.3. Case study

To demonstrate our proposed method in Section we provide a case study in both depth
and breadth: firstly, we illustrate how the method step-by-step works for one reference sce-
nario with details. Namely, how a difficult environmental condition is selected out of the given
candidates and integrated into the reference scenario for testing. Secondly, we examine the
applicability of the method on a larger scale. Multiple difficult environmental conditions and
scenarios are analyzed regarding their compatibility and are combined with their correspond-
ing reference scenarios.

8.3.1. Detailed Illustration with One Reference Scenario

Experiment settings. The reference scenario depicts an urban driving situation: the ego ve-
hicle (Vehicle #1) follows Vehicle #2, which drives in front of the ego vehicle at a short distance.
The road has straight geometry and consists of Lane #1 for the traveling direction of the ego
vehicle and Lane #2 for the opposite direction. The scenario happens during the daytime under
clear weather conditions. Details of the scenario in five scenario layers and three abstraction
layers are provided in Table Three candidate difficult environmental conditions are:

DEC, Roadwork in the middle of the lane
DEC, Fully occluded relevant right-of-way sign
DEC3 Oncoming vehicle overtakes a halting vehicle
Rule checking. Accordingly, DEC-relevant elements for DEC}, DECy, and DEC) are a
roadwork (L3), a right of way sign (L2), and two oncoming vehicles with interaction (L4) indi-

vidually. Therefore, the rules of the corresponding scenario layers are examined against the
scenario description (cf. Table[8.2). While DEC, and DECS are directly excluded for the given

Table 8.2.: Detailed rule checking (©2025 SAE)

D Required Compatibility Check & Variance Control
Element Rule Result
CC-n/a No rule against adding roadworks in general
DEC, | Roadwork VC-3.1 Failed. Roadwork on Lane #1 will intersect the
’ trajectory of Vehicle #2
DEC3 | ROW sign CC-2 Failed. Ref. scenario contains no traffic sign
o . CC-4.2 Passed. Lane for oncoming traffic available

ncoming

vehicles VC-4.1 Conditional pass: Adding oncoming vehicles with
DECs with ’ required actions

spe.c1ﬁc VC-4.2 Conditional pass: Overtaking trajectory shall not

actions ’ intersect the trajectory of Vehicle #2
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Table 8.3.: Scenario description & parameterization (©2025 SAE)

(a) Reference scenario

Logical
S.L. Functional Concrete™
Param. Range™
Road #1 has a straight geometry of a short
length
L4 L [150,500] 308
Road #1 has in the direction of travel Lane #1, on
the opposite direction of travel Lane #2
Lo No infrastructure defined
L3 No temporary modification defined
Ego Vehicle #1 is located on Lane #1 Se [0,L] se(to) = 50
Ego Vehicle #1 drives with normal velocity Ve [0,13.89] ve(to) = 5.56
L4 | Vehicle #2 is located on Lane #1 and drives in
front of Vehicle #1 52 (se.L] s2(to) = 120
Vehicle #2 drives with normal velocity Vo [0,13.89] vo = 8.33
Ls The scenario during daytime ToD [6,18] 12 a.m.

(b) Difficult environmental condition DEC'3

Logical
S. L. Functional Concrete™®
Param. Range*

Vehicle #3 drives on Lane #2 with normal s3(to) [s4 + ds,L] to be varied
velocity. Then it overtakes Vehicle #4 via Lane

: . . 3 U3 [0, 13.89] to be varied
L4 | #1, when it reaches a specific distance behind
Vehicle #4 ds (0,L-s4) 30
Vehicle #4 halts on Lane #2 Sa [se(to),L) 120

* in SI units if available: L: length, s: s component of position in Frenet coordinates, v: velocity, d: distance, T'oD: time of
day, to: start time of scenario

scenario due to violating the variance control rule VC-3.1 and the compatibility rule CC-2, re-
spectively, integrating D EC5 complies with the compatibility rule CC-4.2 and can meet the
relevant variance control rules VC-4.1 and VC-4.2.

Implementation based on D ECs3. To combine the difficult environmental condition D EC'g
with the given scenario, an oncoming overtaking Vehicle #3 and a halting Vehicle #4 are added
on Lane #2 (cf. Rule VC-4.1). Also, the scenario description on the functional level is updated.
An exemplary summary is Ego vehicle follows Vehicle #2 on Lane #1. Vehicle #3 drives, and Vehicle
#4 halts on Lane #2. Subsequently, Vehicle #3 overtakes Vehicle #4 via Lane #1. Furthermore, Vehi-
cle #3 and its overtaking action should be relevant for the decision-making of the ego vehicle.
The overtaking trajectory should not intersect with the trajectory of Vehicle #2, since Vehicle
#2 is a DEC-irrelevant object (cf. Rule VC-4.2). Thus, two qualitative requirements are derived:
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Figure 8.2.: D ECj3-enhanced scenario visualization (©2025 SAE)

Req.1 Vehicle #3 should start overtaking in front of the ego vehicle with adequate distance.
Req.2 Vehicle #2 should already pass Vehicle #3, when Vehicle #3 starts entering Lane #1.

DEC]5 relevant parameters should depict the kinematics of the two relevant vehicles (Vehicle
#3 and #4), e.g., their positions s3(t), s4 and velocities v3(t), v4 (v4 = 0) over time t. Due to
the two requirements, the parameters above are also restricted by the kinematics of the ego
vehicle and Vehicle #2. Additionally, secondary parameters ¢, and d; specify the timing when
Vehicle #3 starts to enter Lane #1 and the longitudinal distance between Vehicle #3 and Vehicle
#4 at t,. For the sake of simplicity, we specify constant velocities vy and v3 for Vehicle #2 and
Vehicle #3 during the whole scenario. The scenario is visualized in Figure

As a result, the requirement Req.1 can be formulated as:

Sg(to) > sS4+ dg (8.1)
54> se(to) (8.2)
For Req.2, at t, the following conditions should be fulfilled:
Sg(to) + Vg -ty > S84 + ds (8.3)
s3(to) —vs - ts = s4 + ds (8.4)
Let s3(to) and v3 be variables and others be fixed coefficients, with (8.1)-(8.4) there is:

V2 V9 - (84 + ds)

- 83(tp) — U3 (8.5)
Sq4+dg — SQ(t()) ( ) sS4+ dg — 32(t0)
—_— ~~
a X b y

Parameters in Inequality (8.5) are restricted to a set of ranges according to the settings of the
reference scenario (cf. Table 8.3a), e.g., positions of Vehicle #3 are restricted by the length L of
its driving lanes. The following ranges are considered:
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L € [150,500]m (8.6)

vy, v3 € [0,50]kmh~* (8.7)
se(to), s2(to), s3(t0), 4 € [0, L]m (8.8)
s2(t) > se(t) (8.9)

To finalize a concrete test scenario of D EC'3, the parameters L, s (to), ve(to), s2(to), v2 inherit
values from the concrete reference scenario. Furthermore, we specify the values for the fixed
coeflicients in Inequality (ds and s4) from their ranges (cf. Table [8.3b). Subsequently, the
feasible area for the variable parameters s3(to) and vs is derived and illustrated in Figure

40 %
I
30 < P
1 B
* [ee}

E 20 | ch\% %
A y <139 8
S P

10 | g

0 ‘ : |

80 100 120 140 160 180 200 220 240 260 280 300 320

Sg(to) m

Figure 8.3.: Parameter ranges for D EC5: Lower and upper limits for vs refer to Condition (8.7), limits for s3(to)
refer to Condition (8.8). The linear constraint corresponds to Inequality (8.5). (©2025 SAE)

Result demonstration. For illustration purposes, experts manually select three sets of
values for the variables in Inequality [8.5, namely the starting position s3(to) and the velocity
vs of Vehicle #3, considering the effects of them theoretically. The three sets of values are
marked in the defined parameter space in Figure |8.3|and are listed as follows:

(190,9), Test case A.
(s3(to),v3) = < (190,11.11), Test case B. (8.10)
(210,11.11), Test case C.

The corresponding scenarios are tested with an automated driving software stack, Apollo [9], in
a simulator, Carla [24]]. The Apollo system takes perfect environmental information. Therefore,
the test focuses on verifying the potential difficulties of the planning component. The presence
or absence of collisions between the ego vehicle (in black) and any other object is defined
as a pass/fail criterion. The snapshots of the tests are sampled based on several important
timestamps, namely at ¢y when the scenario starts, at ¢; when Vehicle #2 (in red, which is in
front of the ego vehicle) passes Vehicle #4 (in green, halting on the other lane), at ¢2 (previously
defined as t;) when the Vehicle #3 (in white, overtaking) starts the lane change maneuver, at ¢3
when the ego vehicle recognizes the lane change intention of Vehicle #3 and starts breaking,
and at t4 when the ego vehicle fully stops.
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Reference scenario D ECs-enhanced scenario A D EC3-enhanced scenario B D ECs-enhanced scenario C
passed s3(tp) = 190,v3 = 9,passed s3(tg) = 190, vg = 11,nearmiss s3(tg) = 210, vg = 11, failed

Figure 8.4.: Simulation test results of D EC3 (©2025 SAE)

As shown in the simulation result (cf. Figure , in A, the system detects the intention of
Vehicle #3 to change lane at t3, while Vehicle #3 is 30 m ahead. The system fully stops with
16.3 m distance to Vehicle #3 with a relatively mild deceleration profile. Thus, A is regarded
as being passed. As a control group to A, Vehicle #3 in  is assigned with increased velocity.
The system starts to brake with a 25 m distance to Vehicle #3 and completely stops with only
a distance of 5.6 m. The braking is more drastic and almost not in time. The system fails in C.
In comparison to B, Vehicle #3 starts from a further away position. Consequently, the distance
between the ego vehicle and Vehicle #3 since ¢2 is smaller due to more travelling time before.
Finally, the system fails to recognize the lane change of Vehicle #3 before a collision.

In fact, a delay in the prediction is observed in all three test cases by comparing the predicted
trajectories of Vehicle #3 at 9 and t3. More specifically, the system will take action only when
the predicted trajectory of a target vehicle intersects the defined driveable area (the light blue
blocks in Figure of the ego vehicle. This delayed prediction finally caused the failure in test
scenario C, and we analyze the related functional insufficiencies further: On the one hand, an
inaccuracy in the predicted trajectory is observed. Referring to the visualization at ¢ in test
C, there is a deviation between the actual heading and the predicted trajectory of Vehicle #3.
On the other hand, the condition for the system to take action is not comprehensive. A halting
vehicle on the single neighboring lane is a common reason for oncoming vehicles to change

82



8. Injection of DECs into Scenarios 8.3. Case study

lanes and should be considered by the prediction to gain a safer margin.

While the delay of the prediction is compensated by a sufficient time margin in test case A
due to a closer starting position and lower velocity of Vehicle #3, it cannot be compensated in
B and C, but are exposed as functional insufficiencies. It is apparent that parameterization is
crucial to revealing the effect of a difficult environmental condition. This indicates the impor-
tance of exhaustively exploring the parameter space of a difficult environmental condition, in
order to identify all critical cases. An exemplary method based on model checking can be
utilized. Since computational power is limited, our proposed method narrows the parameter
space, thereby improving exploration efficiency.

Table 8.4.: Description of analyzed difficult environmental conditions and scenarios (©2025 SAE)

Difficult Environmental Conditions (D EC)

DEC, Roadwork in the middle of the lane DECy The front cyclist drives on the road edge
DECy Fully occluded relevant right-of-way sign DECsy Heavy snow

DECs3 An oncoming vehicle overtakes a halting vehicle DECy Faded road markings

DECy The front vehicle in an unusual shape DECyo Tandem cyclists with vehicle-like length
DECSs The front vehicle halts with a warning flasher on DECH, Pedestrian near a tree

DECs Missing lane marking on a turning lane DEC2 Snow covers the yellow lane marking

Reference Scenarios (S)

S1| Ego lane keeping with a vehicle broken down in front | Sg Ego lane keeping with vehicle lane keeping in front

Sa| Ego lane keeping with the oncoming vehicle u-turning |S19| Ego lane keeping with an oncoming vehicle lane keeping

S3|  Ego lane keeping at the junction with the traffic light |S11|Ego lane changing left with a vehicle in front also changing

S4| Ego turning right at the junction with the traffic light |S12| Ego lane changing left with a vehicle in the target lane

Ego entering a roundabout with a pedestrian crossing in
front

Ss S13| Ego lane keeping with pedestrian crossing from the right

Se| Ego lane keeping with vehicle following closely behind |S14| Ego lane keeping with an oncoming vehicle lane keeping

Ego turning right at the junction with a vehicle in the
target lane

Ego approaching a crosswalk with a pedestrian on the
sidewalk

Sy S15

Sg| Ego lane keeping with a cyclist crossing from off-road |S16| Ego turning right with a pedestrian crossing straight

8.3.2. Extended Experiment with Multiple Scenarios

To show the applicability of our proposed method on a larger scale, we conduct the rule check-
ing according to Table[8.1|based on 12 difficult environmental conditions and 16 scenarios from
an industrial context. Table[8.4|exhibits the analyzed items, which cover diverse road geometry
(e.g., straight roads and junctions), ego vehicle maneuvers (e.g., following lane, turning, and
changing lane), and road user types (e.g., vehicles, pedestrians and cyclists). The rule checking
stays on the semantic level, namely, we only qualitatively analyze which difficult environmen-
tal conditions can be combined with which scenario and derive corresponding samples.

We examine all 192 possible combinations (12 x 16). In this process, all analyzed difficult
environmental conditions and scenarios can be mapped to one or multiple rules, according
to the ODD elements or actions they require, allowing a conclusion about compatibility to
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DECSs
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DECSg
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DEC11
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(a) Possible combinations

DECy

(b) 16 compatible combinations of scenarios injected with DECs

Figure 8.5.: Combination of difficult environmental conditions (D EC') and scenarios (S): exemplar combinations
highlighted in blue (©2025 SAE)

be derived. Finally, 94 compatible pairs out of the 192 candidates are determined to gener-
ate potential critical scenarios. Figure 8.5 summarizes the results of the extended case study:
Figure provides an overview of the compatible pairs based on the analyzed difficult envi-
ronmental conditions and the scenarios. Each intersection of a horizontal line (standing for a
difficult environmental condition) and a vertical line (standing for a scenario) represents a rule
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Table 8.5.: Description of exemplar combinations from Figure 8.5b (©2025 SAE)

Descriptions of Scenarios with Injected Difficult Environmental Conditions

roadworks in front of the target | an oncoming vehicle overtakes a

DECY DEC3 Ego lane keeping with a vehicle halting vehicle

S1x target vehicle broken x
DECs DEC, down in front with ...

a halting vehicle with a warning cyclist driving on the road edge
flasher between them

an oncoming vehicle overtakes a
halting vehicle

DECYDECS Ego turning right at a roadworks
Sax traffic light controlled ~ x

DECH DEC junction, encountering ...

a halting vehicle with a warning cyclist driving on the road edge

flasher
DECy | DEC: Ego app rogching roadworks blocking the ego lane an oncoming vehlclg overtakes a
S crosswalk with target halting vehicle
pedestrian on sidewalk a halting vehicle with a warning . .
DECH{DECH with ... fAasher cyclist driving on the road edge
) . . . an oncoming vehicle overtakes a
DEC DECy  Ego lané keeping w1tb a beacon in lane halting vehicle
So x target vehicle lane keeping X

a halting vehicle with a warning cyclist driving on the road edge

in front with ...
DECy DECy 1 tront wi flasher between them

checking process. A black dot is marked on the intersection when the pair is deemed com-
patible based on the process. Thus, 94 dots represent the identified compatible pairs. Among
them, 16 pairs are randomly selected, highlighted in blue, and further visualized in Figure
to illustrate the generated critical scenarios. Accordingly, Table [8.5|lists a textual description
of the 16 combinations.

8.4. Discussion and Limitations

Within the previous case study, we exhibit the applicability of the scenario generation method.
To apply the method in an industrial context with a large amount of difficult environmental
conditions and scenarios, the following limitations are discussed for further development:

Potential human bias in the designed rules. Detailed rules (cf. Table are defined
in our method to guide the searching and combining of compatible pairs of potential difficult
environmental conditions and reference scenarios. In fact, these rules aim to maintain the
essence of a scenario as much as possible when a difficult environmental condition is included.
As the essence of a scenario is qualitatively defined based on expert knowledge, the corre-
sponding rules can be biased. While we regard the introduction of such rules as a necessary
initial step to structure the combination of difficult environmental conditions and scenarios,
possible quantitative measurements should be considered as a complement. For instance, one
can quantify the similarities between a reference scenario and the scenario including a diffi-
cult environmental condition and derive metrics to verify and improve the rules. Studies on
scenario representativeness [22]] investigate a similar direction.

Limited efficiency in manual semantic rule checking. The rule checking process in
the provided case study (from the determination of suitable difficult environmental conditions
to parameterization of the selected difficult environmental condition) is conducted manually.
In an industrial context, huge amounts of potential difficult environmental conditions and ref-
erence scenarios are expected, and only a manual rule checking process will not be feasible
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anymore. Thus, an automated rule checking is necessary. Most defined compatibility check
rules require simply comparing ODD elements between the given scenario and the given po-
tential difficult environmental condition. A formalized and machine-readable description of
scenarios and difficult environmental conditions can facilitate the automation of such compar-
ison. In this regard, the domain-specific languages by Bock et al. [13]] and Zhu et al. [132] can
be considered as a foundation, respectively. Meanwhile, variance control rules demand exam-
ining the influence of a potential difficult environmental condition on the ego vehicle and the
existing dynamic objects in a reference scenario. To partially automate the variance control,
the concept from Philipp et al. [82]] can be implemented to derive relevant areas for the ego
vehicle and other dynamic objects, respectively. In this way, the problem transfers to examin-
ing whether the difficult environmental condition related dynamic object can be placed in the
relevant areas of the ego vehicle, while out of the areas of other existing dynamic objects.
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9. Conformance, Compliance, and
Traceability in the Test Implementation/

Industrial ADS development and verification is an iterative process, and maintaining traceabil-
ity of difficult environmental conditions throughout this process is crucial for ensuring con-
formance with state-of-the-art standards and compliance with regulations. In this chapter, we
firstly interpret relevant requirements from the international standard ISO 21448 [50] and the
Commission Implementing Regulation EU 2022/1426 and allocate difficult environmental
conditions and corresponding activities within ADS’s iterative development and verification
process. Then, we discuss specific requirements for establishing traceability of environmen-
tal conditions during test activities. Finally, implementing these traceability requirements is
demonstrated through a case study.

9.1. Requirements from ISO 21448

ISO 21448 mandates specific activities to be carried out throughout the iterative system devel-
opment and V&V process (cf. [50, Clause 4, Figure 10]) to ensure the safety of the intended
functionality. Among all required activities, those related to triggering conditions are particu-
larly relevant for interpretation, due to the nature of difficult environmental conditions (cf. [3).
Activities related to triggering conditions span across multiple phases of the iterative process
and are involved in both theoretical analysis and practical testing

In the ADS design phase, potential triggering conditionsﬂ are analytically identified based
on system specifications and the implementation [50, Clause 7]. In the early development iter-
ations, the system design is relatively unformed, and a theoretical evaluation is able to expose
some highly risky triggering conditions directly. For instance, an adopted object detection al-
gorithm is known to have a high failure rate under rainy weather due to its mechanism. At
the same time, the desired ODD comprises a region with large average annual rainfall. Ex-
perts can directly regard the rainy weather as an unacceptable triggering condition. Thus, a
new development iteration due to function or ODD modifications can start without testing the
system under rainy weather. With the rising maturity level of the system design, highly risky
triggering conditions can be barely revealed with only theoretical analysis. A practical eval-
uation based on testing is necessary to investigate the concrete effects of potential triggering
conditions as a part of the V&V strategy.

"This chapter is based on [131] and therefore contains verbatim content previously published (©2025
SAE).

The term potential triggering condition can be used when the ability to initiate a corresponding reaction is not
yet established
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In the phase of defining the V&V strategy Clause 9], an overall validation target for
the identified potential triggering conditions should be defined, e.g., predefined false positive
and false negative rates are achieved after conducting all predefined test cases. The target
should ultimately support the hypothesis that remaining unknown triggering conditions do not
impose unreasonable risk. Besides, the validation target is suggested to be defined considering
an appropriate development effort. [50, Clause 9] In the industrial development, it is unlikely
to test all potential triggering conditions in an unlimited number of test cases due to limited
time and resources. Instead, a feasible number n will be determined specifying the number of
test cases to be implemented. A possible validation target could be that all identified potential
triggering conditions are tested within at least one test case, and the test result exhibits a sufficiently
low cumulative rate of caused hazardous events. In this case, the number n would be identical to
the number of identified potential triggering conditions. Still, an overview of all possible test
cases (featured with number m) based on identified potential triggering conditions facilitates
establishing a feasible testing strategy: One can calculate a coverage index of testing as a ratio
of actually implemented test cases to the complete set in each development iteration, namely
n/m. The coverage index can contribute to either optimizing the testing in the next iterations or
provide safety evidence in the final iteration. Once the validation target is established, selected
n test cases should be implemented.

Finally, in the phase of testing [50, Clause 10], the ADS are tested with implemented and
parameterized test cases containing potential triggering conditions. The system’s performance
is evaluated against predefined pass/fail criteria, e.g., whether a hazardous behavior of the ego
vehicle is observed. When a test fails, the corresponding potential triggering condition is con-
firmed and documented as an actual triggering condition. Afterwards, related risks can be
estimated considering the severity of the failure and the occurrence of the test scenarios. At
the end of each iteration, the cumulative risks are compared to a predefined acceptance crite-
rion [50, Clause 6]. Excessive risks require functional modifications based on the functional
insufficiencies exposed by the triggering conditions and thus initiate a new development iter-
ation.

9.2. Overall Evaluation Process

As introduced in the previous Chapter (8] generating potential critical scenarios based on dif-
ficult environmental conditions requires using reference scenarios. The EU type approval
2022/1426 [27] suggests employing various analytical frameworks, including ODD analysis
and Object and Event Detection and Response (OEDR), to define nominal scenarios and ensure
comprehensive coverage for specific applications. The type approval also specifies that the
ADS shall be capable of performing the entire dynamic driving task under predefined nominal
scenarios [27]]. This indicates that nominal scenarios should be defined in the system specifica-
tion phase and be tested in the early test phase. Therefore, it is logical to use nominal scenarios
as reference scenarios for testing difficult environmental conditions: the normal operation of
ADS should be assured in basic, nominal scenarios at first. Then, difficult environmental con-
ditions are introduced to the already mastered nominal scenarios to generate potential critical
scenarios.
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Figure 9.1.: Including difficult environmental conditions (DECs) into iterative development & test process of ADS:
numbering of blocks refers to corresponding clauses in ISO 21448 (©2025 SAE)

In line with the activities outlined in ISO 21448 (cf. , the identification and testing of
nominal scenarios and difficult environmental conditions can be positioned within the iterative
ADS development and verification process. Figure (9.1|illustrates the overall process: during
the system specification and design phase of the current ADS development iteration, nomi-
nal scenarios and potential difficult environmental conditions are thoroughly identified and
cataloged. Once the requirement analysis phase concludes and the testing phase begins, nom-
inal scenarios are tested first. It is important to note that the ADS could fail even in nominal
scenarios, as these scenarios are just theoretically identified as easy situations for the system.
In case the ADS fail a nominal scenario test, the nominal scenario could already contain an
unknown difficult environmental condition. Any difficult environmental condition identified
in an additional diagnosis procedure is added to the catalog of analytically defined conditions.
At the same time, failure in a nominal scenario is considered unacceptable, prompting system
upgrades through corresponding functional or ODD modifications. This triggers a new de-
velopment iteration, which leads to updating the catalogs of nominal scenarios and difficult
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environmental conditions. Once the ADS pass all predefined nominal scenario tests, the cata-
logs can be considered complete for that iteration. The next steps are to combine the identified
difficult environmental conditions with the successfully tested nominal scenarios to derive test
cases and conduct testing. ADS failures in tests involving different environmental conditions
will indicate certain levels of risk. Any unacceptable risks, as determined by predefined accep-
tance criteria, will result in updating the rankings of difficult environmental conditions in the
catalog and initiating ADS functional modifications. This starts a new iteration of development
and verification. Conversely, if the remaining risks are deemed acceptable, the process can be
concluded with the achievement of SOTTF.

9.3. Concrete Requirements for Establishing Traceability

To ensure traceability of difficult environmental conditions throughout the ADS development
and verification process, it is essential to clarify how test cases should be managed, which in-
termediate test results need to be documented, and how the test outcomes from the current it-
eration can impact subsequent iterations. The following section outlines specific requirements
based on these three key aspects.

9.3.1. Manage Test Cases on Three Abstraction Levels

As outlined in Chapter difficult environmental conditions, nominal scenarios are combined
and parameterized into potential critical scenarios across three abstraction levels [[74]. Corre-
spondingly, we suggest managing subsequently generated test cases on the same levels.

Functional level. Catalogs for difficult environmental conditions and nominal scenarios
are established at the functional level. Similarly, a catalog of potential critical scenarios should
be created at this level, reflecting the possible combinations of difficult environmental condi-
tions and nominal scenarios. These catalogs together define the test space and help estimate
subsequent testing efforts and resource allocation. For example, if 5000 nominal scenarios and
100 difficult environmental conditions are identified based on the ADS specification, and each
environmental condition can be combined with 50 nominal scenarios, there would be a total
of 10000 (5000 + 100 =* 50) functional test cases for nominal scenarios and potential critical
scenarios. Given a test capacity of one million test runs per verification iteration (subject to
specific time and resource constraints), an average of 100 concrete test instances, with various
parameterization, can be implemented for each functional test cas

Logical level. Nominal scenarios and potential critical scenarios should be parameterized
and assigned with parameter ranges to generate logical test cases. A link should be established
between logical test cases and their corresponding functional scenarios. Sampling methods
(e.g., n-wise sampling) for each logical test case should be determined and documented. Over
the course of the development and verification iterations, sampling methods for logical test

*For the sake of simplicity, in the example we consider using test capacity fully on testing of nominal scenarios
and difficult environmental conditions. In reality, there can also be other scenario categories sharing the test
resource, e.g., failure scenarios
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cases may evolve to explore the parameter space in different directions or generate additional
samples.

Concrete level. Specific parameter values are determined through sampling methods to
create concrete test cases. A link should be established between concrete test cases and their
corresponding logical cases. The results of executing concrete test cases are documented at
this level to determine whether the test passes or fails, assess the severity of failures, support
function debugging, and enable regression testing. Key test results to be considered include:

« System version and test date

» Test pass/fail result

« In case of a failed test, the exact hazardous behaviors of ADS

« In case of the necessity of functional modifications, links to the functional modifications

To enable the reuse of concrete test cases, test results can be documented separately with a
link to the test cases. Figure|9.2|demonstrates a possible data structure based on the introduced
requirements to achieve traceability along the three abstraction levels.

Nominal_Scenarios

id INTEGER
Description TEXT

Y

Logical_Test_Cases

id INTEGER
Nominal_Scenario INTEGER Potential_Critical_Scenarios Difficult_Environmental_Conditions
Potential_Critical_Scenario INTEGER —> id INTEGER id INTEGER
Parameter_Ranges TEXT Reference_Scenario INTEGER Description TEXT
Sampling_Method TEXT Difficult_Environmental_Condition INTEGER
Concrete_Test_Case_Runs
id INTEGER
Concrete_Test_Cases Concrete_Test_Case INTEGER
> id INTEGER passed_/_failed TEXT
Logical_Test_Case INTEGER Hazardous_Behavior TEXT
Parameter_Values TEXT Pass_/_Fail_Criteria TEXT
- System_Version INTEGER
Execution_Date INTEGER
Note TEXT

Figure 9.2.: Traceability in testing of nominal scenarios and difficult environmental conditions

9.3.2. Bringing Test Results into Decision-making

As it is previously assured that ADS can safely operate in the reference scenarios, ADS fail-
ing in a potential critical scenario can confirm the effectiveness of the corresponding difficult

91



9.4. Technical Implementation of the Testing Process 9. Conformance, Compliance and Traceability

environmental condition. Thus, the condition should be assigned a higher priority for focus
in the subsequent test iteration. On the contrary, if the ADS pass all concrete test cases for
a difficult environmental condition, it does not necessarily mean the condition is ineffective
for the ADS, as the test cases are based on sampled parameters. The problematic parameter
values may not have been exposed by the sampling method used. Therefore, the condition will
remain in the catalog. In the next iteration, the condition may be assigned a lower priority or
reparameterized with an updated sampling method.

When a difficult environmental condition is tested across multiple concrete test cases, it is
possible that the ADS will pass some tests while failing others. In such cases, all test results
should be analyzed in light of predefined acceptance criteria to determine whether a functional
modification is necessary to address the condition. If a functional modification is made, the
failed test cases should be retested for regression. If a functional modification is conducted, the
failed concrete test cases should be tested again for regression. The possible test results for each
difficult environmental condition and their implications for the next iteration are summarized

in Table

Table 9.1.: Possible test results regarding test cased of a difficult environmental condition and corresponding im-
pact: TC - test case, DEC - difficult environmental condition

Impact on System or Test Strategy
Test Result | Risk Assessment
Func. modification | DEC Priority Test Resource | Sampling method
Decreased Decreased Unchanged
All TCs passed|  Acceptable No
Unchanged Unchanged Changed
A bl Increased Increased Changed
At least one cceptable No
TC failed Unchanged Unchanged Changed
Unacceptable Yes Increased Increased Changed

9.4. Technical Implementation of the Testing Process

To illustrate how the concept from the previous sections can be implemented, we reuse the
difficult environmental conditions DEC:, DECs5, DEC7, and reference scenarios Sy, S7, Sg
from Table[8.4/to conduct a simplified case study. Let us assume the target ADS of automation
level L4 [[] is specified for operating in the urban traffic in Germany. After analyzing the ADS
specification and the ODD, a nominal scenario catalog is defined, consisting of

« Sy (turning right at the junction),

+ S7 (approaching and crossing a crosswalk) and

+ S9 (keeping lane and maintaining distance to a lead vehicle)
Meanwhile, a difficult environmental condition catalog is identified as follows:

« DEC; Road works (Traffic beacon)
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« DE(C5 Halting vehicle ahead with warning flasher
+ DEC7 Front cyclist on road edge

Based on the theoretical analysis of the catalogs, we proceed to testing. The three nominal
scenarios are tested in multiple concrete variations, and the ADS performance is evaluated
against the following intended functionality and behaviors:

+ S4: detection of the traffic light status and keeping lane while turning right

+ S7: detection of the crosswalk and pedestrians nearby and approaching the crosswalk
with moderate speed (cf. German Road Traffic Act [33])

+ S9: detection of a leading vehicle and adaptation of speed to maintain a safe distance (cf.
EU regulation No.157 [116]), while keeping the lane

The ADS pass all test cases corresponding to these nominal scenarios, thus we move on to
testing of potential critical scenarios based on difficult environmental conditions. According
to the results of the compatibility check and variance control (cf. Table[8.1), all three difficult
environmental conditions can be integrated in all three nominal scenarios, resulting in 9 poten-
tially critical scenarios (cf. Potential critical scenario catalog in Figure[9.3). These 9 are tested in
multiple concrete variations. The evaluation shows that the integrated difficult environmental
conditions can be handled in most of the tested potential critical scenarios:

« Traffic beacons can be detected and are considered in path planning by making the ADS
deviate a little to the left

« A halting vehicle ahead is detected, decelerated for, and cautiously passed

A leading cyclist is detected, decelerated for and cautiously passed once possible with
sufficient lateral distance (1.5 m)

However, specific instances of the combinations Sy x DEC) and Sy x DEC7, namely the
leading cyclist and the traffic beacon with the turn right scenario, lead to failuresi.e., hazardous
behaviors. In these instances, the positions of the traffic beacon or the cyclist are closer to the
junction, and thus the ADS come close to them earlier compared to the parameterization in
other instances. It indicates that the ADS could detect objects (that are smaller than cars) too
late to react to them properly. In the scenario context of turning at a junction, the effect of a
late detection is amplified and exposed as externally observable hazardous behaviors.

Both the cyclist and the traffic beacon are thus registered as confirmed difficult environmen-
tal conditions for the debugging phase and are marked with higher test priority for the next
iteration. After the debugging, the ADS are modified by improving perception algorithms for
object detection in the near range.

In the new iteration with the modified ADS function, no further nominal scenarios or dif-
ficult environmental conditions are identified, thus the corresponding catalogs stay the same.
Repeating testing the new ADS version with nominal scenarios does not lead to failures. Sub-
sequently, testing of potential critical scenarios with the previous combinations is performed
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again. Due to the predefined higher priority, the combination of the right turn scenario with
the cyclist and the traffic beacon is tested with more variations than the remaining combina-
tions of the other two scenarios with the three difficult environmental conditions. This time,
no hazardous behavior is exhibited in any concrete test cases. Thus, the iteration terminates
with the achieved safety of the intended functionality.

Figure provides a summary of the two iterations, highlighting key information. The
figure is organized into three rows. The first row visualizes the nominal scenarios (S4, S7, Sy),
difficult environmental conditions (D EC1, D ECs, and D ECY), and potential critical scenarios
based on their combinations. The second and third rows display individual test cases across
two test iterations, corresponding to two consecutive system versions. The textual information
to the right of each test case indicates the test result (pass or fail), the hazardous behavior, and
the pass/fail criteria based on specific traffic rules or regulations. A summary of each iteration
and the associated decisions is provided below the test cases.
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Figure 9.3.: Visualization of test and development activities in a hypothetical case study: n/a means no hazardous
behavior exhibited in the testing
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10. Discussion and Reflection

In this chapter, we bring up the major findings in the thesis together and expound how they
answer the five research questions proposed in Section|1.2| Following the contributions to each
research question, we further discuss the open points and limitations in the findings. Therefore,
the chapter is divided into five sections based on the research questions, each covering the
contributions and limitations individually.

10.1. Understanding the Nature of Difficult Environmental
Conditions

In order to approach the long tail problem in scenario-based testing, this thesis proposes a
solution by exploring the operation environment of ADS and revealing the difficult environ-
mental conditions. To set up a proper definition and scope for the exploration, it is vital to first
understand what is actually a difficult environmental condition in terms of ADS. In this way,
the first research question is described as:

ROQ[1: How should the nature of difficult environmental conditions be understood?

In Chapter |3, we first clarified the major difference and the relation between the environ-
ment and scenarios. We specified an environment to be everything lying outside a system’s
boundary. As for scenarios, we referred to the definition in the context of ADS development
and verification. According to the most recognized definition by Ulbrich et al. , a scenario
is the temporal development between multiple scenes in a sequence, while a scene represents
a snapshot of the environment, encompassing both the scenery and dynamic elements, along
with the self-representations of all actors and observers. We pointed out that the environment
excludes the system itself, while scenarios comprise the system and its intended behaviors and
functions towards its outer environment. At the same time, each scenario is designed to cover
specific environmental conditions, and critical scenarios are designed to cover difficult envi-
ronmental conditions. Based on this relation, we could firstly assume the reusability of the sce-
nario modelling methods for modelling the environment and environmental conditions, which
serve as a foundation to answer the following research questions RQ [3|and RQ 4| Secondly,
we could further refer to the state-of-the-art literature regarding critical scenarios (including
the definition or the methods for identifying critical scenarios) to learn what essentially makes
a scenario critical for ADS, and thus analogously derive the requirements for distinguishing
difficult environmental conditions from others.

In this way, we firstly analyzed from diverse academic works and the regulation EU 2022/1426
that critical scenarios are associated with ADS driving functions and their insufficiencies. There-
fore, we further referred to the concept of functional insufficiency according to the ISO 21448
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standard and arrived at two conclusions: (1) the essence of achieving the safety of the intended
functionality (SOTIF) is continuously revealing and resolving unknown functional insufficien-
cies, until the remaining risk is acceptable, and (2) revealing unknown functional insufficien-
cies relies on discovering unknown hazardous (i.e., critical) scenarios via so-called triggering
conditions. A triggering condition, according to the definition in ISO 21448, is "a specific con-
dition of a scenario that serves as an initiator for a subsequent system reaction contributing
to either a hazardous behavior or an inability to prevent or detect and mitigate a reasonably
foreseeable indirect misuse”. We observed the similarities in triggering conditions and difficult
environmental conditions. By adopting the definition of triggering conditions partially and
only focusing on the external factors of ADS, we could express the nature of difficult environ-
mental conditions with the following requirements: firstly, difficult environmental conditions
are deemed challenging for specific ADS functions and can potentially reveal functional in-
sufficiencies. Secondly, difficult environmental conditions can result in hazardous behavior of
ADS. Finally, difficult environmental conditions should serve the purpose of continuously ex-
posing and resolving the weakness in ADS for achieving SOTIF. Hereby, the research question
is answered.

10.2. Formalization of Difficult Environmental Conditions

As ADS are operating in an open world, their operational environment can contain infinite en-
vironmental conditions and thus a large amount of difficult environmental conditions. Mean-
while, collecting and utilizing difficult environmental conditions can involve many stakehold-
ers. It is necessary to establish a formalization to avoid vagueness and duplication in the docu-
mentation. Aiming at a solution to this requirement, the second research question in the thesis
is defined as:

ROQ|2: How should difficult environmental conditions be formalized and managed?

In Chapter |4, a sample set of difficult environmental conditions was collected from expert
interviews and literature to develop a possible formalization. These difficult environmental
conditions are summarized into three types: the presence/absence, the behavior, and the in-
teraction of environmental factors. In the development of the formalization for each type,
requirements for assuring the readability and maintenance are discussed. Each difficult envi-
ronmental condition should be described concisely with the most essential information, while
the description should be intuitive enough for the user to understand its meaning. In this way,
the description units of a formalization are preliminarily determined as Environmental Factor
(EF), Behavior (BHV), Interaction (INTR) for the essential, and Attribute (ATTR), Temporospatial
Context (TSC), Link to Function (L2F) for the Intuitiveness. Moreover, natural language syntax
is leveraged to develop relations and connections among the description units. As a result,
description templates are provided for each type of difficult environmental conditions (cf. Fig-
ure [4.2). To enhance the formulation and avoid describing the same difficult environmental
conditions in many variations, we applied certain linguistic constraints, such as forbidding the
use of passive voice, disabling other tenses than the present tense, or specifying vocabulary
for each description unit. The formalization is designed to be machine-readable, thus can be
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extended or adapted to match with other domain-specific language (e.g., the language for the
formalization of scenarios[[I3]). Specific description units can be utilized as sorting or filtering
criteria to quickly group or search relevant difficult environmental conditions (e.g., to find all
pedestrian-relevant difficult environmental conditions by sorting EF with the value pedestrian).
Later in Part[Il, we collected a catalog of difficult environmental conditions with our proposed
designated method on a larger scale. This directly served as a use case for the proposed formal-
ization. It turned out that all the identified difficult environmental conditions can be covered by
the predefined three types and formalized with the description units (cf. Appendix|A). There-
fore, the research question is fundamentally answered based on the aforementioned aspects.

Limitation. Still, there exist other possibilities to write the same identification in slightly
different expressions. In some cases, a difficult environmental condition can be categorized as
not only one type. For example, Lying beacon on road and Beacon lies on road are two variations
of the same condition, mapping to two types. Such room for different interpretation is difficult
to completely eliminated. So far, we have performed manual reviews and revisions to detect and
merge the repetitions in the formalized results. We believe that this review and revision process
can be supported and automated by applying techniques like Natural Language Processing
(NLP), which is commonly used in the detection of similarities in text.

10.3. Identification of Difficult Environmental Conditions

With the understanding of the nature of difficult environmental conditions and how they can
affect ADS to perform a hazardous behavior, the subsequent step is to design methods for
identifying these conditions. This leads to the third research question of the thesis:

ROQ|3: How can difficult environmental conditions be systematically identified?

One contribution to answer this research question is provided in Chapter |5 with a knowl-
edge-driven method, named Scenario-based Hazard and Fault Analysis (SHFA). SHFA guides
experts to systematically analyze given scenarios and identify potential hazards and corre-
sponding faults of ADS. In this way, the three aspects of the operational environment, the ADS,
and the hazardous behavior are explicitly integrated in the method for the analysis, enabling
a comprehensive identification of difficult environmental conditions. In the SHFA method,
models and taxonomies are deployed to thoroughly decompose the scenario to environmental
conditions, break down goals of driving from A to B to a sequence of intended maneuvers, de-
duce hazardous maneuvers, and organize ADS functions across multiple abstraction levels. The
decomposition processes serve as a foundation to approach an exhaustive analysis and identifi-
cation. Moreover, the formalized and constrained nature of the applied models and taxonomies
helps eliminate human bias and supports the potential for automation.

Another contribution related to the research question is to demonstrate the applicability of
the SHFA method via workshops with 16 domain experts (cf. Chapter|6). As a result, a catalog
of 122 difficult environmental conditions covering sense, plan, and act components is estab-
lished. The practical workshop experiments have confirmed the applicability of SHFA in an
industrial context based on the large amount of identifications relative to a small application
scale and the positive feedback from expert participants. Besides, we have learned lessons from
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utilizing such analytical method on system level with experts with different backgrounds: On
the one hand, function developers have the most experience and knowledge of concrete auto-
mated driving functions or components regarding their weaknesses and corresponding adverse
situations. We observed that sensor experts are well-versed in identifying various types of fail-
ures in components such as LiDAR sensors, as well as common issues in sensor data process-
ing (e.g., missing point clouds). However, they often focus on specific problems or exposure
situations, which can lead them to deviate from a systematic analysis process. Additionally,
they tend to operate at a more concrete functional level rather than considering the ADS as
a whole. In contrast, test engineers and safety drivers are highly familiar with problematic
scenarios based on their hands-on experience but may struggle to pinpoint root causes or link
hazardous behaviors to specific system functions. On the other hand, requirement engineers
typically have a strong grasp of overarching safety requirements, such as those derived from
regulations or standards. They place particular emphasis on the completeness and thorough-
ness of the identification process. To fuse the strength of all these experts and elicit potential
difficult environmental conditions with their experience and knowledge is still considered very
beneficial, but at the same time not a trivial task. One promising strategy to enhance the effi-
ciency of applying the SHFA method in expert workshops is to tailor the workshop structure
to the participants’ professional backgrounds, for example, by providing targeted guidance for
specific steps or grouping participants with similar areas of expertise within the same session.

The last contribution to answer the research question is a data-driven approach to collect
scenarios potentially containing difficult environmental conditions. In Chapter|7, we present a
fully automatic pipeline to reconstruct ADS disengagement scenarios. The pipeline processes
perception measurement data collected by automated driving prototype vehicles in urban ar-
eas. The pipeline is able to clean up the scenario by filtering out irrelevant objects, handling
the dominant true positive inaccuracies, false positives, and false negatives in the data, and
automatically generating a directly simulatable OpenSCENARIO file. By comparing the sim-
ulation with the video ground truth, we qualitatively showed that the generated virtual sce-
narios can present the essential parts of the disengagement records (cf. Table|7.4). A quantita-
tive evaluation also indicated the fulfillment of individual intended functions of the pipeline.
The reconstructed ADS disengagement scenarios can support the system developers in fur-
ther identifying difficult environmental conditions in two possibilities. Firstly, by comparing
the constructed and cleaned up scenarios with the original scenario based on the original per-
ception measurements, objects causing major perception error can be obtained. These objects
and their original attributes or behaviors in the original scenarios could be the difficult envi-
ronmental conditions causing the disengagements, thus they are highly relevant for further
investigation. Secondly, the disengagements could be caused by the overall traffic situation
and were irrelevant to perception errors. Testing the constructed scenarios, which present the
essential situations, can reveal difficult environmental conditions for the planning components
of ADS.

Limitation. In terms of the knowledge-driven identification, the major limitation is on the
human factors. Eliciting environmental causes for previously identified hazardous maneuvers
highly depends on expert knowledge. Meanwhile, associating environmental conditions with
specific system insufficiencies by experts is still performed in a qualitative manner in the scope
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of this research. These factors still can lead to incompleteness and human bias in the result. Be-
sides, no concrete ADS architecture and components are analyzed in the identification process.
Therefore, the identification results provided in Appendix |Almay not be relevant for a certain
system. For the data-driven approach, we stopped at potential critical scenarios, without iden-
tifying the related difficult environmental conditions due to no access to the original software
stack used in the field experiments. Besides, there still exist some open points in the pipeline
implementation. For example, completely missed objects, i.e., false negatives, cannot yet be
recovered by the current pipeline. If such perception errors are encountered, the generated
critical scenarios are not directly usable for the regression test. To cope with this problem, raw
sensor data (e.g., camera images, point clouds) may need to be either reprocessed or manually

labeled.

10.4. Converting Difficult Environmental Conditions into
Scenarios

Difficult environmental conditions are intended for evaluating ADS and revealing their weak-
nesses. The evaluation is mainly implemented by testing ADS in the corresponding scenarios.
Seeking a systematic method that converts difficult environmental conditions to scenarios, the
fourth research question in this thesis is proposed as:

RQ[4: How should difficult environmental conditions be converted to potential critical
scenarios?

Chapter 2| discussed two possible approaches to derive potential critical scenarios based on
difficult environmental conditions. One is to extend scenario context based on the given condi-
tion, the other is to combine the to be tested condition with already tested, hazard-free scenar-
ios. We opted for the combination-based approach for two major arguments. Firstly, it enables
the establishment of traceability between the test result and the difficult environmental con-
dition. Secondly, it is more pragmatic within industrial development, as it allows developing
scenarios and identifying difficult environmental conditions in parallel. For conducting the
combination-based approach, it is crucial to figure out which scenarios are suitable to contain
a given difficult environmental condition, while their essence is not significantly changed after
the combination.

On the one hand, we defined two concepts, compatibility check and variance control, in Chap-
ter [8| to guide the selection of suitable reference scenarios and restrict the modification of the
scenarios. The compatibility check assures the availability of ODD elements or preconditions
that are required by the difficult environmental conditions. The variance control avoids chang-
ing the reference scenario significantly during the combination process. For both, qualitative
rules are defined based on expert knowledge. On the other hand, in the process of answer-
ing RQ (1} we determined that difficult environmental conditions are specific conditions in a
scenario, and thus the methods for modeling scenarios can also be applied for modeling dif-
ficult environmental conditions and developing their test cases. Therefore, procedures in the
combination-based approach are mapped to three abstraction levels according to the definition
by Menzel et al. as follows: On the functional level, compatibility check rules and a part
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of variance control rules are implemented to initially determine suitable pairs of reference sce-
narios and difficult conditions. On the logical level, parameter ranges of reference scenarios
are inherited, and the rest of the variance control rules are interpreted for deriving parame-
ter ranges of difficult environmental conditions. On the concrete level, parameter values are
sampled for difficult environmental conditions to finalize test case instances.

First, we conducted an end-to-end case study to illustrate how a pair of a difficult environ-
mental condition and a reference scenario is determined and parameterized with the defined
rules and procedures on the three abstraction levels. The reference scenario and the three
generated test cases are tested in simulation as a proof-of-concept. We further analyzed the
test result to illustrate the impact of different parameterization of a difficult environmental
condition and to demonstrate revealing corresponding functional insufficiencies. Besides, we
performed an extended case study with 12 difficult environmental conditions and 16 reference
scenarios on the functional level and confirmed the applicability of our proposed rules on a
larger scale. Thereby, the research question is answered with the proposed combination-based
approach, the defined rules, the structured scenario generation on diverse abstraction levels,
and the proof-of-concept case studies.

Limitation. As discussed in Section we rely on expert interpretation to define what is
essential and not modifiable, and what can be modified to what extent in a scenario for con-
ducting the compatibility check and variance control. These interpretations are qualitative, so
the corresponding rules could be subject to human bias and are incomplete. To cope with these
problems, the rules could be further extended or broken down, and should be enhanced with
quantitative rationales. Besides, automation techniques should be considered in the conduc-
tion of the compatibility check and the variance control to improve the efficiency in the search
for reference scenarios for difficult environmental conditions.

10.5. Establishment of Traceability, Conformance, and
Compliance

Considering industrial development and verification processes of ADS, the system specification
and ODD definition can be adapted frequently due to both technical reasons (e.g., a discovered
functional insufficiency requires ADS functional modification) and non-technical reasons (e.g.,
changing of target market due to the occupancy by other competitors results in updates of
ODD). Accordingly, the identification and testing activities of difficult environmental condi-
tions need to be aligned with the ADS development and verification process. In this regard,
to establish the traceability of the intermediate identifications and testing results and exhibit
compliance with industrial standards and regulations is of great significance. Thus, the last
research question is formulated as:

ROQ|5: How can the traceability of difficult environmental conditions be established
in the development lifecycle of ADS with conformance to state-of-the-art standards
and compliance with regulations?

As elaborated in Chapter |3, difficult environmental conditions largely adopt the definition
of triggering conditions from ISO 21448. Therefore, we collected the descriptions regarding
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triggering conditions through all clauses of ISO 21448 and interpreted them into required ac-
tivities. These activities range from identification to the evaluation and finally to the analysis
and documentation of evaluation results. Meanwhile, we referred to the concept of nominal
scenarios in the EU regulation EU 2022/1426. We explained why nominal scenarios are suitable
to be utilized as reference scenarios for conducting the combination-based scenario generation
(cf. Chapter|[8). Subsequently, we applied the requirements towards triggering conditions to
difficult environmental conditions. We allocated these with the identification and testing of
nominal scenarios in a SOTIF-oriented, iterative ADS development and verification process. In
this way, the activities related to difficult environmental conditions introduced in this thesis
conform to both ISO 21448 and EU 2022/1426, answering one part of the research question.

Afterwards, we proposed concrete requirements to establish traceability of difficult environ-
mental conditions in the illustrated process. We clarified how test cases should be managed on
functional, logical, and concrete levels, which intermediate test results should be documented,
and how the test results from the current iteration can influence the next iteration. We demon-
strated a simplified case study based on a hypothetical ADS, following the proposed SOTIF-
oriented test process (cf. Figure . Difficult environmental conditions are tested, evaluated,
and updated in the case study. Based on the test result, the ranking of difficult environmental
conditions was updated in the catalog: those that led to failed tests with ADS hazardous behav-
iors are assigned with higher priority, namely, more test runs for the next iteration, while those
not yet reveal any system insufficiencies are either assigned with less priority or new sampling
methods for further investigation with different test cases. Based on the elaboration of these
concepts and the case study, the other part of the research question is deemed answered.

Limitation. The thesis presented only a proof-of-concept with a small-scale case study for
the proposed SOTIF-oriented process. However, the process was not validated on a large scale.
There can therefore be three major potential difficulties for applying the process in real indus-
trial projects. First, the process requires testing nominal scenarios prior to testing any critical
scenarios. In real-world implementation, this requirement may not always be fulfilled due to
resource allocation or management-level strategies. Secondly, the process requires to always
restart a new iteration of system design if any nominal scenario test is failed. This requires
tight cooperation between the verification and the development departments (e.g., everything
is developed in house), which can be challenging for the commercial model, where two dif-
ferent companies or organizations are responsible for the ADS development and the system
integration and homologation separately. Lastly, the strategy and requirement to combine dif-
ficult environmental conditions with all compatible nominal scenarios for generating test cases
provides a solution for approaching completeness. However, this will also likely lead to an ex-
ponential number of test cases. A further strategy to determine a feasible yet sufficient subset
of the test cases should be developed to cope with the problem.
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11. Conclusion and Outlook

In this chapter, we summarize the major contributions in the thesis as proof of achieving the
predefined research goal. We also provide recommendations for future works based on this
research.

11.1. Conclusion

The long-tail problem in scenario-based testing poses a significant challenge to the safety verifi-
cation of Automated Driving Systems (ADS). Addressing this issue requires the effective iden-
tification and testing of critical scenarios. To achieve the comprehensiveness, three key di-
mensions of ADS must be considered: system functions and components, potential hazardous
behaviors, and operational environments. In response to this need, this thesis introduces the
concept of difficult environmental conditions. Unlike many existing approaches focusing on
generating critical scenarios for isolated driving functions or components, the proposed con-
cepts and methods target system-level verification. It culminates in a coherent framework for
identifying, formalizing, testing, and tracing difficult environmental conditions throughout the
ADS development lifecycle.

Building on terms like triggering condition and functional insufficiencies from the ISO 21448
standard, we defined difficult environmental conditions as specific conditions in the operational
environment of ADS that can trigger one or multiple functional insufficiencies, ultimately re-
sulting in hazardous behaviors of the ADS. From this understanding, we categorized difficult
environmental conditions into three types and created formalized, machine-readable descrip-
tions for documentation and management. We developed the Scenario-based Hazard and Fault
Analysis (SHFA) method to systematically identify these conditions. Through a series of work-
shops with domain experts, we established the first catalog of 122 difficult environmental condi-
tions. These results were standardized using our proposed formalization templates. Addition-
ally, we enhanced the identification process with a data-driven approach by developing an au-
tomatic pipeline to post-process perception measurement data and reconstruct disengagement
scenarios from automated vehicle prototypes. These reconstructed scenarios either contained
difficult environmental conditions for ADS planning components or can be further analyzed
with ground truth data to identify conditions affecting perception components. Lastly, we
demonstrated how critical scenarios can be derived from difficult environmental conditions
for testing. We defined qualitative rules to find compatible nominal scenarios for a specific
difficult environmental condition, so that they can be combined and parameterized to gener-
ate concrete test cases. On the other hand, we determined the positions for identifying and
testing difficult environmental conditions and nominal scenarios in the iterative ADS devel-
opment and verification process. To do so, we referred to the standard ISO 21448 and the EU
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type approval EU 2022/1426, so that the designed process also fulfills their objectives and re-
quirements. Based on the process, we defined concrete requirements to establish traceability
of difficult environmental conditions in testing.

As with other research in the field of safety verification and validation of ADS, this work
faced the enduring challenge of demonstrating completeness and sufficiency. To address this
challenge in the context of difficult environmental conditions, this thesis adopted a multifaceted
approach along three key dimensions. First, the identification process considered ADS func-
tions holistically, encompassing the complete sense—plan—act chain, and applied the system-
atic SHFA method to ensure exhaustive scenario analysis. Second, both knowledge-driven and
data-driven techniques were employed to mitigate the limitations and biases inherent in rely-
ing solely on one approach. Third, a systematic method was introduced to comprehensively
generate all candidate test scenarios based on the previously identified difficult environmen-
tal conditions, thereby supporting thorough coverage in subsequent testing efforts. In paral-
lel with the contributions of this thesis, we also recognized the importance of identifying a
complete set of nominal scenarios in accordance with EU Regulation 2022/1426. Nominal sce-
narios not only serve as a critical input for identifying difficult environmental conditions with
the SHFA method, but also play an essential role in the subsequent generation of test cases.
Advancing this complementary line of research is expected to support further efforts toward
achieving completeness in scenario-based ADS validation.

11.2. Recommendations for Future Work

Following the wish according to a traditional Chinese idiom “to toss a brick to attract the jade’ﬂ
we tossed “the brick” by introducing the concept of difficult environmental conditions, propos-
ing research questions and the corresponding solutions. In this section, we aim to attract the
jade”, i.e., more research into difficult environmental conditions, by discussing open questions
and future directions. In Chapter 10, we already discussed the insufficiencies related to the
solutions to the research questions RQ|[1/to RQ[5| These gaps provide opportunities for refin-
ing the proposed solutions. Besides, the following topics pertaining to difficult environmental
conditions are not yet discussed or not the focus of this thesis, but should be considered:

Managing diverse concreteness in the identifications. Although difficult environmen-
tal conditions are primarily all identified and documented on the functional level, we observed
varying levels of concreteness at the micro level (cf. Catalog in Appendix[A). For example, the
entry Faded yellow lane markings is more concrete than the entries Unusual negation on traffic
sign and Object with thin profile. More concrete entries are generally more intuitive for tasks
like deriving coverage indices or designing test cases. While we aimed to incorporate expert
knowledge in identifying concrete conditions, overfitting may occur if every entry is overly
specific. Therefore, criteria should be defined for determining the optimal level of concrete-
ness during the identification and documentation process.

Theoretical evaluation and risk analysis. Our evaluation of difficult environmental con-
ditions focused on test case generation and process design. However, ISO 21448 suggests that

'Yt 51 &>, pao zhuan yin yu [123]
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theoretical evaluation should precede the testing phase. Additionally, residual risks from diffi-
cult environmental conditions that are tested but not fully addressed should be assessed using
a specific methodology. A potential starting point for this analysis is applying exposure and
severity analysis, similar to the ASIL analysis in ISO 26262.

Traceability and linkage to other work products. As difficult environmental conditions
are a novel concept in this thesis, existing V&V strategies may already address some aspects
(e.g., comprehensive scenario catalogs) to ensure completeness or manage long-tail problems.
However, incorporating difficult environmental conditions into the V&V strategy can further
structure, facilitate, and enhance the V&V process and help demonstrate conformance with
standards and compliance to regulations for homologation. To this end, we recommend map-
ping difficult environmental conditions to other implemented requirements or measures, such
as scenario databases, hazard and risk analysis, and ODD taxonomy.

Combinatorial testing with multiple conditions. =~ We explained the overall testing
method and process of difficult environmental conditions in Chapter [§| and Chapter [9 For
the sake of simplicity and keeping the main focus in the thesis, we suggested considering one
difficult environmental condition in a test case at a time and did not discuss the combination of
multiple conditions in one test case. Nevertheless, we consider applying combinatorial testing
as meaningful in some situations. For example, if several difficult environmental conditions
have not revealed any functional insufficiencies in multiple system verification iterations, they
can be combined to derive new test cases.
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A. Catalog of Difficult Environmental
Conditions

This chapter contains the full catalog of difficult environmental conditions, that is discussed
in Chapter @ The catalog has been previously published as supplementary materia for

per 11 [133].

1|h'ctps ://doi.org/10.5281/zenodo.11472687
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A. Catalog of Difficult Environmental Conditions

Table A.1.: Difficult environmental condition catalog (ROW =right of way, VRU =vulnerable road user, obj.=object, behav.=behavior, sit. = situation,

traj. = trajectory, IA = Information Access, IR = Information Reception, IP = Information Processing, P = Plan, A = Action)

Difficult Environmental Condition

Cluster
EF1 ATTR1 BHV INTR EF2 ATTR2 TSC SL Functional Insufficiencies
H_mmm- I Lane marks missing onturnlane 3 map/reality discrepancy (P)
I Lane marks faded 3 lane mark detection (IP)
-3 I Lane marks faded onturnlane 3 lane mark detection (IP)
mo MU I  Solid lane mark faded 3 lane mark detection (IP)
Mc M I  Zebra crossing faded 3 road mark detection (IP)
I Road marks faded 3 road mark detection (IP)
I Lane marks crumbled 3 lane mark detection (IP)
I Negation missing on lane marks 3 mH.ﬁ. understanding, map/reality
o discrepancy (P)
3 . . .
b=t . . . sit. understanding, map/reality
...m I Negation missing on traffic sign 3 - )
& . on temp. traffic . .
o I Negation unusual e 3 traffic sign detection (IP)
&
m m, .m I Yellow lane marks  inconsistent 3 lane mark detection (IP)
[ =@ . .
° 2& I Traffic light deactivated 3 traffic Fm.E ngozob ().
2 E= map/reality discrepancy (P)
= T3
mo = I Temp. traffic sign 3 map/reality discrepancy (P)
..m I Yellow lane mark remaining 3 map/reality discrepancy (P)
< I Temp. traffic sign remaining 3 map/reality discrepancy (P)
I  Construction partially blocks ego lane 3 traj. generation (P)
I Roadside mod. unusual 3 obj. behav. prediction (P)
Road geometry . .
! mod. 3 traj. generation (P)
I Construction site  unregistered 3 map correctness (IA)
B 3 I Hmwnmnoﬂwam:om unregistered 1/3 map correctness (IA)
o L .
=R 3]
S I Road marking unregistered 1/3 map correctness (IA)
I Road geometry unregistered 1 map correctness (IA)
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A. Catalog of Difficult Environmental Conditions

Cluster EF1 ATTR1 BHV INTR EF2 ATTR2 TSC SL Functional Insufficiencies
I Vehicle oncoming, i drives TR 4,2 camera - obj. detection (IP)
dark color shadows
— . . . . obj. behav. predicition, traj.
S5 I Vehicle oncoming overtakes vehicle standing over ego lane 4 .
e s generation (P)
3
2 m I E-scooter oncoming drives T oTEs 4,2 camera - obj. detection (IP)
g2 shadows
&g . o .
&2 Cyclist g drives on ﬁrm. wrong obj. Umr.mﬂ predicition, traj.
side generation (P)
I Traffic jam on NMM Mm:m 4  obj. behav. prediction (P)
I Traffic lights w o._ os¢ 1 traffic light detection (IP)
proximity
around
I Grass roadside 2 object classification (IP)
barrier
m it Workers unload truck on road 4 obj. mn.ﬂwosos (IP), obj. behav.
g, predicition (P)
) . . .
= 11 Workers shut truck rear door on road 4 obj mm.ﬂwoso: (IP), obj. behav.
= predicition (P)
m I Traffic signs n n._ ose 1 traffic sign detection (IP)
S proximity
v .
k3] I Movable objects n o._ 0se 4 object segmentation (IP)
..W. proximity
o I VRU next to barrier 4,2 object segmentation (IP)
I Pedestrian next to tree 4,2 object segmentation (IP)
I Vehicle tall drives CRG 4,2 object segmentation (IP)
branches
Unusual I Traffic light at c:.z.m:& 1 traffic light matching (IP)
.. position
Position- cra——— bi. beh
ing 11 E-Scooter drives onmotor lane 4 S\ Uncerstanding, obj. behav.
prediction (P)
I Cyclist in unusual pose 4 object detection (IP)
Gwzm:m_ I Traffic sign bent 3 traffic sign detection (IP)
¢ I Recumbent bicycle 4 object detection (IP)
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A. Catalog of Difficult Environmental Conditions

EF1 ATTR1 BHV INTR TSC Functional Insufficiencies
. w/ prescr.
I Junction directions map correctness ([A)
I Bus lane shared, marked situational understanding (P)
= W I Road w L map correctness (IA), steering (A)
] m curvature
& S I Road w/ high slope map correctness (IA),
o (down) braking/accelerating (A)
I Road v Lt sloype information access (IA)
(up)
I RO sensor calibration, information
o access (IA)
S I Road slippery braking torque setting (A)
< ; . .
< I Road —_— lidar (IR), braking torque setting
e @)
et . . .
g I Lane W4 H.:m on intersection lane detection (IP)
£ 8. markings area
£ o :
5E 1 Lane w/ wet leafs lane .Qﬁnozowh va”
2 = braking / accelerating (A)
g 9 lane detection (IP), sit.
SO : ane detection (IP), sit.
~ 1II Dirt covers ego lane 3 s dng (2
lane detection (IP), sit.
1II Snow covers ego lane 3 Tl ()
sit. understanding (P),
I Rail tracks on ego lane braking / accelerating / steering
4)
I Small object in ego lane 9.3 cmr.wﬁ IR i)
generation (P)
I Tree branch above road situational understanding (P)
I Tree e map info missing (IA), map/reality
discrepancy (P)
- _..m m I Tall buildings on roadsides GPS signal (IA)
Q @ =
%< 9 . on rural .
) m m I Trees lined roadside land mark detection (IP)
I Tree (land mark) leafless in autumn land mark detection (IP)
I Land mark Q:U@n%mwbmmm land mark detection (IP)

132



A. Catalog of Difficult Environmental Conditions

(d1) uonoalep “[qo ¢ UOISSTWID J[OTY2A | saem
ISST 1Y onTeg
5 Suriaye
(d1) uonoa3ap rew auel/[qo ¢ J— uoneUTIN[| I
(d1) uoroa)ap Nrew auey/[qo ¢ 9SIaApR uoneurwIn{[f 1 MMMMM
(d1) uonoa1ap yrew auel/[qo ¢ JySu je peox BMWMMME vNMH“MM% SYSI 12218 I
(¥1) 9ouewIojrad eIoUIRD G s1e[3 ung I
(dr1) woryoa3ep MIeur aue[ G Jue[ uo adeys adins ur MOpeRYS SMOIY) JySrung it
(d1) wonoa19p s 2
T P — S Jom 9oejINs peox Uo S309[J21 1y 31] 39918 m o w
53
(1) uorioalep S = I
(i ey S G JoejIns peox U0 s399[jo1 1yS1ung I m 8 g
e
. EIRIUEIN ® i
(d1) uoroa1ep [qo F°G SUe] MOITEU UO SUIooUo U0 S399[jo1 ySrung il
(d1) wor3oa)ap MIeur aue[ G7 Sue[ uo adeys adins ur MOpeYS SMOIY) IotIreq il
(V) Surreals g Suoxs “10ys sjsno 1
(¥1) 9ouewIojIad T0SULS G lee| moug I
(¥1) 9ouewIojrad T0sULS G ST urey I a
(¥1) @ouewroyrad 10suag ¢ Sog I m. W
(v) Sute?ys ¢ Aneay puIm I m.” w%
(¥1) @ouewIoyrad 10suag G Aaeay moug I I
(41) 9ouewIojIad T0SULS G Aneay urey I
(1) 9ouewIojrad T0sULg G 9sIaApE IoyIea M I
UOTJRWIT]Sd
(d) Aouedaxdstp Ayrpear/dewr 9 UOTJOLIJ PeOI 2INONIISeIUI XZA I
1991100UT SPUdS o
(g) Aouedorostp Ayesx/dewr 9 o3ut aInjonIsenqur XgA II m
O 1991I00UT SPUDS : 2 S
(V1) La1Iqereae XzIe) 9% AL Iasn peoy 1 m. "
IR XZA 0/ g
(V1) 9oueping sjowar 9 3[qelsun JNI0MIU STIqOIN |
(V1) 9ouepmg sjowar 9 pPeOl YSIy /M NIOMISU J[IqOIN |
selusIoNSU] [euonoun, 1S OSL ALLY 2dd ALNI AH4 LIV Tdd T9sn[d

133



A. Catalog of Difficult Environmental Conditions

Cluster EF1 ATTR1 BHV INTR EF2 ATTR2 TSC SL Functional Insufficiencies
. initially . ]
I Stop sign occluded 1 traffic sign detection (IP)
. traffic sign detection (IP),
I ROW sign fully occluded 1 O L )
. partially . .
I ROW sign occluded 1 traffic sign detection (IP)
road . .
I Leafs cover . 3 lane boundaries detection (IP)
boundaries
I Grass covers curb 3 lane boundaries detection (IP)
I Leafs cover lane markings 3 lane mark detection (IP)
I Dirt covers lane markings 3 lane mark detection (IP)
I Stickers partially cover ROW sign 3 traffic sign detection (IP)
I Stickers partially cover traffic sign 3 traffic sign detection (IP)
. traffic sign detection (IP),
.m I Snow covers traffic sign 3 S U M S —— )
2 I Snow covers lane markings 3  lane mark detection (IP)
3 I Snow covers curb 3 lane boundaries detection (IP)
© I Building occludes road user 2,4 obj. detection (IP)
I Dirt covers %m:oé. lane 3 lane mark detection (IP)
markings
I Stickers cover delineator 3 lane boundaries detection (IP)
III Roadworks barrier partially cyclist crossing 3,4 obj. detection (IP)
occludes
III Roadworks barrier partially pedestrian crossing 3,4 obj. detection (IP)
occludes
III Roadworks barrier 2R vehicle merging inegolane 3,4 obj. detection (IP)
occludes
I Vehicles parking occlude pedestrians 4 obj. detection (IP)
I Snow covers yellow lane 3 lane mark detection (IP)

markings
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