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Abstract

With the continuous shift from the analog to the digital world, data has become a com-
mon resource in our everyday lives. Individuals care about protecting their personal data,
and companies keep data secure to gain a competitive advantage. Nevertheless, sharing and
using data in an interconnected world is necessary to create value through cooperation. Var-
ious international regulations increase the complexity of the tension between data sharing
and data protection. Keeping control over data, often referred to as data sovereignty, is of
utmost importance. However, the concept of data sovereignty is interpreted differently and
lacks a precise delimitation and clear conceptualization. Existing technical solutions for
maintaining data sovereignty remain limited and specialized.

This cumulative doctoral dissertation uses Design Science Research to address the lack of
technical solutions for strengthening data sovereignty. First, we conceptualized and delim-
ited data sovereignty from adjacent terms in the domains of information systems and software
engineering. We reviewed the existing literature and conducted interviews with practition-
ers, thereby identifying data sovereignty challenges and highlighting digital watermarking
technologies as a promising solution approach. Second, we designed and developed a digital
text watermarking artifact, Innamark, to mitigate the identified data sovereignty challenges.
It focuses on protecting text, the most widely shared and used content type, with limited wa-
termarking solutions available. Third, we derived design knowledge in the form of design
principles to generalize our findings based on our experience and gathered insights.

We instantiated Innamark as an IT artifact, including a reusable Kotlin multiplatform
library. Different demonstrations, in the form of implemented applications and a test in a
data space context, supported us during the iterative design process. Further, we evaluated
Innamark with respect to embedding capacity, invisibility, and robustness. Using a bench-
mark evaluation on a dataset of 1 000 000 articles, we compared Innamark with nine related
algorithms. To the best of our knowledge, the findings show that Innamark is the first invis-
ible and robust watermarking method that does not increase the length of the watermarked
text, despite its limited embedding capacity.

Our three contributions (i) the conceptual model for data sovereignty, (ii) Innamark as a
digital watermarking artifact, and (iii) the resulting design principles, support a broad range
of applications and help researchers and practitioners to strengthen data sovereignty.

Keywords: Data Sovereignty, Digital Watermarking, Text Watermarking, Informa-
tion Hiding, Design Science Research, Information Systems, Software Engineering.
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Chapter 1

Introduction

1.1 Motivation
The rapid increase in digital technologies and the vast amount of shared data explain our
societal shift from the analog to a digital world, raising opportunities and tensions around
data protection. The total amount of data and information being created, captured, copied,
and consumed worldwide reached 173.4 zettabytes in 2024 and is estimated to grow rapidly
to 527.5 zettabytes in 2029 [247]. In addition, that data is not only stored locally on storage
media but also shared globally, as evidenced by the worldwide amount of mobile trafÏc,
which reached 122.97 exabytes per month in 2024 and is expected to grow to 244.65 exabytes
per month in 2029 [65]. Famous and often quoted statements reinforce these assumptions,
such as the analogy of information as the oil of the 21st century by Peter Sondergaard from
Gartner Research in 2011, or the analogy of data as the world’s most important asset by Yuval
Noah Harari communicated at the World Economic Forum 2018 [107]. Our interconnected
world continues to evolve, with computers and mobile devices becoming faster and more
efÏcient, seemingly limited only by Moore’s law [180].

Societal trends toward digitized processes are evident in our daily lives, both in the pri-
vate and corporate spheres: individuals scan old analog photos printed on photo paper to
share and use them digitally, or scan their personal identity documents for verification on
the banking portal. Companies initiate data governance initiatives by integrating supplier
delivery note information into their enterprise resource planning (ERP) systems as part of
their digital transformation [272]. The reasons behind these digitization efforts, which in-
volve converting data into digital formats, stem from the need and desire for more digital-
ization, as the use of digital data improves processes and creates value [191], [251], [272].
This technological progress is accompanied by the emergence of new applications and tech-
nologies, as evidenced by the recent interest around large language models (LLMs), such
as ChatGPT [252]. If we digitize our data, we can share and use it jointly, such as training
LLMs for specific tasks, helping many participants. Our society has to find ways to share
data without losing control over it, as cooperation enables better growth than competition,
where data is used only in isolated systems [119], [211].
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Challenges. Despite the benefits of joint data use, various challenges exist regarding reg-
ulations and competition, while the technical debt of existing data sharing IT landscapes
creates skepticism and mistrust.

First, regulatory compliance both supports and hinders data sharing. One example is
the European regulation regarding a Digital Product Passport (DPP), launched in 2024 as
part of the Ecodesign for Sustainable Products Regulation (ESPR) [70]. It forces companies
to provide a DPP that includes information such as the product’s life cycle and sustainabil-
ity metrics. Calculating sustainability metrics, such as a carbon footprint, as the sum of
all greenhouse gas emissions [70], requires data sharing between companies, especially for
complex products with extended supply chains, such as vehicles. While the ESPR supports
data sharing, the 2018 introduced U.S. CLOUD Act hinders it, as individuals and companies
fear losing control over their data since the act allows American authorities to access data
stored by American companies [106]. Such regulations pose challenges for data localiza-
tion [127].

Second, competitive advantages still challenge data sharing. On the one hand, different
use cases, such as predictive maintenance or collaborative condition monitoring, in which
actors cooperate to improve maintenance efforts, require many contributing companies and
shared data [119]. On the other hand, most actors want to use data, but do not want to
share it. A German study of 244 companies found that 51% reported strong business success
through data sharing, while 30% used data from other companies, but only 17% shared it
with external parties [248]. Many companies avoid sharing data because they fear losing
control over it [191].

Third, a lack of traceability, security issues, unclear data integrity, or authenticity prob-
lems creates skepticism and mistrust in many sectors: “With the transition of the printing
industry to digital platforms, the security of documents has become a major challenge” [177,
p. 85]. Digital content, such as text documents, papers, or contracts, that requires high protec-
tion often faces illegal duplication or contextual tampering [91], [237]. The aforementioned
hype surrounding LLMs reinforces skepticism and mistrust, making it increasingly difÏcult
to distinguish a text written by a human from a text generated by a machine [44], [46], [136],
[228], [252], [285]. Various risks arise from these LLM-generated texts, such as plagiarism,
piracy of copyrighted and rewritten content, or LLM-generated phishing, spam, malware,
and misinformation [57], [263], [285]. We need to build robust solutions for copyright pro-
tection, authentication, and integrity verification to overcome these challenges, especially in
data sharing scenarios among different parties [8], [26], [286].
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Existing Solutions. Researchers and practitioners propose approaches to address these
challenges, but current solutions remain limited. The missing possibilities of keeping con-
trol over data are often referred to as data sovereignty [119], [227]. Initial attempts in related
fields, such as digital or technological sovereignty, have focused on identifying indirect so-
lutions at the organizational or political level [20], [62]. However, we focus on finding direct
technical solutions in the domain of information systems and software engineering.

One existing approach is decentralized networks, like blockchains [42], [105], [224] or
data spaces [179], [183]. Blockchains help ensure trust and security through their well-
known distributed consensus algorithm [51]. However, they also face many disadvantages,
such as scaling and bootstrapping issues, as well as the potential for fraudulent activity due
to their pseudonymous nature [51]. In contrast, data spaces as a concept explicitly promise
data sovereignty, low entry barriers, interoperability, decentralization, and secure data shar-
ing [179], [183]. Initiatives such as Gaia-X and the International Data Spaces Associa-
tion (IDSA) support and guide data space development, aiming to establish trust and provide
specific infrastructure, services, and standards [192]. However, practice reveals challenges
and technical debt because the concepts only create framework conditions rather than work-
ing technical solutions [95].

Other approaches that do not explicitly mention data sovereignty but face similar chal-
lenges include watermarking and related research areas, such as steganography and digital
rights management. These information hiding methods conceal data within cover media to
be protected, such as image, audio, video, or text files [5], [8]. Those methods appear promis-
ing, since they have been used for many years to protect various assets, such as physical bank
notes and passports with their safety features [177], movies, as known from copy-protected
DVDs [159], or images, as known from watermarks embedded in stock-photo databases be-
fore buying [28]. The ideas are currently being adopted in the LLM domain, for example, by
Kirchenbauer et al. [134] as one of the first watermark approaches for LLMs, by SynthID,
as Google’s watermarking engine for Gemini [54], and by many similar approaches [158].
However, neither decentralized solutions nor existing digital watermarking approaches solve
the sovereignty and robustness requirements of shared text data.

Research Gap. A closer review identifies conceptual and technical research gaps in both
data sovereignty and digital watermarking, which motivates this thesis.

Regarding data sovereignty, evaluating the number of publications reveals a continued
increase in interest in the field, while theoretical and practical gaps remain [100]. From a
theoretical perspective, researchers often use related terms, such as digital or technological
sovereignty, without clear differentiation, which leads to conflicting definitions [173] and
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an unclear relationship between them [48]. A clear academic delimitation and conceptual-
ization of the field is under-researched [2], [20]. This conceptual fragmentation results in
different research streams unaware of one another, as the first group publishes its findings
under keywords related to sovereignty. In contrast, other research groups use keywords such
as security, privacy, or data control while working on very similar aspects [80]. From a prac-
tical perspective, practitioners lack concrete, runnable technical solutions [181], [251]. The
theoretical basis, political discourses, and concrete interests, as revealed by the mentioned
surveys, indicate a high level of interest on one side, alongside a notable gap in technical
practice-oriented data sovereignty solutions on the other [52], [181], [290].

Regarding digital watermarking, various solutions for different multimedia covers exist.
However, text data represents between 75% and 85% of the Internet [286] and is the most
shared content type [30], [219], but has the fewest watermarking solutions available [3],
[11]. This lack of digital text watermarking solutions stems from the limited options and
high complexity of plain text compared to the greater flexibility of other multimedia types,
such as images, audio, or video [23], [26], [30], [126]. Existing LLM watermarking tech-
niques do not transfer to our problem domain because their solutions directly integrate into
the training procedure or model itself [158]. These techniques embed watermarks during
text generation and do not work on existing text documents, such as scanned documents or
digitized delivery notes from our example above. Other linguistic-based methods change
the wording of existing text to embed a watermark, leading to problems in application sce-
narios with high semantic and text-quality standards, such as legal documents, quotes, or
poems [11], [121]. For these use cases, staying invisible without interfering with daily use
and being robust enough to maintain data sovereignty even when used in different contexts,
file types, and applications is crucial [5], [11]. Our evaluation reveals that existing text wa-
termarking solutions that do not alter the semantics of the text are either visible to humans
or lack robustness in typical business applications, such as Microsoft Word documents, text
messages, or emails [94].

Contribution. To address the research gaps, we make three key contributions in this cu-
mulative doctoral dissertation, structured overall by the Design Science Research (DSR)
methodology following Peffers et al. [197].

First, we structure the concept of data sovereignty through literature reviews and derive
a conceptual model from scientific and gray literature to clarify the cluttered field of sover-
eignty terms. To carefully identify the current requirements and challenges for data sover-
eignty in practical use cases, we conduct a semi-structured interview study using Grounded
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Theory. The gathered insights help us guide the design and development of a technical so-
lution.

Second, we design, implement, and evaluate a digital text watermarking artifact to ad-
dress these data sovereignty challenges. During the iterative DSR development cycles, we
design and develop this digital text watermarking artifact using Unicode whitespace replace-
ment to hide any byte-encoded information within a cover text. A reference implementation
demonstrates the artifact in different applications, such as a web interface, command line
interface (CLI) tool, and a data space context. We further evaluate the proposed artifact in
a testbed, comparing it with nine algorithms from related work to demonstrate its strengths
and weaknesses.

Third, we generalize the gathered design knowledge as design principles (DPs) for re-
searchers and practitioners. We use established structures and formats from related work
for their formulations [39], [87] and evaluate them against five established criteria [112].
The resulting DPs aim to help researchers build alternative digital watermarking artifacts to
strengthen data sovereignty.

1.2 Research Questions
We break down the aforementioned challenges into two main research directions on data sov-
ereignty and digital watermarking. First, little attention has been paid to defining and delim-
iting data sovereignty on a theoretical basis and to developing technical solutions to realize it
in practice. Second, existing solutions in the domain of digital watermarking and steganog-
raphy have been developed mostly in isolation, or lack invisibility or robustness features,
and are therefore unsuitable for most data sovereignty use cases. To the best of our knowl-
edge, no publications to date have developed digital watermarking artifacts to strengthen
data sovereignty. The following main research question (MRQ) guides our research, which
combines both domains:

MRQ: How to strengthen data sovereignty through digital watermarking?

To address this question, we formulate five sub-research questions (RQs), grouped into
two main research areas. Since the research design uses DSR [197] as a baseline (see Chap-
ter 3), the set of RQs aims to define the research scope, guide the process, and position our
contributions [259]. We apply the guidelines from Recker [216] for scientific research and
Thuan, Drechsler, and Antunes [259] for formulating RQs in DSR.
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Research Area 1: Data Sovereignty Foundations

The first research area aims to clarify the cluttered field of data sovereignty, as researchers
often misinterpret or misuse the concept due to its lack of a foundational conceptualiza-
tion [20], [202], as summarized in RQ 1.1.

RQ 1.1: How can we define, differentiate, and conceptualize data sovereignty?

Paper I [100] addresses the issues by differentiating data sovereignty from the related
terms of digital and technological sovereignty through a structured literature review. Pa-
per III [271] builds upon it by developing a conceptual model for data sovereignty based on
publications from research and practice. After defining, differentiating, and conceptualizing
the concept, RQ 1.2 emerged to identify current technical challenges in practice to strengthen
data sovereignty and address the aforementioned MRQ.

RQ 1.2: Which specific technical challenges for data sovereignty exist?

Paper II [95] uses semi-structured interviews based on Grounded Theory to collect these
challenges from industry experts. The results show a lack of organizational, technical, and
personal aspects for implementing data sovereignty. While this work focuses on the technical
aspects, these challenges align with findings from related work in [290] and motivate the
second research area: the design and development of a solution.

Research Area 2: Digital Watermarking Design & Development

The second research area builds on the idea identified in Paper II [95] of using digital water-
marking to enhance data sovereignty. RQ 2.1 considers the gathered input and focuses on
the design and implementation of a digital watermarking artifact for text as the most shared
and used content type [30], [219].

RQ 2.1: How can we design and implement a digital watermarking artifact for
text-based data to ensure imperceptibility and robustness?

Paper IV [99] introduces the first version of a digital watermarking artifact with an imple-
mented prototype. It can hide any byte-encoded sequence within a cover text while remaining
robust across various applications and imperceptible to humans. Moreover, it is important
to identify evaluation criteria and conduct experiments to derive enhancements that increase
the effectiveness of the artifact, as stated in RQ 2.2.

RQ 2.2: How can we demonstrate and evaluate the effectiveness of a digital
watermarking artifact to ensure data sovereignty improvements?
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Paper V [96] starts by demonstrating the solution in an IT landscape through Connector ex-
tensions for data spaces. The gathered knowledge has led to an updated, enhanced version
of the artifact through an iterative process, presented in Paper VI [94]. It addresses exist-
ing drawbacks and evaluates the updated version alongside existing solutions to position the
artifact within the current theoretical and practical landscape. Nevertheless, the current so-
lution focuses on pure text-based data, while other data sovereignty use cases exist, leading
to RQ 2.3 regarding generalization.

RQ 2.3: How can we ensure the generalizability of a digital watermarking ar-
tifact for various use cases using design principles?

While Paper VI [94] provides recommendations on which current solutions are suitable for
specific application areas, there is no one-size-fits-all solution applicable to every use case.
Paper VII [288] presents an alternative fragile watermarking technique for comma-separated
values (CSV) files. Therefore, this thesis generalizes the gathered design knowledge into DPs
in Section 5.1.

1.3 Outline
We structure this cumulative doctoral dissertation on the publication schema guidelines from
Gregor and Hevner [85] and the DSR methodology from Peffers et al. [197].

Besides the main text and the published papers in the appendix, this thesis includes an
electronic supplement with our source code. We published the core components as a refer-
ence implementation in a GitHub repository in [75] for transparency and reproducibility. We
applied the core concept of our digital watermarking artifact for a German and international
patent [97], [98]. The rest of this thesis is structured as follows.

Chapter 1 motivates the topic of data sovereignty by outlining the need for technical
solutions to improve it. It identifies the research gap and gives an overview of our con-
tributions. Section 1.2 presents five research questions, clustered by two research areas.
Chapter 2 introduces the background information relevant to this thesis while discussing
related work. It focuses on the concept of sovereignty and adjacent forms in Section 2.1.
Similarly, Section 2.2 focuses on watermarking, particularly digital watermarking and its
adjacent domains, such as steganography. Lastly, Section 2.3 provides an overview of vari-
ous character encodings and introduces different Unicode whitespace characters, which are
essential for understanding the digital watermarking artifact we designed. Chapter 3 lays
the methodological foundation by presenting the applied research design. It shows how the
RQs and our published papers integrate into the process while laying the foundation for the
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remainder of the thesis. Chapter 4 presents the core results, based on the most relevant con-
tributions of our published papers. It is structured around the first five activities following
the DSR methodology of Peffers et al. [197], from identifying and motivating the problem
(Section 4.1) to defining the solution objectives (Section 4.2), to its design and develop-
ment (Section 4.3), with demonstrations (Section 4.4) and a final evaluation (Section 4.5).
While the core part focuses on the design of our digital text watermarking artifact, we fur-
ther divide the design and development in Section 4.3 into the watermark embedding process
(Section 4.3.1) and its extraction (Section 4.3.2). All sections in these Chapters 2, 3, and 4
conclude their findings in a highlighted summary box at the end of each section. Chapter 5
discusses our results by deriving design knowledge in the form of four DPs in Section 5.1.
We discuss the implications for researchers and practitioners in Section 5.2, and the limita-
tions and future research opportunities in Section 5.3. Chapter 6 concludes this cumulative
doctoral dissertation by summarizing our research contributions and answering the initially
identified research questions. Appendix A presents the seven most important peer-reviewed
publications relevant to this work, with a metadata overview in tabular form.



Chapter 2

Background & Related Work

To provide the background information needed to understand this work, we focus on the
two concepts of the MRQ: sovereignty and watermarking. Each concept, along with its
background information, adjacent domains, related work, and our contribution to highlight
the research gap, is presented below. In addition, we introduce character encodings and
provide an overview of whitespace characters, both of which are relevant to the design of
our IT artifact.

2.1 Sovereignty
The authority of states in international relations shapes the concept of sovereignty [141],
[199]. Historically, the first occurrences date back to the 13th century [199]. Due to various
wars and conflicting political interests, Bodin [33] defined sovereignty as the authority of a
ruler to make absolute decisions. A later historical analysis showed that sovereignty is more
than just political authority because it combines the three categories of authority, supremacy,
and territoriality [199].

Researchers across different domains have defined the concept in various ways over time,
viewing it as a broad concept rather than a single definition [199], [289]. Ongoing techno-
logical developments shift assets such as documents from the analog to the digital world,
raising new issues in the field of sovereignty. While national borders on maps define ter-
ritorial authority, this becomes increasingly complex in the digital world, where data is
transferred over the internet and passes through different countries via cross-border fiber
cables [38], [172]. New concepts arise, such as cyber sovereignty, often used by West-
ern authors [20], [289], which focus on the shift of territorial sovereignty into transnational
cyberspace [38]. Due to global internationalization, states no longer need exclusive knowl-
edge of technological building processes nor extract all needed resources exclusively within
their own territorial border – they can build on strong international relationships to enable a
self-determined ability to shape technical development and usage, often referred to as tech-
nological sovereignty [62], [169]. The shift from pure authority to control gives rise to
newer forms of sovereignty [38]. Research refers to control over digital assets as digital
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sovereignty [89], with France as a pioneer in forming the notion [145], and control over
data as data sovereignty [119]. Various bodies of literature emerged, such as indigenous
data sovereignty, which focuses on ownership, collection, and application of data from in-
digenous peoples [254]. It is particularly relevant for machine learning use cases such as
federated learning in bioinformatics, because indigenous people constitute around 7% of the
global population, yet are often excluded from genomic datasets and included in fewer than
1% [34]. As this thesis focuses on baseline concepts of data sovereignty in information sys-
tems and software engineering, we do not examine these indigenous aspects further. Given
the increasing popularity over the last decade [100], we discuss data sovereignty in detail
below.

Contribution. The distinction between these sovereignty concepts remains unclear. Re-
searchers have identified conflicting definitions [173], showing that the concept’s relation-
ship is not well understood [48]. We address this question in our Paper I [100] through
a structured literature review, delimiting the most commonly used concepts: data sover-
eignty, digital sovereignty, and technological sovereignty. Table 2.1 provides a summarized
overview of the different concepts of sovereignty.

Table 2.1 Overview of Sovereignty Concepts

Concept Description
Sovereignty Having control and executive authority within a specific

territorial region, typically a state [33], [141], [199].
Cyber Sovereignty Having control within the transnational cyberspace [20],

[38].
Technological Sovereignty Having control over technologies and resources on an in-

ternational relationship level [62], [169].
Digital Sovereignty Having control over digital technologies, like software,

processes, hardware, infrastructure, and the freedom of
their selection on a political and economic level [74], [89],
[124].

Data Sovereignty Having control over data in a self-determined way on an
individual level [21], [108], [119], [152].

Indigenous Data Sovereignty Indigenous people, having control over the collection, ap-
plication, and ownership of their own data [254].
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Data Sovereignty
The ability of a natural person or company to control their own data is commonly summa-
rized as data sovereignty [119], [183], [227]. The origin and reasons for the awareness are
often attributed to the Snowden revelations and the USA Patriot Act in 2001, while the latter
allows US government employees to access data stored on American servers as a response to
the terrorist attacks on September 11, 2001 [89], [202], [264]. After that, international dis-
cussions arose, especially within the European Union, on how to regulate and retain control
over data when using international cloud providers [32], [89]. The concept of data sover-
eignty emerged and was adopted over time, while authors see parallels to autonomy [108]
and often use self-determination alongside data sovereignty [21], [52], [119], [183], [267].
Nevertheless, various simultaneous discussions began across politics, research, and practice,
often based on different viewpoints. Upon closer inspection, these viewpoints typically fall
into three main perspectives: social, legal, and technical (see Figure 2.1).

Social Perspective. Keeping control over data is challenging in our interconnected society.
Our motivated shift from the analog to the digital world through digitization and digitaliza-
tion (see Chapter 1) explains the need for more trust, control, and protection [251]. While
the origins of sovereignty relate to the authority and control within a specific territorial bor-
der as introduced above [33], [199], Polatin-Reuben and Wright [202] provide an exam-
ple of regionally focused data sovereignty of the BRICS countries (Brazil, Russia, India,
China, and South Africa). Compared to well-defined borders between countries and states
on maps, borders in the digital realm, with decentralized structures and distributed systems,
are complex [289]. While practitioners apply existing concepts of sovereignty in their own
closed systems, it becomes increasingly challenging to remain data sovereign in distributed
systems such as the cloud [21], [67]. Researchers discuss those sovereignty challenges in
cyberspace as data localization [188], [255]. Since the transition from data sovereignty to
the adjacent domain of digital sovereignty is fluid, Couture and Toupin [48] and Tan, Chi,
and Lam [251] started to investigate both concepts but missed the relation to the other con-
cepts of sovereignty. Aydin and Bensghir [18] initiated a conceptual discussion of digital
data sovereignty, and Moschko, Blazevic, and Piller [181] defined organizational data sov-
ereignty, but the combined concept did not find application later. Only Hummel et al. [108]
reviewed adjacent concepts by analyzing 341 publications on sovereignty, but from a sys-
tematic theological perspective rather than information systems and software engineering,
and they omitted technological sovereignty.
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Legal Perspective. Legal regulations, such as the European General Data Protection Reg-
ulation (GDPR) or the California Consumer Privacy Act (CCPA), govern the protection of
individual data [17]. Both regulations are closely related to the same data sovereignty prin-
ciples, which enable negotiations to reach agreements, whereas pure data privacy focuses
solely on protection [119] as a subset of data sovereignty [194]. Besides the GDPR and
CCPA, Ryan, Gürtler, and Bogucki [223] presented an overview of existing acts and direc-
tives in Europe’s legal policy framework, highlighting the field’s complexity. Singi et al.
[244] propose a governance framework based on knowledge graphs to help organizations
identify the regulations they must comply with. The existing reviews in [17], [223], [283]
focus on the legal perspective of data sovereignty, while Pohle and Thiel [201] discuss digital
sovereignty. Data sovereignty often divides into two main aspects: jurisdiction, supported
by legal regulations, and individual control over the data itself [22]. This split leads to sev-
eral legal and technical issues [264], which we discuss in more detail in the next technical
perspective.

Technical Perspective. From a technical perspective, retaining control in dynamic net-
works of different actors – so-called data ecosystems – is paramount [225], as a closer in-
vestigation reveals existing architectures, concepts, and organizations related to data sov-
ereignty [290]. The IDSA, as a non-profit organization, enables companies to build data
spaces as a decentralized data sharing concept, with data sovereignty as one of its core
principles [183]. Other related international projects are the Connected Industries Open
Framework from Japan or the Trusted Industrial Data Matrix from China [253]. Besides
those projects, solutions like decentralized identities, access control, and policy-compliant
computations are examples of existing technologies [66], while others are discussed by Tao,
Yang, and Ge [253]. Moreover, researchers have built architectures to enforce sovereignty or
enhance data usage control [73], [128], [182], [227], [230], [290], and they derived DPs from
them [190], [230]. Others build solutions based on blockchain and distributed ledger tech-
nologies [31], [42], [153]. Until today, we have seen different example approaches, aiming
to enhance data sovereignty, such as in artificial intelligence (AI) pipelines [12], for mobility
and smart city services [15], [68], for manufacturing use cases [82], [150], [168], [217], for
patient data in healthcare [16], [31], [200], or for Internet of Things (IoT) use cases [160],
[186], [209]. However, researchers only briefly touch on existing challenges and hurdles.
Schmidt et al. [231] derived challenges regarding data exchange based on a literature review
and an interview study. Further, Moschko, Blazevic, and Piller [181] conducted another in-
terview study. Their findings highlight the need for more technical solutions to support data
sovereignty [181], the main goal of this work.
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Fig. 2.1 Data Sovereignty Perspectives

Contribution. In the literature, authors use, understand, and interpret data sovereignty dif-
ferently, which reflects its presence across various domains. Table 2.2 provides an overview
of existing definitions, including significant differences and similarities. Comparing these
existing definitions of data sovereignty reveals diverse perspectives across domains. A
strong legal focus is found in [60], [109], [128], with the ethical perspective discussed in
[81], whereas in [21], [119] the focus lies on a self-determined perspective [271]. Several
researchers have identified no explicit agreement and a lack of a uniform definition and con-
ceptualization for data sovereignty [20], [167], [171], [173], [202]. In our Paper I [100],
we differentiate between adjacent concepts, and in Paper III [271], we develop a concep-
tual model for data sovereignty (see Figure 4.3) that addresses the gap identified in RQ 1.1.
After the publication of our results, we have continued to see strong interest in the subject
area, with subsequent reviews and conceptualizations in [1], [22], [194], [223] that build on
our work. One example is the review by Pampus and Heisel [194], which used our final
literature set of Paper I [100] as input to their review process to distinguish data sovereignty
from privacy. Furthermore, we demonstrate the need for more technical solutions to increase
data sovereignty through our interview study in Paper II [95], subsequently confirmed by a
further interview study in [181].

In summary, sovereignty is a centuries-old political concept regarding authority,
power, and political territoriality [199]. Due to the shift into the digital world, new
specializations have arisen, such as data sovereignty, which focuses on the control and
self-determination of data [119]. The characteristics of data sovereignty are complex
and vary across social, legal, and technical perspectives. However, a clear delimita-
tion and conceptualization are missing, and various technical challenges remain unre-
solved, underscoring the need for more data sovereignty solutions and motivating the
RQs addressed in this thesis.
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Table 2.2 Existing Definitions of Data Sovereignty

Definition Year
“The term ‘data sovereignty’, while lacking a firm definition, refers to a spectrum of approaches adopted by different states
to control data generated in or passing through national internet infrastructure. It can be understood as a subset of cyber
sovereignty, defined as the subjugation of the cyber domain to local jurisdictions.” [202, p. 1]

2014

“Data sovereignty, understood as the responsible shaping of informational freedom, in a manner appropriate to the risks
and opportunities presented by big data, is the central ethical and legal goal in confronting the challenges and opportunities
presented by big data.” [81, p. 30]

2017

“Data sovereignty refers to the self-determination of individuals and organizations with regard to the use of their data.” [119,
p. 550]

2019

“Consequently, the data sovereignty concept arises, which is defined as the ability of the data owner to decide itself how to
share and use its data.” [227, p. 101]

2019

“Data sovereignty is the concept that data is subject to laws and regulations of a particular nation.” [60, p. 256] 2020
“Our understanding of data sovereignty is the ability to formulate self-defined data-usage rules, influence and trace the
data/information flows while being free in the decision of (not) sharing data and migrating data whenever and wherever it
is desirable.” [152, p. 9]

2021

“Self-determination how, when and at what price others (across the value chain) may use my data” [21, p. 10] 2021
“Data sovereignty is the capability of a natural person or corporate entity for exclusive selfdetermination with regard to its
economic data goods.” [183, p. 27]

2021

“According to data sovereignty, data is subject to the laws of the country in which it is collected, and the constraints of the
data provider who may define how the data can be used, in what context, and by whom, among others.” [128, p. 33]

2023

“Ideally, [data sovereignty] provides a legal framework that enables users to effectively control their digital traces. Data
sovereignty asserts the rights of nations or regions to govern the flow and management of data within their borders, thereby
asserting their sovereignty in the digital realm.” [109, p. 6]

2024

“[D]ata sovereignty describes the ability of a data sharing participant (individual or organization) to take actions in the data
sharing process autonomously and self-determined.” [194, p. 16]

2025

Updated version based on Paper III [271]
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2.2 Watermarking
Several security measures protect the integrity of banknotes, including specific watermarks
that are visible only at a particular viewing angle or under specific lighting. Those water-
marks are mostly invisible to users in typical usage scenarios, while remaining robust and
conveying information such as the authenticity of the bank note [50]. Historically, records
indicate the first watermarks on paper about 1282 in Italy [50]. Over time, with the global
shift toward the digital world in the last century, digital watermarks emerged, differing from
traditional watermarks in their focus on protecting digital assets [177]. They span across
various multimedia types, as shown by the first patent application for watermarking music in
1954 [50] and the first ideas in text watermarking in 1995 [35], [36]. During the early 90s, re-
searchers published fewer than 10 papers per year on digital watermarking, until the number
increased to over 100 in 1998 [198]. To date, over 10 000 articles have been indexed in the
IEEE Xplore database, with over 100 000 results on Google Scholar1. Due to the increasing
interest, various reviews have emerged, structuring the field. They have focused on specific
aspects, such as different covers, including watermarking images [26], [72], [234], [274], and
watermarking non-media data, such as time-series, sequences, or data streams [245]. Others
have focused on their applications, such as IoT and cyber-physical systems [71], multimedia
and databases [143], or natural language watermarking [261].

One special form of watermarking is fingerprinting, which aims to hide a specific identi-
fication mark, such as a serial number, as a label inside a cover [184], [198]. Fingerprinting
protects the intellectual property of digital content by allowing the data owner to trace leaks
and identify breaches of contracts or license agreements, since it embeds information about
the buyer or user in the data [198], [286].

Differentiating existing watermarking techniques is crucial to understanding their simi-
larities and differences. In the following, we introduce a set of criteria and categories com-
monly used in related work. Figure 2.2 summarizes the current research status based on
existing categories and classifications [177], [198], [210], [243].

• Cover Medium: Defines the data type or carrier where the watermark is to be embed-
ded, such as text or specific file types like image, audio, or video [11], [198]. Be-
sides the generic types, more specialized covers, such as network protocols [208] or
databases [246], exist.

• Imperceptibility: Focuses on the visibility of the watermark during viewing and anal-
ysis. While a visible watermark clearly displays a copyright notice, an invisible wa-
termark hides inside the cover [11], [177], [210].

1 Our search was conducted on 12th August 2025 by using “digital watermarking” as a keyword.
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Fig. 2.2 Watermarking Classification

• Embedding Domain: Spatial watermarking techniques, such as least significant bit
(LSB) methods, directly embed the watermark within the cover through manipula-
tions, while transformation techniques use cover transformations for embedding [210],
[243].

• Blindness: A blind watermarking technique is independent of the original unwater-
marked cover, a semi-blind technique partly depends on the original content, while
a non-blind technique needs the original cover and watermark for the extraction pro-
cess [126], [157], [210], [246].

• Robustness: A robust watermark cannot be removed from the cover without destroying
it, while a fragile watermark is directly destroyed when modifying the cover, with
a semi-fragile watermark lying in between, being robust to specific operations like
reformatting but being destroyed under malicious attacks [157], [198], [243].

Due to the wide range of application scenarios and a long history, the literature con-
tains multiple definitions and concepts in the field of watermarking. Table 2.3 presents an
overview of existing definitions of digital watermarking before we introduce adjacent do-
mains in the upcoming section.
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Table 2.3 Existing Definitions of Digital Watermarking

Definition Year
“In digital watermarking, relevant information is embedded in an imperceptive
way into a digital document. The embedded information is called a water-
mark.” [207, p. 19]

2006

“A digital watermark can be described as a visible or an invisible, preferably the
latter, identification code that permanently is embedded in the data.” [116, p. 230]

2009

“The definition of digital watermarking is to protect digital data against illegal
copying and other attacks through inserting a special digital watermark.” [11,
p. 6370]

2016

“Digital watermarking aims to hide a message (usually encoded in some form) into
a digital signal without disturbing the signal itself.” [177, p. 84]

2017

“[D]igital watermarking technology is a typical information hiding method, which
covers text, image and video.” [210, p. 1311]

2023

Updated version based on Paper IV [99] and Paper VI [94]

In summary, watermarking aims to protect assets [11]. It started with physical assets
such as paper or bank notes [50] and moved to the digital world for cover media such
as images, audio, video, or text [11], [198]. Existing solutions differ in their focus
on imperceptibility, embedding domain, blindness, and robustness [210]. These char-
acteristics are the basis for the subsequent development of our digital watermarking
artifact.

2.2.1 Adjacent Domains
This section introduces adjacent domains to watermarking and clarifies their differences and
relationships (see Figure 2.3).

Steganography. Similar to watermarking, steganography aims to hide data inside a cover
medium such as an image, audio, video, or text [59], [142], [185]. The origin of steganog-
raphy comes from the Greek words ‘steganos’, meaning ‘covered’, and ‘graphia’, meaning
‘writing’ [11], [49], [50], [284]. Different methods have arisen over time, starting histor-
ically with Greek tablets covered with wax, people with secret messages tattooed on their
heads that were hidden by regrowing hair, to invisible inks used in World War II [49], [122].
Due to the shift in the digital world, electronic steganography techniques use stego-keys to
control the data-hiding process so that an unwanted third party cannot detect or recover the
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original message [198]. Many techniques emerged, leading to taxonomies that structure the
diverse landscape, whereas text steganography or linguistic steganography focuses on textual
documents or messages as cover media [277]. In comparison to watermarking, steganogra-
phy focuses more on concealing data in an undetectable way [11], “so that potential monitors
do not even know that a message is being sent” [125, p. 1]. It is often used for secret com-
munication between two parties to prevent detection by a man-in-the-middle [198]. An early
motivating example is the prisoners problem introduced by Simmons [239]. It is about two
people, arrested in separate cells in the same prison, planning an escape. Since a warden an-
alyzes all communication, the prisoners need to find a way to communicate secretly without
getting noticed.

Cryptography. The use of encryption techniques to protect data is often referred to as
cryptography [185]. While watermarking and steganography embed a watermark directly
inside a cover, cryptography describes procedures of changing the state between encrypted
and decrypted data. These procedures are mostly substitutions or permutations to transform
data into a secure, unreadable format [218], [219]. In the case of text, plain text converts into
a cipher text [3]. Thus, it differs from the other domains because it focuses on protecting data
during transit and does not persist in the cover after decryption [50]. Typically, the sender,
receiver, and an attacker in the middle are aware that the data is encrypted [125].

Information Hiding. The majority of researchers classify watermarking and steganogra-
phy under the umbrella concept of information hiding [3], [198], [203], while some also
classify cryptography in this category [11]. It is defined as the concealment of a watermark
inside a cover to enable security use cases such as data integrity, secret communication, or
content authentication [8]. Its origin dates back to the first documentation in 1972 [203],
while Petitcolas, Anderson, and Kuhn [198] published a comprehensive survey in 1999, an-
alyzing the past on a broader scale across the entire information hiding domain.

Digital Rights Management. Another concept having a similar goal to watermarking is
digital rights management, which protects digital assets when being shared. It focuses on
controlling the usage and distribution of digital content, such as limiting access or managing
usage rights across different types [159]. It is best known in the private sector for protected
CDs or DVDs that are only playable on specific players [159]. Thus, the purpose of digital
rights management is to prevent piracy, illegal copying of purchased content, and unautho-
rized redistribution [177].
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Based on Paper IV [99]

Fig. 2.3 Interrelationship between Domains

Contribution. Based on the MRQ, this thesis aims to support data sovereignty by enabling
interoperable control over data. Thus, it focuses on the watermarking domain under the
umbrella of the information hiding category in the solution space, because steganography
has a stronger focus on secret communications [198], cryptography on changing data in a
decrypted format [185], and digital rights management lacks interoperability due to the focus
on specific systems [159]. We focus on text as a cover medium in digital watermarking to
encourage protection.

In summary, adjacent domains include digital rights management (for controlling con-
tent distribution), cryptography (for information encryption), steganography (for hid-
ing data undetectably), and information hiding (for information concealment) [49].
This thesis builds upon digital watermarking under the umbrella of information hid-
ing because it aims to protect data, in our case, text data.

2.2.2 Digital Text Watermarking
Compared to the long history of watermarking, the first ideas for watermarking text docu-
ments emerged only about 30 years ago [35], [36]. These first ideas presented by Brassil
et al. [35] still have a very similar motivation today, by creating identification techniques to
protect documents from unauthorized distribution. Those text watermarking systems consist
of a watermark embedding and a watermark extraction subsystem (see Figure 2.4). Based
on related work [6], [50], [177], the encoder of the embedding subsystem uses a watermark
W and a cover text 𝐶𝑇 as an input to transform it into a watermarked cover text 𝐶𝑇W as
an output. The decoder part of the extraction subsystem is the reverse variant, which uses
the watermarked cover 𝐶𝑇W as input to extract the original watermark W , also known as
multi-bit watermarking [157]. In comparison, a zero-bit extraction subsystem only detects
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whether a 𝐶𝑇W contains a watermark but cannot extract the original watermark W [157].
Since embedding and extraction are two separate, interoperable subsystems, they operate
independently.

(𝑊)
(𝐶𝑇) (𝐶𝑇𝑊) (𝐶𝑇𝑊) (𝑊)

Based on Ahvanooey et al. [6], Cox [50], and Mohanty et al. [177]

Fig. 2.4 Text Watermarking System

When developing such embedding subsystems, researchers distinguish between different
techniques for embedding a watermark within a text as a cover medium. No uniform classi-
fication exists for these techniques, but common patterns indicate how they are categorized.
Figure 2.5 provides a summarized overview of these techniques, introduced below.

Linguistic-based. These techniques focus on the natural language for embedding a water-
mark [5], [8], [23], [126], [135], [142], [262]. Early techniques classified as semantic meth-
ods or linguistic transformations replace synonyms for watermark embedding [26], [261]. A
simple technique could use a synonym encoding table to embed a watermark. For example,
the cover text “The people are very smart!” is watermarked by replacing the word ‘smart’
with the synonym ‘intelligent’ to encode a ‘0’ or replacing it with the word ‘clever’ to encode
a ‘1’. Liu et al. [158] further divide the category into lexical-based watermarking, for syn-
onym replacement methods, and syntactic-based watermarking, focusing on changes in the
syntax of the text. Some of the latest techniques use language models to enhance synonym
substitution [146].

Format-based. Language-independent techniques use changes to the text format rather
than content changes to embed the watermark [23], [135], [158], [286]. Alignment modifi-
cation techniques use shifts between lines and words to insert them [142], [262]. A simple
technique could reduce the space between two words to encode a ‘0’ or increase the space
to encode a ‘1’. Other techniques, such as the structural method, use formatting options, in-
cluding different font types and colors [282], to embed the watermark [5], [8]. Unfortunately,
those techniques apply to text documents (e.g., HTML, PDF, Word documents), but not to
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plain text (e.g., UTF-8 without formatting), because the shifting of lines, words, and features
requires changes in the display of text rather than being encoded directly in the text itself.
Using a specific editor is necessary for these manipulations, as copying the watermarked
cover into any plain-text editor often destroys the watermark due to automatic formatting
normalization. In this context, Bender et al. [26] presented one of the first extensive reviews
of different cover types, also focusing on text and directly addressing the copying limitations
of Brassil et al. [35] because “[s]oft-copy text is in many ways the most difÏcult place to hide
data” [26, p. 332]. As a solution for plain text, specific white spacing or open space methods
are also classified under this format-based category, since they make use of adding or ma-
nipulating whitespaces at various positions [26], [142], [260], [262]. We classify the digital
watermarking artifact presented in this work as a format-based white spacing technique.

Generation-based. These techniques, often called coverless [8] or random & statistical
generation [23], [135], mainly differ from the other categories by generating a watermark text
rather than modifying an input cover text [158]. A simple technique could generate a short
sentence with fewer than five words to encode a ‘0’, like “The people are smart!” or a longer
sentence with more than five words to encode a ‘1’, like “The people here are very smart!”.
Those techniques are of great interest in the domain of watermarking in LLMs, supported
by new regulations. The European Union published the AI Act, which requires providers of
LLM systems to implement transparency measures to identify whether a text is generated by
a machine or written by a human, with watermarks being a possible solution [69]. In this
context, Liu et al. [158] conducted an extensive survey on text watermarking systems for
LLMs, and Li, Wang, and Barni [157] surveyed deep neural network watermarking. Most
of the presented techniques directly integrate the watermarking mechanism into the LLM-
specific aspect, e.g., during the generation of logits, token sampling, or training [158]. One
example approach proposed by Kirchenbauer et al. [134] separates the model vocabulary
into a green and a red list based on a computed hash of the prompt token, and uses it for text
generation without retraining the original model. Statistical null-hypothesis tests help detect
a watermarked text, even if only a portion of the generated text is checked [134]. Another
example is Google’s watermarking engine SynthID, which uses tournament sampling for
text generation, as introduced in their Nature article [54].

Contribution. Existing approaches and reviews have specialized focus areas, ranging from
different covers like image, audio, or video to LLM-focused approaches, or restrictions to
specific languages or characters. This work focuses on designing a format-based watermark-
ing solution for the most widely used content type of plain text, to support data sovereignty
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in line with the MRQ. The existing reviews in [4], [158], [166], [286] and evaluations in
[5], [135], extended by our own reviews, help identify the most relevant methods, which we
introduce below.

The   smart!

Fig. 2.5 Text Watermarking Classification by Example

In summary, digital text watermarking systems use an embedding mechanism to em-
bed a watermark within a cover text, and an extraction mechanism to read and identify
watermarks [6], [50], [177]. Existing solutions differ in their embedding strategy,
classified as linguistic-based when using the language (e.g., synonym substitution),
format-based when using structural components (e.g., font changes), or generation-
based when creating new watermarked texts (e.g., statistical generation) [203]. We
classify the watermarking artifact developed in this thesis as a format-based method.

2.2.3 Related Text-based Methods 2
Researchers have developed various techniques for using text as a cover medium. After pre-
senting existing reviews and techniques, this section introduces the nine most related meth-
ods for this thesis and summarizes them in Table 2.4. Due to the seamless transitions between
information hiding domains, researchers classify their algorithms as either watermarking or
steganography. To maintain uniform terminology throughout this work, we consistently use
watermark for any data or secret message, and cover text for any carrier or corpus.
2 This section contains verbatim content previously published in Paper VI [94].
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Besides the previously introduced initial attempts in [26], [35], Jalil and Mirza [116]
presented one of the first reviews in the text watermarking domain and identified in 2009
that “the amount of work done on text watermarking is very limited and specific” [116,
p. 233]. Since then, additional techniques have arisen, which have been reviewed for wa-
termarking [11], [126], [286], steganography [4], [142], [166], [262], or the more general
information hiding domain [8], [30]. The performance of these existing techniques is of great
importance. The advantages and limitations have been evaluated by Ahvanooey et al. [5], fo-
cusing on the two categories of existing linguistic-based and format-based techniques. One
of the latest evaluation comparisons was conducted by Knöchel and Karius [135], comparing
the standard metrics of capacity, imperceptibility, robustness, and complexity.

Other text watermarking approaches specialize in languages or file formats or benefit
from specific extensions and are therefore not part of the nine most related techniques. Some
authors propose techniques specialized for securing web pages [7] or news articles, combined
with blockchain verification [29]. The ANiTW technique proposed by Ahvanooey et al. [6]
and later extended by Rofiatunnajah and Barmawi [221] uses invisible signatures as water-
marks. Sato et al. [228] propose three text watermarking techniques in their Easymark family
focusing on very easy implementation but with limited robustness. Ray et al. [215] embed
a secret message using two different whitespaces, but it relies on a special encryption and is
related to steganography. Rafat and Sher [212] use whitespace replacement with four char-
acters, but require agreement on a stego key between the sender and receiver. Butler [37]
proposed a combination of Unicode variation selectors to hide data within an emoji, as an
alternative to plain text. Other specialized techniques as in [184] hide data inside a stego key
instead of the cover or focus on the characters or constructs of specific languages [126], as
in [165] for English, in [250], [275], [287] for Chinese and in [10], [88], [131] for Arabic.
Specializations on file type exist in [132], [154], [229], [260] for PDF, or in [43], [115],
[175], [233] for HTML instead of plain text as aimed here.

Since this thesis introduces a new format-based text watermarking artifact to support
data sovereignty, we reviewed related work, as outlined in Paper VI [94], and identified a
set of nine algorithms introduced in the remainder of this section (see Table 2.4). They
all work on unformatted plain text by inserting or substituting specific characters and are
therefore classified as format-based techniques (see Section 2.2.2) [135]. Some of these
identified methods are presented only in academic papers, others only as published reference
implementations, and yet others as a mixture of both. Nevertheless, we have implemented
all methods and have evaluated them in a benchmark comparison in Section 4.5.
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SNOW. One of the oldest whitespace steganography algorithms for ASCII texts is Stega-
nographic Nature of Whitespace (SNOW) [149]. Although the first release dates back to the
20th century, it was made available open-source under the Apache 2.0 license in 2013 [149],
with the latest update on GitHub made in 2016 [148]. The source code was written in the
C programming language [148], while compiled versions for Java and Windows DOS are
available [149]. The embedding process encodes the watermark into tab and space charac-
ters and appends it to the cover text, starting with a tab character under the consideration
of a predefined line length [147]. Users can optionally enable upstream compression and
encryption before the encoding process [147].

UniSpaCh. A well-known algorithm in the field of information hiding for text documents
is UniSpaCh, proposed by Por, Wong, and Chee [204]. It is an extended version of WhiteSteg
that replaces a single whitespace character between two words or paragraphs with either one
or two characters to encode a zero or one [203]. UniSpaCh uses two different methods to
embed the watermark in the text. For spaces between words and sentences, regular whites-
pace characters either remain as they are or are extended by adding a thin, six-per-em, or hair
space to encode two bits per embedding location [204]. For end-of-line and inter-paragraph
spacings, the remaining space is filled with a combination of hair, six-per-em, punctuation,
and thin spaces to encode two bits per character [204].

AITSteg. Ahvanooey et al. [3] proposed a text steganography algorithm for SMS or so-
cial media communication. The embedding method creates the watermark by using a Gödel
function and the sending/receiving time of the cover message, along with the watermark’s
length for hashing, and inserts it by replacing every two bits with one zero-width charac-
ter [3]. Future work, such as CovertSYS [9] published later, extended the baseline concepts
as introduced below.

Shiu et al. The data hiding algorithm proposed by Shiu et al. [238] focuses on commu-
nication via social media messengers. Due to the narrow width of social media messaging
windows, the method relies on a fixed line length and can hide three bits per line of the cover
text [238]. After encoding a watermark into a bit stream based on the ASCII mapping, it
embeds the first bit by adding a whitespace at the end of a line, changing the length of the
line to embed the second bit, and adding a whitespace between two words to embed the third
bit [238].
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Rizzo et al. A text watermarking algorithm based on replacing Unicode characters with
specific confusables, also known as homoglyphs, was initially proposed by Rizzo et al. [218],
[220], later extended up to a fine-grain watermarking approach in [219]. The latter method
generates a watermark by using a keyed hash function with a watermark and a secret pass-
word [219]. Afterward, the watermark is embedded by replacing specific characters with
their confusables, or leaving them unchanged to embed one bit in each, and replacing spaces
with a set of specific whitespace characters to embed three bits in each [219].

StegCloak. The open-source algorithm StegCloak, published by KuroLabs [144] and de-
scribed by Mohanasundar [176], is a JavaScript steganography algorithm that is able to hide a
watermark within a cover text, with optional password encryption and a Hash-based Message
Authentication Code (HMAC). In the embedding process, the watermark is compressed, op-
tionally encrypted, and encoded as a set of zero-width characters to be inserted at a single
location after a classical whitespace in the cover text [176].

Lookalikes. Another implementation is the Unicode Lookalikes algorithm by Thompson
[258], which is part of the Python package pyUnicodeSteganography. Similar to Rizzo,
Bertini, and Montesi [219], the method replaces specific characters with their confusables
to encode a watermark inside the cover text [258].

CovertSYS. Ahvanooey et al. [9] presented a multilingual steganography method focusing
on short messages in social media networks. As in their previous approach [3], four zero-
width characters and a timestamp are used to encode the watermark. Further, a password-
based approach using a one-time pad and an XOR operation transforms the watermark into
an encrypted bitstream, which is then appended to the cover text [9]. CovertSYS is very
similar to the steganography algorithm proposed by Bashir, Li, and Hou [23], which also
uses a one-time pad, XOR operations, and zero-width characters, and is thus not analyzed
individually in this work to avoid duplication.

Shazzad-Ur-Rahman et al. The data-hiding approach of Shazzad-Ur-Rahman et al. [235]
can embed five bits per embeddable location, whereas their updated version [236] can em-
bed six. The main idea of the latter procedure is to encrypt the watermark using AES and
convert the resulting binary stream into blocks of six bits [236]. With the help of two lists,
specific Unicode characters are replaced with their confusables, and whitespace characters
are replaced with a particular combination of smaller whitespace characters to embed the
watermark in the cover text [236].
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Contribution. All presented approaches either increase the number of characters, or are
noticeable by humans, or are not robust in different applications and file formats. To close
this gap, the present thesis presents an invisible text watermarking artifact, initially intro-
duced in Paper IV [99] and further developed in Paper VI [94], with the source code pub-
lished on GitHub [75]. Using certain elements from Rizzo, Bertini, and Montesi [219],
our method replaces all whitespaces in a cover text with a specific identified alphabet set
of similar-looking Unicode whitespaces. However, it differs from related work due to its
imperceptibility and robustness, as shown in the evaluation (see Section 4.5).

In summary, some solutions in the domain of digital watermarking and steganogra-
phy can invisibly hide information within plain text. Different reviews structure the
field, while this section introduces the nine most relevant format-based methods com-
pared to our work. Most of them substitute specific characters or add additional non-
visible characters, such as zero-width characters, to embed the watermark. Overall,
the presented approaches either increase the number of characters, or are noticeable
to humans, or are not robust across different applications and file formats. These nine
methods form the basis for our benchmark evaluation in Section 4.5.
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Table 2.4 Overview of Related Text-Based Methods

Name Release Pub. Type Techniques
SNOW [147], [148] Before 1998 Documentation,

Software
Appends additional tabs and whitespace characters at
the end of the text.

UniSpaCh [204] 2012 Paper Adds small whitespace characters between words and
sentences, and fills up lines and parts between para-
graphs with these characters.

AITSteg [3] 2018 Paper Hides data at the beginning of the cover text by us-
ing symmetric-key encoding and a transformation into
zero-width characters.

Shiu et al. [238] 2018 Paper Hides data line-wise by either changing the line length
or adding whitespace between words or at the end of
the line.

Rizzo et al. [218], [219] 2016/2019 Paper Replaces whitespace and other Unicode characters
with their confusables.

StegCloak [144], [176] 2020 Blog post, Soft-
ware

Inserts the watermark at one location in the cover text
using zero-width characters.

Lookalikes [258] 2021 Software Replaces a specific set of Latin characters with their
Unicode confusables.

CovertSYS [9] 2022 Paper Adds zero-width characters at the end of the cover text
by using the current date and time and a one-time pad.

Shazzad-Ur-Rahman et al. [235], [236] 2021/2023 Paper Replaces confusables and changes whitespaces to a
specific combination of small whitespace characters.

Based on Paper VI [94]
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2.3 Character Encoding
Before transferring messages over communication channels, their characters must be en-
coded into an appropriate representation. One well-known method is Morse code, which
maps characters to a set of dashes and dots to transfer them via short and long light flashes
or audio sounds of varying length [163]. Today, computers use bits and bytes, but similarly
need to encode characters into their binary representations [163]. Before diving deeper, it is
important to distinguish between the following terminologies:

• Character: A coded representation with a specific meaning, whereas graphic charac-
ters have a visual representation [113], [163]. Example: The small Latin character
‘a’.

• Code Point: A specific integer value, used for internal encoding of characters as num-
bers [257]. Example: The hexadecimal code point 61.

• Code Units: A specific size or length of integers for representation [257]. Example:
A code unit of UTF-8 consists of 8 bits.

• (Coded) Character Set: A set of rules showing relationships to map a character to its
respective bit [113]. Example: The mapping of the small Latin character ‘a’ to the
hexadecimal code point 61.

• Character Encoding: Specifies how every code point is expressed by one or more code
units [257]. Example: The Unicode Standard defines three encoding forms: UTF-8
(8-bit), UTF-16 (16-bit), and UTF-32 (32-bit).

In practice, developers mostly work with different standardized character encodings de-
scribed below, while code points or units are primarily conceptual details.

ASCII. One of the oldest standardized encodings still in use is the American Standard
Code for Information Interchange (ASCII), approved and published in 1963 by the American
Standards Association [14], [163]. It is based on a 7-bit encoding, resulting in 27 = 128
characters, including printable and non-printable control characters [14]. Those printable
characters include the most commonly used characters on classical QWERTY keyboards,
such as the upper- and lowercase Latin alphabet, numbers, and specific special symbols like
punctuation, braces, or the percentage sign. Over time, different variants of ASCII emerged,
using eight bits to encode 28 = 256 characters instead of only 128 as in ISO/IEC 8859.
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ISO/IEC 8859. A later extension of the 7-bit ASCII encoding is the series of standards
from ISO and IEC, which defines an 8-bit encoding, also known as the ISO-8859 family. It
extends ASCII by using the same 128 characters to ensure compatibility with existing appli-
cations that build on ASCII. The standard is divided into parts, each offering extensions for
various languages. The first part, ISO-8859-1, published in 1998, is focused on Latin-1 for
western European languages, using the 8th bit to encode characters like ‘ä’ or ‘¿’ [113], while
the newest part, ISO-8859-16, was published in 2001, focusing on south-eastern European
languages with characters like ‘š’ [114].

Unicode. The Unicode Consortium publishes the core specification of the Unicode Stan-
dard, currently available in version 17.0, covering 159 801 characters [257]. In this work, we
define the set of all Unicode characters as U ∶= {𝑢 ∶ 𝑢 is a Unicode character}. The stan-
dard focuses on character encoding and covers many additional topics, such as line breaking,
number formatting, and security [257]. Due to its structure, Unicode is compatible with other
encodings because its first 256 code points follow the same arrangement as ISO-8859-1, and
thus the first 128 code points of ASCII [257]. It defines the three encoding forms UTF-8,
UTF-16, and UTF-32. To be more concrete, Unicode orders its characters into 17 specific
groups of 216 code points each, called planes [257]. The first plane, 0, is the basic mul-
tilingual plane and contains the most relevant characters for modern languages like Latin,
African, Asian, and Indonesian, including specific symbols, while planes 4 to 13 are cur-
rently empty; other specific characters, like Egyptian hieroglyphs, are located on the other
planes [257]. UTF-32 is the simplest one-to-one encoding since it directly represents every
code point with a single 32-bit/4-byte code unit, while UTF-16 maps to the basic multilin-
gual plane characters with 2 to 4 bytes, and UTF-8 maps to 1 to 4 bytes, with direct backward
compatibility to ASCII [257].

Table 2.5 Character Encoding Example as Hexadecimal Values

Character Unicode ASCII ISO-8859-1 UTF-8 UTF-16 UTF-32
a U+0061 61 61 61 0061 00000061
ä U+00E4 N/A E4 C3 A4 00E4 000000E4
€ U+20AC N/A N/A E2 82 AC 20AC 000020AC
🎓 U+1F393 N/A N/A F0 9F 8E 93 D83C DF93 0001F393

Based on American Standards Association [14], ISO/IEC [113], The Unicode Consortium
[257]
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To illustrate the similarities and differences, Table 2.5 shows the encodings of four char-
acters in five encodings (ASCII, ISO-8859-1, UTF-8, UTF-16, UTF-32). While UTF-8,
UTF-16, and UTF-32 support all characters based on the Unicode standard, they all encode
the character ‘a’, while ‘ä’ is not supported in ASCII, and ‘€’ is not supported in ASCII and
ISO-8859-1. UTF-8 shows significant strengths, as it supports the full set of Unicode char-
acters and offers better memory efÏciency due to its variable-length encoding based on the
fixed size of 8-bit code units. As a result, UTF-8 is seen as a de facto standard, with 98.9% of
all websites using it and only 0.9% using ISO-8859-1 [273]. Further, the WHATWG defines
UTF-8 as mandatory in their encoding standard [278], while the RFC2277 defines policies
for character languages and sets in the international internet and specifies that “[p]rotocols
MUST be able to use the UTF-8 charset” [13, p. 2]. Given this prevalence, the methods
presented in this thesis focus on Unicode and UTF-8 encoding.

Whitespaces
The Unicode Standard [257] specifies 17 different space characters (see Table 2.6). Let 𝛿 be
the most common space that is displayed when hitting the space bar on a QWERTY keyboard
(U+0020). Most of the other spaces differ in their width depending on the font used, such as
the smaller tiny hair space (U+200A) or the larger em quad (U+2003). The ‘Width’ column
in Table 2.6 displays every whitespace character in the Times New Roman font between
the two arrows, which each whitespace character highlighted in a dark background to show
its dimensions. Other spaces, such as the no-break space (U+00A0), are closely related
to the default space (U+0020) and share the same width, but differ in their line-breaking
behavior [257]. Let 𝑠 be a space character in the Unicode standard with a real positive
width, and let S ∶= {𝑠 ∶ 𝑠 is a space character ∧ 𝑠 ∈ 𝑈} represent the set of these 17 space
characters.

Additionally, other spaces like the zero-width space (U+200B) are “although called a
“space” in its name, does not actually have any width or visible glyph in display” [257, p. 336]
and thus not an element of S . The lower part of Table 2.6 introduces the invisible spaces
with zero width, which the Unicode standard classifies as layout control characters [257].

In data hiding and steganography, different techniques use characters like invisible math-
ematical operators to conceal their information. For example, Mohanasundar [176] uses the
invisible times (U+2062), displayed between the ‘𝑚’ and ‘𝑐’ in ‘𝐸 = 𝑚 𝑐2’, or the invisible
plus (U+2064), displayed between the ‘3’ and ‘14 ’ in ‘3 14 ’ [257]. Since the digital water-
marking artifact developed in this thesis builds on regular spaces, other invisible non-space
characters are not considered further.
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Table 2.6 Unicode Space Overview

Code Name Width UTF-8 Hex UTF-8 Storage
Regular Space Characters [257, pp. 335–336] (here: S)

U+0020 Space 20 1 Byte
U+00A0 No-break Space C2 A0 2 Bytes
U+1680 Ogham Space Mark E1 9A 80 3 Bytes
U+2000 En Quad E2 80 80 3 Bytes
U+2001 Em Quad E2 80 81 3 Bytes
U+2002 En Space E2 80 82 3 Bytes
U+2003 Em Space E2 80 83 3 Bytes
U+2004 Three-per-em Space E2 80 84 3 Bytes
U+2005 Four-per-em Space E2 80 85 3 Bytes
U+2006 Six-per-em Space E2 80 86 3 Bytes
U+2007 Figure Space E2 80 87 3 Bytes
U+2008 Punctuation Space E2 80 88 3 Bytes
U+2009 Thin Space E2 80 89 3 Bytes
U+200A Hair Space E2 80 8A 3 Bytes
U+202F Narrow No-break Space E2 80 AF 3 Bytes
U+205F Medium Mathematical Space E2 81 9F 3 Bytes
U+3000 Ideographic Space E3 80 80 3 Bytes

Zero Width Spaces/Layout Controls [257, pp. 1137–1139]
U+2060 Word Joiner E2 81 A0 3 Bytes
U+FEFF Zero Width No-break Space EF BB BF 3 Bytes
U+200B Zero Width Space E2 80 8B 3 Bytes
U+200C Zero Width Non-joiner E2 80 8C 3 Bytes
U+200D Zero Width Joiner E2 80 8D 3 Bytes

Based on The Unicode Consortium [257]

In summary, the ASCII character encoding published in 1963 defines how machines
represent a set of 128 characters [14]. It was later extended and is backward compat-
ible with the ISO/IEC 8859 series and UTF-8. The latter is able to encode the full
Unicode character set of 159 801 characters [257] and is considered the most widely
used standard. This Unicode standard defines various space characters with differ-
ent characteristics, ranging from larger ones to non-visible zero-width spaces [257].
These spaces serve as the technical foundation for our whitespace-replacement digital
text watermarking artifact developed in this thesis.



Chapter 3

Research Design

This thesis uses the DSR paradigm as its methodological foundation. It employs DSR to
develop a technical solution for the problem domain, because it “creates and evaluates IT
artifacts intended to solve identified organizational problems” [103, p. 77]. In our case,
the identified problem of missing digital watermarking artifacts to support data sovereignty
guides our research as MRQ.

The origin of design science goes back to the 1960s, when Buckminster Fuller introduced
the combination of rationalism, science, and technology [87]. Later, March and Smith [170]
and Simon [240] laid the foundation for the design and evaluation of artifacts, which, over
time, formed DSR [25]. Today, DSR is not a single method but a paradigm with many
methods that guide users in building artifacts. Therefore, this chapter outlines the research
design by describing the concrete knowledge contribution and process paradigm based on
existing guidelines and frameworks [101], [103], [197]. It begins by positioning our RQs and
contribution within the context, followed by a detailed explanation of the DSR methodology
as outlined by Peffers et al. [197], which structures our work.

3.1 Environment & Contribution
Our goal is to design an artifact that builds on existing knowledge and fits into organiza-
tional software environments to address the problem domain outlined in the Introduction (see
Chapter 1) [102]. DSR is a well-suited methodology for this objective, often used in infor-
mation systems and software engineering research [64], [279], as it provides a foundation for
solving complex problems through iterative loops of continuous design and evaluation [103].

Environment. Figure 3.1 summarizes how the three-cycle DSR approach helps address
our RQs to the application environment and knowledge base [101], [259]. The rigor cy-
cle uses existing theories, methods, experience, and artifacts from the knowledge base to
integrate them into the design process [101]. At the beginning of our first research area to
conceptualize data sovereignty, we conducted a literature review to define, differentiate, and
conceptualize data sovereignty for RQ1.1 [100], [271]. Besides the rigorous foundation,
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Fig. 3.1 DSR Cycles with our RQs

the design process actively incorporates the environment through the relevance cycle, which
considers the application domain, including its requirements, systems, problems, and oppor-
tunities [101]. We conducted an interview study with practitioners to identify requirements
and challenges related to RQ1.2 [95].

The second research area for designing and building a digital watermarking artifact draws
on the theoretical basis of the rigor cycle and the practical insights from the relevance cycle.
The design cycle iteratively processes both inputs to create rigorous artifacts that researchers
continuously evaluate and improve [101]. While RQ2.1 focuses on the design and imple-
mentation of an IT watermarking artifact for text-based documents, we made evaluations and
improvements addressing RQ2.2 [94], [99], and generalized the findings regarding RQ2.3.

Contribution Type. Researchers apply DSR across various areas beyond information sys-
tems and software engineering, such as medicine, management, and biomedical [151], lead-
ing to different types of contributions. Gregor and Hevner [85] propose a DSR knowledge
contribution framework (see Figure 3.2) that clusters them based on solution and application
domain maturity. According to their framework, an invention is very rare because it offers
a new solution to problems for which “research questions may not even have been raised
before” [85, p. 346]. In contrast, an exaptation is typical for DSR in information systems be-
cause it solves new problems by extending existing solutions. If the solution does not need to
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Fig. 3.2 DSR Knowledge Contribution

be extended and applies to a known problem, the contribution is a routine design. Our work
builds upon existing problems for data sovereignty. It develops a new digital watermarking
artifact for text to make an improvement contribution, highlighted by the dark background
quadrant in Figure 3.2.

Contribution Level. Beyond the contribution type, every research deliverable is further
distinguished by its contribution level and domain. DSR researchers hold different views and
debate over acceptable abstraction and contribution levels to find a balance between scien-
tific theory and the technological artifact, while every DSR project should reflect on design
knowledge [24]. Different representations exist for communicating such design knowledge,
ranging from artifacts [103], to DPs [39], [40], and up to the most abstract form of design
theory [86]. Gregor and Hevner [85] classify those contribution types into three levels (see
Figure 3.3), while Lee, Pries-Heje, and Baskerville [155] distinguish between an instance
domain, with specific solutions for specific problems, and an abstract domain, with abstract
solutions for abstract problems.

Based on Gregor and Hevner [85], maturity level 1 includes specific instances for prod-
ucts and processes, while more abstract contributions, such as constructs or methods, are
classified as level 2, and deeply studied theories as level 3. Our research has two contribu-
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tion levels. First, we designed and implemented an IT artifact for digital watermarking, as a
level 1 knowledge contribution (see Figure 3.3). This digital watermarking artifact belongs
to the instance domain because it is a specific solution for a specific practical problem [155].
Second, we followed Baskerville et al. [24] by generalizing design knowledge after the ac-
tual design and evaluation of the IT artifact to address RQ 2.3. We constructed DPs to reach
level 2 as a higher abstraction contribution level (see Figure 3.3). Such abstraction helps
create more generalizable knowledge, enabling greater projectability [269] by shifting our
contribution from the instance domain up to the more general abstract domain [155]. It
further helps practitioners and theorists by applying the gathered knowledge across different
application scenarios [25], [39], [87]. We classify and discuss the resulting contributions as
design knowledge at the end of this thesis in Section 5.1 as a standard approach for concrete
DSR IT artifacts related to RQ 2.3 [111].

In summary, this thesis uses DSR to design, build, and evaluate a new artifact to ad-
dress existing problems (contribution [85]) based on knowledge from the rigor cycle
and requirements from the relevance cycle [101]. This artifact serves as an instantiated
prototype implementation, contributing at level 1, while the gathered knowledge ab-
stracts into DPs as a level 2 contribution [24], [85], [155], addressing RQ 2.1, RQ 2.2,
and RQ 2.3.
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3.2 Design Science Research Paradigm
Selecting a suitable method for the DSR process is important for guiding rigorous research
execution and for communicating results [24], [64]. We follow the guidelines from Venable,
Pries-Heje, and Baskerville [266] to select an appropriate research paradigm for structuring
our work. Iivari [111] differentiates information systems DSR projects into two groups of
strategies. Research under Strategy 1 builds generic IT artifacts at the meta-level, while
research under Strategy 2 builds concrete IT artifacts for specific problems [111]. As shown
in Figure 3.2, the objective of this research is the improvement of a known problem [85].
It aims to develop a concrete IT artifact to address the identified practical problem domain
of the lack of a technical solution that strengthens data sovereignty, belonging to Strategy
2 [111]. Based on the different DSR genres described in [87], we classify our work in the
computational genre, following Rai [214], because we developed a technical solution in the
form of an algorithm.

We selected the DSR methodology from Peffers et al. [197], initially introduced as a
process model in [196], to structure our research. We did not select one of the two closest
alternatives of Action Design Research following Sein et al. [232], and Systems Development
ResearchMethodology following Nunamaker, Chen, and Purdin [189], since we did not focus
on one single client nor aim to create a full design theory as Action Design Research typically
does. Instead, we focused on an iterative process for a practical problem rather than a linear
one as in the Systems Development Research Methodology. Nevertheless, we created DPs
a posteriori in Section 5.1, reflecting RQ 2.3 [24], [178]. Furthermore, we followed and
applied the DSR guidelines of Hevner et al. [103] (see Table 3.1) and the principles for DSR
projects of vom Brocke et al. [269] (see Table 3.2). Below, we outline how we applied the
six activities of the DSR methodology by Peffers et al. [197].

Problem Identification & Motivation. The first activity motivates the DSR process
through problematization and identifies a suitable entry point. In our case, we argued for
a problem-centered initiation [197], as we identified a lack of conceptualization of data sov-
ereignty and existing technical challenges for practical use cases, as outlined in RQ 1.1 and
RQ 1.2 for research area one. Paper I [100] establishes and demonstrates the relevance of
the problem space by drawing on the literature and highlighting data sovereignty. Based on
the second guideline for problem relevance in Hevner et al. [103], the research activity also
needs to focus on practitioners to be relevant to their community. Therefore, we additionally
conducted semi-structured interviews with experts from different industries in Paper II [95].
We applied Grounded Theory as a methodological foundation, with two coding cycles, to
analyze the transcribed interview records.
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Fig. 3.4 Applied DSR Process Methodology

Objectives of a Solution. Given the current state of the problem with existing knowledge
and solutions, this activity derives the objectives of a solution [197]. In our case, we derived a
conceptual model of data sovereignty in Paper III [271] from theory, using a multivocal liter-
ature review to include a broad range of literature, both academic and practice-oriented [27],
[79]. Additionally, Paper III [271] presents a practical perspective alongside the results from
the aforementioned interview study. A closer review and discussion of possible solutions
to strengthen data sovereignty revealed digital watermarking as a promising solution space
with still-existing open gaps. To ensure validity, we derived and formulated our knowl-
edge in four claims following Larsen et al. [151] and mapped them to the related technical
challenges derived from practice and existing watermarking literature from research. These
activities concluded the first research area of data sovereignty foundations.

Design & Development. After clearly defining the solution’s objective, the next activity
is to build the artifact [197]. Our second research area for digital watermarking is based
on the results from research area one and therefore integrates into the overall methodology.
We designed and implemented a first version of our digital text watermarking artifact as a
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Table 3.1 Applied DSR Guidelines

No. Guideline Our Application
1 Design as an

Artifact
We present an implemented digital text watermarking solu-
tion as a library, CLI tool, web interface, and connector ex-
tensions (IT artifact) and four DPs.

2 Problem Relevance We identified a lack of technical solutions for strengthening
data sovereignty.

3 Design Evaluation We conducted an Experimental – Simulation evaluation by
performing benchmark analysis on the IT artifact and a De-
scriptive – Informed Argument &
Scenario evaluation by using knowledge base information
and scenario demonstrations (data space context).

4 Research
Contributions

We made practical contributions through our implemented
IT artifact and theoretical contributions in the form of design
knowledge represented as DPs.

5 Research Rigor We used foundational knowledge from existing literature, ar-
tifacts, and methods in the domains of data sovereignty and
digital watermarking.

6 Design as a Search
Process

We apply an iterative process of all six activities with a
problem-centered initiation, following the DSR methodol-
ogy of Peffers et al. [197].

7 Communication of
Research

We communicated the results through seven peer-reviewed
conference and journal papers, two patent applications, the
software source code of the IT artifact, and this thesis.

Based on Hevner et al. [103, p. 83]

prototype in the first iteration in Paper IV [99], using the Kotlin programming language to
address RQ 2.1. Later, we created an extended and updated version of the artifact in a second
iteration in Paper VI [94] to address identified gaps, such as robustness and interoperability.

Demonstration. After initial development, the next activity is to demonstrate that the ar-
tifact works as expected to solve the problem [197]. In Paper V [96], we tested the digital
text watermarking artifact in a specific data space setup in iteration one. We demonstrated
the updated version in iteration two by a CLI tool and a web interface as described in Pa-
per VI [94].

Evaluation. To observe the performance of the artifact, we compare and measure it [197],
which is crucial for showing the usefulness of IT artifacts in software engineering [102].
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Table 3.2 Applied DSR Principles

No. Principle Description Our Application
1 Positioning The identified problem domain,

solution, and evaluation are pre-
sented.

We present the problem in Sec-
tion 4.1, the solution in Sec-
tions 4.2, 4.3, 4.4, and the eval-
uation in Section 4.5.

2 Grounding The prior knowledge is clearly
stated where the research builds
upon, e.g., based on conducted
literature reviews.

We conducted literature re-
views in Paper I [100] and
Paper III [271] and present
related work for sovereignty and
watermarking in Chapter 2.

3 Aligning The design process is structured
and evolved transparently, e.g.,
by using a DSR process structure.

We apply the DSR methodology
following Peffers et al. [197].

4 Advancing The extension of prior knowledge
is defined in terms of how to po-
sition oneself inside the problem
and solution space.

We build on related work, e.g.,
Hummel et al. [108] for data
sovereignty and Rizzo, Bertini,
and Montesi [219] for text water-
marking. Problem and solution
space are presented in Figure 6.1.

Based on vom Brocke et al. [269, pp. 531–532]

The specific evaluation technique is highly contingent on the artifact and the domain, as it
requires domain-specific knowledge of field-specific metrics [102]. Since our artifact is an
algorithm with a reference implementation, we used benchmarks due to their key charac-
teristics of high relevance, reproducibility, fairness of test configurations, verifiability, and
usability [90]. They are a standard tool for comparing related solutions based on specific
characteristics [270], and are also common in digital watermarking [50]. We evaluated the
first version of the artifact in iteration one in Paper IV [99] and the updated version in Pa-
per VI [94] in response to RQ 2.2. Following the initial results, which led to a decision to
revisit activity three for design and development, we evaluated it and compared it with ex-
isting solutions from research and practice. The final evaluation directly maps to the derived
claims of our knowledge, verifying their validity and providing evidence [151].

Communication. The last activity communicates the whole process and results, from the
initial problem to the final artifact, to audiences such as researchers or practitioners [197].
An appropriate communication consists of describing the identified problem, showing its
importance, and explaining how to design and build a solution, rather than presenting the
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solution alone [151], [197]. It is essential to consider both dimensions of the application
domain’s environment, encompassing the relevance cycle and the theoretical foundation of
the existing knowledge base from the rigor cycle [101], [104]. Consequently, our commu-
nication has four main elements,

(i) we published seven scholarly, peer-reviewed, open-access papers (see Appendix A)
including a preprint on arXiv (see [93]) [61];

(ii) we filed two patent applications due to the high practical usability and novelty;

(iii) we released the source code on GitHub in [75] for transparency and reproducibil-
ity [61], [104] as a DSR instantiated artifact [85]; and

(iv) we wrote this cumulative doctoral dissertation, including further explanations and
derived DPs.

One primary goal is to enable researchers and practitioners to use and adopt the findings
in future work, even in potential new fields not initially intended for [61], such as medical
healthcare documents or legal contracts.

In summary, we structured this problem-centered approach using the DSR method-
ology following Peffers et al. [197], while considering existing DSR principles [269]
and guidelines [103]. It identifies the problems of missing data sovereignty concep-
tualization and missing digital watermarking artifacts for text. It builds, designs, and
develops a technical solution, which is demonstrated and evaluated across two itera-
tions. We communicated the results as papers, patent applications, software source
code, and in this thesis.



Chapter 4

Results

We published our findings as conference and journal papers, listed in Appendix A, and
present them in an organized, summarized, and further-explained form below. We struc-
ture it according to the first five activities of the DSR methodology from Peffers et al. [197].
Since we created the final artifact iteratively, this chapter presents the latest version.

4.1 Problem Identification & Motivation
The findings from Paper I [100] and Paper II [95] form the basis for problem identifica-
tion and motivation of our research, presented below and structured by the theoretical and
practical environment [103].

Theoretical Environment. In the theoretical environment of the knowledge base [103],
RQ 1.1 highlights the need for a definition, differentiation, and conceptualization of data
sovereignty. Since researchers identified a lack of a missing data sovereignty definition [20],
[202], we conducted a structured literature review following Webster and Watson [276] and
vom Brocke et al. [268] in Paper I [100]. Due to the high practical relevance of DSR, we
included gray literature such as technical reports and political speeches in the review, leading
to a multivocal literature review [27], [79].

Compared with adjacent concepts such as digital sovereignty and technological sover-
eignty, data sovereignty focuses on self-determination and control over individual and or-
ganizational data [21], [108], [119], [152]. The aim and scope of digital sovereignty differ,
as it focuses on the control of software, processes, hardware, or infrastructure rather than
on data and their freedom of selection at the political and economic levels [74], [89], [124].
Technological sovereignty is even more abstract because it highlights control over complete
technologies and resources at the international relationship level [62], [169]. Since our re-
search aims to solve concrete problems for practitioners, we will focus on data sovereignty,
as highlighted in the summary delimitation in Figure 4.1.

In other domains, such as the physical or social sciences, researchers often replicate
studies to prove their validity – an aspect often missing in information systems [58]. While
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Fig. 4.1 Delimitation between Data, Digital, and Technological Sovereignty

we conducted our initial literature review of Paper I [100] in April 2022, we replicated the
analysis more than three years later in August 2025 for the concept of data sovereignty,
using the same search queries. We used the same five databases, IEEE Xplore, AISeL,
ProQuest, ACM, and ScienceDirect, by executing a search for the ‘data sovereignty’ term
in the title, abstract, and keywords. We considered all results without date restrictions and
removed duplicates. During replication, we identified that the presentation of the search
string in Paper I [100] misses further details, as databases like AISeL classify their keywords
as subjects or offer an additional peer-reviewed flag. Table 4.1 provides a more detailed
overview, showing the same search strings used in 2022 for Paper I [100] and in 2025 for
our replicated search as a supplementary correction.

The results showed a steady increase in publication numbers, indicating that data sover-
eignty still has momentum. The unfiltered total number of publications increased from 142
in April 2022 to 469 in August 2025 (see Table 4.1). We removed 28 entries, mainly du-
plicates, call-for-papers, or descriptive sections, resulting in a final literature corpus of 441
publications. Figure 4.2 shows the progression over time, clustered by year as bars and the
cumulative sum as a line chart. Figure 4.2 ends in 2024, since the search was conducted in
late 2025, resulting in 361 considered publications.

Practical Environment. In the practical environment of the application domain [103],
RQ 1.2 calls for identifying current challenges in data sovereignty. Since the research activ-
ity needs to focus on practitioners to be relevant for their community, we conducted semi-
structured expert interviews with 11 practitioners in Paper II [95]. We used Grounded Theory
as the methodological foundation following Charmaz [41], utilizing initial coding as a first-
cycle method and focus/theoretical coding as a second-cycle method [226], with downstream
categorization. The interview participants were industry experts, mostly working in devel-
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Table 4.1 Search Results for Literature on Data Sovereignty

Database Search Query Results
(2022)

Results
(2025)

IEEE Xplore "Abstract":"data sovereignty" OR
"Document Title":"data sovereignty" OR
"Author Keywords":"data sovereignty"

53 158

AISeL (abstract:"data sovereignty" OR
title:"data sovereignty" OR
subject:"data sovereignty") AND
“Peer-reviewed only” checkbox enabled

4 5

ProQuest AB("data sovereignty") OR TI("data
sovereignty") OR SU("data sovereignty")

49 160

ACM [Title: "data sovereignty"] OR
[Abstract: "data sovereignty"] OR
[Keywords: "data sovereignty"]

14 46

ScienceDirect tak("data sovereignty") 22 100
Total 142 469

Updated version with the results from 2022 of Paper I [100]
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opment, IT management, and research and development, with 3 to 40 years of professional
experience. We designed the participant selection to be as diverse as possible, including
interviewees from start-ups to corporations with headquarters in countries around the world.

The results of Paper II [95] revealed 13 challenges across (i) organizational, (ii) technical,
and (iii) personal & emotional aspects. Due to the technical orientation of this thesis, we
focus on finding a solution for the four main technical challenges identified in Paper II [95]:

• Access & Usage Control: The first technical challenge concerns the enforcement of
access and usage control. Based on the interviewees’ statements, most existing ap-
proaches are only extended access controls. Usage control is more complex with min-
imal enforcement mechanisms [205].

• Infrastructure & Landscape: Current data sovereignty enforcement solutions only
work in a limited space of a trusted execution environment [12]. The industry consists
of diverse IT architectures and system landscapes. Organizations face challenges in
maintaining data sovereignty when sharing data across companies and systems. Based
on an interview statement, added value only arises with system-independent data sov-
ereignty.

• Data Processing Life Cycle: Data itself has its own life cycle, starting with the cre-
ation of a new data asset, through its usage and storage until final deletion [76], [213].
Existing data sovereignty solutions only address individual data life cycle activities,
such as when one actor shares data with another. It remains challenging to ensure data
sovereignty throughout the entire data life cycle.

• Identity Management: The last challenge relates to identification, certification, and
verification. This challenge includes questions like: Who can prove that I am really
the person or company I claim to be?

In summary, the topic of data sovereignty attracts significant interest in research and
practice, with publication numbers still increasing. However, the academic literature
lacks a foundational conceptualization of the concept, which defines its core mean-
ing and distinguishes it from adjacent fields, motivating the first research area on data
sovereignty foundations. Also, practitioners are looking for data sovereignty solu-
tions that enable access and usage control enforcement across various IT landscapes,
including identity management throughout the whole data life cycle, which introduces
the second research area for designing and developing solutions.
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4.2 Objectives of a Solution
In this second activity, we use the previously identified problem domain of data sovereignty
challenges to derive the main objective of this thesis. We continue with the open points
by first conceptualizing data sovereignty to conclude the theoretical research area one, and
inferring digital watermarking as a possible solution space as an entry point for research area
two.

Data Sovereignty Conceptualization. To address the lack of a clear definition of data sov-
ereignty, we derived a conceptual model from literature in Paper III [271] (see Figure 4.3),
which concluded research area one. To illustrate its structure, consider an original equip-
ment manufacturer (OEM) as a data provider in the automotive industry currently designing
a new car model. The company needs to cooperate with another 3D printing company, the
data consumer, as a Tier 1 supplier to print a specific part of the new car model as contract
work. This part acts as a data asset, and the company stores it as a 3D model file. Given
the novelty of the new car model, controlling the data asset is crucial for the data-providing
OEM to maintain a competitive advantage. Consequently, the OEM negotiates specific use
conditions for the 3D printing data asset with the data consumer through a contractual agree-
ment. Those conditions include a restriction on using only the 3D model file for the specific
printing job, with a strict prohibition on sharing it with other companies. Both parties require
a baseline of trust in the overall data sharing and usage process across the data value chain
and data life cycle activities. To be data sovereign in this exemplified usage scenario, prac-
titioners need a data infrastructure that supports the management and enforcement of the
agreed conditions in the contractual agreement, further ensuring and strengthening overall
trust.

In this context, data infrastructure is the central point that determines the strengths and
weaknesses of data sovereignty (see Figure 4.3). The four technical challenges presented in
the previous problem identification and motivation activity (see Section 4.1) directly map to
the characteristics of the data infrastructure component. Stronger access and usage control
mechanisms, stronger integration into existing IT landscapes throughout the data life cycle,
and stronger identity management ensure greater trust and facilitate the effective manage-
ment and enforcement of contractual agreements. When operating within an ecosystem of
diverse participants, practitioners need technical solutions to enable such guarantees [162].
These observations lead to the question of how to design an artifact, in our case, an IT arti-
fact in the domain of software engineering, to strengthen data sovereignty and address the
existing challenges.
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Fig. 4.3 Conceptual Model for Data Sovereignty

Possible Solutions. A closer investigation of the scientific literature and our expert inter-
views revealed five main areas of possible technical solutions to strengthen data sovereignty,
initially introduced in Paper II [95]:

• Data Encryption: Applying encryption techniques helps to secure data during storage
and transit [188]. Besides traditional password- or key-based encryption techniques,
specific trusted execution environments like Intel SGX or AMD SEV can also secure
data during its use within protected enclaves [21], [47], [161].

• Access Control: Restricting and controlling access to data via password authentica-
tion, endpoint protection, or specific middleware components helps to stay more data
sovereign [95]. Other possibilities include sticky policies [174] and connectors in data
spaces as described next.
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• Data Spaces: Sharing and using data in a decentralized architecture under specific
boundary conditions and purposes offer additional possibilities to strengthen data sov-
ereignty by defining and partially enforcing specific access and usage policies [140],
[179]. Data spaces use a standardized Dataspace Protocol [137] and a technical con-
nector component [119].

• Metadata Enrichment: Adding metadata about the contractual agreement inside a data
asset helps identify the conditions under which data providers use the data asset [193].
One example is enriching the data with confidential levels (like public, internal, con-
fidential, strictly confidential).

• Watermarking: Embedding a robust watermark inside physical assets or digital data
helps to increase copyright protection and prevent copying [50]. Examples include
existing algorithms for different data types, such as images, audio, video, or text [11],
[198].

A closer review of these five possible solutions reveals already ongoing research or only
limited solutions for increasing data sovereignty. For the first data encryption area, research
is currently ongoing, as noted by Lohmöller et al. [161], aiming to strengthen data sov-
ereignty within specific trusted execution environments. The second access control area
already has working technical authentication solutions, but only helps maintain data sover-
eignty to a limited extent. After granting access to protected data, a data provider loses con-
trol and no longer remains data sovereign. While the third data space architecture promises
to be a possible solution to current data sovereignty issues, practice shows various problems,
such as the lack of enforcement mechanisms within the connector component to ensure con-
trol over data [95], [242]. At the same time, mitigations are only possible when combining
with other concepts such as trusted execution environments [161]. The fourth metadata en-
richment is still widely adopted by companies for data classification. Nevertheless, their
robustness remains limited because employees can easily remove a visual confidential flag
from the data asset. Thus, we can treat the fifth watermarking area as a more robust form of
metadata enrichment. Big companies in the multimedia industry are successfully using wa-
termarking or related technologies, such as digital rights management, to control and protect
their data [159]. Examples include Adobe Stock’s visible watermarks above images that get
removed after purchase, or invisible watermarks inside movies that identify a pirate’s seating
position during filming in a cinema [156]. Ideas from other domains include securing sensor
data from critical infrastructures via watermarking [222].

Combining data sovereignty with watermarking for industrial data requires further inves-
tigation. This research direction is in line with related work because the existing success of
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watermarking “encourages the development of more sophisticated watermarking algorithms
as part of a larger system for protecting valuable digital documents” [249, p. 694]. On closer
analysis, both data sovereignty and digital watermarking share very similar objectives, such
as protecting and controlling data and intellectual property [11], [182], [218]. In a direct
comparison, watermarking has a long history dating back to the 13th century [50], with var-
ious technical and non-technical solutions emerging over time, while data sovereignty is a
relatively new concept of the 20th century [89] with a majority of conceptual and infor-
mation systems-related solutions [100]. Researchers have paid little attention to combining
both research domains to address current challenges, which has led to our objective and the
primary driver of this work.

Digital Watermarking. To investigate how digital watermarking can strengthen data sov-
ereignty, we discuss which types of data need protection. Our contextual analysis in Pa-
per II [95] showed that text-based data is the most relevant content type for practical use
cases. Text data includes file types such as .pdf, .docx, spreadsheets, machine-readable files,
and specific engineering design files [95]. The statement aligns with related work that clas-
sifies text as the most shared content type [30], [219]. Nevertheless, reviewing existing
digital watermarking techniques reveals a large number of solutions for content types such
as images, video, or audio, with text-based solutions being an under-researched and highly
challenging area [11], [30], [126].

In addition, big tech companies like OpenAI and Google have recently generated broad
public interest in AI-based LLM solutions through the release of chatbots such as ChatGPT
and Gemini (formerly called Bard). This new era raises questions very similar to those
presented so far, such as distinguishing between text generated by an LLM and text created
by a human [44], [46], [136], [228], [252], [285]. The core problem and question remain
centered on protecting text-based data assets to verify, trace, and maintain control over them.
Using digital watermarking to verify the authenticity of text outputs from LLMs remains a
key objective for mitigating the risks of generated content, such as plagiarism and intellectual
property issues [57], [158]. The EU mandates it at a legal level in the AI Act [69].

To design a watermarking artifact that addresses the aforementioned problem domain
and increases data sovereignty, we formulated concrete knowledge claims (KCs) to guide our
contributions and achieve better outcomes than existing artifacts [151]. Larsen et al. [151]
define such KCs as “a proposition about an artifact that asserts its contribution to science and
society through a particular form or function“ [151, p. 1273]. Table 4.2 lists our derived four
KCs from the previously presented technical challenges as a result of the interview study of
Paper II [95] under the consideration of current literature.
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Table 4.2 Derived Knowledge Claims

# Name Description Related Technical Data
Sovereignty Challenges
of Paper II [95]

Related
Water-
marking
Literature

KC1 Embedding A user is able to embed
a watermark in a text-
based data asset and ver-
ify it later.

Access & Usage Con-
trol and IdentityManage-
ment when using the data
provider’s name and con-
tractual agreement con-
ditions as a watermark.

[11],
[126],
[219]

KC2 Invisibility A user cannot identify
whether a digital text
document displayed on
a computer screen has
a watermark inside it or
not.

Infrastructure & Land-
scape and Data Process-
ing Life Cycle to work in-
conspicuously for users
in various use cases.

[5], [11],
[126],
[135],
[157]

KC3 Modification
Robustness

The watermark is robust
against text alterations,
including adding, chang-
ing, or deleting exist-
ing sentences, reordering
paragraphs, or changing
fonts and formatting.

Data Processing Life Cy-
cle to work on all data
life cycle stages and ac-
tivities.

[11],
[126],
[135],
[157]

KC4 Usage
Robustness

The watermark remains
intact when the text is
copied, pasted, and used
across different business
applications and file for-
mats.

Access & Usage Con-
trol and Infrastructure &
Landscape to remain in-
tact across diverse IT
infrastructure landscapes
to maintain control.

[5], [8],
[116],
[126]

Following Larsen et al. [151]

The objective of this thesis is to design and develop a digital watermarking artifact for text
that answers theMRQ: How to strengthen data sovereignty through digital watermarking?
The applied DSR methodology from Peffers et al. [197] uses the introduced KCs to guide
our iterative artifact design and development process (RQ 2.1), evaluate and enhance the
artifact (RQ 2.2), and generalize the findings (RQ 2.3).
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In summary, we conceptualized data sovereignty and identified the need to strengthen
the data infrastructure component. We discussed possible solutions, including data
encryption, access control mechanisms, data spaces, metadata enrichment, and water-
marking, while we selected the latter as the most promising approach for text data. To
build an objective for the solution, we combined knowledge from the environmental
application domain (interviews) with the knowledge base (literature) and derived four
claims of our knowledge. These KCs focus on embedding, invisibility, modification
robustness, and usage robustness, guiding the design and evaluation of our IT artifact.

4.3 Design & Development
In this third activity, we present the design and development of the IT artifact [197]. We
distinguish our solution objective from existing work and introduce two algorithms for wa-
termark embedding and extraction as our developed IT artifact for the practical problem [85].

Artifact Characteristics. RQ 2.1, as an entry point for research area two, targets the de-
sign and development of a digital watermarking artifact for plain text that fulfills the derived
KCs (see Table 4.2). Even if digital text watermarking algorithms are limited and under-
researched [11], [126], some solutions already exist, partly classified in related fields such as
steganography or information hiding, as shown by existing reviews [4], [135], [142], [198],
[262]. Section 2.2 presents a detailed overview of related work and similar methods, and
Section 4.5 compares and evaluates them against our artifact. To the best of our knowl-
edge, none of the existing solutions fulfill all of the derived KCs. For example, solutions by
Shazzad-Ur-Rahman et al. [236] or Rizzo, Bertini, and Montesi [219] are not invisible or
imperceptible, whereas the latter and others by Ahvanooey et al. [9] exhibit a low robustness
when used across different applications [94]. Due to the existing gap, researchers call for
new robust solutions [286].

In response, we designed a new digital text watermarking artifact, which we call Inna-
mark in the remainder of this thesis, initially developed in Paper IV [99] and extended in
a second iteration in Paper VI [94]. Innamark is a portmanteau of the words invisible and
watermarking. It consists of an embedding and extraction algorithm, which we present be-
low in its latest version. Table 4.3 summarizes the nomenclature used in these algorithms
and the descriptions we provide. Due to its novelty, we registered Innamark’s embedding
technique for patent protection in Germany [97] and filed an international patent application
under the Patent Cooperation Treaty [98].



4.3 Design & Development 51

Table 4.3 Overview of Nomenclature

Symbol Meaning𝐶𝑇 Cover text
W Watermark as text
W𝑏𝑦𝑡𝑒𝑠 Byte representation of W as a sequence of digits
W𝐻 Hidden whitespace representation of W𝑏𝑦𝑡𝑒𝑠𝐶𝑇W Cover text containing an embedded watermark
U Set of all Unicode characters
S Set of all 17 Unicode space characters (see Table 2.6)𝛿 Classical most used Unicode whitespace (U+0020)𝜙 Separator whitespace character
A+ Whitespace alphabet with 𝜙
A− Whitespace alphabet without 𝜙𝜃 Configuration parameter for encryption, compression, etc.𝐸𝑚𝑏(𝐶𝑇 ,W𝑏𝑦𝑡𝑒𝑠, 𝜃) Embedding algorithm𝐸𝑥𝑡(𝐶𝑇W ) Extraction algorithm

Following Ahvanooey et al. [6] and based on Paper IV [99] and Paper VI [94]

4.3.1 Watermark Embedding
A watermark encoder, as introduced in the background Section 2.2.2 and in Figure 2.4, trans-
forms a cover text 𝐶𝑇 and a watermark W into a watermarked cover text 𝐶𝑇W . Our algo-
rithm uses W𝑏𝑦𝑡𝑒𝑠 instead of W as input, because it hides any byte-encoded sequence within
a cover text rather than text only. The main idea of Innamark’s watermarking encoder is
to transform the watermark into a hidden set W𝐻 of similar-looking Unicode whitespaces
and embed it in 𝐶𝑇 by replacing all classical whitespaces 𝛿 with our encoded hidden set
W𝐻 to create 𝐶𝑇W . The overall embedding process of the encoder consists of three parts
and aims to address KC1: Embedding. It starts by analyzing and applying the user-defined
configuration parameter 𝜃 to support specific use cases and preferences, such as compres-
sion, hash-based verification, or error correcting codes (Part 1). Next, the watermark in its
byte representation W𝑏𝑦𝑡𝑒𝑠 is encoded into the hidden whitespace set W𝐻 (Part 2). At the
end, W𝐻 is inserted into 𝐶𝑇 by repeatedly replacing all whitespaces 𝛿 with the elements of
W𝐻 to embed the watermark multiple times, resulting in 𝐶𝑇W (Part 3). We present each
part in detail with a concrete embedding example, and summarize the overall process in
Algorithm 1.
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Algorithm 1 Watermark Embedding 𝐸𝑚𝑏(𝐶𝑇 ,W𝑏𝑦𝑡𝑒𝑠, 𝜃)
Require: Cover text (𝐶𝑇 ), Watermark (W𝑏𝑦𝑡𝑒𝑠), Configuration parameter (𝜃)
Ensure: Cover text including hidden watermark (𝐶𝑇W )

1: function EMB(𝐶𝑇 ,W𝑏𝑦𝑡𝑒𝑠, 𝜃)
2: ▷ PART 1: Apply tag based on the config parameter 𝜃
3: W𝑏𝑦𝑡𝑒𝑠 ← 𝑎𝑝𝑝𝑙𝑦𝑇 𝑎𝑔(W𝑏𝑦𝑡𝑒𝑠, 𝜃) ▷ Add InnamarkTag config to the watermark
4:
5: ▷ PART 2: Encode watermark into the hidden whitespace alphabet
6: 𝑑 ← ⌈ log2 28

log2 |A−| ⌉ ▷ Represent each input byte by 𝑑 alphabet chars
7: for each 𝑞 ∈ W𝑏𝑦𝑡𝑒𝑠 do ▷ Encode watermark incl. InnamarkTag input bytes
8: for 𝑖 ← 1 to 𝑑 do ▷ Apply cascading modulo per input byte
9: 𝑟 ← 𝑞 mod |A−| ▷ Identify correct alphabet char as remainder 𝑟

10: 𝑞 ← ⌊ 𝑞|A−| ⌋ ▷ Update quotient 𝑞 for the next loop
11: W𝐻 ← W𝐻 + 𝑎𝑟+1 ▷ Append new hidden alphabet whitespace 𝑎𝑟+1 ∈ A−
12: end for
13: end for
14:
15: ▷ PART 3: Insert hidden watermark multiple times by transforming the cover text
16: 𝑖 ← 0 ▷ Use 𝑖 as helper for watermark length
17: for each 𝑐 ∈ 𝐶𝑇 do ▷ Iterate over all chars of the input cover text
18: if 𝑐 = 𝛿 then ▷ Check for replaceable whitespaces
19: if 𝑖 = 0 then ▷ Check start of insertion
20: 𝐶𝑇W ← 𝐶𝑇W + 𝜙 ▷ Start by appending the separator character
21: 𝑖 ← 𝑖 + 1 ▷ Increase 𝑖 to 1 to start watermark insertion
22: else if 0 < 𝑖 ≤ |W𝐻 | then ▷ Check if the current watermark is not fully inserted
23: 𝑤𝐻𝑖 ← W𝐻𝑖 ▷ Get next char 𝑤𝐻𝑖 ∈ A− of the hidden watermark
24: 𝐶𝑇W ← 𝐶𝑇W + 𝑤𝐻𝑖 ▷ Append char to the watermarked cover text
25: 𝑖 ← 𝑖 + 1 ▷ Increase helper variable for watermark length
26: else ▷ Watermark fully inserted
27: 𝑖 ← 0 ▷ Restart with another insertion
28: end if
29: else ▷ Current cover text char is not a classical whitespace
30: 𝐶𝑇W ← 𝐶𝑇W + 𝑐 ▷ Append cover text char to watermarked cover text
31: end if
32: end for
33: return 𝐶𝑇W ▷ Return watermarked cover text – Done
34: end function

Based on Paper IV [99] and Paper VI [94]
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Part 1: Apply Tag. The first part defines a one-byte InnamarkTag to identify the water-
mark type and structure. It is a similar approach to the headers in IPv6 protocols, where
specific sets of bits have well-defined structures and locations [56]. Every bit in our Inna-
markTag identifies if a specific well-defined functionality is enabled (1) or not (0). In the
current version of our artifact, five optional configurations are possible (see Table 4.4). Dur-
ing every watermark insertion process, users have the possibility to combine functionalities
based on the use case and environmental requirements via the configuration parameter 𝜃.

For example, if the user needs to embed a long watermark in a compressed form, the
second bit (see Table 4.4) of the tag is flipped to one, resulting in 01000000 as the one-byte
InnamarkTag. If a SHA3-256 hash is added in addition to the compression, the fifth bit
is flipped as well, resulting in 01001000. The flipping mechanisms, together with the fixed
one-byte size, allow the use of any combination of optional functionalities while maintaining
a well-defined structure for interoperable extraction. The last three bits of the InnamarkTag
(bits 6-8) are currently unused to accommodate future requirements. If specific, customized
configurations are needed, flipping the first bit indicates a special custom format that differs
from the default implementation.

Table 4.4 Structure of an InnamarkTag

Bit Pos. Type Function
1 Custom Identifies an unknown, customer-specific format.
2 Compressed Watermark uses compression via zlib [77].
3 Sized Watermark includes its size/length.
4 CRC32 Watermark includes CRC.
5 SHA3-256 Watermark includes a 256-bit long SHA-hash.
6 Unused -
7 Unused -
8 Unused -

Based on Paper VI [94]

In Algorithm 1, we implement the InnamarkTag application using the applyTag method,
with the watermark W𝑏𝑦𝑡𝑒𝑠 and the configuration parameter 𝜃 as input parameters. Since the
method uses only deterministic evaluation and the application of hashing, compression, etc.,
depending on 𝜃, we abstracted it into a single method call to maintain clarity in Algorithm 1.
The algorithm applies the method directly to the watermark. It returns an updated version of
W𝑏𝑦𝑡𝑒𝑠 because compressing changes the watermark, and the Sized, CRC32, and SHA3-256
(see Table 4.4) parameters extend the watermark with their information as a prefix. If no
additional functionalities are needed (𝜃 = ∅), the algorithm uses the default tag 00000000.
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The first version of the watermarking artifact presented in Paper IV [99] does not in-
clude a tag. Since Larsen et al. [151] suggest validating the KCs during artifact creation, we
identified a lack regarding KC3: Modification Robustness and KC4: Usage Robustness after
DSR iteration one. Without a tag, related technical challenges, such as maintaining control
across different IT infrastructures and landscapes, remain challenging when the watermark
format is unclear. Related work also emphasizes the importance of robustness, especially
after modifications [11], [286]. This leads to an updated artifact including the InnamarkTag,
which we present here and first introduced in Paper VI [94] as part of DSR iteration two.

Part 2: Encode Watermark. After W𝑏𝑦𝑡𝑒𝑠 is adapted based on the InnamarkTag, the sec-
ond part transforms W𝑏𝑦𝑡𝑒𝑠 into W𝐻 as a sequence of similar-looking whitespaces. While
the main idea of Innamark is to replace all classical space characters 𝛿 with similar-looking
space characters, we analyzed all regular space characters S (see the first part of Table 2.6).
The goals were to identify spaces that are not directly distinguishable by humans and that
are supported by different applications to fulfill KC2: Invisibility and KC4: Usage Robust-
ness. Table 4.5 presents the results of our analysis, initially introduced in Paper IV [99]. The
‘Width’ column compares the width of the analyzed space with 𝛿 to indicate if it is similar,
making it unable to distinguish by a human in normal viewing conditions (3) or if a human
is able to identify it (7). For the other columns, a tick indicates that the space character per-
sists, while a cross indicates that the tested file type or application does not support it. We
document edge cases in brackets and discuss them later in Section 4.5.

Besides the classical space 𝛿, only five space characters are supported by all tested file
types and applications, and their width is similar to 𝛿. The resulting set of five space char-
acters shown as bold formatted in Table 4.5 form our whitespace alphabet A+ ∶= {𝑎 ∶ 𝑎 ∈𝑆 ∧ 𝑎 ∈ 𝑈 ∧ 𝑎 only ticks in Table 4.5}, so A+ ⊂ S ⊂ U . Since it is highly suggested to
embed the watermark multiple times [177], if possible, let 𝜙 be one of the five whitespaces
from the alphabet A+ that we use as a separator between multiple insertions. Let A− be the
whitespace alphabet without the separator character 𝜙, so that A+ includes A− and 𝜙, with𝜙 ∉ A−, leading to A− ⊂ A+.

Next, the algorithm transforms every byte of the watermark W𝑏𝑦𝑡𝑒𝑠 into the whitespace
alphabet A−. We use a cascading modulo operation, as described in Algorithm 1, to perform
this transformation. For every input byte,

𝑑 = ⌈ log2 28
log2 |A−|⌉ (4.1)
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Table 4.5 Whitespace Evaluation

Whitespace Name Code Width .txt .docx .pdf Mail MS Teams
Space U+0020 3 3 3 3 3 3

No-break Space U+00A0 3 3 7 7 7 7

Ogham Space Mark U+1680 7 3 3 3 3 3

En Quad U+2000 7 3 3 (3) 3 3

Em Quad U+2001 7 3 3 (3) 3 3

En Space U+2002 7 3 3 7 3 3

Em Space U+2003 7 3 3 7 3 3

Three-per-em Space U+2004 3 3 3 (3) 3 3

Four-per-em Space U+2005 3 3 7 7 7 3

Six-per-em Space U+2006 (7) 3 3 (3) 3 3

Figure Space U+2007 7 3 3 (3) 3 3

Punctuation Space U+2008 3 3 3 (3) 3 3

Thin Space U+2009 3 3 3 (3) 3 3

Hair Space U+200A (7) 3 3 (3) 3 3

Narrow No-break Space U+202F 3 3 3 (3) 3 3

Medium Mathematical Space U+205F 3 3 3 (3) 3 3

Ideographic Space U+3000 7 3 3 7 3 3

Following Korpela [138] and based on Paper IV [99]

whitespaces of A− are needed for the encoding, whereas | ⋅ | denotes the cardinality. While
our implementation uses |A−| = 4, leading to 𝑑 = 4 with a 1:4 ratio between input bytes
and output whitespaces. When using UTF-8 encoding, each Latin letter or number in a
watermark is represented by one byte and converted to four whitespace characters. Due to
the modularity of our implementation, it supports alternative alphabets A− for different use
cases, resulting in other encoding ratios.

In Algorithm 1, the outer loop goes through each input byte, while the inner loop depends
on the alphabet used and its encoding ratio 𝑑. The main goal of this second part is to create
the hidden sequence W𝐻 , with W𝐻 = {𝑎 ∶ ∀𝑎 ∈ A−} by suggestively appending every
transformed character to W𝐻 . Figure 4.4 shows an example that transforms the watermark
text W = “PhD” into the sequence W𝐻 of 12 similar-looking whitespaces, based on UTF-8
encoding.

Part 3: Insert Watermark. In the last part, the algorithm embeds the encoded watermark
W𝐻 multiple times into the cover text. Based on Algorithm 1, it loops over every character𝑐 in the cover text 𝐶𝑇 and searches for all classical whitespaces 𝛿. Next, it replaces the
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𝑾 𝑾𝒅𝒆𝒄 𝑾𝒃𝒚𝒕𝒆
𝑾𝒃𝒚𝒕𝒆𝒔

𝑨−

𝑾𝒃𝒚𝒕𝒆 →𝑾𝑯𝒙 = 𝒅 ∗ 𝒒 + 𝒓 → 𝑾𝑯80 = 4 ∗ 20 + 0 →20 = 4 ∗ + 0 →5 = 4 ∗ 1 + 1 →1 = 4 ∗ 0 + 1 →
104 = 4 ∗ 26 + 0 →26 = …                 …

𝑾𝑯

Based on Paper VI [94]

Fig. 4.4 Watermark Alphabet Transformation Example

first 𝛿 found by our separator character 𝜙 to indicate the start of an embedded watermark.
Afterward, the algorithm inserts the whitespace sequence W𝐻 that includes the watermark
and optional configuration properties in the InnamarkTag via continuous 𝛿 replacements.
Thus, it replaces the second 𝛿 found by the first similar-looking, hidden whitespace characters𝑤𝐻1 as the first element of W𝐻 ; it replaces the third 𝛿 found by 𝑤𝐻2 and so on until it has
W𝐻 fully inserted once.

Compared to related work, most existing algorithms are highly vulnerable to minor text
changes because they embed the watermark only once [3], [9], [144], [147], [148], [176].
Mohanty et al. [177] suggest that watermarks should span a large area or the full document.
To fulfillKC3: Modification Robustness, we decided to embed the watermark multiple times,
as in Rizzo, Bertini, and Montesi [219], to ensure it remains extractable even if parts of the
text are deliberately or accidentally altered. Consequently, the loop starts again by inserting
the separator 𝜙 and W𝐻 multiple times until all 𝛿 are replaced. Thus, part three successively
builds the watermarked cover text by iteratively creating 𝐶𝑇W through multiple insertions
of W𝐻 . At the end, the algorithm returns 𝐶𝑇W as a watermarked cover text that no longer
contains any 𝛿.

The final number of multiple insertions of the watermark strongly depends on the length
of W𝐻 relative to the length and number of whitespaces in 𝐶𝑇 . While a short watermark
is inserted many times inside a long cover text, a long watermark might only fit one or two
times, or not even one time, inside a very short cover text.
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Embedding Example. For explanatory purposes, we demonstrate the described embed-
ding process by watermarking a three-letter watermark inside a Lorem ipsum cover text (see
Figure 4.5). We use the simplest version without any special configurations, leading to the
three input parameters 𝜃 = ∅ for the default configuration, W = “PhD” for the watermark,
and 𝐶𝑇 = “Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud ...” for
the cover text as shown on the top part of Figure 4.5. Since Algorithm 1 can embed any
byte-encoded sequence, it uses the byte representation W𝑏𝑦𝑡𝑒𝑠 instead of the string W as in-
put. Based on ASCII and UTF-8, the first letter W𝑃 = “P” of the watermark has the decimal
value W𝑑𝑒𝑐𝑃 = 80, which corresponds to the byte representation W𝑏𝑦𝑡𝑒𝑃 = 01010000.

𝑾 𝑾𝒅𝒆𝒄 𝑾𝒃𝒚𝒕𝒆𝒔 𝑾𝑯

𝑪𝑻
…

𝑪𝑻𝑾
…

𝑾 𝑾𝒅𝒆𝒄 𝑾𝒃𝒚𝒕𝒆 𝑾𝑯

𝑾𝜽∅

Based on Paper VI [94]

Fig. 4.5 Watermark Embedding Example

Part 1 starts by applying the configuration parameter 𝜃 to build the InnamarkTag. Since
no special configurations are specified here (𝜃 = ∅), the algorithm uses the default tag
00000000 without any bit flips.

Part 2 continues by transforming the watermark into the sequence of similar-looking
Unicode whitespace characters to build the hidden version W𝐻 (see Figure 4.4). We use
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our identified alphabet A− with 𝑑 = 4. The cascading modulo operation starts by re-
peatedly calculating 𝑞 mod |A−| = 𝑟, while updating 𝑞 with the last quotient and 𝑟 with
the resulting remainder. Skipping the zeros of the default InnamarkTag, this step uses the
first byte W𝑏𝑦𝑡𝑒𝑃 = 01010000 as the decimal value W𝑑𝑒𝑐𝑃 = 80 = 𝑞, leading to 𝑟 = 0
(𝑞 mod 𝑑 = 𝑟 ⇒ 80 mod 4 = 0) with the quotient 𝑞 = 20. Based on the alphabet mapping
on the left part of Figure 4.4, our mapping uses the punctuation space (U+2008) in cases of𝑟 = 0. The cascading modulo operation continues with the new quotient 𝑞 = 20 and runs𝑑 = 4 times per byte. Thus, the algorithm transforms the letter W𝑃 = “P” into the four
whitespaces W𝐻𝑃 = “U+2008 U+2008 U+2009 U+2009” and repeats the process for the
other two letters “h” and “D” (see Figure 4.4).

Part 3 replaces all whitespaces to produce the resulting watermarked cover text 𝐶𝑇W as
shown at the bottom of Figure 4.5. It replaces the first classical whitespace 𝛿 between the
words “Lorem ipsum” by our separator character 𝜙 = “U+2004” (three-per-em space) to
indicate the start of the watermark. The algorithm replaces the upcoming four whitespaces
to embed the InnamarkTag, in our case, the default tag represented by “U+2008 U+2008
U+2008 U+2008”. Since this configuration does not enable any special options, no prefix is
inserted, while the subsequent replacements embed the transformed watermark itself. After
the first watermark insertion, the embedding process restarts by inserting the separator, the
InnamarkTag, the prefix (in this example, empty), and the watermark until no whitespaces 𝛿
remain. As seen in Figure 4.5, the algorithm embeds the watermark almost twice, while the
second insertion aborts after the second W𝑃 = “P”.

If the user chooses another configuration 𝜃, only Part 1 changes the InnamarkTag and
W𝑏𝑦𝑡𝑒𝑠, while the rest of the process remains unchanged. If, for example, the user enables
hash verification, the algorithm flips the fifth bit of the InnamarkTag to 1 according to Ta-
ble 4.4, resulting in 00001000. Further, the applyTag method computes the SHA3-256 hash
of W = “PhD” and adds it between the tag and watermarked cover text. Figure 4.6 illustrates
this alternative version.

In summary, we designed Innamark’s three-part watermark embedding algorithm. It
(i) applies a configuration tag to enable possible checks, compression, hashes, and
error correction; (ii) encodes the watermark into an alphabet set of similar-looking
Unicode whitespaces; (iii) embeds the watermark multiple times into the cover text
by replacing all whitespaces with the encoded hidden whitespace sequence of the pre-
vious step. We demonstrate the embedding algorithm using a “PhD” watermark within
a “Lorem ipsum” cover text with the default configuration.
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𝜃 SHA of “PhD” Encoded “PhD” Watermark

…

505f696f398a…

Based on Paper VI [94]

Fig. 4.6 “PhD” Watermark Example with Enabled Hashing

4.3.2 Watermark Extraction
A watermark decoder, as part of an extraction subsystem, transforms a watermarked cover
text 𝐶𝑇W back into the original watermark W (see Figure 2.4). Since Innamark is a blind
watermarking system, it does not need the original cover text 𝐶𝑇 as an additional input pa-
rameter. Similar to the encoder’s watermark embedding process, we split the extraction into
three parts. It starts by searching for all similar-looking whitespaces based on our alphabet
A+ to extract the hidden watermark W𝐻 from the input text (Part 1). Next, it analyzes the
InnamarkTag and applies specific operations, like verifying a hash if hashing is enabled or
decompressing a compressed watermark if compression is enabled (Part 2). Lastly, it de-
codes the hidden watermark W𝐻 back in its original byte representation W𝑏𝑦𝑡𝑒𝑠 (Part 3).
Algorithm 2 summarizes the overall process, while we present each part in detail below.

Part 1: Extract Watermark. The first part extracts the relevant characters of the water-
mark from the input text. It starts by iterating over every character 𝑐 ∈ 𝐶𝑇W to check
whether it belongs to our alphabet set A+. While the algorithm skips the first separator
character 𝜙, which indicates the start of a watermark, it continuously appends all identified𝑐 ∈ A− to W𝐻 to rebuild the set of relevant hidden watermark characters. The second 𝜙
found marks the end of the first watermark and the start of the second identical watermark
and triggers a break operation to finish Part 1, since the algorithm has fully extracted the
watermark.

The reason for multiple watermark insertions during watermark embedding is to increase
the KC3: Modification Robustness and KC4: Usage Robustness as recommended in related
work [11], [177], [219]. If problems occur during the reconstruction of the watermark due
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Algorithm 2 Watermark Extraction 𝐸𝑥𝑡(𝐶𝑇W )
Require: Cover text including hidden watermark (𝐶𝑇W )
Ensure: Extracted watermark (W𝑏𝑦𝑡𝑒𝑠) or error

1: function EXT(𝐶𝑇W )
2: ▷ PART 1: Extract watermark alphabet characters from input text
3: for each 𝑐 ∈ 𝐶𝑇W do ▷ Iterate over all chars of a watermarked cover text
4: if 𝑐 ∈ A+ then ▷ Check if current char is in alphabet
5: if 𝑐 = 𝜙 and W𝐻 ≠ ∅ then ▷ Check if current char is not the first separator
6: break ▷ Watermark fully extracted – Break
7: else if 𝑐 ∈ A− then ▷ Check if the current char is part of watermark
8: W𝐻 ← W𝐻 + 𝑐 ▷ Append char to hidden watermark
9: end if

10: end if
11: end for

12: ▷ PART 2: Analyze tag and prefix and check for errors
13: W𝐻 , 𝑒𝑟𝑟𝑜𝑟 ← 𝑎𝑛𝑎𝑙𝑦𝑧𝑒𝑇 𝑎𝑔(W𝐻 ) ▷ Extract, check, and analyze InnamarkTag
14: if error then ▷ Check if tag analysis reports error (like an invalid hash)
15: return error ▷ Return error – Done
16: end if

17: ▷ PART 3: Decode hidden watermark into byte format
18: 𝑑 ← ⌈ log2 28

log2 |A−| ⌉ ▷ Represent each input byte by 𝑑 alphabet chars
19: for 𝑖 ← 0 to |W𝐻 | step 𝑑 do ▷ Iterate through watermark in blocks of 𝑑
20: for 𝑦 ← 0 to 𝑑 − 1 do ▷ Iterate through every hidden alphabet whitespace
21: 𝑎𝑟+1 ← W𝐻𝑖+𝑦+1 ▷ Read current alphabet whitespace 𝑎𝑟+1 ∈ A−
22: 𝑏 ← 𝑏 + 𝑟 ⋅ 𝑑𝑦 ▷ Reconstruct input byte iteratively with 𝑟 ∈ [0, … , 𝑑 − 1]
23: end for
24: W𝑏𝑦𝑡𝑒𝑠 ← W𝑏𝑦𝑡𝑒𝑠 + 𝑏 ▷ Append reconstructed byte to watermark result
25: end for
26: return W𝑏𝑦𝑡𝑒𝑠 ▷ Return watermark in byte format – Done
27: end function

Based on Paper IV [99] and Paper VI [94]

to intentional or unintentional destruction, the decoder instead uses the second or another
identical replica of the watermark. In Algorithm 2, we focus on the simplest version by de-
scribing the extraction of the first watermark occurrence only, to keep this work legible and
understandable. We demonstrate the full potential in our Kotlin reference implementation
published on GitHub [75], including implemented error handling for altered or broken water-
marks and frequency analysis to identify intact watermarks in a text with multiple watermark
defects.
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Part 2: Analyze Tag. The second part reads the InnamarkTag from the extracted wa-
termark W𝐻 and analyzes it. It uses the fixed one-byte length and bit-mapping structure
introduced in Table 4.4. With it, the algorithm understands and interprets the format and
type of watermark, without any knowledge about the embedding process or system. It en-
ables interoperability, directly addressing the identified technical challenges in Paper II [95]
of diverse IT infrastructures and landscapes. The analyzeTag method in Algorithm 2 uses
the extracted watermark W𝐻 , including the tag, an optional prefix, and the watermark itself,
as input and returns W𝐻 in its pure format, uncompressed, without the tag and prefix, or an
error. An error occurs if the input is almost completely broken, if the algorithm cannot ver-
ify the hash or uncompress the watermark, or if the first bit of the InnamarkTag equals one,
indicating a custom, unknown format. If no critical errors occur, the algorithm proceeds to
the third decoding part.

Part 3: Decode Watermark. The last part decodes the watermark by extracting the se-
quence of whitespaces W𝐻 and converting it back to its original byte representation W𝑏𝑦𝑡𝑒𝑠.
We abstracted and generalized Algorithm 2 to support different encoding alphabets, whereas
this work uses the alphabet A− of four whitespaces that we identified. This leads to a step
size of 𝑑 = 4 for the outer loop, since the encoder represents each byte with four whites-
paces, as shown earlier (see Figure 4.4). The inner loop iterates over every whitespace to
reconstruct every original byte 𝑏 by reversing the modulo operation of the embedding. After
the decoder has processed four whitespaces back into 𝑏, it appends to the resulting set W𝑏𝑦𝑡𝑒𝑠
and continues until it has decoded the full watermark.

Extraction Example. Building on the embedding example shown in Figure 4.5, we
demonstrate the extraction of the watermark. We use the input cover text with an embedded
watermark 𝐶𝑇W = “LoremU+2004ipsumU+2008dolor...”, initializing W𝐻 = ∅.

Part 1 starts by iterating over all characters 𝑐 of the input text until it finds the first whites-
pace of our alphabet A+. The first whitespace U+2004 between the two words “Lorem” and
“ipsum” is skipped because it is the separator 𝜙. The upcoming U+2008 between “ipsum”
and “dolor” is part of our alphabet A− and appended to W𝐻 . This procedure continues until
it finds the second 𝜙 between “magna” and “aliqua”, resulting in a break and the end of Part
1. Consequently, |W𝐻 | = 16 because it consists of four whitespaces for the InnamarkTag
and 12 whitespaces for the watermark itself.

Part 2 analyzes the InnamarkTag by checking and trimming the first four whitespaces
of W𝐻 . Here, “U+2008 U+2008 U+2008 U+2008” indicates the default tag 00000000
without any specializations. Therefore, the analyzeTag method returns the whitespace wa-
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termark sequence W𝐻 without the tag, so |W𝐻 | = 12 and error = ∅. In case of another
tag, such as an enabled hashing (see Figure 4.6), the analyzeTag method checks the hash
stored between the tag and the watermarked cover text. It returns an error if it is invalid or
the whitespace watermark sequence W𝐻 without a tag and prefix.

Part 3 decodes the hidden watermark W𝐻 back into its byte representation. In our ex-
ample, the outer loop splits W𝐻 into chunks of 𝑑 = 4, while the inner loop reverses the
modulo operation of the embedding for every chunk. Starting with the first chunk W𝐻1−4 =
“U+2008 U+2008 U+2009 U+2009”, the first iteration of the inner loop uses the first el-
ement W𝐻1 = 𝑎1 = “U+2008” to use its index 𝑟 = 0 in the alphabet (see Figure 4.4) to
calculate 𝑏 = 𝑏 + 𝑟 ⋅ 𝑑𝑦 ⇒ 0 + 0 ⋅ 40 = 0. The second inner loop iteration continues with the
next element W𝐻2 = 𝑎1 = “U+2008” to update 𝑏 = 𝑏+𝑟⋅𝑑𝑦 ⇒ 0+0⋅41 = 0. Consequently,
the third iteration leads to W𝐻3 = 𝑎2 = “U+2009” and 𝑏 = 𝑏+𝑟⋅𝑑𝑦 ⇒ 0+1⋅42 = 16 and the
fourth toW𝐻4 = 𝑎2 = “U+2009” and 𝑏 = 𝑏+𝑟⋅𝑑𝑦 ⇒ 16+1⋅43 = 80. The algorithm appends
the resulting decimal value of 𝑏 = 80 toW𝑏𝑦𝑡𝑒𝑠. Thus, it continues with the next chunk until it
has processed everything, resulting in a returned value of W𝑏𝑦𝑡𝑒𝑠 = {80, 104, 68}. Based on
the UTF-8 and ASCII mapping, these three numbers represent the watermark W = “PhD”.

In summary, we designed Innamark’s three-part watermark extraction algorithm. It
(i) extracts the watermark by reading all hidden alphabet whitespace characters; (ii)
analyzes and applies the configuration tag by verifying hashes or sizes, handling com-
pression, dealing with encryption, and performing error correction; and (iii) decodes
the hidden watermark back into byte format. We demonstrate the extraction algorithm
using the text input from the previous “PhD” watermark example.

4.4 Demonstration
We present our developed artifact for RQ 2.1 and RQ 2.2 as a Kotlin multiplatform library.
To demonstrate the resolution of current data sovereignty problems, we showcase its func-
tionality in a data space context with connector extensions for diverse IT architectures. We
used the results to continuously improve the artifact, as demonstrated by a web interface and
a CLI tool in its latest version, showcasing its application in JavaScript and Java projects.

Kotlin Library. We implemented the watermark embedding of Algorithm 1 and the ex-
traction of Algorithm 2 in an extended version as a Kotlin multiplatform library and pub-
lished it on GitHub [75]. Kotlin is a relatively new programming language, started in 2010 by
JetBrains [63]. Kotlin is often known only for Android development, but it offers the possi-
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bility of a Java build target for developing server-side backend applications or being compiled
to JavaScript for frontend application development, thanks to its multiplatform support [63].
We used both build targets for the web interface and CLI tool to address the challenge of inte-
gration into various IT infrastructures and landscapes, as discussed in Paper II [95]. Similar
to Java, Kotlin is a statically typed programming language that enables functional and object-
oriented development with its core being available free and open source [63], making it an
appropriate language for building scientific IT artifacts [187].
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Fig. 4.7 Simplified Excerpt of Innamark’s UML Class Diagram for Watermarks

We structure the overall architecture of our Innamark Kotlin library into two core pack-
ages. Figure 4.7 illustrates the Unified Modeling Language (UML) class diagram for
watermarks, and Figure 4.8 illustrates the UML class diagram for watermarkers. Both
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diagrams focus on the core structures, while we omit specific helper functionalities, return
types, error classes, and inherited methods implemented in our reference implementation
[75] to maintain readability.

The watermarks package in the Innamark library (see Figure 4.7) defines a water-
mark representation. The highest abstraction level is the Watermark class, with one im-
plemented example in the InnamarkTag class, which defines our specific structure with its
tag and prefix, as described in the previous section. While different options such as com-
pression, error correction, and hashing are available, we follow the builder design pattern
to “[s]eparate the construction of a complex object from its representation” [78, p. 97] in
InnamarkTagBuilder.

The watermarkers package uses watermarks from the Innamark library, which pro-
vides the actual embedding functionality. Figure 4.8 shows the text package with the
TextWatermarker interface at the highest abstraction level, allowing the addition, check-
ing, getting, and removal of watermarks from text. The PlainTextWatermarker imple-
ments this interface and embeds watermarks into plain text. If support for other text-based
documents is necessary in the future, developers can implement extensions such as an
HTMLWatermarker within the same text package. Those watermarkers use a Transcoding
to transform Strings into a specific alphabet set, in our case A−, and a SeparatorStrategy,
in our case by starting every watermark with the single separator character 𝜙.

The modular architecture allows for easy integration of other watermark types and wa-
termarking methods. If developers need to integrate our CSV watermarking algorithm
presented in Paper VII [288], they can implement it using the csv package added to the
watermarkers package.

Connector Extensions. We use our Innamark Kotlin library to develop two data space
connector extensions that demonstrate its usage in practical software systems. Such data
spaces are defined as “decentralized data infrastructures designed to enable data-sharing
scenarios across organizational boundaries by implementing mechanisms for secure and
trustworthy data sharing” [179, p. 6]. This federated infrastructure makes it an appropri-
ate demonstration environment for the problem domain introduced initially. The core com-
ponent of a data space is a connector, which enables data sharing possibilities based on the
standardized Dataspace Protocol (DSP) [137]. A connector’s architecture logically separates
it into a control plane that coordinates the transfer process and a data plane that transfers the
actual data [137].

Data spaces and their connectors have different advantages, while we mitigate some dis-
advantages by extending the concept. On the one hand, a significant benefit of these data
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spaces is the ability to define policies that govern when data assets are accessed or used,
thereby enabling downstream policy enforcement [290]. On the other hand, a major prob-
lem with the concept is that policies are stored beside the data, so the data assets themselves
are only protected to a limited extent when considered together with the policies. Similar to
the concept of sticky policies, which are typically processed over the full data life cycle [129],
[174], [195], we extend the data space connector concept in Paper V [96] by watermarking
policies directly inside the data asset cover. Since watermarking helps mitigate existing lim-
itations in usage control [205], our results demonstrate how to address the Access & Usage
Control challenge of Paper II [95].

Based on Paper V [96]

Fig. 4.9 Data Space Connector Architecture with Watermarking Extensions

We introduced two connector extensions for Innamark and tested them in an implemen-
tation testbed based on the Eclipse Dataspace Components (EDC) reference implementa-
tion version 0.5.1 [256] in Paper V [96]. Figure 4.9 shows the high-level architecture with
our contribution displayed in dark boxes. We extend the provider’s data plane with our
Watermark Embedding Extension (WEE), which embeds the watermark into the data asset
before pushing it to the consumer’s data sink. This WEE uses our Kotlin library as a Java
build target to embed text-based data assets, while it ignores all other media types. Since
the data plane and control plane are architecturally separate, policy information is provided
and negotiated on the control plane, but this information remains absent on the data plane.
Therefore, we developed a Policy Information Extension (PIE) running in the control plane,
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that provides an application programming interface (API) for external requests to access pol-
icy information. The WEE uses the provided API to retrieve policy information and embed
it as a policy watermark within the data asset cover. While Figure 4.9 focuses on the push
transfer, it works on the same principle for the pull transfer defined in the DSP [137].

The demonstration shows the integration of Innamark as an IT artifact inside data space
environments. The lack of interoperability to strengthen data sovereignty is a major chal-
lenge in those ecosystems [55], especially when data is encrypted, and enforceable policies
are stored alongside it [195]. By leveraging the extension mechanism, the developed exten-
sions integrate directly into existing connector-based IT environments, mitigating the iden-
tified Infrastructure & Landscape challenge of Paper II [95]. Due to the integration on the
provider side only, our solution has the significant advantage of working independently of
the consumer side, making it interoperable in existing data spaces.

Web Interface. We demonstrated Innamark in a user-facing scenario by developing a
graphical user interface (GUI) as a web interface. Since users have the possibility to compile
the Innamark Kotlin library for Kotlin, Java, and JavaScript build targets, we used the latter
to demonstrate its functionality in JavaScript projects. We used the KVision framework for
web development in Kotlin and JavaScript for prototype development [120].

(a) Embedding Tab (b) Extraction Tab

Fig. 4.10 Screenshots of Innamark’s Web Interface
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Figure 4.10 shows two screenshots from a Chrome web browser of our web interface,
deployed on an Ubuntu 24.04 server via a Docker compose setup. It consists of two tabs:
the watermark-embedding tab for Algorithm 1, and the extraction tab, which provides the
functionality of Algorithm 2. Figure 4.10a shows the embedding tab with an input field
for the watermark W , a textarea field for the cover text 𝐶𝑇 , an advanced settings checkbox
section to set the configuration parameter 𝜃 for the InnamarkTag, and a progress bar that
provides feedback on whether W fits inside 𝐶𝑇 . When clicking the Add Watermark button,
a pop-up displays the watermarked cover text 𝐶𝑇W . When copying out, the extraction tab
provides a textarea field to insert and verify whether a possible text 𝐶𝑇W contains a wa-
termark. Figure 4.10b shows the resulting pop-up of the same “PhD” watermark example
inside a “Lorem ipsum” dummy text, introduced above in Figure 4.5. The web interface
detects the watermark and provides additional information, such as the type of the Inna-
markTag or the raw data, highlighting the special whitespaces. Our Kotlin library executes
all watermarking-related tasks in the background.

CLI. After demonstrating the Innamark Kotlin library in a data space architecture and a
JavaScript web interface, we also developed a CLI to demonstrate it in Java. Users typically
map the resulting .jar file to an alias, such as Innamark, in shells like ZSH or Bash to wa-
termark strings or text files directly in a terminal. Similar to the web interface, we make the
source code available publicly in the same GitHub repository [75].

Fig. 4.11 Screenshot of Innamark’s CLI Tool

Figure 4.11 shows an example of watermarking the “Lorem ipsum” cover text 𝐶𝑇 with
the “PhD” watermark W in a terminal on an Ubuntu 24.04 system. By running the com-
mand Innamark add "PhD" lorem-ipsum.txt lorem-ipsum.watermarked.txt, the
CLI tool creates a lorem-ipsum.watermarked.txt file as a watermarked output, embed-
ding the “PhD” watermark in the cover text of lorem-ipsum.txt using our Kotlin library.
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The second command demonstrates the extraction part, listing that one watermark was suc-
cessfully extracted (see Figure 4.11). The CLI tool concludes the demonstration of a diverse
set of relevant applications across various programming languages and environments.

In summary, we implemented and demonstrated Innamark as a Kotlin multiplatform
library published on GitHub [75]. This library is used in three other demonstrations:
(i) in connector extensions to demonstrate it in a data space context; (ii) in a web inter-
face to test the JavaScript build target; and (iii) in a CLI tool to demonstrate the Java
build target. Together, these demonstrations show that Innamark integrates seamlessly
into diverse IT infrastructures and landscapes.

4.5 Evaluation
In this section, we present an evaluation of Innamark against the four KCs (see Table 4.2) to
verify their validity and provide evidence [151]. We used specification-based benchmarks in
our evaluation because they align with the initially introduced problem domain and require
development before execution [139], [270]. We used typical benchmark criteria common
for digital watermarking and information hiding [50], namely robustness, capacity, and im-
perceptibility [5], [19], [23], [126], [157], [286], which we mapped to our derived KCs:

• Firstly, we evaluated KC1: Embedding by checking the possibility of embedding a
watermark inside a cover. Additionally, we compared the embedding capacity as the
ratio of the watermark length W to the length of the cover text 𝐶𝑇 .

• Secondly, we evaluated KC2: Invisibility by comparing numerical metrics such as
Jaro-Winkler Similarity, number of characters, and file size, as well as by checking for
a caret navigation attack.

• Thirdly, we evaluated KC3: Modification Robustness by testing insertion, deletion,
and replacement of watermarked text parts.

• Fourthly, we evaluated KC4: Usage Robustness by testing retyping and reformatting
attacks as well as the robustness in various end-user applications.

We used feedback from each evaluation iteration to improve the artifact. The develop-
ment life cycle, which incorporated additional functionalities over time, demonstrated this
targeted, improvement-oriented trend. One example is the improvement introduced by our
InnamarkTag. During and after the first iteration, the evaluation of the proposed artifact at
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that time, with its first Kotlin library version from Paper IV [99] and its first demonstration in
a data space context from Paper V [96], identified drawbacks in limited embedding capacity,
limited expandable interoperability, and limited robustness. The second iteration helped ad-
dress those issues by introducing the InnamarkTag in Paper VI [94] for interoperability and
additional functionalities, such as compression and hashing, to improve embedding capac-
ity and robustness. In this section, we present the benchmark evaluation of Innamark after
iteration two, structured by the existing metrics mapped to our KCs listed above and based
on our publication of Paper VI [94].

We compared Innamark with the nine related algorithms from literature and practice (see
Table 2.4) using a large-scale benchmark dataset. We implemented Innamark and all nine
related algorithms in the Java programming language and used a test dataset of 1 000 000
English Wikipedia articles to provide a diverse test landscape, covering texts of different
lengths, structures, and domains. The articles are publicly available from Hugging Face,
based on the ofÏcial Wikimedia Foundation dump in [280]. We randomly chose articles
from the set and stored all article IDs for reproducibility. We conducted the benchmark
evaluations on a Linux server, running Ubuntu 24.04. After analyzing all four KCs, this
evaluation section concludes by summarizing and classifying the results.

KC1: Embedding. The first KC describes the user’s ability to embed a watermark in a
cover text. To address the technical data sovereignty challenges outlined in Paper II [95],
selecting an appropriate watermark based on the application scenario is crucial. Using the
policy of a contractual agreement, as demonstrated in the data space scenario in Paper V [96],
helps address the Access & Usage Control challenge. In the Identity Management challenge,
using the data provider’s name as a watermark helps because the extractor can successfully
identify the data owner during watermark extraction.

A sufÏcient embedding capacity is the first benchmark criterion, as we aim to embed
policy or data provider names as watermarks [11], [126], [219]. The embedding capacity
is calculated as “the average ratio between the number of embedded bits and the number
of characters in each document” [219, p. 13]. Some algorithms, namely AITSteg, Covert-
SYS, StegCloak, and SNOW, use very small or zero-width characters and have theoretically
unlimited embedding capacity when no content length restrictions apply, such as in X posts
(formerly Tweets on Twitter) or as in Short Message Services (SMSs). We tested the other six
algorithms on our dataset of 1 000 000 Wikipedia articles with an average length of ∼2514
characters. We determined the maximum possible embedding in a batch test job by apply-
ing each algorithm to the dataset and incrementally increasing the watermark length until an
error occurred. In Figure 4.12, we summarize the results and set the unlimited-embedding-
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Fig. 4.12 Embedding Capacity Evaluation

capacity algorithms to 1.00 for maintaining consistency. Innamark embedded on average 93
bits per article, resulting in an embedding capacity ratio of 93/2514 ≈ 0.04 bits/character.
This capacity is substantially lower than the best ratio for UniSpaCh (see Figure 4.12), but
is sufÏcient to embed short identifiers.

All benchmark evaluations of Innamark use the default InnamarkTag (𝜃 = ∅), which re-
sulted in a comparatively low embedding capacity. By enabling compression with zlib [77],
Innamark can achieve a significantly higher embedding ratio. Since compression highly de-
pends on the watermark used and applies equally to all algorithms, we did not enable it in
our benchmark evaluation. This choice ensures consistency and comparability, and avoids
artificially enhancing Innamark’s performance.

KC2: Invisibility. The second KC focuses on the non-noticeability or imperceptibility of
a watermark hidden inside a cover [5], [11], [126], [135], [157]. Related to the technical
data sovereignty challenges described in Paper II [95], users work across diverse Infrastruc-
ture & Landscapes, whereas text data has different Data Processing Life Cycles. A good
watermarking system needs to maintain invisibility even under different treatments and ap-
proaches. We evaluated this invisibility by analyzing and benchmarking:

• the Jaro-Winkler Similarity;

• the number of characters;

• the file size;

• the caret navigation attack.
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Firstly, the Jaro-Winkler Similarity is a widely used String comparison metric, often ap-
plied in watermarking and steganography evaluations [4], [6], [9], [19], [164], [165], [184].
Let |𝑠1| and |𝑠2| be the length of two strings, 𝑐 the number of matching characters, 𝜏 the num-
ber of transpositions based on the characters, and 𝑚 all matching characters [130], [281]. The
Jaro Similarity 0 ≤ Φ ≤ 1 in Equation 4.2 indicates the amount of similarity of those two
Strings 𝑠1 and 𝑠2 [281]:

Φ(𝑠1, 𝑠2) =
⎧⎪⎪⎨⎪⎪⎩

1 ∶ 𝑠1 = 𝑠213 ( 𝑐|𝑠1| + 𝑐|𝑠2| + 𝑐−𝜏𝑐 ) : 𝑚 > 0
0 ∶ otherwise.

(4.2)

The updated Jaro-Winkler Similarity 0 ≤ Φ𝑛 ≤ 1 in Equation 4.3 adds a fixed weighting by
the constant value of 0.1 as suggested in [281]:

Φ𝑛(𝑠1, 𝑠2) = Φ(𝑠1, 𝑠2) + 𝑖 ⋅ 0.1 ⋅ (1 − Φ(𝑠1, 𝑠2)). (4.3)

We conducted two batch test jobs on all 1 000 000 Wikipedia articles. The first job at-
tempts to hide the short, four-character-long watermark W = “John” within the articles. In
contrast, the second job attempts to hide a long 455-character watermark W = “Lorem ip-
sum (…) id est laborum.” inside the articles. Afterward, we calculated the Jaro-Winkler
Similarity Φ𝑛 for all successful watermark operations to compare the similarity of the input
article 𝐶𝑇 with the watermarked output 𝐶𝑇W . Figure 4.13 summarizes the results of the
average Φ𝑛 for the short- and long-watermark batch jobs. In both cases, Innamark had, on
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average, a similarity of Φ𝑛 > 0.9. For short watermarks, Innamark is in the upper half, and
even the best solution with Φ𝑛 ≈ 0.93 for long watermarks.

Secondly, an unusual number of characters can reveal a watermarked text. For example,
suppose a user copies a watermarked sentence into an application such as Microsoft Word. In
that case, it raises suspicion when the number of characters displayed in the footer is far too
high due to hidden zero-width characters. In Figure 4.14, we compared the average differ-
ence Δ in the number of characters between the original cover text 𝐶𝑇 and its watermarked
version 𝐶𝑇W . We evaluated all articles, with the first batch job on the short four-character
watermark and the second on the long 455-character watermark. The negative value of Shiu
et al. indicates a decrease in character size because the algorithm deletes whitespaces and
adds a new line separator, which is not considered a character. As seen, only the replacement-
based techniques, Innamark, Lookalikes, and Rizzo’s fine-grain watermarking, showed the
best results by not increasing the number of characters.
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Fig. 4.14 Character Size Evaluation

Thirdly, a comparatively high file size can reveal a watermarked text file. Similar to the
previous number of character evaluation, we ran two batch jobs to compare the file sizes
of 𝐶𝑇 and 𝐶𝑇W across all algorithms. Figure 4.15 depicts the results for the short four-
character and long 455-character watermark batch jobs. Despite the apparent similarity to
the number of character test, the results differ entirely. While algorithms like Innamark and
Rizzo et al. performed much better than StegCloak in the previous test, the results in these
file-size tests were reversed. This reversed result is related to the different storage require-
ments for UTF-8-encoded characters, as seen in the examples in Table 2.5, and to the em-
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bedding technique used. The classical whitespace 𝛿 (U+0020) needs one byte of storage in
UTF-8, while a zero-width space like U+200C or spaces like the thin space (U+2009) need
three bytes of storage (see Table 2.6). Further, Rizzo et al. and Innamark insert the water-
mark multiple times to increase robustness, which, however, results in the worst performance
in the file-size benchmark for short watermarks (see Figure 4.15). StegCloak performs bet-
ter in the file-size comparison, since it adds the watermark to only one position, without the
additional storage overhead of an InnamarkTag.
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Fig. 4.15 File Size Evaluation

Fourthly, we evaluated the visibility by using the caret navigation attack. Digital text
documents opened in an editor have a blinking cursor, the caret, indicating the current edit-
ing position. End users are able to use the arrow keys on a keyboard to navigate the caret
through the text and perform edits. However, those carets remain in place without visibly
moving between zero-width characters. While the caret technically moves one character
further, the user gets suspicious without noticing the expected cursor movement. We tested
all algorithms by manually checking a 𝐶𝑇W against this attack. It results in only Rizzo et
al., Lookalikes, and Innamark staying invisible since they all use a one-to-one replacement
approach. All other algorithms add extra characters, leading to anomalies such as multiple
characters identified or hanging caret positions.

KC3: ModificationRobustness. KC3 and KC4 focus on the robustness of a watermarking
scheme as one of the three main dimensions, along with embedding capacity and invisibil-
ity [5], [157]. Our KC3: Modification Robustness focuses on the user’s text modifications,
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such as adding new sentences, words, or symbols, and deleting or modifying existing con-
tent. Every data asset has its life cycle in the so-called big data value stream from creation
or acquisition through storage and usage to deletion [76]. Maintaining data sovereignty
throughout its life cycle is crucial, as identified in Paper III [271], but remains challenging
due to the Data Processing Life cycle challenge outlined in Paper II [95]. Consequently,
the robustness against modifications is one of the most important criteria for our MRQ to
strengthen data sovereignty through digital watermarking.

In the literature, modifications to watermarked texts, such as deletions or insertions, are
classified and benchmarked as tampering attacks [5], [6], [23], [117]. In our analysis, we
used our two watermarked samples of 1 000 000 Wikipedia articles each, one with the short
four-character watermark and the other with the long 455-character watermark, for all ten
algorithms in the testbed. For each article, we selected a random position in the text, deleted
a block corresponding to 10% of the text length, and added the same amount of data by re-
peating a single ASCII letter. Afterward, we applied the extraction algorithms to determine
whether the original watermark W was successfully recovered from the modified cover text.
We repeated the evaluation with text modifications of 20%, 30%, and so on up to 90%. Fig-
ure 4.16 summarizes the results of all 18 cases (nine for the short watermark, and nine for
the long watermark).
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Due to continuous improvements during the iterative development of Innamark with mul-
tiple watermark insertions and the InnamarkTag, Innamark is by far the most robust method
against modifications for short watermarks (see Figure 4.16). Even if 80% of a watermarked
cover text 𝐶𝑇W is completely modified, it is still possible to successfully extract the wa-
termark in more than half of the cases. For long watermarks, the results for all compared
algorithms are very close together and, in all cases, below 40% success rate.

KC4: Usage Robustness. The last KC focuses on the robustness of a watermarked text in
use. The challenges of Paper II [95] indicate a need for more Access & Usage Control, even
when data is used in a diverse IT Infrastructure & Landscape. Taking the data value chain
and its life cycle into account [76], data assets in real-world use cases move between different
applications and users. The goal of applying a watermarking scheme with high robustness
is to ensure persistence across all life cycle and application stages.

Since robustness is a significant factor in this work, we conducted a usage robustness
evaluation of existing Unicode whitespace during the development of Innamark, as previ-
ously discussed in the Design & Development Section 4.3 (see Table 4.5). For evaluation
and comparison, we watermarked a Lorem ipsum dummy text with all algorithms. After-
ward, we used the copy-and-paste attack [5], [126] to test it across three file formats (.txt,
.docx, and .pdf), an Outlook email client, a Microsoft Teams chat message, and three social
media applications, following Shazzad-Ur-Rahman et al. [235]. Kamaruddin et al. [126]
highlight the importance of such document transformations as a result of their review, since
robustness is essential if the file format or content changes. Additionally, we evaluated the
usage robustness for a retyping and reproduction attack [5], [116] by manually typing a wa-
termarked cover text 𝐶𝑇W into a new document. Lastly, we tested all algorithms against a
reformatting attack [5], [8] by checking whether the watermark is extractable after changing
the font style, size, and color in Microsoft Word.

Table 4.6 shows that all tested algorithms fail the retyping attack and resist the reformat-
ting attack. These results relate to the nature of format-based watermarking techniques. In
contrast, linguistic-based techniques would withstand a retyping attack because they work,
for example, by using synonym replacement rather than character changes. Comparing usage
robustness across different file formats and applications, only Innamark remains robust in al-
most all tested cases. A ‘(3)’ in Table 4.6 indicates that there are some cases of successful
and unsuccessful watermark extractions during our evaluation, consistent with the initial re-
sults in Table 4.5. For example, the PDF24 Reader successfully extracts a text watermarked
by Innamark from a .pdf document, but Adobe Acrobat Reader destroys it. The results of the
other algorithms vary widely because they use different characters that are supported only
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Table 4.6 Usage Robustness
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Shiu et al. 7 3 3 3 7 3 3 3 3 (3)
Rizzo et al. 7 3 3 7 7 7 (3) 3 3 7
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Lookalikes 7 3 3 3 7 3 3 3 3 3

CovertSYS 7 3 3 (3) 7 7 3 3 7 7

Shazzad-Ur-Rahman et al. 7 3 3 3 7 3 7 3 3 3

Innamark 7 3 3 3 (3) 3 3 3 3 3

Based on Paper VI [94]

by specific applications. Only the SNOW algorithm does not work in any of the applications
tested, as its embedding mechanism relies on tailing whitespaces. Most applications filter
and remove those additional spaces [220].

Summarizing Evaluation Results. Figure 4.17 summarizes our evaluation across the four
benchmarking KCs: embedding, invisibility, modification robustness, and usage robustness
(see Table 4.2). Here, we split the invisibility into our four tested dimensions: Jaro-Winkler
Similarity, differences in character size, differences in file size, and the caret navigation at-
tack. Figure 4.17 ranks the results, with a data point at the edge of the radar diagram for the
best algorithm and one in the middle for the worst. The caret navigation dimension has only
a Boolean value, with no gradation in between.

Innamark shows the best results in both robustness dimensions, a comparatively low
result for the embedding capacity, and a mixed result for the invisibility dimensions, as in-
dicated by the bottom-right radar chart in Figure 4.17. However, improvements are possible
to further increase the embedding capacity, e.g., by enabling compression of the Innamark-
Tag. Nevertheless, Innamark will consistently achieve lower results than algorithms with
theoretically unlimited embedding capacity, such as StegCloak, SNOW, CovertSYS, and
AITSteg. Upon closer inspection of the results in Figure 4.17, it became apparent that no
algorithm performs best or nearly best in all areas. These differences reflect the trade-off
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Fig. 4.17 Algorithm Comparison

triangle between the counteracting dimensions of imperceptibility, robustness, and capacity
(see Figure 4.18) [157]. Related to the effectiveness part of RQ 2.2, the goal of all water-
marking algorithms is to find a trade-off between these three opposing dimensions [5], [157].
For this reason, we prioritized the imperceptibility and robustness dimensions over embed-
ding capacity, as stated in RQ 2.1, during the design and development of Innamark. Since
our results showed that a perfect solution across all dimensions is currently not possible, the
goal is to focus on improving specific dimensions rather than all of them. We discuss these
findings and their consequences for research and practice in the upcoming Section 5.

Following Li, Wang, and Barni [157] and based on Paper VI [94]

Fig. 4.18 Trade-off Triangle
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In summary, we evaluated Innamark in a testbed comprising ten algorithms (nine from
related work and Innamark) by running multiple experiments on a dataset of 1 000 000
Wikipedia articles. We used the derived four KCs extended by related work as bench-
mark criteria: (i) the embedding capacity; (ii) the invisibility, measured by the Jaro-
Winkler Similarity, the number of characters, the file size, and the caret navigation
attack; (iii) the modification robustness; and (iv) the usage robustness, measured in
different applications and file formats and against a retyping and reformatting attack.
Innamark showed the best results across both robustness dimensions with limited em-
bedding capacity, while our comparison chart summarizes the strengths and weak-
nesses of all tested algorithms and positions Innamark in the current landscape.



Chapter 5

Discussion & Design Knowledge

In this chapter, we analyze and interpret our two main contributions: the conceptual model
for data sovereignty and Innamark, a novel digital text-watermarking system addressing cur-
rent data sovereignty challenges. These interpretations, combined with the design knowledge
gathered during iterative development, are generalized and formalized as DPs, constituting
our third main contribution. At the same time, we discuss the implications for theory and
practice, as well as limitations, and future research opportunities.

Data Sovereignty. We observed an increasing interest and discourse in politics, academia,
and practice regarding data sovereignty, with a lack of differentiation among adjacent fields.
We followed the advice of existing publications, asking the academic community to structure
the field [2], [48]. Consequently, our results complement existing work in two key ways: first,
by focusing on the information systems and software engineering domain, where concepts
like technological sovereignty are important but not addressed in the review by Hummel
et al. [108]; and second, by incorporating practical experiences from an interview study
with experts from different companies. These steps were necessary since, at the time of
publication from Paper I [100], Paper II [95], and Paper III [271], the topics were relatively
new, with limited reviews and discussions.

The findings indicate that current challenges in data sovereignty are rooted in the three
clusters of (i) organizational, (ii) technical, and (iii) personal & emotional challenges [95],
rather than a single loss of control only [183]. While this thesis provides a first step toward
designing an artifact to address the technical challenges, the other two clusters must also be
considered and may influence the technical aspects. Our conceptual model clarifies that data
sovereignty issues typically involve a settlement of an agreement between two parties: a data
provider offering data assets and a data consumer using them. We confirm the importance of
trust levels in data sovereignty. Even if we build technical solutions to increase overall trust,
which directly leads to greater data sovereignty, a baseline level of trust is always needed. In
our case, trust within Innamark and its implementation is an important prerequisite, as we
postulate that data sovereignty cannot exist in the face of constant mistrust.
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Digital Watermarking. To address the identified data sovereignty challenges, we de-
signed and implemented our technical IT artifact, Innamark, in Paper IV [99], demonstrated
it in Paper V [96], and further developed and evaluated it in Paper VI [94]. Innamark aims
to increase trust and strengthen data sovereignty among participants. By extending the work
by Rizzo, Bertini, and Montesi [219], we contributed a novel watermarking system, focused
on text covers, an under-researched and most complex task [26], [30], [126]. The inter-
pretation of Innamark’s design decisions highlights its advantages over related work. First,
Innamark is more robust and does not increase the number of characters compared to existing
zero-width character methods [3], [9], [144], [176] due to our one-to-one replacement tech-
nique. Second, by substituting classical whitespaces with a specific set of similar-looking
Unicode whitespaces, Innamark outperforms existing replacement-based techniques [218],
[219], [235], [236], [258]. Our approach supports multiple applications while remaining ro-
bust and language-independent, as it does not rely on specific language constructs, making
it imperceptible.

Nevertheless, each application scenario has its own framework conditions and require-
ments. By adopting Innamark, e.g., by adjusting the whitespace alphabet used or extending
the InnamarkTag, practitioners can achieve better outcomes. They can easily implement
those specific adjustments, due to our abstract software architecture and the published refer-
ence implementation on GitHub [75]. We hypothesize that our ideas of using watermarking
to strengthen data sovereignty could also serve as an enabler for other domains, as shown
for sensor data by related work [222] and in our Paper VII [288] for CSV files.

In the sections below, we derive design knowledge, discuss the resulting implications for
theory and practice, and consider limitations and future research opportunities.

5.1 Design Principles
This section derives and evaluates DPs as design knowledge for a more abstract level, guid-
ing the development of watermarking applications to strengthen data sovereignty. In the
upcoming first part, we describe our methodology and the framework conditions for deriv-
ing and extracting DPs based on existing models and experiences from related work. This
description includes our application of DP dimensions, the formulation format used, and a
classification based on an applied DP development taxonomy. In the upcoming second part,
we present the derived DPs, each in the same structured format. The final part evaluates the
DPs using the reusability framework by Iivari, Hansen, and Haj-Bolouri [112].
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Design Principle Methodology & Framework Conditions. A DP is defined as “a state-
ment that prescribes what and how to build an artifact in order to achieve a predefined design
goal” [39, p. 4040]. Over time, various concepts and recommendations have emerged on
when, how, and with whom to build DPs. We follow the structured framework from Purao,
Kruse, and Maedche [206] by considering the four relevant domains of influence (what influ-
ences DPs?), temporality (when to generate DPs?), actors (who identify DPs?), and content
(how to document DPs?) (see Table 5.1).

Table 5.1 Applied DP Dimensions

Dimension Our Application
Influences We created the final version of DPs based on the results of our artifact

design effort and benchmark evaluations of related methods.
Temporality We created the DPs after the artifact’s design and implementation, also

known as the reflective perspective [24], [178].
Actors We, as the research team, formulated the DPs.
Content We used the skeleton format from Chandra, Seidel, and Gregor [39] and

the schema by Gregor, Kruse, and Seidel [87] to formulate the DPs.
Following Purao, Kruse, and Maedche [206]

The first influence dimension focuses on the key sources [206], specifically the results
from our iterative artifact design, combined with the gathered knowledge from the bench-
mark evaluation metrics and results. The following two dimensions, temporality and actors,
focus on when and by whom DPs are created [206]. In our case, we, as the research team,
formulated the DPs as the suggested norm within the DSR community [206]. In contrast,
we made the temporal discovery after the artifact’s design and evaluation, as suggested by
Baskerville et al. [24], a perspective also known as the reflective perspective [178]. The last
content dimension focuses on the formulation format used to document DPs [206]. Initial
formulation formats, such as those in van den Akker [265], were updated by Chandra, Sei-
del, and Gregor [39], who analyzed 43 DSR articles to derive an effective DP formulation
pattern. In the upcoming presentation of our DPs, we applied their suggested formulation
structure:

“Provide the system with [material property—in terms of form and func-
tion] in order for users to [activity of user/group of users—in terms of ac-
tion], given that [boundary conditions—user group’s characteristics or im-
plementation settings].” [39, p. 4045]
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To extend the formulation structure, we used and applied the conceptual DP schema by
Gregor, Kruse, and Seidel [87] in tabular form. It is even more detailed and includes (i)
the four actors of implementers, users, enactors, and theorizers; (ii) the context with its
conditions, settings, and characteristics; (iii) employed mechanisms, like forms, activities,
or processes; and (iv) an optional rationale for empirical or theoretical justification [87].
Due to the wide range of DP development possibilities, we applied the taxonomy introduced
by Möller, Guggenberger, and Otto [178] (see Figure 5.1), with our applied characteristics
highlighted in a dark background for each dimension.

𝐃𝐧 𝐂𝐧𝐦𝐃𝟏𝐃𝟐𝐃𝟑𝐃𝟒𝐃𝟓𝐃𝟔𝐃𝟕
Based on Möller, Guggenberger, and Otto [178, p. 211]

Fig. 5.1 Applied DP Development Taxonomy

Derived Design Principles. In the following, we present our derived DPs, each on a single
page and following the same structure. It starts with the description in the suggested skeleton
format of Chandra, Seidel, and Gregor [39], shown in the gray boxes on top of every page.
Every DP includes additional explanations for more context; concrete examples connected to
Innamark and related methods from the literature and practice (see Section 2.2.3); resulting
implications, related to our KCs (see Table 4.2); and the identified technical data sovereignty
challenges of Paper II [95]. Every DP concludes with a table of additional information for
the actors, context, mechanism, and rationale based on the schema by Gregor, Kruse, and
Seidel [87].
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DP1: Principle of Embedding Strategy
Provide the system with a deterministic, blind embedding mech-
anism based on Unicode characters in order for users to embed a
watermark within plain cover text, given that the extraction works

interoperably and independently from the embedding system.

Explanations: The first DP relates to the embedding process of a watermark into a
cover text and its relation to the extraction. Figure 2.4 shows the differences between an
encoder and decoder for the two separate, disconnected subsystems [6], [50], [177]. This
non-connectedness stems from the blindness characteristic, which allows watermark extrac-
tion without knowledge of the original, unwatermarked cover text [210], [246], which is
important for our data sovereignty background and multiple application scenarios across
diverse IT infrastructure landscapes.

Examples: Innamark and all evaluated, related methods are deterministic and blind em-
bedding techniques, working with Unicode characters and plain text. Thus, all fulfill the
blindness criteria and our DP1.

Implications: The DP addresses our KC2: Invisibility for text-based data assets. To over-
come the related technical Access & Usage Control and Identity Management challenges
identified in Paper II [95], a watermarking system must be able to embed specific identity
information, contractual agreements, or policy information within a text worthy of protec-
tion.

Table 5.2 DP1: Principle of Embedding Strategy

Structure Application
Aim, implementer, and user For designers, researchers, and developers (implementers)

to enable watermarking of plain text (aim) with an embed-
ding and extraction subsystem (enactor) by any party with-
out access or knowledge of the embedding during extrac-
tion (user).

Context In any software component processing Unicode text that
needs to be extended by watermarking functionalities.

Mechanism Identify and determine a deterministic and blind embed-
ding mechanism based on Unicode characters.

Rationale Because it enables independence from the original water-
mark and embedding subsystem during extraction, offering
application independence and interoperability.

Structure following Gregor, Kruse, and Seidel [87]
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DP2: Principle of Alphabet Selection
Provide the system with an alphabet of a fixed set of Unicode characters for

watermark embedding in order for users to work with text across existing
systems, applications, and IT infrastructure landscapes without limitations, given

that the balance between imperceptibility and embedding capacity is suitable.

Explanations: Format-based text watermarking systems need to define an alphabet for
embedding. There should be a consciously selected set tailored to the conditions, such as
focusing on zero-width characters when embedding capacity is crucial or prioritizing con-
fusables when imperceptibility is vital. They need to consider the support for end-user ap-
plications, as not all systems and file types support all Unicode characters (see Table 4.6).

Examples: Innamark uses a set of five similar-looking Unicode whitespaces (see Ta-
ble 4.5). Related algorithms rely on an alphabet of classical whitespaces [147], [148], [238],
Unicode confusables [258], smaller spaces [204], zero-width characters [3], [9], [144], [176],
or different combinations [218], [219], [235], [236].

Implications: This DP addresses KC2: Invisibility and KC4: Usage Robustness because
a well-chosen alphabet set addresses the related technical challenges of the watermark’s per-
sistence across different IT Infrastructure & Landscape and throughout the whole Data Pro-
cessing Life Cycle, as discussed in Paper II [95].

Table 5.3 DP2: Principle of Alphabet Selection

Structure Application
Aim, implementer, and user For designers, researchers, and developers (implementers)

developing a watermark system (enactor) that needs to
determine the balance between imperceptibility and em-
bedding capacity (aim) for employees working with texts
(users).

Context In existing programs and IT landscapes, such as Microsoft
OfÏce or pre-installed mail clients, without limitations.

Mechanism Identify and determine an alphabet of a fixed set of Unicode
characters supported by the context.

Rationale Because the watermark persists in the applications used in
a specific IT infrastructure landscape. The selected charac-
ters focus either more on a high embedding capacity (e.g.,
by using zero-width characters) or on high imperceptibility
(e.g., by using Unicode confusables).

Structure following Gregor, Kruse, and Seidel [87]
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DP3: Principle of Multiple Insertions
Provide the system with multiple watermark insertions, distributed

throughout the text during embedding, in order for users to extract the
watermark due to a high modification robustness, given that the water-

marked text has been edited, such as rewritten, partly copied, or replaced.

Explanations: Text can be easily altered or distributed by any user without specialized
knowledge. If a watermark is inserted only once within a cover text, changing a single char-
acter destroys it, leading to a corrupt version that cannot be successfully extracted. Instead,
the DP suggests inserting the watermark multiple times at different locations to increase the
likelihood of finding an unaltered watermark during extraction after modification.

Examples: Only Innamark and the updated version of Rizzo, Bertini, and Montesi [219]
focus on multiple watermark insertions. All other tested algorithms only embed the water-
mark once.

Implications: The DP addresses the KC3: Modification Robustness through multiple
insertions. It relates to the Data Processing Life Cycle challenge in Paper II [95], by keeping
the watermark persistent throughout creation, usage, sharing, and storage [76], [213].

Table 5.4 DP3: Principle of Multiple Insertions

Structure Application
Aim, implementer, and user For designers and researchers (implementers) to ensure ro-

bustness against text modifications (aim) in different text
applications like text processors, chat applications, or mail
clients (enactor) when end-users work and modify a water-
marked text (users).

Context In different editing scenarios, such as rewriting, copying
only parts, or specific replacements.

Mechanism Ensure to embed the watermark multiple times, distributed
in different places throughout the text.

Rationale Because it offers high modification robustness, allowing
successful watermark extraction even if parts of a water-
marked text are altered, replaced, or deleted.

Structure following Gregor, Kruse, and Seidel [87]
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DP4: Principle of Modularity
Provide the system with a modular, structured tag that stores the
configuration used during embedding, in order for users to enable
a combination of functionalities such as compression, encryption,
or verification, given that the extraction works across diverse en-
vironments with different application scenarios and requirements.

Explanations: Different use cases have different requirements for watermarks, ranging
from long watermarks that need to be embedded in short cover texts (requiring compres-
sion) to highly confidential watermarks (requiring encryption) to integrity covers (requiring
verification). Offering modularity via a configuration tag keeps the blindness criterion ac-
tive because the extraction subsystem identifies the watermark type independently of the
embedding subsystem.

Examples: Reviewing related methods, AITSteg [3] builds its algorithm on the sending
time, while CovertSYS [9] uses a one-time pad. Only Innamark offers the option to use
different functionalities, such as compression or verification, compared to the other analyzed
algorithms.

Implications: The DP addresses the KC4: Usage Robustness, which is related to the
Access & Usage Control and Infrastructure & Landscape challenges of Paper II [95]. Us-
ing a tag to store the configuration of enabled functionalities enables correct interpretation
during watermark extraction in another system, thereby facilitating access and usage control
enforcement.

Table 5.5 DP4: Principle of Modularity

Structure Application
Aim, implementer, and user For designers and researchers (implementers) to extend

the watermarking system with a combination of additional
functionalities, such as compression, encryption, or verifi-
cation (aim), for special users with high data requirements
(user).

Context In diverse environments with a need to support different
application scenarios with different requirements.

Mechanism Ensure embedding a structured tag, storing the configura-
tion used during embedding.

Rationale Because it enables independence between watermark em-
bedding and extraction, making it modular.

Structure following Gregor, Kruse, and Seidel [87]
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Evaluation. After deriving our DPs, we evaluated them in a final step. DPs are often for-
mulated inconsistently or incompletely, leading to limited reusability, whereas projectability
is desired [25], [39], [112]. As a preventive measure, we evaluated our four DPs against the
five criteria of the reusability evaluation framework proposed by Iivari, Hansen, and Haj-
Bolouri [112]. Table 5.6 presents the evaluation results, with the criteria focusing on:

• Accessibility: The degree of understandable formulation with an easy language, mak-
ing sense for practitioners [112].

• Importance: The relevance in practical problems in specific domains [112].

• Novelty & Insightfulness: The innovation potentials and possibility to surprise practi-
tioners with new insights [112].

• Actability & Guidance: The practice-readiness with clear guidelines in an actable
format [112].

• Effectiveness: The resulting intended or unintended positive effects and consequences
for usage in practice [112].

The first two DPs of the embedding strategy and alphabet selection are important and
highly relevant principles. However, they offer minor novelty due to their basic founda-
tion and already established use. The last two DPs of multiple insertions and modularity,
however, exhibit greater novelty in the watermarking domain. In contrast, their importance
depends heavily on the conditions of the application scenarios and the IT infrastructure and
landscape used.
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Table 5.6 DP Evaluation

DP1: Embedding Strategy DP2: Alphabet Selection DP3: Multiple Insertions DP4: Modularity
Accessibility Clear and individual, as

terms like “deterministic”
or “blind” are rather aca-
demic and may be unfa-
miliar to practitioners.

Clear and individual, the
“alphabet” term may be
unknown to practitioners.

Clear and individual. Individual, as a “struc-
tured tag” is not clear to
practitioners.

Importance High relevance due to the
core goal of text water-
marking.

High relevance, because
an alphabet is a needed
factor that must be deter-
mined initially.

High relevance for high-
robustness scenarios;
low relevance for high-
embedding scenarios.

High relevance for di-
verse IT infrastructure
and landscapes; high
application-scenario rele-
vance; low relevance for
highly specific systems
and use cases.

Novelty &
Insightfulness

Moderate novelty, since
strategy selection is al-
ways necessary.

Moderate novelty, while
characters exist, but their
behavior differs.

Moderate to high nov-
elty, as multiple insertions
rarely occur.

High novelty, since mod-
ularity over tags is a new
concept in watermarking.

Actability &
Guidance

Clear actionable tasks and
goals, low guidance due to
missing strategy develop-
ment insights.

Clear actionable tasks and
goals, moderate guidance
due to missing Unicode re-
strictions for alphabet se-
lection.

Clear actionable tasks and
goals, moderate guidance
due to missing informa-
tion about the number of
insertions.

Moderate actionable tasks
and goals, moderate guid-
ance due to missing tag
format orientations.

Effectiveness Moderate effectiveness,
since independence and
interoperability depend
on the strategy selection.

High effectiveness, since
alphabet selection controls
imperceptibility and em-
bedding capacity.

High effectiveness, since
replication strength modi-
fication robustness.

High effectiveness, since
tags enable additional
functionalities.

Following Iivari, Hansen, and Haj-Bolouri [112]
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5.2 Theoretical & Practical Implications
This thesis yields implications for theory and practice from our three core contributions:
a conceptual model for data sovereignty, the Innamark text watermarking artifact, and the
derived DPs. Below, we provide concrete recommendations for researchers and practitioners
on how to use our contributions, structured by the two research areas.

Research Area 1: Data Sovereignty Foundations

The first research area delimited data sovereignty from adjacent concepts and developed a
conceptual model for it. We clustered and analyzed practical experiences regarding their
requirements, challenges, and possible solutions.

First, we invite scientists to use our theoretical knowledge to build future research on
sovereignty, while closely reviewing and extending it. We already see studies from various
fields that utilize our results. Examples building upon our findings include research in the do-
mains of data spaces [83], [84], [110], smart cities [15], biotechnology and healthcare [133],
and network design [118], as well as an alternative data sovereignty conceptualization [1].
Further studies in other domains can assess whether the results are applicable or require
adjustments.

Second, this thesis focuses on solutions for the technical challenges derived in Pa-
per II [95]. We expect that researchers and practitioners use the results of the other two
challenge categories, organizational and personal & emotional, as a starting point, not fur-
ther discussed here [95]. Potential implications include law and legal specialists who need
to assess the regulatory influences of various local and international acts, psychologists who
validate the domain of trust, and human resources and business development departments
that examine the effects of changes in security and privacy, comfort, and overall communi-
cation.

Third, we encourage practitioners to use the conceptual model (see Figure 4.3) and map it
onto their systems and processes. Applying the model enables practitioners to identify gaps,
e.g., if the current infrastructure ensures trust or supports the management of contractual
agreements [271]. It enables expanding the field of vision to assess how data sovereignty
affects all data value chain activities, rather than focusing solely on the current state of data.

Research Area 2: Digital Watermarking Design & Development

In the second research area, we iteratively designed a watermarking artifact for plain text and
demonstrated and evaluated it, including derived DPs as an abstraction level.
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First, the generic Kotlin library implementing Innamark, published on GitHub [75], sup-
ports the integration into various frontend and backend applications in research and practice
for testing and applying our watermarking system. While we designed Innamark to pro-
tect and secure data, the implementation could also be misused, since watermarking and
steganography have applications in terrorism and organized crime [49]. Examples include
dual use for military operations, as already occurred with steganography techniques dur-
ing World War II [122], or the transportation of malware, as shown in various JavaScript,
CSS, and PHP cases [123], [241]. Notwithstanding, due to Innamark’s communication and
publication, it is less useful for such criminal activities, as it is not a secret technique.

Second, we encourage both researchers and practitioners to check, adjust, and change In-
namark to their specific needs. One example relates to the DP2: Alphabet Selection, which
highlights the need to define a fixed set of Unicode characters that account for the application
environment, requirements, and framework conditions. In this thesis, we used a set of five
similar-looking whitespaces that provide a suitable balance across the three dimensions of
robustness, imperceptibility, and embedding capacity. Nevertheless, every application area
is different; an environment that needs high embedding capacity should consider extend-
ing the alphabet with additional characters. Therefore, we invite practitioners to carefully
review and adjust the alphabet when using our algorithm in practice. Another example is
the InnamarkTag related to DP4: Modularity, introduced in the second DSR iteration, with
configurable parameters such as compression, error-correcting codes, and hashing for veri-
fication. As with the alphabet selection, researchers and practitioners should carefully use
and adjust the InnamarkTag based on their application scenarios. Thanks to our generic and
extendable design, we left three bit positions unused (see Table 4.4) to shift the decision
of additional extensions to the user. Practitioners may use these unassigned bit positions
for a specific encryption technique for highly confidential data, such as the recently intro-
duced text encryption system specialized for watermarking by Dafik et al. [53], to name one
example.

Third, a significant challenge for practitioners is finding and using the best-fitting al-
gorithm to strengthen data sovereignty through watermarking. Innamark is one possi-
ble method, whereas zero-width solutions with theoretically unlimited embedding capacity
might make more sense in specific use cases. The trade-off triangle (see Figure 4.18) ex-
plains the trade-off, arising from the three conflicting goals of imperceptibility, robustness,
and capacity, each with opposite effects. We created our resulting algorithm comparison
(see Figure 4.17) to serve as a classification aid. It helps practitioners to find the best-fitting
algorithm for their use case and researchers to adopt existing solutions and optimize them in
their weak areas.
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Finally, the derived DPs serve as an enabler for researchers and practitioners to build new
IT artifacts or to further generalize our findings within a validated design theory at contribu-
tion level 3 in the sense of Gregor and Hevner [85] (see Figure 3.3). One suitable approach
is to develop a new watermarking algorithm that adheres to all four DPs. Another approach
lies in extending and adopting existing related work based on the DPs, e.g., by replicating
the watermark (DP3: Principle of Multiple Insertions) or adding additional functionalities
(DP4: Principle of Modularity). Lastly, design knowledge could serve as an enabler for
transferring the findings into adjacent domains such as steganography or digital rights man-
agement.

5.3 Limitations & Future Research
Despite iterative development, evaluations, and careful consideration, this thesis has lim-
itations and offers opportunities for future research. We discuss more detailed limitations
and future research opportunities in the individually published papers, listed in Appendix A.
Below, we examine the most relevant aspects regarding this cumulative doctoral dissertation.

First, Innamark’s replacement of Unicode whitespaces with similar-looking whitespaces
limits its applicability. It only works on text containing a specific number of Unicode whites-
pace characters. Consequently, our proposed method does not work on text without or with
only a limited number of whitespaces, depending on the length of the watermark to be em-
bedded. For example, the Chinese language generally does not use whitespaces between
words, making our solution unusable for it. The same applies to other encodings that do
not support our alphabet characters, such as ASCII. Even though nearly 99% of all web-
sites use UTF-8 [273], our solution does not cover a tiny number of cases. Future research
should analyze and identify additional embedding and replacement techniques that offer high
language flexibility [126]. Related work, such as Rizzo, Bertini, and Montesi [219] or the
Lookalikes algorithm [258], replaces Unicode confusables, which, in turn, leads to other
limitations, such as reduced imperceptibility and usage robustness. Other concepts, such as
the line-ending approach discussed in our Paper VII [288], need further investigation.

Second, ensuring robustness is the most challenging task in text watermarking compared
with other multimedia cover media. Our evaluation showed that Innamark achieved the best
robustness compared to nine algorithms in the testbed. Nevertheless, an attacker can easily
destroy or completely remove the watermark by simply replacing all whitespaces with the
classical default Unicode whitespace. These attackers can go one step further by using the
latest LLM models to identify and extract a watermark, raising security issues closely related
to robustness. Research is ongoing to analyze these aspects further, while our initial results
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indicate that the latest LLMs typically identify a watermarked text but struggle to extract
it [92]. In this regard, Christ, Gunn, and Zamir argue: “We conclude that no undetectable
watermarking scheme can be completely unremovable” [45, p. 1137]. This unremovability is
related to the limited possibilities of plain text. Other covers, such as image, audio, or video,
have a much larger number of embedding possibilities. We hypothesize that all plain text
watermarking algorithms are either fragile or semi-fragile, but never robust. This assumption
is in line with the Impossibility Theorem, which states that it is always possible to find an
erasing function that removes a format-based watermark, introduced and formally proved
by Sato et al. [228]. This theorem is why we classify Innamark as semi-fragile, despite its
best robustness results. Future research should prove or refute the assumption and continue
exploring robustness. One example is system designs, as in [121], where an attacker plays
against an encoder/decoder watermarking system to optimize itself.

Third, we evaluated our results using theoretical argumentations, benchmarks, and
testbed demonstrations, but we still lack long-term real-world scenarios. We mapped the
conceptual model of data sovereignty to two field examples in Paper III [271], but not to
a monitored usage scenario. We used Innamark in a web interface and CLI tool as well as
integrated it into a data space connector already used in practice, but we still miss long-term
feedback from practitioners. At the time of writing, we are collaborating with two industry
partners to implement Innamark in their systems and infrastructure, aiming to roll out to
thousands of published texts. Research is still in progress to closely monitor the findings
and improve the current IT artifact in future studies.

Fourth, the way we applied the DSR methodology following Peffers et al. [197] limits the
reuse of design knowledge across projects. We used the problem-centered initiation [197]
as an entry point for our first research area, given current challenges with data sovereignty.
This approach is criticized by vom Brocke et al. [269] because the primary goal of DSR
is to use and adopt design knowledge from different projects to reuse and extend what is
already there. Due to their focus on a specific problem, DSR projects tend to be monolithic
and isolated rather than integrated into the existing research landscape [269]. Although
our literature search did not identify any DPs, design knowledge, or design theories related
to text watermarking. Even if we evaluated Innamark against related work, the limitation
of isolated creation of design knowledge still applies. This isolation is closely related to
aspects that enhance projectability rather than generalizability alone [25]. Future research
should extend the search for possible DSR outcomes and build integrated design knowledge
across projects rather than just within a project [269].



Chapter 6

Conclusion

This chapter summarizes our research contributions and answers the RQs introduced in Sec-
tion 1.2, concluding our findings.

6.1 Answers to the Research Questions
After presenting all relevant results, we answer the RQs of both research areas, initially
introduced in Section 1.2. One essential aspect of DSR is connecting the design knowledge
gathered in the problem space with the solution space [269]. The remainder of this section
answers every RQ and maps our contributions and published papers to them. Figure 6.1
concludes the thesis with a more detailed yet comprehensive overview of all relevant aspects
of the problem space, such as RQs and KCs, on the left, and the resulting contributions, such
as artifacts, DPs, or publications, on the right.

Research Area 1: Data Sovereignty Foundations

The first research area addresses the lack of structured knowledge on data sovereignty by
building a foundation (RQ 1.1) and identifying open technical challenges (RQ 1.2).

RQ 1.1: How can we define, differentiate, and conceptualize data sovereignty?

We have answered the first RQ with contributions from Paper I [100] and Paper III [271],
defining, differentiating, and conceptualizing data sovereignty. We have used the final lit-
erature corpus of 81 relevant articles from Paper I [100] to differentiate the concept of data
sovereignty from the two most commonly used concepts, digital sovereignty and technolog-
ical sovereignty, in the information systems and software engineering domain. The results
directly align with the limited number of related works, such as Hummel et al. [108], which
have reviewed data sovereignty in another domain. In the subsequent fundamentals jour-
nal Paper III [271], we have identified that defining data sovereignty in a single sentence
fails to encompass all relevant aspects. As a result, we have derived a conceptual model (see
Figure 4.3). Due to the intense political and practical interest, Paper III [271] uses a multivo-
cal literature review to include gray literature, such as reports and political speeches, rather
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than peer-reviewed articles alone [79]. It describes our main activities in the DSR rigor cy-
cle, including foundational methods, experiences, and artifacts from the existing knowledge
base [101].

In sum, we have successfully defined, differentiated, and conceptualized data sover-
eignty. Building on this, the question regarding the current hurdles and challenges that hinder
data sovereignty arises:

RQ 1.2: Which specific technical challenges for data sovereignty exist?

While our Paper I [100] and Paper III [271] have covered the rigorous literature perspective of
data sovereignty, Paper II [95] has focused on the relevance cycle by including environmental
experiences from the application domain [101]. Over 400 minutes of transcribed and coded
data from semi-structured interviews with eleven experts from companies of different sizes
and located in different countries worldwide yielded a set of thirteen challenges [95]. While
seven challenges relate to organizational aspects and two to personal & emotional settings,
this thesis has focused on the four technical challenges.

In sum, we have identified four technical challenges: missing Access & Usage Control,
the complex diversity of different IT Infrastructure & Landscapes, the consideration of the
whole Data Processing Life Cycle, and the need for Identity Management [95]. These chal-
lenges align with related work [290] and serve as a starting point for the second research
area.

Research Area 2: Digital Watermarking Design & Development

The expert discussions of Paper II [95] suggested that digital watermarking techniques could
address the aforementioned technical challenges. We have formulated four KCs and mapped
them to the identified technical challenges and current results from the literature (see Ta-
ble 4.2). They focus on a watermark embedding technique with the requirement of invisibil-
ity or imperceptibility and the two robustness claims of modification robustness and usage
robustness, summarized in the first RQ 2.1 of the second research area. Our subsequent
research has focused on the DSR design cycle [101], using demonstration and evaluation
techniques to improve the artifact (RQ 2.2) further and to generalize the results in the form
of DPs (RQ 2.3).

RQ 2.1: How can we design and implement a digital watermarking artifact for
text-based data to ensure imperceptibility and robustness?

A digital watermarking artifact, with a focus on imperceptibility and robustness, helps
strengthen data sovereignty. During the DSR design cycle [101], we have built Innamark to
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answer the RQ. Paper IV [99] has introduced the first version of the artifact, with an updated
and extended version in Paper VI [94]. For transparency and reproducibility, we have pub-
lished the source code of the implemented Kotlin library on GitHub [75]. We have identified
an alphabet set of five similar-looking Unicode whitespaces that persist across various appli-
cations and file formats to encode the watermark (see Table 4.5). We embed the watermark
by replacing every classical whitespace with the encoded, similar-looking whitespace (see
Algorithm 1), and extract it by analyzing the whitespaces of a watermarked text (see Al-
gorithm 2). The middle part of Figure 6.1 summarizes the relationships among KCs, RQs,
algorithms, published papers, and source code.

In sum, we have designed the first digital watermarking artifact for plain text that does
not increase the content length while staying imperceptible and robust. Due to its novelty
as the first artifact to fulfill these criteria, a German and international patent application was
filed [97], [98]. The design has directly addressed the derived KCs, which are analyzed,
demonstrated, and improved in the upcoming RQ:

RQ 2.2: How can we demonstrate and evaluate the effectiveness of a digital
watermarking artifact to ensure data sovereignty improvements?

We have addressed RQ 2.2 by demonstrating and evaluating Innamark in multiple settings
that correspond to the fourth Demonstration and fifth Evaluation activities of the DSR
methodology from Peffers et al. [197]. In Paper V [96], we have built two Connector ex-
tensions for a data space use case to strengthen access and usage control by watermarking
policies inside text data assets. While data sovereignty is one of the key principles of data
spaces [183], we directly used the results to improve the artifact during the iterative de-
sign and development. In Paper VI [94], we have introduced a web interface and CLI tool
to highlight the demonstration for JavaScript (frontend) and Java (backend) applications.
Furthermore, we have compared our watermarking artifact Innamark in a controlled bench-
mark evaluation against nine algorithms in Paper VI [94], using a public dataset of 1 000 000
Wikipedia articles as cover texts. We have built on existing benchmark metrics, namely the
embedding capacity ratio to evaluate the embedding capacity; the Jaro-Winkler Similarity,
the number of characters, the file size, and the persistence toward the caret navigation attack
to evaluate the imperceptibility; continuous text changes to evaluate the modification robust-
ness; a retyping attack, a reformatting attack, and persistence in different file formats and
applications to evaluate the usage robustness.

In sum, we have demonstrated Innamark in three different ways (see Section 4.4) and have
evaluated it against nine methods from related work in a benchmark testbed (see Section 4.5).
The upcoming RQ covers the generalization of the instantiated artifact:
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RQ 2.3: How can we ensure the generalizability of a digital watermarking ar-
tifact for various use cases using design principles?

The last RQ aims to move the more specific implemented artifact to a more abstract, general-
ized, and operationalized level [85]. We have extracted and derived DPs of our design effort
following the framework by Purao, Kruse, and Maedche [206] and applying the taxonomy
of Möller, Guggenberger, and Otto [178] (see Section 5.1). The presented DPs are formu-
lated according to the schema of Chandra, Seidel, and Gregor [39] and structured according
to Gregor, Kruse, and Seidel [87]. Thus, the design knowledge consists of DP1: Principle
of Embedding Strategy to find a deterministic and blind mechanism; DP2: Principle of Al-
phabet Selection to find a suitable character set; DP3: Principle of Multiple Insertions to
increase robustness via duplicated insertions; and DP4: Principle of Modularity to offer ad-
ditional functionalities using structured tags. Additionally, we have showcased the use case
transfer of watermarking capabilities for data sovereignty with CSV files in Paper VII [288]
and network packets in [208].

In sum, we have derived four DPs, exemplified each of them based on our designed
artifact and related work, and discussed their implications by mapping them to the initial
technical data sovereignty challenges of research area one. The focus on text data has been
extended to watermarking for CSV files. Taken together, these results allow us to answer the
MRQ:

MRQ: How to strengthen data sovereignty through digital watermarking?

To conclude, strengthening data sovereignty is possible by extending existing concepts and
systems with digital watermarking mechanisms. We have delimited and conceptualized data
sovereignty to provide researchers and practitioners with tools, such as the conceptual model,
to determine where and to what extent expansions are necessary. We have also designed and
implemented Innamark, the first character-neutral, imperceptible, and robust digital water-
marking artifact for plain text. Due to its modular structure as a published Kotlin library,
developers are able to use and extend it easily. Consequently, our findings offer one possi-
ble digital text watermarking technique for strengthening data sovereignty, not the only one,
as shown by the proposed algorithm comparison in the evaluation. Therefore, our resulting
design knowledge, in the form of DPs, aims to help researchers and practitioners continue ad-
dressing the discussed limitations and to enable future research streams to further strengthen
data sovereignty.
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Fig. 6.1 Summarizing Problem and Solution Overview
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6.2 Summary
This thesis is motivated by the ongoing shift from the analog to the digital world, which in-
tensifies efforts in digitization and digitalization. Since new technologies and applications,
such as LLMs, and process optimizations shape our everyday lives, individuals, organiza-
tions, and governments are increasingly interested in protecting our digital world and the
data behind it. The need for and use of concrete solutions to remain data sovereign are of
foremost importance.

Analyzing state-of-the-art through a structured literature review has led us to delimit the
field and to construct a conceptual model of data sovereignty. We have communicated with
experts from different industries through semi-structured interviews and analyzed the find-
ings using coding techniques and Grounded Theory, identifying four significant technical
challenges. The results indicate that digital watermarking techniques are the most promis-
ing solution for strengthening data sovereignty, but combining the two research domains
remains under-researched. We have derived four KCs for digital watermarking and mapped
our derived technical challenges to them.

We have iteratively designed Innamark, a watermark embedding and extraction algo-
rithm for plain text. We confirm that replacing whitespaces with similar-looking Unicode
whitespaces directly addresses the derived KCs. We have implemented and demonstrated
the system in a data space scenario, a web interface, and a CLI tool. The benchmark eval-
uation on a dataset of 1 000 000 Wikipedia articles has identified strengths and weaknesses
through a direct comparison of ten algorithms (Innamark and nine from related work). Our
gathered design knowledge, encapsulated in four DPs, generalizes the findings and paves the
way for future watermarking systems.

This cumulative doctoral dissertation demonstrates how digital watermarking strength-
ens data sovereignty. Researchers and practitioners in information systems and software
engineering can use, improve, and benefit from these contributions. Nevertheless, our work
has limitations: the conceptual model lacks a monitored usage scenario, whereas Innamark
and the set of DPs focus on Unicode encoding, robustness complexities, and project-focused
design knowledge. They all lack a long-term evaluation in specific application scenarios
with practitioners. Future work is currently in progress to test, adopt, and further improve
the results, and to deploy them in large-scale real-world use cases with different industry
partners.
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During the preparation of this work, I used the following tools, external components, li-
braries, and resources. The final document was created with XeLaTeX, based on an adapted
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Abstract

Digital technology significantly impacts our everyday social lives and how we conduct business. This

development results in abundant new data generated by people and organizations. Subsequently, future

technological instruments must ensure data sovereignty that empowers individuals to maintain control over

their data. However, data sovereignty is still blurry and conceptually overlaps with similar terminologies,

such as digital and technological sovereignty. From an Information Systems (IS) point of view, delimiting

data sovereignty from digital and technological sovereignty is crucial, creating a uniform understanding,

especially for data ecosystems. Our study contributes to sharpening data sovereignty with a systematic

literature review of 81 articles. It concludes that data sovereignty mainly drives IS activities by protecting

data assets on individual and organizational levels. In contrast, digital sovereignty is shaped by digital

expertise and interoperability, while technological sovereignty is the broadest concept with regulations

and relations on an international level.

Keywords: Data Sovereignty, Digital Sovereignty, Technological Sovereignty, Data Ecosystems, Literature

Review

1 Introduction

Over the past years, the concept of sovereignty in the digital realm has increasingly gained attention in the
international discourse due to data protection and challenges in climate change. Even 28 % of small and
medium companies in the UK confirm that data sovereignty will drive their future decisions over data
handling and storage (4D Data Centres, 2018). In Information Systems (IS) research, it is often used in the
context of data ecosystems to build software systems and architectures that guarantee control over data.
Due to increasing efforts toward digitalization that shape our everyday lives, different actors, amongst
them individuals and organizations, recognize the value of data and want to keep control over it to prevent
unintended usage on distribution. The importance of using data and technologies in a sovereign way to
guarantee a shift into a sustainable society has been recognized (Caravella, Costantini, and Crespi, 2021)
and underlined: "With extensive global digitalisation in all areas of society, our data sovereignty becomes
a core aspect to ensure economic growth and social justice in Europe and to manage climate change"
(AIT, 2022, p. 1). However, companies must face challenges through collaboration and the sharing of data.
These companies understand that data is valuable, and sharing it is necessary not only to stay competitive,
optimize internal business processes, and create new business opportunities but also to face challenges
that single organizations cannot solve independently (Jarke, Otto, and Ram, 2019). Consequently, these
developments show the need for more data sovereignty in research and practice.
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Researchers have studied data sharing and sovereignty concepts, including their application in systems
and organizations. However, the scientific discourse reflects the inaccurate delimitation of data sovereignty
from the commonly used notions of digital and technological sovereignty (Micheli et al., 2020). Despite
differences in the meaning of data, digital and technological sovereignty exist; past research often uses the
concepts as if they were interchangeable or in a wrong way, like introducing data sovereignty with the
concepts belonging to digital sovereignty (Lian, 2021). Due to several simultaneous research activities
in the last years, IS literature misses an analysis of the near past on how the terms relate and influence
each other. Researchers have already pointed to the necessity of an analytic differentiation, identifying
and motivating the problem in the context of sovereignty (Couture and Toupin, 2019) to ensure uniform
research usage and establish their accurate application in practice.
This study aims to guide future studies in delimitating these terminologies. It reviews the recently strongly
rising research field of the quantitatively three most used sovereignty terms in IS research. Therefore, it
aims to answer the following key Research Question (RQ) with the help of a literature review:
How can data sovereignty in Information Systems be delimited from digital and technological sovereignty?

Our analysis structures as follows, including concrete contributions to answer the RQ:

(i) Showing the developments of sovereignty in the analog and digital realm and identifying the research
gap by reviewing related work (sections two and three).

(ii) Explaining the applied, systematic literature review method with its conditions like search strategy
and the conducted procedure to create a final article collection (section four and appendix).

(iii) Visualizing indicators of the relevant literature distribution, showing detailed information of data,
digital and technological sovereignty, including their similarities and differences (section five).

(iv) Guiding future research by showing limitations with a discussion on theoretical and practical implica-
tions and a conclusion of all findings (sections six and seven).

2 Background

Before diving deeper into the concrete form of different expressions, it is essential to show the foundation
of the sovereignty term with its history and meaning in the analog realm.
Bodin (1577) introduced the first definition of sovereignty in the analog sphere that was continuously
adapted over time until now (Adonis, 2019). This lead to different characteristics and focus points of
sovereignty itself, while it "is generally defined as the supreme authority over a political entity (a polity)"
(Couture and Toupin, 2019, p. 2308). In the last decades of the 20th century, the relation of sovereignty
with the digital emerged (Grant, 1983). Different notions and conceptualizations have arisen from there,
like the dominating concepts of data, digital, and technological sovereignty Not only IS coined these
concepts but also related domains from the analog realm formed them over time. That is why the three
concepts require a specialized review and a comprehensive analysis to ensure their relevance in a specific
domain, in this case: IS research.

3 Related Work

Over time, several publications looked at other sovereignty aspects related to different domains. This
chapter presents the most relevant articles on IS-grounded sovereignty terms and their related concepts. It
further describes their delimitation to this work.
Starting with the review from Hummel et al. (2021), they analyze the notions of data, digital, and cyber
sovereignty, focusing on context, values, and agents of the different terms. The authors selected the articles
based on a systematic review and evaluated them, focusing on data sovereignty. In their research, they
did not consider further practical implications. Similarly, Pedreira, Barros, and Pinto (2021) conducted a
literature review on data, digital, and cyber sovereignty. They concentrate on vulnerabilities and outbreaks
in industry scenarios. Whereas Hummel et al. (2021) emphasize the concept of data sovereignty, Pedreira,
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Barros, and Pinto (2021) focus on cybersecurity. However, both reviews do not investigate the concept
of technological sovereignty, even if the European Commission has positioned it as a political objective
(ASD, 2020) and declared it relevant for future technical and non-technical aspects (Maurer et al., 2015).
Besides this, Chapdelaine and McLeod Rogers (2021) refer to data and digital sovereignty without
researching technological sovereignty. The authors look at technological sovereignty from a legal point of
view, especially for media platforms and individuals. Other juridical studies such as Kushwaha, Roguski,
and Watson (2020) elaborate on data sovereignty, touching upon the notions of digital and technological
sovereignty concerning laws such as the US CLOUD Act and other regulations in different regions such
as the UK, Germany, and Poland. Both publications come from the legal field instead of pure IS research.
On a national level, Mawere and van Stam (2020) spotlight data sovereignty issues in Africa, especially
Zimbabwe, based on the health system to guide local government. Besides information about the concept,
the authors also refer to technological sovereignty without referring to digital sovereignty.
In contrast, Asswad and Marx Gómez (2021) discuss the concept of data ownership from an IS point
of view. They describe the role of data ownership and point to its advantages and problems, such as
the structure of the Internet of Things (IoT) data or missing regulations. Finally, a literature analysis
strengthens the results, and the authors use the concept of data ownership relating to data sovereignty in
the technical realm.
Considering related literature, it becomes clear that from an IS point of view, a detailed analysis of the
delimitation of data sovereignty from digital and technological sovereignty does not yet exist. Since
cyber sovereignty is also a frequently discussed topic (Hummel et al., 2021; Pedreira, Barros, and Pinto,
2021), it will not be considered further here. Instead, this study analyzes from an IS point of view, and
"[t]he fact that the majority of academic literature focuses on the legal implications of sovereignty in
cyberspace indicates that the issue of cyber sovereignty is most often framed and understood as a matter
of International Law" (Baezner and Robin, 2018, p. 5).
However, literature shows that researchers have made the first steps in describing the terms (Couture and
Toupin, 2019). They point to the necessity of the analysis to identify and motivate the problem: "One
question that remains open relates to the relationship between different terms" (Couture and Toupin, 2019,
p. 2318). In their research, the authors approach a first differentiation of the terms by creating hypotheses
on the delimitation of data, digital, and technological sovereignty. They mention that future research must
investigate these concepts (Couture and Toupin, 2019). These arguments align with the publication from
Mawere and van Stam (2020). Their research cannot constitute a clear differentiation between data and
technological sovereignty. In addition, Mawere and van Stam (2020) propose comparing the terms by
bringing together different viewpoints to identify their relevance. Therefore, this research extends current
work to answer the RQ mentioned above. It closes the gap of the current unspecific delimitation because
existing ideas are "[. . . ] just hypotheses that would need to be further explored in future works" (Couture
and Toupin, 2019, p. 2318). Even though other related concepts are frequently discussed, our quantitative
analysis focuses on the IS domains instead of concepts from indigenous people like indigenous data
sovereignty (Taylor and Kukutai, 2016) or international law like cyber sovereignty (Baezner and Robin,
2018).

4 Research Design

This study conducts a systematic literature review, analyzing the three most used terms in IS research
data sovereignty, digital sovereignty, and technological sovereignty in detail. Since sovereignty aspects
are not only relevant to science but also in industry and politics, the present research is based on the
recommendations from Webster and Watson (2002) and the guidelines from vom Brocke et al. (2015),
extended by a Multivocal Literature Review (MLR). Besides classical reviews on scientific publications
(white literature), an MLR increases the scope by including political speeches and technical reports from
practitioners (grey literature) to focus on real-world problems due to the combination of academic research
and practice (Garousi, Felderer, and Mäntylä, 2019). This study refers to the rationale of Benzies et al.
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(2006) to include grey literature, which is, among others, the low quality of evidence. Further, the context
for implementing the intervention (Benzies et al., 2006) is vital for sovereignty aspects and strengthens
the consideration of publications from practice. Especially in topics around sovereignty whose contexts
have policy and industry focus, the inclusion of grey literature provides added value (Benzies et al., 2006).
This literature review executes the searches to identify white literature using a keyword-based approach,
applied to varying sources to collect journal articles, conference proceedings, and book chapters. Various
databases have different key areas and are sometimes limited to specific publishers. This study selected
the following five: IEEE Xplore for computer science and technical publications, AISeL and ACM for
an IS focus, and ProQuest and Science Direct to include other adjacent domains. In every database, the
search strings technological sovereignty, digital sovereignty, and data sovereignty are used, resulting in
15 searches. Every search term is split into its two components (e.g., "data" and "sovereignty") connected
with an AND operator to identify literature that divides the words in a text part without using, e.g.,
"data sovereignty" in one. Here, the title, abstract, and keywords were searched, as Bandara et al. (2015)
recommended, without any publication date restriction. The top of Figure 1 shows the resulting numbers
based on searches made in April 2022.

Search String

(Title: 𝑋 OR Abstract: 𝑋 OR Keyword: 𝑋)
AND

(Title: “Sovereignty“ OR Abstract: “Sovereignty“ OR Keyword: “Sovereignty“)𝑋 ∈ {“Technological”, “Digital”, “Data”}

81 Relevant Articles

Technological
Sovereignty

Digital
Sovereignty

Data
Sovereignty

IEEE Xplore 2 4 53

AISeL 0 0 4

ProQuest 16 17 49

ACM 1 4 14

Science Direct 5 5 22

Σ 24 30 142

Backward Search + Meta-Search Engine

+ 44 Articles
(White & Grey Literature)

Filtering + Selection

Filtering + Selection

Remove Duplicates
(10 duplicates)

Figure 1. Literature Search Process.

Ten duplicate entries were found in the downstream intermediate step, which led to a reduction from 196
to 186 articles. Here, some entries are listed in two of the five databases, and others are shown two times in
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the ProQuest results because this service summarizes 18 databases and can lead to internal duplicates. Due
to the precise selection of the databases with mostly disjoint subsets of results, a high number of duplicates
is prevented in advance. This first literature set is subject to a full-text scan to check its relevance based on
the RQ as the first selection criteria for relevant articles. For this purpose, the texts were searched for the
three terms data sovereignty, digital sovereignty, and technological sovereignty and checked if they give a
concrete definition, discussion, implementation, or explanation as an inclusion/exclusion criteria. Thus,
all articles that do not give new insights about at least one of the three terms, focus on other topics or only
mention one term without further details are filtered out. Concerning inter-coder reliability, inconclusive
cases are discussed, evaluated, and documented with an exclusion reason in a protocol by the author team
to create a final decision and prevent subjectivity.
As described in the recommendations from Webster and Watson (2002), this study applies a backward
search of the key literature after the previous filtering step. Here, the authors checked and analyzed
all references on the relevant text parts identified in the previous step, whether white or grey literature.
At this stage, Kuhrmann, Fernández, and Daneva (2017) suggest extending the primary search with
results from a meta-search engine such as Google. This approach supports the inclusion of additional
academic publications not listed in the five databases and additional grey literature. It is in line with the
MLR guideline seven of Garousi, Felderer, and Mäntylä (2019) that focuses on, e.g., additional web
searches. Since many results exist, only 1st tier grey literature with a more known outlet control and
expertise is analyzed. It excludes 2nd and 3rd-tier grey literature like Q/A sites, emails, or tweets (Garousi,
Felderer, and Mäntylä, 2019). Finally, the authors stopped the process at the theoretical saturation, based
on guideline eight of an MLR (Garousi, Felderer, and Mäntylä, 2019). At this stage, this research identifies
additional 44 articles for review.
The current white and grey literature collection is subject to the same filtering and selection step described
above. The resulting set consists of 81 articles, 52 extracted from the databases and 29 found by the
backward search or with the help of the meta-search engine. Besides its content, this study analyzes the
collection by tagging every article with metadata such as title, author, publication date, category, source,
country of the main authors’ institution, and similar facts. The overall process is summarized in Figure 1 to
avoid existing concealment problems in IS literature reviews and to ensure replicability (vom Brocke et al.,
2009). The final article overview is shown in the Appendix in Table 1 to ensure complete transparency.
Upon request, the full list, including all sources and analyzed details like country distribution, is shared to
ensure complete repeatability.

5 Results

The following section presents the findings from the systematic literature review with a downstream
thematic classification. For this purpose, the authors thoroughly analyzed all relevant articles by extracting
the terms’ information concerning the RQ.
After a descriptive overview of the literature set, the authors describe data, digital, and technological
sovereignty in detail and show their origin and current usages. Based on the RQ, a summary of every term
and their relation to data sovereignty can be found in the textbox at the end of every subsection. They are
not intended to create a new definition but to conclude the findings from the different descriptions of the
articles from the literature review. Subsequently, for the derivation of future action recommendations, all
information is analyzed concerning IS research to show the differences between data sovereignty and the
other terms depicted in Figure 5.

5.1 Descriptive Findings

Research on sovereignty in the digital realm first occurred in the last decades of the 20th century (Grant,
1983). However, most data, digital, and technological sovereignty publications stem from the last years.
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Figure 2. Cumulative Publication Time Distribution of the Past Ten Years on the Relevant Literature Set.

Figure 2 shows the cumulative number of publications for every term in the last ten years based on the
relevant literature set from the literature review. Articles are counted in the statistic if they cover one
of the three sovereignty aspects. Around 11 % of the scanned literature refers to publications that do
not exclusively focus on data, digital, or technological sovereignty but observe more than one term. An
example is the research of Pedreira, Barros, and Pinto (2021) that mentions digital and data sovereignty.
In this case, the authors counted this paper twice, one time for every category. The graph shows that since
2018, data sovereignty has been the most discussed term, while digital and technological sovereignty are
also increasingly gaining attention.

54.3 % 19.8 % 14.8 % 11.1 %

Terminology Distribution by Term

Data
Sovereignty

Digital
Sovereignty

Technological
Sovereignty

Multiple
Terms

Figure 3. Terminology Distribution on the Relevant Literature Set.

More concretely, 54.3 % of the 81 articles specialize in data sovereignty, while 19.8 % focus on digital
sovereignty and 14.8 % cover technological sovereignty, summarized in Figure 3. The rapid simultaneous
increase in research further motivates a structured review of past results to guide future research and
prevent misunderstandings in the delimitation of the terms.
During the literature search and selection, every article of the final literature set is assigned to a country
based on the location of the main authors’ institutions to create a location-based distribution of the
publications shown in Figure 4. Here, the authors aggregated the countries to their associated continents
and rounded the percentage values to whole numbers. While there are no publications from South America
and, logically, Antarctica, only one publication from Africa (Mawere and van Stam (2020)) and one from
Australia / Oceania (Vaile (2014)) are present. Therefore, the research is mainly conducted in Europe,
followed by North American and Asian countries based on quantitative measurement. Most European
papers are published by German researchers, followed by publications from France (six papers) and
the United Kingdom (six papers). The rest is split up between different European countries like the
Netherlands, Belgium, and Italy (three papers each), Finland, and Spain (two papers each), and others
with one publication each.
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1 %1 %1 %1 %1 %1 %1 %1 %
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Publication Distribution by Continent

Europe : 72 %

North America 15 %

Asia 11 %

Africa 1 %

Australia 1%

Figure 4. Publication Continent Distribution on the Relevant Literature Set.

5.2 Concepts of Sovereignty

Different conceptualizations of sovereignty terminology in the digital have appeared in recent decades. We
focus on the most used notions in IS research data, digital and technological sovereignty. Cyber sovereignty
(Couture and Toupin, 2019; Pohle and Thiel, 2020), in contrast to digital sovereignty, comprises the
physical dimension of sovereignty in cyberspace (Baezner and Robin, 2018) and constitutes only one
aspect of digital sovereignty providing the motivations for the researchers to exclude it from this study’
delimitation. The results are formed under the consideration of mixed terms such as digital data sovereignty
(Aydin and Bensghir, 2019), personal data sovereignty (Micheli et al., 2020), or urban technological
sovereignty (Vadiati, 2022). This study’s scope does not include the delimitation of little-used terms such
as AI or 5G sovereignty (Floridi, 2020). Besides, the present research does not discuss terms from other
domains without a full technical or IS focus, such as indigenous (Taylor and Kukutai, 2016), food, body,
or state sovereignty (Couture and Toupin, 2019).

5.2.1 Data Sovereignty

Data sovereignty is the term most used based on the findings of the present literature review (Figure 2).
Fifty-one publications of the relevant literature basket form the following results. However, the term
lacks a unique definition, and research shows that its usage does not happen consistently (Martens and
Zscheischler, 2022; Micheli et al., 2020). It was initially taken up in 2001, with the first ideas mentioned
in the US Patriot Act (Hallinan, 2022). When using the term data sovereignty, researchers often refer
to what is understood by the concept of (data) self-determination (Banse, 2021; Hummel et al., 2018;
Jarke, Otto, and Ram, 2019). The scope of the term is broad and includes different requirements around
data, such as confidentiality and data integrity, with the protection against unwanted modifications or data
availability (Nugraha, Kautsarina, and Sastrosubroto, 2015). Therefore, it is relevant for individuals and
organizations (Jarke, Otto, and Ram, 2019).
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For further understanding, the terminology has to be analyzed from an IS and Software Engineering (SE)
point of view. In a classical data transfer, a person, organization, or system (referred to as a data provider)
shares data with a third party (referred to as a data consumer) and wants to keep control over it (Otto et al.,
2019; Zrenner et al., 2019). One example is medical data that belong to a patient (data provider) who can
decide and allow access to hospitals or doctors (data consumer) (Plateaux et al., 2013). Since the data
have to be secured, data sovereignty means that a data provider can decide and keep control over his or
her data. Unfortunately, practice often solves it with written contracts or oral agreements, which regularly
fail and can be prevented with technical solutions (Zieglmeier and Pretschner, 2021).
So far, different technical solutions and architectures have arisen that aim to take up data sovereignty
ideas. One attempt is the International Data Spaces (IDS) initiative, building up data spaces and data
ecosystems based on a reference architecture model to enable sovereign data transfers with the help of
different components such as IDS Connectors (Otto et al., 2019). Other ideas are trustworthy architectures
(Zieglmeier and Pretschner, 2021), connector-based communication schemes for IoT devices (Qarawlus
et al., 2021), blockchain integration (Hong and Kim, 2020), or combinations with other standards such as
the Industrie 4.0 Asset Administration Shell (AAS) (Redeker et al., 2020).
Developing systems and architectures or building concepts for technical solutions in IS or SE must meet
personal or organizational requirements and comply with the law. In the context of data sovereignty,
business and countries formulate requirements in the form of regulations to protect individuals, as seen
with the EU General Data Protection Regulation (GDPR), approved in 2016. Such regulations focus
on national data sovereignty, a term taken up by Irion (2012), building the transition to digital and
technological sovereignty. Therefore, developers, system architects, and researchers must look at data
sovereignty and understand other terms and requirements to create compliant data sovereign solutions,
even if they are mainly coined by other domains such as economic or political science.

Concepts of self-determination and the capability of a data provider to keep control over their
own data assets form the term data sovereignty. Among other things, it is used in the IS and SE
domains to create technical solutions to protect individual and company data and highly depends
on economic, political, and legal aspects.

5.2.2 Digital Sovereignty

Since the meaning and usage of digital sovereignty differ from data sovereignty, the scientific discourse
must avoid using both as synonyms. Researchers discuss the concept and its history in detail, shown by the
24 articles of the final literature set. The first ideas go back to the late 1990s. Key events like the Patriot
Act in 2001, the Snowden disclosure in 2013, Brexit in 2016, and the COVID pandemic in 2020 formed
the term and changed its definitions (Hallinan, 2022). Similar to the other discussed concepts, digital
sovereignty has no unique definition because of its changes over time and its dependence on context and
stakeholders (Hallinan, 2022).
Due to the formative sociopolitical events during the last years, different nations recognized problems
in protecting their citizens in the digital realm that triggered discussions and actions around a nation’s
digital sovereignty (Pohle and Thiel, 2020). Derived measures include the control and influence of the
digital world formed by hardware, software, and infrastructure (Floridi, 2020). However, problems arise
because nations can enact local laws and regulations, but cyberspace goes beyond it and covers the whole
world. While, for example, governments can regulate the construction of internet cables across borders,
the governance of data that flows through it is more complex. Therefore, research coins the attempt to
create generalized regulations based on territory and borders regarding data flows as digital sovereignty
and accompanying terms such as cyberspace or territorial sovereignty (Cattaruzza et al., 2016; Hallinan,
2022). The study deliberately chooses to analyze digital sovereignty because apart from territorial aspects
of cyber sovereignty, it moreover comprises aspects of the digital transformation from a political point of
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view (Pohle and Thiel, 2020). Former German Chancellor Angela Merkel further clarified in her speech
in 2019: "[...] digital sovereignty does not mean protectionism [...] rather, it describes the ability both
of individuals and society to shape the digital transformation in a self-determined way" (Merkel, 2019).
Thus, regulations act as an enabler for digital sovereignty because they shape the concept’s perception and
development.
Besides the political and territorial focus that relates more to control than authority (Cattaruzza et al.,
2016), digital sovereignty significantly impacts enterprises and individuals. Businesses and states influence
the notion of digital sovereignty in sometimes contrasting ways. On the one hand, companies build, design,
and actively participate in the digital realm. In contrast, states use control mechanisms and deploy
regulations, sometimes decelerating innovative processes and societal progress (Floridi, 2020). On an
individual level, digital sovereignty relates to the concept of interoperability. Another significant element
is the freedom to select and use digital assets without being bound to a specific technology (Kagermann,
Streibich, and Suder, 2021).

Digital sovereignty focuses on actions, expertise, and control mechanisms in the digital world,
while publications often concentrate on territorial borders in the political and economic realm. It
helps protect businesses and individuals from selecting and using technology and digital assets in
an interoperable way. Regarding data sovereignty, digital regulations, and economic actions are
implemented in software systems and directly influence data handling, covered in IS research.

5.2.3 Technological Sovereignty

Regarding the broadest concept, research refers to tech-, technology- or technological sovereignty in 17
publications of our gathered literature basket. Its origins go back to the 20th century, with one of the first
technological sovereignty definitions described as "the capability and the freedom to select, to generate or
acquire and to apply, build upon and exploit commercial technology needed for industrial innovation"
(Grant, 1983, p. 240). In these early days, the term referred to the ability of different states to develop,
use and produce their technologies and innovations (Couture and Toupin, 2019). The main element that
characterizes technological sovereignty is the capability to build techniques and other products, including
competencies and licenses. Besides, Grant (1983) describes technological sovereignty as a guarantor of
freedom due to reduced dependencies on other states. This assumption is grounded in the fact that licenses
and regulations are needed to allow and enable industrial and productive innovations (Grant, 1983).
On closer inspection, these studies assume that states must produce and control all resources and invest
in their research as a necessary derivation for building products and infrastructures without external
dependencies. However, this feasibility must be questioned because most states can only enable local
production and invention with import and export relationships with other countries. For example, rare-earth
elements are primarily mined in Asia but are relevant in Europe to build electrical products. European
dependencies from the United States in various domains extend a strong international link (Crespi et al.,
2021). Therefore, researchers extended the concept of technological sovereignty, which does not mean
autarky or complete technological independence (Edler et al., 2021). Cooperations and communication
are necessary to build trade relationships and create innovations (March and Schieferdecker, 2021). These
aspects can be found in the definition from Edler et al. (2020): "We define technology sovereignty as
the ability of a state or a federation of states to provide the technologies it deems critical for welfare,
competitiveness, and its ability to act and to be able to develop these or source them from other economic
areas without one-sided structural dependency" (Edler et al., 2020, p. 8).
Due to its increasingly linked national and international relations, technological sovereignty became
relevant in politics. Since 2019 it has been included in political debates (March and Schieferdecker, 2021)
and integrated into political strategies. In her speech in 2020, European Commission’s president von der
Leyen described it as Europe’s capability to make choices based on its values and rules (von der Leyen,
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2020). Accordingly, the importance of technological sovereignty can be underlined by its position in the
digital strategy of the EU (European Commission, 2020). Concerning the conflict of complete autarky
and international trade, technological sovereignty, in the understanding of the European Commission, is a
baseline of self-supply extended by solid import and export relationships for resistance against crises such
as pandemics, wars or others (ASD, 2020). However, the topic is significant in Europe and other states
like Canada, Australia (Couture and Toupin, 2019), Brazil, and China (Maurer et al., 2015). March and
Schieferdecker (2021) further summarize these political aspects: "Technological sovereignty is the ability
of a polity to self-determinedly shape the development and use of technologies and technology-based
innovations which impact its political and economic sovereignty" (March and Schieferdecker, 2021,
p. 9). Technological sovereignty includes several trends like data storage location, new undersea cables,
localized routing, and others (Maurer et al., 2015).

Technological sovereignty activities focus on a political level with a sometimes national but more
international focus. Strategies and regulations influence how sovereign data systems are built.
Strong country cooperation relationships support keeping control over resources and influence data
sovereignty activities by reducing dependencies.

5.3 Sovereignty in IS Research

As described in the literature overview section, sovereignty has reached momentum in the last few years.
The literature review reveals that data sovereignty proves assertiveness in IS research since it describes
essential parts of developing technologies.

Digital
Sovereignty

• Interoperability
• Digital expertise
• Control over IT infrastructure
• Political / economical focus

Technological
Sovereignty

• Legal protectionism
• Strong relations
• Control over resources
• Internat. political focus

Data
Sovereignty

• Self-determination
• Technical implementations
• Control over data
• Individual / company focus

Figure 5. Delimitation of the Analyzed Sovereignty Terms.

A summary of the main characteristics related to IS in the style of Calzada (2021a) is presented in Figure 5.
Here, digital sovereignty refers to the digital literacy of a population and the level of development of
digitization concepts. Furthermore, it influences IS research through the strong orientation with political
and economic focus and their request for more interoperability.
Instead, technological sovereignty, as the broadest concept, is essential in the political discourse, often on
an international level, as shown by initiatives from the EU. This concept focuses on the technical usage
and sometimes independence of resources from other nations and trade areas with strong relations. It is
often associated with freedom and dependencies on political levels.
The review also shows that data sovereignty in IS research, the ability to control individual or organiza-
tional data assets, cannot be limited to one research domain. Therefore, observing adjacent fields such as
digital or technological sovereignty from an IS point of view is crucial to fully understand how they form
and influence the definition of data sovereignty. For example, economic activities and political regulations
directly impact system development processes and the definition of data sovereignty. Examples are the
recently introduced Data Act on a European level (Perarnaud and Fanni, 2022) or regulations from other
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regions like the US CLOUD Act or the Personal Information Protection Law (PIPL) of China. Also, if
regulations on an international or national level are discussed for technological or digital sovereignty, they
control and shape how data sovereignty can be realized in software and algorithms.

6 Discussion

This IS research-based delimitation of data sovereignty from digital and technological sovereignty, as
described in the RQ, serves as a necessity for future research. A mutual understanding of the terms’
similarities, differences, and usage is crucial for further developments in the digital economy and SE
projects, especially in all data-driven innovations in data spaces and data ecosystems. Since the results from
the literature review set a first starting point, implications for theory and practice, as well as limitations
and points of contact for future research, have to be discussed.

6.1 Theoretical Implications

Prior research has shown differences between data, digital and cyber sovereignty (Hummel et al., 2021;
Pedreira, Barros, and Pinto, 2021). However, the importance of technological sovereignty has increased.
It has overtaken cyber sovereignty, as shown by current research activities in the academic domain and
the positioning on political levels like the European Commission (ASD, 2020). Especially in IS and SE
research, data sovereignty, unlike others, finds a concrete application without a clear delimitation. Since
previous work started with assumptions, they motivate future research activities (Couture and Toupin,
2019) concerning a comparison (Mawere and van Stam, 2020).
This study works on the gap by systematically reviewing the past in the academic and practical domains.
The results show the theoretical importance, especially since 2018 (Figure 2). Quantitatively, a clear
overweighting of data sovereignty with a strong European focus is shown (Figure 4). It strengthens, on
the one hand, the need for a clear delimitation, but on the other hand, it poses the question of why some
regions are more underrepresented than others. The final thematic classification has implications for future
IS activities and other related sovereignty domains, such as political, economic, and legal perspectives.

6.2 Practical Implications

The results show that the different concepts focus on different domains, which leads to direct implications
for practice. As stated above, the concepts have strong relationships and influence each other. A geopolitical
decision for technological sovereignty acts on digital sovereignty and influences concrete software products
and their development process in private and industrial contexts. Therefore, practical key players must
understand the differences and evaluate the dependencies and impacts. It is further crucial that these
domains work together to prevent isolated concepts and misunderstandings.
In extension to the sustainable aspects mentioned in the introduction, companies and countries have to
work together to steer in the direction of carbon neutrality and to achieve the agreed targets in the Paris
Agreement (Caravella, Costantini, and Crespi, 2021). Data ecosystems and current research projects such
as the IDS or GAIA-X help with this challenge in a practical context by creating systems built on data
sovereign principles that follow the strategies and regulations of digital and technological sovereignty.
Building on the results of this work, delimitating the term helps to strengthen trust between different
parties through the internalization of data-sharing principles needed to accelerate innovation to solve
sustainable challenges.

6.3 Limitations and Future Research

Despite careful work and evaluation, this study and the results have some limitations and points of contact
for future research, discussed in the following.
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Firstly, the search term selection only focuses on the three concepts: data, digital and technological
sovereignty. Research has shown several papers discussing similar ideas, such as data protection, owner-
ship, and maintaining usage or access control. One example is shown in the paper from Gates and Slonim
(2003), addressing privacy, control, and data aspects without mentioning any sovereignty term. In this case,
research might relate to data sovereignty without using the term. Therefore, further research is essential
to understand better the relationship between the concepts of data sovereignty and data protection, data
ownership, or similar terms.
Secondly, Figure 4 depicts the original distribution of the literature based on the main authors’ institution.
Notably, a large part of the publications is rooted in Europe, with an apparent underrepresentation of Africa,
Australia, and South America (<= 1%). Future research needs to evaluate the reasons and implications of
the distribution and possible effects on transnational activities, like impacts on software implementations
used in different regions.
Thirdly, this research’s results do not clearly show, that the motivation for more sovereignty often lies
in achieving more sustainability. Since the implementation of data sovereignty can promote more data
sharing, sustainability goals can be achieved because organizations share their data for a greater common
good to achieve more climate protection (DSSC, 2023). However, this study’s focus did not cover the
link between sustainability goals and the implementation of one of the sovereignty terms in detail and
therefore needed to be discussed in future research.
Lastly, we argued that technological and digital sovereignty influence data sovereignty in IS research, as
shown by several examples like national or international regulations that protect individual or organiza-
tional data. It is still unsettled if data sovereign models or systems can be created, even if none of the other
two concepts are implemented. Future research has to analyze each concept’s realization and how this
encourages or prevents others.

7 Conclusion

Our literature has pointed out the delimitation of data sovereignty from digital and technological
sovereignty and aims to contribute to a better understanding and coordinated usage of the concepts.
Concluding, it is recommendable for IS research not to use data, digital, and technological sovereignty as
if they were interchangeable concepts – they do not mean the same. Instead, the results of the RQ can be
summarized as follows:
The concept of data sovereignty is embedded in IS research and used in the context of control over data
on an individual or organizational level. Instead, technological sovereignty is essential in the political
discourse with mostly international targets. This concept focuses on the usage and reduced dependencies
of resources from other nations and trade areas and the preservation of solid relations. Therefore, the target
of digital sovereignty lies in the political and economic realm. It refers to the digital literacy of a population
and the level of development of an organization’s digital features with control over infrastructures and
aspects of interoperability.
As shown in the discussion, the delimitation of data sovereignty from adjacent fields, such as digital
sovereignty and technological sovereignty, is essential to give future research and software architecture
development a fundamental groundwork for using the terminologies with unanswered questions. Moreover,
as pointed out in the study, data sovereignty cannot only be viewed from an IS research perspective since
it is interwoven with other domains that influence it and contribute to the developments in the digital
economy.
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1 Adonis (2019) x
2 ASD (2020) x
3 Aydin and Bensghir (2019) x
4 Banse (2021) x
5 Bauer et al. (2019) x
6 Bendiek and Neyer (2020) x
7 Braud et al. (2021) x
8 Calzada (2021a) x
9 Calzada (2021b) x

10
Caravella, Costantini, and
Crespi (2021)

x

11 Cattaruzza et al. (2016) x

12
Chapdelaine and McLeod
Rogers (2021)

x x

13 Chen et al. (2020) x
14 Christakis (2020) x
15 Corbett and Cochrane (2020) x
16 Couture and Toupin (2019) x x x
17 Crespi et al. (2021) x x
18 Cuno et al. (2019) x
19 Dabrock (2020) x
20 Diesen (2021) x
21 Edler et al. (2020) x
22 Edler et al. (2021) x

23
Esposito, Castiglione, and
Choo (2016)

x

24 Esposito et al. (2019) x
25 European Commission (2020) x
26 Filippi and McCarthy (2012) x
27 Floridi (2020) x
28 Friedrichsen and Bisa (2016) x
29 German Ethics Council (2017) x
30 Grant (1983) x

31
Gupta, Lanteigne, and Kings-
ley (2020)

x

32 Hallinan (2022) x
33 Hartsch et al. (2021) x
34 Hong and Kim (2020) x
35 Hummel et al. (2018) x
36 Hummel et al. (2021) x x
37 Irion (2012) x

38
Janardhanan and Mas-
Machuca (2022)

x x

39 Jarke, Otto, and Ram (2019) x

40
Kagermann, Streibich, and
Suder (2021)

x

41 Komaitis (2021) x
42 Kukkola (2018) x

Table 1. Final Literature Set.
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43
Kushwaha, Roguski, and Wat-
son (2020)

x x x

44 Lauf et al. (2021) x
45 Lian (2021) x
46 Litvinenko (2021) x
47 Lynch (2020) x
48 Mannhardt et al. (2019) x

49
March and Schieferdecker
(2021)

x

50 Mark (2019) x

51
Martens and Zscheischler
(2022)

x

52 Maurer et al. (2015) x
53 Mawere and van Stam (2020) x x
54 Merkel (2019) x
55 Micheli et al. (2020) x
56 Mooy (2017) x

57
Munoz-Arcentales et al.
(2019)

x

58 Nagel and Lycklama (2021) x
59 Nast et al. (2020) x

60
Nugraha, Kautsarina, and Sas-
trosubroto (2015)

x

61 Otto (2019) x
62 Otto and Burmann (2021) x

63
Pedreira, Barros, and Pinto
(2021)

x x

64
Peterson, Gondree, and Bev-
erly (2011)

x

65 Plateaux et al. (2013) x
66 Pohle and Thiel (2020) x

67
Polatin-Reuben and Wright
(2014)

x

68 Posch (2017) x
69 Qarawlus et al. (2021) x
70 Redeker et al. (2020) x
71 Ruohonen (2021) x
72 Ruparelia (2016) x
73 Sarabia-Jacome et al. (2019) x
74 Schleicher et al. (2011) x
75 Singi et al. (2020) x
76 Tan, Chi, and Lam (2022) x x
77 Taylor (2020) x
78 Vaile (2014) x
79 von der Leyen (2020) x

80
Zieglmeier and Pretschner
(2021)

x

81 Zrenner et al. (2019) x
∑ 81 publications 51 24 17
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ABSTRACT

Data sovereignty, the possibility to keep control over data, is gaining

increasing attention in both research and industry. Due to complex

supply chains and a strong trend toward digitization, digital assets

are essential to be fast and competitive. As a result, companies

need to share data while retaining control over it to prevent un-

wanted leaks of sensitive data. However, implementing e�ective

data governance, access, and usage control mechanisms can be chal-

lenging, especially in cross-company data sharing networks and

ecosystems like dataspaces. In this paper, we examine the industrial

landscape and interview eleven experts from software providers

and producing organizations to identify their requirements and

challenges of existing data sovereign solutions. Based on Grounded

Theory and semi-structured interviews, we explore the motivations

and issues behind data sharing from an Information Systems and

Software Engineering point of view. The �ndings include current

industrial contexts, use cases, and solutions with data sovereignty’s

technical and non-technical implementations. Seven requirements

and thirteen challenges were observed throughout a qualitative

analysis. Clustered by organizational, technical, personal, and emo-

tional viewpoints, they are discussed with initial approaches for

mitigation. The results identify current practical needs and will

enable the design of future data sovereignty solutions in theory

and di�erent practical domains.

CCS CONCEPTS

• Security and privacy→ Information�ow control;Human and

societal aspects of security and privacy; Security requirements; Trust

frameworks; Security services; • Information systems → Data

exchange; Enterprise information systems; • Applied computing

→ Enterprise computing; • Social and professional topics →

Network access control.
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1 INTRODUCTION

The relevance of data as an “essential feature of digitization and

data economy” [15, p. 1] is an increasingly important topic. There-

fore, researchers and practitioners create mechanisms to protect

data in di�erent lifecycles stages, from creation over storage until

sharing and deletion [3, 26]. Examples include restricted access to

data, control of data �ows, prevention of inferences to con�dential

information, and encryption mechanisms [7]. However, data should

not only be transmitted and stored securely; the self-determination

of data, often referred to as data sovereignty [14, 19, 22], is highly

relevant internationally. Discussions started on a political level

based on the US Patriot Act for the USA [13], the European Strat-

egy for Data [9], and the protection regulations of the General Data

Protection Regulation (GDPR) [11].

Therefore, the term data sovereignty is receiving growing at-

tention, especially in the context of industrial data ecosystems

[24]. With these ecosystems’ implementation in cross-company

networks, technical and non-technical requirements, experiences,

and challenges are emerging. In this paper, we look at the indus-

try’s current state through semi-structured interviews to derive

theoretical and practical implications. Thus, our work is guided

by the following Research Question (RQ): What are the current

requirements and challenges in implementing data sovereignty in

practice?

The concrete contributions of this paper are structured as fol-

lows: Section 2 introduces background concepts and presents re-

lated work for delimitation and classi�cation into current research

streams. Section 3 outlines the research method. Next, the de�nition

of requirements for data sharing and challenges for implementing

data sovereignty in practice with its contexts, solutions, and ap-

proaches is explained in Section 4 and discussed in Section 5. Finally,

Section 6 concludes our �ndings.
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2 BACKGROUND

In the following, the essential terms for the present research are

introduced and described to create a uniform understanding, in-

cluding a review of related work.

2.1 Data Sovereignty

The possibility of keeping control over own data assets is often

referred to as data sovereignty [14]. Its origin goes back to the US

Patriot Act in 2001, giving the US Government permission to access

data stored on servers in the USA [13]. Over time, discussions in

research and practice started on how to stay self-determined with

data when sharing it with third parties. Thus, di�erent domains in-

vestigate this topic, from technical solutions [23, 37] to regulations

and political discussions [18, 20]. This results in various de�nitions

depending on the viewpoint. The three most important ones for the

present research are introduced in Table 1. While implementation

challenges in practice focus on individual and company levels, re-

lated terms with a broader and more political direction, like digital

or technological sovereignty, are not considered further [14].

Table 1: Data Sovereignty De�nitions

De�nition Source

“Data sovereignty refers to the self determination

of individuals and organizations with regard to the

use of their data.”

[19, p. 550]

“Consequently, the data sovereignty concept arises,

which is de�ned as the ability of the data owner

to decide itself how to share and use its data.”

[31, p. 101]

“Data sovereignty is the capability of a natural

person or corporate entity for exclusive selfdeter-

mination with regard to its economic data goods.”

[22, p. 27]

2.2 Grounded Theory

Grounded Theory is a methodology to systematically create a the-

ory based on data [12]. Its origins are rooted in social research based

on the concepts of Barney Glaser and Anselm Strauss, published

in 1967 [12]. Since then, it has been applied and adapted over time,

while the initial method is often referred to as classical grounded

theory. Along with interpretive grounded theory by Juliet Corbin

and Anselm Strauss [5] and constructivist grounded theory by Kathy

Charmaz [4], these are the three most used types. Their usage is

not limited to social science but also gets applications in various

other research areas, including Software Engineering (SE) [1, 36].

The methodological types’ similarities and di�erences are generally

discussed in [34] and with a SE lens in [36].

2.3 Related Work

Before our research, di�erent publications dealt with data sover-

eignty, its requirements, challenges, and implementations.

In the publication from Akaichi and Kirrane, requirements for us-

age control are extracted from the literature. Based on a descriptive

scenario, the authors studied existing frameworks and concepts in

[2] by holistically considering the implementation of data sharing.

Pedreira et al. conducted a literature review on industrial attacks,

their defenses, and vulnerabilities in [25]. They focus on di�er-

ent sovereignty terms, namely cyber, digital, and data sovereignty.

Future challenges discussed by the authors are, e.g., the enable-

ment of data exchange, control over data and devices, enforcement

mechanisms, data analysis, and interoperability [25].

Another systematic literature review was conducted by Hummel

et al. and, similarly to [25], focuses on data, digital, and cyber

sovereignty [17]. Based on their �nal literature corpus, the authors

identi�ed requirements like data security or legal aspects and four

signi�cant challenges (namely features of data, technical designs,

epistemic issues, and legal issues [17]).

Legal challenges are further discussed by Singi et al.. The main

issues are, on the one hand, di�erent laws in di�erent countries

which must be complied with by globally operating companies

and, on the other hand, the fast changes of rules based on new

regulations or government adjustments [35].

Furthermore, businesses and governments face challenges in

implementing data sovereignty. The literature discusses those issues

from a more legislative perspective on controlling cyberspace data

�ows in [6].

Recently, Schmidt et al. have elaborated on challenges for sov-

ereign data exchange through a systematic literature review and

expert interviews in [32]. In contrast to this work, all potential in-

terviewees have a strong research focus as they “have co-authored

journal and conference papers” [32, p. 52]. The researchers identi-

�ed thirteen challenges structured into three categories:

• Organizational challenges: Three challenges are described,

focusing on managing jurisdictions, like legal guidelines and

di�erent regulations, missing standards for technological

solutions, and aversion due to high costs and missing incen-

tives and bene�ts [32].

• Data processing and publishing challenges: The �ve challenges

of this category focus on enabling data privacy through

anonymizationwhile preserving its metadata and usability in

an interoperable and scalable way with less complexity [32].

• Infrastructure challenges: Aspects of trust in the organiza-

tions and the infrastructure, as well as elements of data ori-

gin, access and usage control, and veri�ability, form the �ve

challenges of the infrastructure category [32].

Since data sovereignty requirements and challenges have been

viewed predominantly from a theoretical or legislative lens, we aim

to close the gap by extending existing research like [2] or [32] with

a practical point of view. Thus, this study embeds in the current

research stream by extending previously identi�ed facets from

literature reviews with requirements and challenges from experts

in the industry.

3 RESEARCH METHOD

In order to answer the RQ,we conducted semi-structured interviews

in conjunction with Grounded Theory. With these, we followed the

interview guidelines from primary literature [21, 28, 33] with con-

crete experiences in SE [8, 16] to structure our research. Since di�er-

ent strands have arisen over time, as introduced in Section 2.2, we

adhere to the principles of the reinterpreted constructivist grounded

theory [4], as we build our results on a RQ answered from interviews
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Table 2: Semi-structured Interview Guideline

Part ID Main Questions

Brie�ng Interview conditions and asking for name, company information, job position, and years of experience.

Q1 Does your company share data with other companies, or does your company create solutions that help

other companies share data?

I. Use Case Q2 What are the areas/�elds/production stages in which your company [shares data]/[supports to share data]

or plans to share data in the near future (providing and consuming)?

Q3 Why does your company or its customers need to share data? What is an example use(-case) description of

data your company produces and/or consumes?

Q4 What are your company’s requirements regarding data sharing?

II. Requirements Q5 How important is the control over data during and after the data sharing process (incl. their con�dentiality)?

Q6 Does your company or used solutions currently ensure control over data during and after the data sharing

(technically or non-technically)? If so, how?

Q7 How would you describe the “data sovereignty concept” in your own words (one sentence)?

III. Data Sovereignty Q8 Showing data sovereignty de�nitions of Table 1 to the participants.

Q9 Based on the previously described data sharing cases, (how) does your company deal with data sovereignty?

Q10 How does your company implement data sovereignty, and what are the experiences so far (maturity level)?

IV. Challenges Q11 What challenges do you (or your company) encounter in implementing data sovereignty (from project

observations, etc.)?

Q12 How do you (or your company) try to solve those challenges?

De-Brie�ng Additional questions and information of the further procedure.

that are analyzed with initial coding and a downstream categoriza-

tion [36]. This methodological process is described in detail in the

following subsections.

3.1 Interview Preparation

Based on di�erent types of interviews, identifying concrete, practi-

cal challenges need further explanations to have the possibility for

follow-up questions to identify the actual practical problems. Thus,

fully structured interviews, questionnaires, or group interviews

are not eligible. Instead, to focus each interview on the RQ, we

applied individual semi-structured interviews using questions and

possibilities to direct the discussion to the problem [16].

Interview Design. The design consists of main questions that de-

�ne the overall structure, extended by follow-up questions to identify

additional information and probes to manage the conversation [28].

We developed an interview guideline of main questions, separated

into four parts, presented in Table 2. The �nal version of the inter-

view guideline was created in three iterative cycles. We conducted

two pilot interviews a priori internally to test and validate the

questions and train the interviewer [21].

As Rapley recommended in the brie�ng, we asked for permission

to record the interview, explained the procedure and intention of

the interview, and highlighted the importance of con�dentiality

and anonymity [27]. Furthermore, demographic data were collected.

The questions of the I. Use Case part (Q1-Q3) aimed to identify areas,

participants, and reasons for data sharing, followed by the II. Trust

& Requirements part (Q4-Q6) to shift the discussion into control of

data sharing. Afterward, in the III. Data Sovereignty segment (Q7-

Q9), the interviewer presented three de�nitions of the term (shown

in Table 1) to reduce the in�uence of di�erent interpretations on

upcoming questions. Finally, current problems and possible mitiga-

tions were discussed in the IV. Challenges part (Q10-Q12). A short

de-brie�ng completed all interviews [21].

Participant Selection. Related work like [32] identify challenges

by reviewing literature and interviewing participants with research

backgrounds. Therefore, one participant selection criteria for the

present study are persons currently working for a company instead

of a university or research organization. To ensure generality, we

identi�ed participants from di�erent organizations of di�erent sizes

with headquarters located in di�erent countries. We contacted 15

persons via e-mail and asked for participation, as 15 +/- 10 people

are su�cient for interview studies [21].

3.2 Data Collection

All potential candidates, who responded to our inquiry and had the

willingness to participate, were contacted to schedule an appoint-

ment. Based on the results from the pilot interviews, we scheduled a

one-hour online video meeting with every participant individually.

Based on existing research discussions for taking notes or using a

tape recorder [16], we decided to use both. As a result, three people

took part in each interview: the interviewee, one main interviewer,

and a passive interviewer taking notes. Every session consisted of a

brie�ng, the question-based part of the interview, de-brie�ng [21]

and was recorded and transcribed with Microsoft Teams1, including

oral and written consent from the participants to be transparent

and GDPR-compliant.

1www.microsoft.com/teams (Accessed: 2023-06-28)
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3.3 Data Analysis

To analyze the collected data, we used the qualitative research

software MaxQDA2. In the �rst step, the transcripts are imported

and manually checked against the recording by correcting wrong

parts or incorrectly transcribed words. In the second step, coding

is used for analysis by associating speci�c codes to parts of the

data. While di�erent coding techniques exist, we used Initial Cod-

ing (similar to Open Coding [5, 29]) as it is a standard �rst-cycle

coding method used for interview data in Grounded Theory [4, 29].

Here, paragraph-by-paragraph coding is used with a downstream

categorization as a second-cycle coding method based on focused

and theoretical coding [29, 36].

4 RESULTS

The results are built on the analyzed semi-structured interviews

conducted in February 2023. Of the 15 requested persons, 11 were

willing to participate in the study and were interviewed by a sub-

group of the author team. Further interview details, including the

job position or department and the duration of the recorded in-

terview itself, are summarized in Table 3. Every participant is em-

ployed by a di�erent-sized company, from small-sized with under

100 employees over midsize companies to corporations with over

400 000 employees. Professional experience in their jobs is also

widely divided from 3-4 years until over 40 years. Nevertheless,

64 % have more than 18 years of experience. These details are not

included in Table 3 to preserve the participants’ anonymity and

avoid inferences about the persons and employment.

Table 3: Interviewee Details

Participant Job Position / Department Duration

Interviewee 1 Development 51 min

Interviewee 2 Development 44 min

Interviewee 3 IT Management 49 min

Interviewee 4 Research & Development 41 min

Interviewee 5 Development 29 min

Interviewee 6 Development 30 min

Interviewee 7 Development 40 min

Interviewee 8 Development 37 min

Interviewee 9 Research & Development 40 min

Interviewee 10 IT Management 44 min

Interviewee 11 IT Management 31 min
∑

436 min

In the following, the analysis results are presented by giving

details on the context of the use cases tackled by the companies,

the requirements for implementing data sovereignty, current pos-

sibilities and solutions to ensure control over data, and the chal-

lenges encountered, including the �rst approaches for mitigation.

To strengthen the results, direct quotations from the interviews

are presented, which were translated carefully from German into

English by the authors.

2www.maxqda.com (Accessed: 2023-06-28)

4.1 Context

In part I. Use Case of the interviews, participants were asked to

describe the context and use cases of data sharing within their

organizations. Several motivations for data sharing were identi�ed

from the discussions. We classify these as follows:

• Production process optimizations: Many interviewees cited

optimizing production lines and processes as a main moti-

vation for internal and external data sharing. This includes

optimizations across all stages of production, e.g., identify-

ing problems in the supply chain and promptly resolving

them, the ability to identify and issue recalls, and e�ciently

handling the recycling process.

• Sustainability:Mitigating environmental impactswere named

by several interviewees. The main motivation is to reduce

the products and services’ carbon footprint and increase

transparency.

• Regulatory requirements: Numerous participants from the

production sector named regulatory obligations as a reason

for sharing data. Some regulatory bodies require fully trans-

parent data regarding CO2 tracking. Other examples include

obtaining product speci�cations for certi�cation procedures

and ensuring compliance with supply chain laws.

• Data monetization: Multiple interviewees named monetiza-

tion as a motivation for data sharing. This can happen when

the data provider has no direct use for the data but is aware

of the usage by third parties. In this scenario, data can be

sold or given on a pay-per-use basis.

All use cases may involve di�erent types of data, including (1)

text or numeric data for direct reading and analysis (e.g., .pdf, .docx

�les or spreadsheets), (2) machine-readable data for direct process-

ing through various systems, or (3) engineering design �les (e.g.,

computer-aided design).

4.2 Requirements

Part II. Requirements of the interview was about de�ning conditions

for data sharing. A classi�ed list is depicted in Table 4, including

the number of coded segments in parentheses. Each requirement is

mapped to the interviewees (I) mentioning it and presented in the

following. The requirements are categorized into two clusters with

an organizational and technical focus.

Table 4: Requirements for Data Sharing

No. Requirement Mentions (I)

Organizational Requirements (38 coded segments)

R1 Law, Legal, Restrictions & Guidelines (24) 1-11

R2 Con�dentiality (11) 6,7,9-11

R3 Data/Service Classi�cation (3) 1,7,11

Technical Requirements (36 coded segments)

R4 Policy Enforcement (24) 1,3,4-10

R5 Data Security & Integrity (6) 3,4,7,9,11

R6 Data Visibility & O�ering (4) 1,3,9

R7 Transparency (2) 2,4
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4.2.1 Organizational Requirements.

Law, Legal, Restrictions & Guidelines (R1). As mentioned above,

data sharing is often motivated by regulatory requirements like

the European Data Act [9] or the GDPR [11]. They describe the

technical and non-technical aspects and specify rules, i.a., for data

deletion, processing, and persistence. As noted by almost all of the

interviewees, it signi�cantly a�ects the implementation of data

sharing solutions: “We have to make sure that every end user in a

system where data is collected can agree that there is transparency

about the localization of the data, about the processing in this

network ofmany products and cloud services, etc. and that this right

to deletion is also supported, from end to end across all layers and

all products” (I4). In addition, some interviewees also mentioned

domain-speci�c requirements. These comprise, e.g., encryption

techniques, signature mechanisms, or transfer technologies. For

instance, I7 explained that speci�c signatures might be accepted in

court proceedings and some not.

Con�dentiality (R2). Ensuring the con�dential handling of data

is a fundamental requirement, particularly in situations where data

sharing is restricted to a closed group. It is essential that no unau-

thorized third party can access any sensitive information to pre-

vent potential privacy violations. Unauthorized access can lead to

inferences being made about the data provider, which can have

signi�cant consequences (I7).

Data/Service Classi�cation (R3). During the interviews, it was

noted that the requirements for data sharing are highly dependent

on the type of data being shared. For instance, I8 highlighted that

internal company policies often de�ne data categorization on exter-

nal, internal, con�dential, or secret levels. Additionally, companies

may determine which data can potentially create or threaten a com-

petitive advantage, making it particularly sensitive (I7, I11). As a

result, the services that work with such data need to be classi�ed

and restricted.

4.2.2 Technical Requirements.

Policy Enforcement (R4). Policy enforcement was considered par-

ticularly important by most interviewees. It covers several aspects:

On the one hand, control after the data sharing is supposed to be

given. It includes speci�ed data deletion methods or the need to

anonymize data. On the other hand, access to the data should be

implemented through internal and external user authorizations,

which are supplemented by organizational assurances. Here, I4

emphasized the importance of implementing policy enforcement at

all levels. I10 identi�ed the need to provide technical interfaces for

this purpose. The interviewees generally stressed the importance

of utilizing state-of-the-art techniques and standards for data trans-

fer, as this can signi�cantly enhance the integration of disparate

systems.

Data Security & Integrity (R5). In addition, data security and

integrity are crucial to the employers of the interviewees and their

clients during data transfer and storage. It includes, e.g., signature

and audit processes, encryption mechanisms, fail-safe systems, and

ISO certi�cations of the used infrastructure and hardware.With this,

I7 referred to legal regulations stating that questions like “Which

signatures, for example, are recognized by a court and which are

not?” must be considered during implementation.

Data Visibility & O�ering (R6). In data sharing, the discoverabil-

ity and identi�cation of data (sources) are essential (I3). This is

partly accomplished by identifying “the data and [giving] context

to this data on the meta-level” (I3). In accordance with closed-group

data sharing scenarios, companies acting as data owner/provider

only want to make data available to speci�c organizations.

Transparency (R7). Complementary to R6, I4 highlighted the im-

portance of transparent processes and information �ows in data

sharing scenarios to create security and trust. These can be estab-

lished, e.g., by auditing and verifying log �les (I2).

4.3 Solutions

In Q6 and Q9, the interviewees were asked to outline current solu-

tions for implementing the requirements aforementioned in Sec-

tion 4.2, particularly regarding data sovereignty. Separated into

organizational and technical, these can be summarized as follows.

4.3.1 Organizational Solutions. Interviewees considered signing

physical, legally binding contracts among participating parties as

indispensable requirements before exchanging data. In case legal

issues arise, all participants stated that enforcing contractually

agreed-upon �nes is a safety net for their data.

Next, I3, I7, and I10 mentioned already enforced organizational

approaches like assigning con�dentiality levels with binding obli-

gations to data sets. Each level de�nes the roles in addition to the

persons having rights to access, use, or modify speci�c data sets.

In addition, various interviewees named already applied mixed

changes in internal processes regarding how data is handled. This

includes guidelines, such as the checks done before data is shared,

integrity checks, or data classi�cation. Complementary, training

ensures that the relevant sta� is adequately equipped with the

knowledge to handle various situations relating to sharing business-

critical and sensitive information (I9).

4.3.2 Technical Solutions. Available technical solutions encompass

a wide range of techniques. In general, a metadata enrichment

of data sets is often used to add additional layers of identifying

information, such as con�dentiality level or ownership chain. This

enables extended checks upon internal or external data sharing.

Next, some interviewees named data encryption a way to address

security requirements for data during transit (I7, I9). This is meant to

act as an additional layer of encryption in addition to the standard

Transport Layer Security encryption used during transmission.

Complementary, I3 named the use of watermarking solutions to

partially protect data by tagging it upon creation or retrieval. This

allows the quick identi�cation and patching of problem sources.

Furthermore, interviewees stated that various access controlmeth-

ods are used to control who can gain access to data (I5, I6, I10). This

includes the basic username and password-based authentication

methods, API endpoint protection, and standardized and sophisti-

cated access control methods using the eXtensible Access Control

Markup Language (XACML) or the Open Digital Rights Language3.

3www.w3.org/TR/odrl-model (Accessed: 2023-06-28)
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In data ecosystems, some interviewees shared their experience

using dataspace connectors, such as the Connector of the Eclipse

Dataspace Components4 for cross-organizational data sharing (I1,

I2, I6, I10). Following the principles and architecture guidelines of

the International Data Spaces (IDS) and Gaia-X, dataspace connec-

tors enable various data sharing methods concerning techniques

like metadata enrichment, data encryption, and access control.

4.4 Challenges

Part IV. Challenges of the interviews focused on the experiences and

issues of implementing data sovereignty in practice. We distinguish

between three types of challenges: organizational, technical, and

personal and emotional challenges.

Each coded segment of an interview is associated with a chal-

lenge abbreviated by C1 to C13 for thematic clustering. These chal-

lenges are bunched into the three aforementioned types. Table 5

gives a summarized overview, including the number of coded seg-

ments for every challenge and a mapping to the interviewees I1

to I11 addressing it, sorted according to the frequency. In the fol-

lowing, we describe each challenge in more detail, giving concrete

examples from the interviews.

4.4.1 Organizational Challenges.

Law, Legal, Restrictions & Guidelines (C1). Amajor organizational

challenge strongly related to R1 comprises legislative issues. One

aspect mentioned in the interviews deals with regulations based on

operational areas. Besides speci�c country rules, examples include

regulations like the Data Act on the European level [10]. Data shar-

ing can further be retained by speci�c company restrictions or over

regulations. With this, data sharing companies possess existing

paper-based contracts, as stated in Section 4.3. Living digital solu-

tions for strengthening data sovereignty can transform paper-based

contracts into machine-readable formats. Nevertheless, I7 suspects

that paper contracts will continue to exist since linking information

in a source code or payload to its legislative interpretation is always

needed.

Realization (C2). Since �rst technical data sovereignty solutions

exist, as shown in Section 4.3, they lack in their realization: “still the

challenge that most companies are nowadays not yet ready with

their business processes to be able to use something like this cor-

rectly at all” (I2). Besides internal process issues, the interviewees

mentioned problems like time pressure or a too-early technological

stage, as most companies are unfamiliar with such topics while

others are still exploring based on test data. Further discussed re-

alization problems cover missing requirements or meaningful use

cases.

Sta�ng (C3). In order to create successful data sovereignty con-

cepts, employees of di�erent domains have to work together to

include technical solutions in their systems. In the opinion of I2,

“these concepts sell much better to business decision-makers be-

cause, for IT decision-makers, it is an insane amount of extra work.”

People must understand that protecting data is only possible with

additional e�ort. As mentioned by I8, creating awareness for data

4www.github.com/eclipse-edc (Accessed: 2023-06-28)

sharing topics inside a company is challenging. Thus, sta�ng prob-

lems arise: “So I see very few companies that really sta� this with

their A team because they have understood how important the

topic will be in the future. This happens relatively rarely” (I2).

Business & Economics (C4). From a business and economic per-

spective, controlling data requires additional technical e�ort. Even

if the �rst solutions are free and open source, their operation is

associated with additional costs. In a producing company, these

extra costs do not improve the �nal product directly. Moreover,

small and medium-sized enterprises working with big corporations

have to adopt their data sharing processes, sometimes against their

will, as they are determined by the player with the signi�cantly

stronger market position (I7).

Security & Privacy (C5). I10 compared a water hose to a data

sharing network with di�erent companies and systems: “If you

have a gap somewhere, then water leaks out, and consequently, this

complete system chainmust actually be secured.” Therefore, privacy

and security must be observed throughout, as current challenges

identi�ed by the interviewees include unwanted data sharing, com-

petitors’ access, physical cloning, and data leaks.

Standards (C6). Data Sharing is the focus of numerous initiatives,

such as the IDS Association or Gaia-X. Since strong standards are

needed, multiple roles and di�erent initiatives can be problematic,

as it “only works if you have a solution at the end, a bit like VHS

tapes. If you have �ve di�erent systems in the market, then there are

silos again. Nobody really wants this” (I5). Thus, bringing existing

academic standards into practice is essential.

Communication (C7). The participants mentioned problems in

communication, mainly on an international level. Despite contracts

and regularities addressed in C1, sharing data with players from

other countries is dangerous. Therefore, bringing together di�erent

views can be challenging in an international cross-company data

sharing network.

4.4.2 Technical Challenges.

Access & Usage Control (C8). The most quantitative signi�cant

technical challenge based on the coded segments deals with control

mechanisms. While, among others, access control solutions are

currently used as described above, there are open points, such as

role-based access control [30] for company roles. More complex

in this respect is usage control de�ned through policies and their

enforcement. Some participants argue that full technical usage

policy enforcement is impossible and that real humans are always

needed for veri�cation. I5 claimed that “there are �rst approaches

for real data sovereignty, while 95 % of the usage control concepts

are extended access control methods.” The complexity lies in the

technical enforcement on the data-consuming side. I10 expects the

�rst solutions in many years, while I7 suspects it in 10-15 years at

the latest.

Infrastructure & Landscape (C9). When sharing data between

companies, diverse infrastructures become challenging when try-

ing to control data assets. Some participants integrate cloud services

into their landscape, while others work with di�erent external apps

or old legacy systems. Implementing currently used solutions like
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Table 5: Challenges in Implementing Data Sovereignty

No. Challenge I1 I2 I3 I4 I5 I6 I7 I8 I9 I10 I11

Organizational Challenges (57 coded segments)

C1 Law, Legal, Restrictions & Guidelines (16) x x x x x x x x x

C2 Realization (12) x x x x x x x

C3 Sta�ng (7) x x x x x

C4 Business & Economic (6) x x x

C5 Security & Privacy (6) x x x x

C6 Standards (6) x x x x x

C7 Communication (4) x x

Technical Challenges (49 coded segments)

C8 Access & Usage Control (19) x x x x x x x x x

C9 Infrastructure & Landscape (13) x x x x x x x x

C10 Data Processing Life Cycle (11) x x x x x x

C11 Identity Management (6) x x

Personal & Emotional Challenges (14 coded segments)

C12 Trust (11) x x x x

C13 Comfort (3) x x x

a dataspace connector based on the IDS principles [23] or a se-

cure execution environment allows processing data in a trusted

environment to maintain data sovereignty. However, it is challeng-

ing “because the added value only arrives when I can also use the

received data in third-party applications” (I7).

Data Processing Life Cycle (C10). Cavanillas et al., and Rahul and

Banyal describe di�erent data life cycle steps and activities, from

creation, storage, and usage, until deletion [3, 26]. Deleting data

becomes challenging in conjunction with C9 and is addressed by

I4 and I10 since some systems cannot perform remove actions due

to legal retention periods or backup strategies with snapshots. In

addition, open building blocks mentioned in the interviews cover

detection mechanisms in external systems, data integrity, and data

processing concepts.

IdentityManagement (C11). Problems regarding certi�cates, iden-

ti�cation, and veri�cation are mentioned mainly by I6 and I8. Ques-

tions raised by the interviewees are, for example, from I6, “How

do I identify companies?” or “How can a Trust Anchor ensure that

the core of a claim is really attached to?” Since veri�cation author-

ities exist, it is still unclear who veri�es them since scandals are

sometimes uncovered.

4.4.3 Personal & Emotional Challenges.

Trust (C12). Companies and decision-makers fear losing con-

trol over data and thus hold data sharing activities. Anxiety exists

from the possible misuse of data due to problems of employees that

technical measures cannot solve, “even if you have the best data

sovereignty [...] you can take a picture, or someone has a pad in

front of them and can transcribe it” (I8). Therefore, trust is needed

in all stages, from con�dence in compliance with the legal agree-

ments (C1) to the processing software systems (C9, C10) until the

employees and administrators working with the systems (C3, C5).

Comfort (C13). In order to strengthen data sovereignty, addi-

tional organizational and technical solutions are needed, leading

to less comfort (I9) and carelessness (I6). Therefore, persuasion is

needed because “the biggest hindrance is always to convince people

that they need an additional part of software” (I1).

4.5 Approaches

In Q12, the interviewees were asked about approaches to addressing

the mentioned challenges. Structured by the previously introduced

three challenge types, their ideas, and solutions are presented based

on 49 coded segments.

Organizational Approaches. As often mentioned in various inter-

views, starting small by testing existing solutions and using pilot

products can help mitigate C2 since all issues cannot be solved

directly by one solution (I3, I6, I8, I10). Therefore, creating a uni-

form understanding and showing the bene�ts for a company with

workshops, training, and meetings brings awareness among all em-

ployees in a company and helps with the challenges C2, C3, and C5.

I10 summarizes it: “I think the most important thing, particularly

with all these data sovereignty technologies, is that they have to

be usable quickly, that you have to make it understandable to the

user.”

Since most issues cannot be solved by one single company, work-

ing together to create uniform guidelines (C1), standards (C6), and

clear communication (C7) distribute the work and costs (C4) among

several players. I2 suggested including large companies: “where

there are dominant players who have the �nancial resources to

guide its implementation in the early days.” Network e�ects occur

when working together, which drive the dissemination of data shar-

ing solutions [19]. To get there, I5 and I7 suggest combining existing

standards and solutions (C6) instead of developing everything from

scratch.
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Technical Approaches. From a technical point of view, di�erent

approaches such as XACML, dataspace connectors based on IDS

[23], encryption techniques, or secure multi-party computation are

named concerning the access and usage control challenge (C8). Fol-

lowing the infrastructure (C9) and data processing life cycle (C10), I9

suggests bringing enforcement logic down to network components

by “designing edge components a little more intelligent.” Other

approaches focus more on decentralization in the system archi-

tecture, webhooks, and digital watermarking techniques allowing

subsequent veri�ability and traceability. If no possibilities exist

to keep control of the data, e.g., if a system only adds a deletion

�ag and never deletes data, I4 suggests that “data should not be

allowed to �ow through such a system on the consumer side” or

only with intensive tracking and logging. Since most value creation

occurs in the consuming application and not in a secure container,

I7 summarizes: “That is the reason for a middle part. I would call

it trust-based policy execution. I still do not have real enforcement

from a provider’s perspective, but I can use certi�ed components,

veri�able identity organizations, and the software manufacturer to

�nd out if deletion functions exist in the consuming components.”

Such an identi�cation chain helps mitigate C11.

Personal & Emotional Approaches. Besides organizational and

technical challenges, �nding approaches for the personal and emo-

tional challenges of C12 and C13 is demanding since they are in-

dividual and di�cult to measure. For example, I6 and I9 suggest

increasing the trust relationship between participants by creating

a trust chain with external veri�cations. It can lead to con�dence

in the community instead of trusting a single player or system.

5 DISCUSSION

Implementing data sovereignty in di�erent IT landscapes is chal-

lenging and drives current research activities and practical realiza-

tions. In order to answer the RQ, the presented qualitative-based

approach on eleven semi-structured interviews with practitioners

has identi�ed a comprehensive set of requirements and challenges.

The following sections discuss the implications for theory and prac-

tice with their limitations and future research opportunities.

5.1 Theoretical Implications

Unlike existing research with a strong literature review focus [17,

25], our results extend the �ndings of Schmidt et al. with a re-

markable practical point of view and a baseline requirement set.

Under their challenge classi�cation in [32], our resulting categories

with organizational and technical focus show strong similarities.

Therefore, this study con�rmed and expanded the current research

stream and strengthened the need to work on those challenges.

Even though pure SE research is necessary to �nd technical solu-

tions, considering adjacent domains and non-technical aspects is

crucial since they in�uence implementations on a broader level.

5.2 Practical Implications

Our work reinforces the practical relevance of data sovereignty

in industrial environments due to increased digitization in recent

years. The proposed requirements and challenges contribute to

existing working streams on privacy and security in data sharing

networks by pointing out open points. Although the interviewees

were asked to outline possible approaches to tackle those challenges,

their answers di�ered. For example, some participants emphasized

the importance of one unique standard or solution, while others

reinforced their diversity to preserve the freedom and power of

selection. Therefore, future research and developments in practical

environments are necessary to increase data self-determination.

5.3 Limitations & Future Work

Limitations of this work are partly owed to the nature of inter-

view-based studies. Firstly, the interviews vary in length, and their

execution and analysis are carried out by more than one researcher

leading to possible personal distinctions. Secondly, since all inter-

viewees are in an employment relationship, they may have been

constrained due to the interview situation or company policies.

Thirdly, generalizability must be checked since the results are built

upon our eleven-participant sample. Fourthly, although our selec-

tion of participants includes international companies, all intervie-

wees are based in Europe with a background in data sovereignty

and data ecosystems. Thus, there might need to be more diversity

to consider the subject of data sovereignty from all perspectives.

Concerning future research opportunities, subjects like water-

marking, data integrity, usage control, and enforcement were con-

sidered essential and relevant by the interviewees but were not

fully addressed by current solutions. Therefore, future work should

look at di�erent technical approaches and their integration into

existing solutions. For example, most of the answers focused on the

application layer but could be considered more diverse from a tech-

nical point of view. Moreover, the analysis of the interviews showed

that some of the requirements are vague and not very speci�c, as

the topic of data sovereignty encompasses various aspects and is

challenging to comprehend. Accordingly, this a�ords research in

requirements engineering and data sharing design.

6 CONCLUSION

In this work, we examined the topic of data sovereignty and its

practical implementation in industry. We considered and extended

relevant work by extracting information from an interview study.

Based onGrounded Theory, our evaluation resulted in the presented

context information, requirements, existing solutions, encountered

challenges, and suggested approaches.

As mentioned in the discussion, our work signi�cantly con-

tributes to the �eld of data sovereignty by exploring the current

implementation landscape in relevant industries. Furthermore, we

show that the chosen topic o�ers additional research potential, en-

compassing diverse issues. Despite common initial assumptions,

data sovereignty is more than the technical implementation of data

security and privacy. Its implementation and related challenges in-

clude organizational as well as personal and emotional challenges.

Comprehensively, our work shows the importance of trust for data

sovereignty and highlights the need to explore how technology

solutions can strengthen it in di�erent domains and contexts.
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Abstract

Data has become a strategic asset for societal prosperity and economic competitiveness. There has long been an academic 
consensus that the value of data unfolds during its use. Consequently, many stakeholders have called for expanding the use 
and reuse of data, including the public and open variety, as well as that from private data providers. However, citizens and 
organizations want self-determination over their data use, that is, data sovereignty. This fundamentals paper applies a litera-
ture review to conceptualize the term in Information Systems (IS) research by summarizing current findings and definitions 
to add further structure to the field. It contributes to the current research streams by introducing a core conceptual model 
consisting of seven interacting core aspects, involving trust between data providers and consumers for data assets, supported 
by data infrastructure and contractual agreements on all data lifecycle stages. We evaluate and discuss this conceptual model 
through recent field examples and provide an overview of future research opportunities.

Keywords Data sovereignty · Information systems · Literature review · Conceptualization

JEL Classification L86 · M15

Introduction

Data assets are digital goods and the basis for all Information 
Systems (IS). They have become a strategic asset for societal 
prosperity and economic competitiveness. Accordingly, study-
ing data as a concept is essential for further developments in IS 
research (Singi et al., 2020). According to recent estimations, 
data assets will grow in quantity and increase in importance 
in the upcoming years (Statista, 2022). More data sharing that 
further enables data-driven decision-making is one reason 
for this growth and increase (Munoz-Arcentales et al., 2019). 
However, those who share their data fear a loss of control and 

competitive disadvantage, which is why a data economy that 
protects the individual and organization’s interests is vital 
(Lauf et al., 2021). In this context, data sovereignty becomes 
a success factor as its implementation strengthens actors to 
decide on the use of their data as an economic asset (Banse, 
2021), thus paving the way to a digital space wherein providers 
and consumers can control all of their data actions.

Practically speaking, data sovereignty constitutes a key 
piece in building safe environments where data providers 
and consumers overcome trust issues while sharing data. 
Given the importance of handling data according to sov-
ereignty principles, policymakers must ensure “fair data 
sharing practices” (European Commission, 2022, p. 26) 
and create secure frameworks. Legislations derived from the 
European Strategy for Data, such as the Data Governance 
Act (DGA) or the Data Act (DA), as well as the General 
Data Protection Regulation (GDPR) that came into force in 
2016, regulate the data protection of different actors. They 
directly influence technological design in order to balance 
economic opportunities with society’s interests in sharing 
and reusing data (Labadie et al., 2019). In addition, politi-
cians, organizations, and other stakeholders recognize data 
sovereignty as essential for controlling the data of indi-
viduals and organizations; however, when referring to data 

Responsible Editor: Christiane Lehrer

 * Franziska von Scherenberg 
 franziska.von.scherenberg@isst.fraunhofer.de

 Malte Hellmeier 
 malte.hellmeier@isst.fraunhofer.de

 Boris Otto 
 boris.otto@isst.fraunhofer.de; boris.otto@tu-dortmund.de

1 Fraunhofer ISST, Speicherstr. 6, 44147 Dortmund, Germany
2 Chair for Industrial Information Management, TU Dortmund, 

Joseph-von-Fraunhofer-Str. 2-4, 44227 Dortmund, Germany



 Electronic Markets           (2024) 34:15    15  Page 2 of 11

sovereignty, it is often unclear whether these actors share the 
same understanding of the concept.

A deeper understanding of how organizations and individu-
als technically implement control over data when sharing it 
is crucial for all research into digital self-determination and 
motivates the study of data sovereignty in IS. First, academia 
demands more alignment and less isolation in exploring the 
core aspects and relations of data sovereignty. Moreover, 
there is persistent terminological ambiguity in IS research, 
particularly in studies on indigenous people (Taylor & Kuku-
tai, 2016), data sovereignty in the cloud (Irion, 2012), or data 
sovereignty of individuals and enterprises (Jarke et al., 2019), 
to name just a few examples. Additionally, holistic research 
on data sovereignty that observes the overall concept is either 
absent or fails to live up to the expectations of exploring the 
handling of data in a sovereign way within IS (Hummel et al., 
2021; Kushwaha et al., 2020).

Moreover, former IS research has faced challenges, pro-
vided loose ends, or come to divergent conclusions. This is 
shown by different data sovereignty definitions with contrast-
ing focuses on law (Docter & Fuchs, 2020), self-determina-
tion (Banse, 2021; Jarke et al., 2019; Nagel & Lycklama, 
2021), data flows (Lauf et al., 2021), or informational free-
dom (German Ethics Council, 2017). Further, studies have 
focused on implementing data sovereignty without clarify-
ing the concept’s foundation (Opriel et al., 2021; Plattform 
Industrie 4.0, 2022). Other research has analyzed the impact 
of data sovereignty on data sharing without examining the 

concept itself (Azkan et al., 2022). Previous articles and 
studies have described sovereignty as a capability (Nagel & 
Lycklama, 2021) without proving a theoretical approach. This 
study aims to fill these gaps by analyzing the current state of 
research and developing a conceptual model that can help 
researchers and practitioners navigate this cluttered field so 
as to gain a mutual understanding of the concept.

This research is structured as follows: It begins by describ-
ing data sovereignty and contextualizing its background, as 
well as analyzing previous contributions in IS and adjacent 
domains from academia and practitioners. As described in 
detail in the appendix, a Multivocal Literature Review (MLR) 
is applied to developing a conceptual model (Fig. 1) that speci-
fies the core aspects of data sovereignty (Table 2). It draws 
on agency theory to support a consistent understanding of the 
concept within the realm of IS, as well as to form a baseline for 
further analytical, exploratory, and design-oriented research. 
Using real-world examples, the proposed model illuminates all 
core aspects and explains their roles and relations. The paper 
concludes by discussing theoretical and practical implications 
while considering limitations and future research opportunities.

Background and related work

In the digital world, the concept of sovereignty describes 
forms of independence, control, and autonomy over digi-
tal infrastructures, technologies, data, and digital content 

Fig. 1  Conceptualization of 
data sovereignty in IS
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(Pohle & Thiel, 2020). Discussions of sovereignty with a 
technological focus began in the 1980s (Grant, 1983; Hins-
ley, 1986) when it extended to various forms and domains, 
such as technological-, digital-, data-, or cyber sovereignty 
(Hellmeier & von Scherenberg, 2023). Data sovereignty 
is a relatively new term used in decision-making and data 
ownership (Hummel et al., 2021). Over time, researchers 
have shaped its meaning, emphasizing its different nuances. 
Table 1 summarizes various data sovereignty definitions 
from different research domains to contextualize the concept.

Direct comparisons reveal different perspectives on the 
same term. For example, Polatin-Reuben and Wright (2014) 
mentioned a missing definition and shaped the concept on 
a national level, while both Jarke et al. (2019) and Nagel 
and Lycklama (2021) described it for individuals and enter-
prises. Other publications, such as the German Ethics Coun-
cil (2017), included such technical aspects as big data, while 
Docter and Fuchs (2020) introduced the legal perspective. 
Research has often referred to the notion of digital self-deter-

mination that exceeds the perspective of data sovereignty as 
it considers not only one’s data but also “data about oneself” 
(Verhulst, 2023, p. 8) and is related to protecting personal 
data and user consent. In contrast to data sovereignty, digital 
self-determination makes no distinctions between data and 
their actors but sees both as an entity (Verhulst, 2023).

Within IS, current discussions on data sovereignty are 
increasingly driven by regulations that balance data protec-
tion and use before, during, and after the sharing process, 
such as the European GDPR, the DGA (European Commis-
sion, 2020), and the DA (European Commission, 2022). 
However, control over data is not only a fundamental Euro-
pean principle. Such regulations as China’s Personal Infor-
mation Protection Law (PIPL) or the California Consumer 
Privacy Act (CCPA) show that it is also gaining increasing 
attention globally (Chander et al., 2021), as the global rise 
in data exploitation stems mainly from the market power of 
monopolistic US and Chinese organizations, thus explain-
ing the increasing demand for new data governance models.

The technical implementation of data sovereignty can ini-
tiate beneficial consequences of data sharing since it enables 
organizations to find a solution for balancing data protection 
and use. These are, first, cost sharing, where actors save 
money and time when sharing their data under the prerequi-
sites of data sovereignty; second, the greater common good, 
where organizations can, for example, be motivated to share 
data for the achievement of  CO2 targets; and third, joint 

innovation, which can only occur when actors work together, 
as most participants are unable to realize the application 
individually (Data Spaces Support Centre, 2023b). These 
examples show that value is not created by one player, but 

Table 1  Collection of data sovereignty definitions

Authors Definition Research domain

Polatin-Reuben and Wright (2014, p. 1) “The term ‘data sovereignty’, while lacking a firm definition, refers to a spectrum 
of approaches adopted by different states to control data generated in or passing 
through national internet infrastructure. It can be understood as a subset of cyber 
sovereignty, defined as the subjugation of the cyber domain to local jurisdic-
tions.”

IS

German Ethics Council (2017, p. 30) “Data sovereignty, understood as the responsible shaping of informational free-
dom, in a manner appropriate to the risks and opportunities presented by big 
data, is the central ethical and legal goal in confronting the challenges and oppor-
tunities presented by big data.”

Ethics/Humani-
ties and Social 
Sciences

Jarke et al. (2019, p. 550) “Data sovereignty refers to the self-determination of individuals and organizations 
with regard to the use of their data.”

Computer Science

Sarabia-Jacome et al. (2019, p. 101) “Consequently, the data sovereignty concept arises, which is defined as the ability 
of the data owner to decide itself how to share and use its data.”

Electrical and 
Electronics 
Engineers Sci-
ence

Docter and Fuchs (2020, p. 256) “Data sovereignty is the concept that data is subject to laws and regulations of a 
particular nation.”

IS

Hong and Kim (2020, p. 19) “[...] data sovereignty, which refers to the right to use and control one’s own 
information.”

Computer Science

Lauf et al. (2021, p. 9) “Our understanding of data sovereignty is the ability to formulate self-defined 
data-usage rules, influence and trace the data/information flows while being free 
in the decision of (not) sharing data and migrating data whenever and wherever 
it is desirable.”

IS

Banse (2021, p. 10) “Self-determination how, when and at what price others (across the value chain) 
may use my data”

Computer Science

Nagel and Lycklama (2021, p. 27) “Data sovereignty is the capability of a natural person or corporate entity for 
exclusive self-determination with regard to its economic data goods.”

IS
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through various actors’ combinations and data enrichment 
in data ecosystems (Gelhaar et al., 2021).

The ecosystem concept originally stems from ecologi-
cal science and draws on the attention of living organisms 
that co-exist in a healthy environment (Chapin et al., 2011). 
Ecosystems and, in this regard, data ecosystems do not func-
tion with central governance but rather work in balance. 
They can be open or closed (Oliveira & Lóscio, 2018), and 
while open data ecosystems are free for everyone to join, 
the closed variety often enforces technical or legal entry 
barriers (Capiello et al., 2020; Janssen et al., 2012; van den 
Homberg & Susha, 2018). Actors in data ecosystems depend 
on and benefit from each other in equilibrium, without one 

being dominant. As such, all actors should be equipped with 
an instrument to control their own data without being con-
trolled by one central instance to create a trusted environ-
ment. Consequently, implementing data sovereignty is an 
essential part of this (Gelhaar et al., 2021; Otto et al., 2022).

Conceptualizing data sovereignty 
in IS research

This chapter proposes a data sovereignty conceptual model 
consisting of core conceptual aspects and relations. Con-
ceptual models are critical for simplifying and abstracting 

Table 2  Specification of the core conceptual data sovereignty aspects and relations

Core aspects Specification

  Data asset An asset over which control is to be retained. It includes various possibili-
ties, from files over complete batches, databases, or data warehouses to 
ideas and technologies. Such data assets must be controlled against their 
access and usage (Munoz-Arcentales et al., 2019).

  Data provider A natural person, company, or organization that has been given the right to 
control the data asset (Gil et al., 2020; Zrenner et al., 2019).

  Data consumer A natural person, company, or organization interested in using, creating, 
deleting, or sharing data assets owned or controlled by a data provider 
(Gil et al., 2020; Zrenner et al., 2019).

  Contractual agreement An agreement, signed by at least the data provider and connected to the 
data asset, determines their access and usage. The agreement is based on 
a previously negotiated contract, which can be verbal, written, or digital 
(Jarke et al., 2019).

  Data value chain and data lifecycle activities A cluster of all activities performed on the data asset throughout its lifecy-
cle, from data creation to storage, analysis, sharing, and deletion (Curry, 
2016; Rahul & Banyal, 2020).

  Data infrastructure A system or concept reviewing, documenting, and executing the rules of the 
contract agreement in the form of policy enforcement (Nagel & Lycklama, 
2021), often included in current IT architectures (Hummel et al., 2021) as 
a data infrastructure (Munoz-Arcentales et al., 2019).

  Trust A fundamental core component for data sovereignty. On the one hand, it is 
required by all players who want to perform data value chain activities on 
a data asset (Peterson et al., 2011). On the other hand, the infrastructure 
helps with its amplification (Nagel & Lycklama, 2021).

Relations Specification

  Data provider and data consumer require trust Trust is always required by all stakeholders as a baseline (Nagel & Lyck-
lama, 2021).

  Data infrastructure ensures trust A manual or technical infrastructure helps ensure trust (Munoz-Arcentales 
et al., 2019), for example, through enforcement mechanisms.

  Data provider and data consumer negotiate contract agreements Data providers and consumers have to negotiate a contract to create an 
agreement that specifies the use conditions of the data asset (Zrenner et al., 
2019).

  Data infrastructure supports management of contractual agree-
ment

A manual or technical infrastructure supports the management of contract 
agreements through validation techniques (Munoz-Arcentales et al., 
2019).

  Contractual agreement specifies use conditions of data asset A contract agreement specifies the use conditions of the data asset, for 
example, through policies (Zrenner et al., 2019).

  Data provider and data consumer perform data value chain and 
data lifecycle activities

Data providers or consumers with access to the data asset perform data 
value chain and data lifecycle activities (Otto et al., 2022).

  Data value chain and data lifecycle activities modify data asset A data asset can reach different statuses and versions because it is modified 
by data value chain activities (Curry, 2016; Rahul & Banyal, 2020).
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reality, as well as helping researchers and practitioners to 
understand, organize, and communicate complex or novel 
concepts (Houy et al., 2012). As described in the appendix, 
the conceptual model was developed by consulting the IS 
data sovereignty literature in Tables 1, 2, and Table S1. It 
is grounded in the agency theory to ensure that the model 
can fully explain the concept and offer a basis for real-world 
application (Eisenhardt, 1989).

The core of this theory, developed during the 1960s and 
1970s, is to analyze the relationship between two actors 
(Eisenhardt, 1989). Its underlying assumption is that these 
two actors pursue their objectives, which often differ, acting 
in their self-interest. In addition, it implies an information 
asymmetry between both actors. In order to avoid mistrust, 
control mechanisms are installed that lead to greater trans-
parency (Eisenhardt, 1989). With the help of this theory, 
challenges in organizational relationships can be more effec-
tively uncovered, and governance structures more deeply 
understood (Eisenhardt, 1989).

Through the lens of this theory, data sovereignty can be 
implemented as an instrument with the central objective of 
establishing more trust. As outlined in the theory’s descrip-
tion, contractual agreements provide the necessary transpar-
ency on the actions of both actors (here, data providers and 
consumers). According to Eisenhardt (1989), this theory can 
be applied to buyer–supplier and other agency relationships 
and, therefore, is suited for relations in the context of data 
sharing that arises in open or closed data ecosystems. With 
the implementation of data sovereignty, actors have an instru-
ment at hand that paves the way for a more balanced power 
structure and supports all parties in pursuing their objectives.

The presented conceptual model applies the concept of 
data sovereignty in IS research, supporting both researchers 
and practitioners to develop a holistic understanding of the 
concept and serves to guide those (i.e., practitioners) who 
seek to implement data sovereignty technically. It aims for a 
completeness that has, as yet, not been provided by existing 
IS literature and definitions (see Table 1). In addition, this 
conceptual model helps all stakeholders better understand 
and communicate the concept of data sovereignty.

The seven core aspects referenced in Table 2 result from 
the IS literature’s analysis and our experience in this field, 
using agency theory as the basis for the development of this 
conceptual model (Creswell, 2009). Details about the MLR 
search process, including scientific and grey literature, are 
described in the appendix. The modeling process consid-
ered the contributions listed in Table S1, explicitly focusing 
on data sovereignty in the IS domain. We use examples to 
explain how we derived the conceptual model when explain-
ing each core aspect. Table 2 summarizes all core aspects 
and relations and lists their specifications.

With directed arrows, the conceptual model illustrated 
in Fig. 1 represents the relations of the core conceptual 

aspects. The model acknowledges the data asset as its cen-
tral component that must be protected in an organizational 
or personal context if shared with other parties (Nagel 
& Lycklama, 2021). During its lifecycle, from creation 
to sharing and deletion (Rahul & Banyal, 2020), a data 
asset can reach different statuses and versions because it 
is modified by activities in the data value chain (Curry, 
2016). These activities are performed by the data provider 
or the data consumer who gained access to the data asset 
(Otto et al., 2022). In order to implement data sovereignty, 
the provider and consumer must negotiate a contract that 
specifies the use conditions of the data asset (Zrenner 
et al., 2019). Access and usage policies are possible exam-
ples of such contracts (Gil et al., 2020). Due to frequent 
mistrust between the parties involved (Lauf et al., 2021), 
a data provider often seeks to ensure that the consumer 
only performs data value chain activities described in the 
contractual agreement. Therefore, a manual or techni-
cal data infrastructure helps ensure trust because it sup-

ports the management of contracts through enforcement 
techniques (Munoz-Arcentales et al., 2019). Neverthe-
less, trust is always required by all stakeholders involved 
(Nagel & Lycklama, 2021), even if the concept reduces 
the minimum amount needed to create a data sovereignty 
solution. The following subsections describe every core 
aspect in detail.

Data asset

Based on the conceptual model, data sovereignty can be 
defined as an instrument to keep control over an actor’s data 
asset. Examples of data assets can range from individual files 
to complete batches and full data streams. Such data assets 
must be controlled in terms of their access and usage (Munoz-
Arcentales et al., 2019). Data are defined as assets describing 
intangible objects that can be reproduced repeatedly (Capiello 
et al., 2020). However, it is worth noting that there is no single 
definition of the concept in IS research (McKinney & Yoos, 
2010). Data are contextual, and their ownership is difficult to 
define. They cannot be classified as private or common goods, 
such as traditional commodities (Jentzsch, 2018), since there 
are no legally binding concepts regarding their ownership 
(Bärenfänger, 2017). The data asset has been placed at the 
base of the model as it is key for each application of data sover-
eignty. Since the status of the data asset is modified by the data 
value chain and lifecycle activities, they are directly related to 
the data asset and positioned at the bottom as a baseline.

Data provider and data consumer

A data provider can decide to keep their data private for 
internal use, share it publicly, or allow access to a restricted 
number of third parties based on custom rules. For example, 
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contracts are created and negotiated between the data pro-
vider and the data consumer to keep control over the data 
asset. Providers and consumers can be individuals, enter-
prises, or organizations sharing data assets (Cavanillas et al., 
2016; Marfia et al., 2017). In the case of a contractual agree-
ment, the provider can be further divided into the role of a 
data owner that creates and executes control over the data 
asset and authorizes a data provider to make it available to 
other parties (Hummel et al., 2021; Otto et al., 2019). In 
addition, when referring to data consumer, other sources, 
such as the Data Spaces Support Centre Glossary, use the 
term data recipient (Data Spaces Support Centre, 2023a). 
Besides contractual arrangements between both partners, 
data-providing enterprises can share data directly or through 
existing systems, such as data marketplaces (Nagel & Lyck-
lama, 2021). Here, a data consumer can buy either the data 
asset itself or limited usage rights. Since both actors are 
represented as core aspects in the model, they are placed on 
the left side for the provider part and on the right for the con-
sumer part, as all activities are performed in between them.

Contractual agreement

As stated above, exercising data sovereignty can promote 
data sharing between organizations. In the traditional sense, 
written contracts are drawn up to increase trust, which 
results in a contractual agreement after mutual consent. Due 
to a lack of control, these agreements are often not fully 
honored and lack high levels of trustworthiness (Nagel & 
Lycklama, 2021). IS research has recognized and addressed 
this problem to enforce contract agreements that are nego-
tiated and monitored semi-automatedly with the help of 
infrastructures and architectures to reduce (un)intentional 
data misuse (Jarke et al., 2019). Therefore, different systems 
and processes in various domains focus on smart contracts 
(Ghazizadeh & Sun, 2021). The data provider and consumer 
can be two neutral actors creating a contract based on rights 
and obligations, data usage policies, and terms and condi-
tions (Zrenner et al., 2019), described in more detail in the 
infrastructure section. They can give or revoke their consent 
to change access rights and specify conditions of how their 
data can be accessed and used. The contractual agreement 
is located in the middle, as it consists of the main conditions 
for maintaining control over data assets — the main goal of 
data sovereignty.

Data value chain and data lifecycle activities

As depicted in Fig. 1, the data value chain includes differ-
ent activities in the data lifecycle of a data asset: creation, 
storage, usage, sharing, archiving, and destruction (Rahul & 
Banyal, 2020). In this context, the implementation of data 
sovereignty enables an organization or individual to control 

the data asset throughout the data lifecycle. According to 
Curry (2016), an information flow consists of different activ-
ities that perform transformation steps to turn a data input 
into a data output. In the context of data sovereignty, the 
ability to keep control must extend over all data value chain 
activities, from creation to transformation to deletion, rather 
than focusing on individual activities (Banse, 2021). The 
activities must be consistent with the contractual agreements 
and usage conditions to enable self-determination. Accord-
ingly, the data asset itself in Fig. 1 is not directly linked to 
the data provider or consumer (Nagel & Lycklama, 2021). 
Instead, the data provider and data consumer perform value 
chain activities on the data asset.

Data infrastructure

The data infrastructure component enforces terms and con-
ditions determined in the contractual agreement (Munoz-
Arcentales et al., 2019; Nagel & Lycklama, 2021). It is 
centrally located in the model since it works between the 
data provider and consumer by validating and executing 
terms and restrictions (Nagel & Lycklama, 2021), specified 
in the contractual agreement (see Fig. 1). These terms are 
divided into access control (AC) and usage control (UC), 
which protect data assets in almost all activities in the data 
value chain and lifecycle. As implied by the term AC, the 
concept focuses on the concrete control of access. Seeing as 
control is lost once access is granted, UC extends the con-
trol over data before and after third-party access (Gil et al., 
2020), specifying which aspects of actors in ecosystems can 
access and use the data (Zrenner et al., 2019). However, AC 
and UC requirements specified in contractual agreements 
do not add value if not enforced correctly. Therefore, data 
infrastructure components, such as software systems, must 
validate the conditions of the contractual agreement and exe-
cute the actions described in the policies (Gil et al., 2020). 
Concepts based on decentralized identities (Ernstberger 
et al., 2023) and initiatives, such as the International Data 
Spaces Association (IDSA) and GAIA-X, operate accord-
ing to standards and the technical implementation of data 
infrastructure components to address these problems. Their 
solutions find application in various domains, such as the 
cloud, IoT devices (Qarawlus et al., 2021), manufacturing 
(Landolfi et al., 2019), and many others.

Trust

According to Schilke and Cook (2013), trust has emerged as 
a central theme in inherently uncertain relationships, with 
Botsman (2017) defining the term as the “confident relation-
ship with the unknown” (2017, p. 8). While in private and 
closed scenarios, trust can be established in the first instance 
because the actors know each other, it is challenging in the 
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second scenario as the data provider and consumer are partly 
unknown due to complex supply chain networks with many 
participants (Gil et al., 2020). In the conceptual model, the 
relationship of trust needs to be considered from two different 
angles. In the first step, trust is required by the data provider 
and consumer (Peterson et al., 2011). In this context, actors in 
open and closed data ecosystems must establish a fundamen-
tal trust relationship in the methods and technologies used 
to enter a relationship and realize data sovereignty. In the 
second step, trust can be enhanced as soon as parties, such 
as data providers and consumers, establish contractual agree-
ments via data-sharing infrastructure to accelerate business 
transactions (Yang et al., 2021). Thus, the basic trust required 
by data consumers and providers helps strengthen the over-
all trust in the data infrastructure that enforces the policies 
specified in the contract agreements. To make the argument 
of trust a core aspect for developing a more robust conceptual 
model, Munoz-Arcentales et al. (2019) stated: “Trust. It is 
the basis for all the relations between different organizations. 
Thus, being part of trusted environments is a key part of 
every operation, including data exchange. Data usage control 
is achieved thanks to this principle” (2019, p. 592), which 
makes it an essential component of data sovereignty.

Examples from the �eld

The model was evaluated by concrete examples from the 
field. Such real-life scenarios can demonstrate its useful-
ness and possible applications. One example stems from the 
German automotive industry and deals with data exchange 
in the supply chain. The case study, its requirements, and 
the results presented by Opriel et al. (2021) can be mapped 
to the core aspects. In their study, the data exchange occurs 
between an original equipment manufacturer (OEM) and 
a specific supplier (data provider, data consumer). They 
exchange industrial information on demand and capacity 
(data assets) at different stages (data value chain and lifecy-
cle activities) based on such current standards as the Elec-
tronic Data Interchange (EDI) (data infrastructure). The 
researchers identified the need for trust and the possibilities 
of contractual agreements in their problem, barriers, and 
business requirements analysis: “[Data sovereignty] can fos-
ter trust in each other and reduce risks being affected in data 
breaches (P16) […]. In order to secure legal aspects, the sys-
tem shall provide functionalities to link usage policies with 
contractual definitions (R16)” (Opriel et al., 2021, p. 436). 
Here, the instrument of data sovereignty is implemented to 
overcome trust issues originating from power imbalances 
between participating actors and, therefore, serves as an 
excellent example of agency theory’s applicability.

Another concrete example explains the shared use of data 
in a network of enterprises. In its white paper, Plattform 

Industrie 4.0 (2022) demonstrated how the technical imple-
mentation of data sovereignty plays a crucial role in multi-
lateral data sharing for Collaborative Condition Monitoring 
(CCM) between such participants as component suppliers 
and factory operators (data provider, data consumer). They 
share and use (data value chain and lifecycle activities) data-
sets, such as sensor data (data asset), to leverage data-driven 
business models via a decentralized, federated infrastructure 
(Plattform Industrie 4.0, 2022). Similar to the previous case, 
the core aspects of the conceptual model can be directly 
mapped to their results, as summarized in Table 3. Com-
ponent suppliers, machine suppliers, and factory operators 
create legally binding concepts to ensure trust between each 
other. Moreover, this example showcases agency theory’s 
relevance in this actor relationship and highlights that data 
sovereignty is a suitable instrument with which to overcome 
mistrust and weaken power imbalances, even if both actors 
have their own interests.

Discussion and future research 
opportunities

The presented conceptual model offers a new approach 
to understanding data sovereignty’s implementation in IS 
research by considering adjacent domains. It contributes to 
the existing literature by laying the foundation for further 
research, as well as by filling the above-described research 
gaps of underlying conflicts and inconsistencies. The follow-
ing discussion describes the study’s practical and theoretical 
implications and addresses current limitations and future 
research opportunities.

This study’s results lead to direct implications for prac-
tice, as they serve to guide and provide a mutual under-
standing of the concept for individuals and companies. It 
aims to help users technically implement data sovereignty, 
e.g., actors in research projects, organizations building data-
sharing ecosystems, and stakeholders strengthening the role 
of data sovereignty through regulatory bodies. In addition, 
industry and research projects related to IDSA or Gaia-X 
can help to further communicate and develop this topic by 
designing systems based on data sovereignty principles. 
Additionally, individuals and society can play an enhanced 
role in demanding technology that implements data sover-
eignty for all data lifecycle stages by design, in line with 
European values. The conceptual model can further refine 
this vision and clarify communication.

For theory, this work’s conceptual model can be seen as a 
necessary academic addition to ongoing discussions. The ter-
minological ambiguity, viewpoints of current research streams, 
and existing definitions were brought together by defining and 
describing core aspects. We acknowledge that, in IS research, 
other models have sought to offer a mutual understanding of 
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data sovereignty. However, Ernstberger et al.’s (2023) model 
has a nearly exclusive technical layer perspective, while Zren-
ner et al.’s (2019) applies it in the manufacturing domain only, 
and the model of Otto et al. (2019) is a specific reference archi-
tecture. An additional theoretical impact arises from linking 
different research streams that describe the core conceptual 
aspects. To the best of our knowledge, some of these (e.g., the 
data value chain and trust) had not previously been contextual-
ized in this manner, meaning that this study offers an approach 
with the potential to open up new perspectives. Due to its fun-
damentality, this IS research’s theoretical contributions can be 
tested and applied in different research areas, e.g., with a legal 
or political focus.

Despite careful evaluation, this fundamentals study suffers 
from limitations as it could not cover all essential research 
strands. Nevertheless, these can provide input for future 
research opportunities according to different paradigms, 
namely design science research (DSR), which aims to develop 
artifacts addressing real-world problems (Hevner et al., 2004), 
and behavioral research focusing on why groups or individu-
als act in a specific way and how they can be influenced (Skin-
ner, 1965). To theoretically ground the conceptual model, the 
agency theory approach was chosen. However, its limitation 
must be acknowledged, which include, for example, a closer 
relation to the area of IS, defined “as a system[s] in […] 
organization[s]” (Davis, 2000, p. 67). Moreover, the litera-
ture analyses have limitations since using different databases 
or searches could lead to different results.

In line with the DSR paradigm, further limitations are 
addressed in Table 4 and described in the following: First, future 
research should examine the necessary development of an arti-
fact that supports individuals in controlling their data (RQ#1). 
Moreover, the implementation of data sovereignty according 
to the model for individuals is valid; nevertheless, its enforce-
ment requires further attention. Research on the enforcement of 
data sovereignty for individuals exists (Lomotey et al., 2022). 

However, as this was outside the scope of this study, future 
research could explore which artifacts need to be developed to 
enhance individuals’ ability to control their data. Additionally, 
the future development of the instrument of data sovereignty was 
not covered in this research. Therefore, identifying the capabili-
ties needed to implement data sovereignty as an instrument is 
critical (RQ#2). Building on this, conducting design-oriented 
studies of maturity models to track and measure data sover-
eignty’s implementation (RQ#3) could be a promising research 
direction. Furthermore, there is a need for IT artifacts in policy 
management and data spaces, as well as reference models and 
methods, to establish, develop, improve, and ensure data sov-
ereignty in internal and external data management activities 
(RQ#4), such as validation, enforcement, signing, watermarking, 
or data integrity concepts (Hellmeier et al., 2023).

In the context of this study’s limitations, the behavioral 
research paradigm applies to various research opportunities. 
Due to this research’s qualitative literature approach, sub-
jectivity can be seen as a limitation. Even if examples from 
the field are mapped to the conceptual model (Opriel et al., 
2021; Plattform Industrie 4.0, 2022), applying the model in 
practice, e.g., in the “common European data spaces” (Data 
Spaces Support Centre, 2023b, p. 5) would prove its utility 
in various data sharing projects (RQ#5). Additionally, this 
could help validate agency theory’s application for reaching 
an overall understanding of implementing data sovereignty 
as an instrument. Moreover, the cost of such implementa-
tion has not been discussed in this research. The relation-
ship between the value of data and data economics on the 
one hand, and data sovereignty on the other, acknowledging 
that data assets may vary in criticality and value, is an excit-
ing research strand. Open questions have to be answered 
focusing on the maintenance costs of data infrastructure and 
standards for enforcement (RQ#6). Besides, data sovereignty 
is a prerequisite for enabling more data sharing (Azkan et al., 
2022). This study has not explicitly analyzed whether data 

Table 3  Examples mapped to the core conceptual data sovereignty aspects

Core aspects Example 1:
Demand and Capacity Management in the Automotive Sup-
ply Chain (Opriel et al., 2021)

Example 2:
Collaborative Condition Monitoring of Industrial Assets 
(Plattform Industrie 4.0, 2022)

Data asset Industrial information for demand and capacity Datasets, such as sensor data

Data provider and 
data consumer

OEM (car manufacturer) and their Tier 1 supplier Component supplier, machine supplier, and factory operator

Contract agreement Currently used paper-based contracts should be replaced by 
usage policies linked to contract definitions.

Currently used bilateral contracts should be replaced by data 
licenses to specify usage restrictions.

Data value chain 
and data lifecycle 
activities

All lifecycle activities (from creation to sharing to deletion) 
with a focus on data exchange.

Data usage/data sharing

Infrastructure Currently used manual data exchange and EDI standards 
should be extended by decentralized platforms.

Use of federated infrastructures on a cross-industry basis 
based on the Asset Administration Shell (IDTA, 2023)

Trust Since trust is identified as a major attribute, it can be 
strengthened by the implementation of usage control.

Data space providers and operators must create legally bind-
ing concepts to ensure trust between participants.
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sovereignty positively or negatively impacts data sharing, 
thus making it necessary to explore this aspect in the future 
and re-evaluate the topic’s importance (RQ#7).

Summary

As IS research on data sovereignty remains in its infancy, 
this study has included academic and practical literature in 
its investigation so as to determine a common understanding 
of the concept itself (see Fig. 1). As shown by the analysis of 
the current research stream, data sovereignty is not uniformly 
defined, with contrasting explanations and definitions having 
been offered. This fundamentals paper expands IS research’s 
knowledge on data sovereignty by providing a conceptual 
model following agency theory and validated by documented 
real-world examples. It emphasizes the specification of the 
core aspects (derived from the literature) needed to imple-
ment data sovereignty. The technological implementation of 
data sovereignty is essential for guaranteeing trusted data shar-
ing between individuals and organizations of different parties 
and make innovation happen. However, further practical and 
theoretical implications have yet to be uncovered, and future 
research must still evaluate and apply the proposed model.
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Abstract

The possibility of hiding information inside a

digital medium is often referred to as watermarking

or steganography. Since various solutions for image,

video, and audio files exist, keeping control over text

is challenging due to its limited possibilities. In this

paper, we present a new digital text watermarking

algorithm to hide a byte-encoded sequence inside

an unformatted text. By substituting conventional

whitespaces with a set of five similar-looking Unicode

spaces, the cover text’s structure and length stay

untouched while remaining imperceptible to humans.

We propose a software design and proof-of-concept

multiplatform implementation with a downstream

experimental evaluation for robustness, capacity, and

visibility. Our findings indicate a stronger concealment

and application robustness with limited embedding

capacity compared to existing solutions utilizing

zero-width spaces.

Keywords: Digital Watermarking, Information

Hiding, Homoglyphs, Unicode, UTF-8

1. Introduction

Due to the increasing growth of digitization in

organizations and the private sector, more and more

processes and assets have shifted from the analog

to the digital world. The spectrum spans from

e-books as an alternative for printed books in the

private sector to production documents sent via E-Mail

or specific system endpoints for companies instead

of being printed out and sent by post. Keeping

control over data, often guided by principles of data

sovereignty (Hellmeier & von Scherenberg, 2023; Jarke

et al., 2019), is crucial to prevent losing control over

it. Referring to the first example, “[p]irating of

e-books is particularly rampant as they are already

digital. It is even easier (and cheaper) to copy and

electronically distribute e-books [. . . ]” (Davis & Kazi,

2021, p. 20). Taking the automotive industry as

another example, Original Equipment Manufacturers

(OEMs) develop components for vehicles that external

suppliers construct since they cannot produce all parts

in-house independently. The OEMs needs to protect

such sensitive documents and only shares them carefully

with their suppliers and customers out of concerns

of unauthorized reproduction or reverse engineering.

Therefore, staying self-determined with data after it

leaves its own control boundaries is important but still

challenging (Hellmeier et al., 2023).

One possible solution in this area of tension

for e-books (Davis & Kazi, 2021) and company

data (Hellmeier et al., 2023) lies in the domain of

digital watermarking. Reviewing the current landscape

of research publications and existing methods, including

adjacent fields like steganography, shows a majority

of solutions for specific types like images, video, or

audio files. Besides it, text is classified as one of

the most shared content types (Bertini et al., 2019).

Especially different sorts of documents, which are

considered industry standards, ranging from Microsoft

Word-based specification documents to emails, are

based on text (Rizzo et al., 2019). However, digital text

watermarking is also described as an underresearched

field with only a few proposed techniques (Ahvanooey

et al., 2018), mainly due to the missing noise tolerance

in text (Bertini et al., 2019).

Current approaches, described in detail in

Section 2.2, are often based on changing or generating

the cover text semantic, structure, or layout (Askari

et al., 2023). Moreover, different whitespace solutions
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are adding additional spaces to the document (Por

et al., 2008, 2012), including non-visible zero-width

spaces (ZWSPs) (Ahvanooey et al., 2018, 2020).

However, all existing methods are either not robust

in different applications or visible to humans due to

cover text changes, unfamiliar depicted characters, or

increased content sizes. Therefore, existing solutions

are unsuitable for the examples of e-books and

automotive specification documents since humans can

notice them due to the increased content size or the

watermark gets destroyed when copied into external

applications.

To close this gap, we present a new digital

watermarking method for unformatted text documents.

It differs from state-of-the-art work by watermarking

a cover document without increasing the number of

characters or changing the semantics of the original

document while keeping visibility abnormalities to a

minimum. With the help of different whitespaces

defined in the Unicode standard (The Unicode

Consortium, 2023), the homoglyph-based approach

replaces conventional spaces in the cover document with

its supplements to embed a byte-encoded watermark

inside the cover. Our implemented prototype helps

to demonstrate the actual usability and is used in our

preliminary experimental evaluation. To sum up, the

following concrete contributions structure our work:

(i) We show the current landscape and an evaluation

of existing solutions to identify the research gap

in Section 2.

(ii) We introduce an invisible watermark embedding

and extraction algorithm with implemented

examples for text-based documents in Section 3.

(iii) We evaluate, discuss, and summarize our

proposed solution with its limitations and

future research opportunities by analyzing

its robustness, capacity, and visibility in an

experimental evaluation in Section 4, 5 and 6.

2. Background

In the following, digital text watermarking with

its relation to cryptography, information hiding, and

steganography is introduced to create a uniform

understanding. Similar algorithms discussed in the

literature are introduced in Related Work, including a

delimitation to the present work.

2.1. Digital Text Watermarking

Distinguishing between different terminologies in

the domain of cryptography and information hiding

is crucial and has multifacetedly been discussed in

literature (Ahvanooey et al., 2018, 2022; Petitcolas

et al., 1999; Rizzo et al., 2016, 2019). Starting

with the broadest concept: “Information hiding is the

science of concealing a secret message or watermark

inside a cover media (a host file/message) for providing

various security purposes such as content authentication,

integrity verification, covert communication, and so

on” (Ahvanooey et al., 2022, p. 56). Since information

hiding can further be divided into steganography and

watermarking, as shown in Figure 1, it differs from

cryptography because its root is not about transforming

plain text into an encrypted cipher text (Ahvanooey

et al., 2018). A detailed survey and classification is

published by Petitcolas et al. (1999).

Cryptography Information Hiding

Steganography(Digital) Watermarking

(Digital) Text
Watermarking

(Digital) Image
Watermarking …

Figure 1. Correlation Between Terminologies.

Methods aiming to exchange secret information in a

hidden way are categorized as steganography. They can

be classified into character-level, bit-level, or a mixture

of both categories (Krishnan et al., 2017), leading to the

following definition: “Steganography embeds a secret

message inside an innocent looking cover medium,

stealthily, without creating any attention. The cover

medium used can be a text, image, audio, video, network

packets, etc.” (Krishnan et al., 2017, p. 1).

In contrast, digital watermarking focuses on “a

visible or an invisible, preferably the latter, identification

code that permanently is embedded in the data” (Jalil

& Mirza, 2009, p. 230). Those data assets can range

from images, audio, and video to the underresearched

and most difficult cover medium of plain text (Bertini

et al., 2019), often referred to as digital watermarking,

text watermarking, or digital text watermarking. An

overview of different definitions arisen over time is

presented in Table 1.

To bring everything together, Rizzo et al. summarize

the concepts as follows: “While cryptography

algorithms make unreadable the information by

applying a kind of permutation or substitution to the

original content, the steganography algorithms provide

techniques to hide new information into the carrier,
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Table 1. Digital Watermarking Definitions.

# Definition

I “A digital watermark can be described as

a visible or an invisible, preferably the

latter, identification code that permanently is

embedded in the data.” (Jalil & Mirza, 2009,

p. 230)

II “In digital watermarking, relevant information

is embedded in an imperceptive way into a

digital document. The embedded information

is called a watermark.” (Qadir & Ahmad, 2006,

p. 19)

III “[D]igital watermarking technology is a typical

information hiding method, which covers text,

image and video.” (Qi et al., 2023, p. 1311)

that is a readable document. Whereas watermarking

algorithms ensure the authentication and the copyright

protection by applying a watermark to the digital

content” (Rizzo et al., 2016, p. 97). An overview of the

interrelationships of the terms is presented in Figure 1.

2.2. Related Work

Over the years, different digital text watermarking

algorithms have been presented. Various literature

reviews, comparisons, and overviews exist, analyzing

the research area, including adjacent fields like

steganography (Agarwal, 2013; Ahvanooey et al.,

2019, 2022). We discuss related solutions and their

delimitation to this work by focusing on approaches

modifying the cover document to hide text. Further,

related approaches like homoglyph-based attacks are

considered.

Por et al. (2008) presented a WhiteSteg algorithm

replacing whitespaces between words with one or two

spaces to represent a zero or a one for watermark

insertion. Further, tab characters are added at the end

of paragraphs and sentences. Here, humans can easily

recognize a watermarked text due to the different spaces

between words.

Following this initial approach, Por et al. (2012)

described a new UniSpaCh data hiding method. By

splitting a text into two groups, the first group

replaces inter-word and inter-sentence spaces with two

whitespaces: A classical whitespace and one of three

whitespaces with a small width. The second group

adds whitespaces for end-of-line and inter-paragraph

spacing, including alternative whitespaces with different

widths. Due to additional symbols added, the proposed

algorithm increases the number of characters in a cover

document.

A ZWSP solution, proposed by Ahvanooey et al.

(2018), converts a secret message into a protected

hidden message using a symmetric key for encoding and

decoding. Afterward, the binary message is transformed

into one containing only ZWSPs representing two Bits

each. This secret message is placed before the first

character of the message, leaving the cover text itself

untouched. Similar to Por et al. and other ZWSP

approaches (Ahvanooey et al., 2020; Por et al., 2012),

the solutions increase the number of characters.

Rizzo et al. (2016, 2019) introduced a

homoglyph-based watermarking technique using

replacement. The hash function SipHash uses a text

and password to generate a 64-bit long watermark. It

is embedded into a cover text by using and replacing

similar-looking Unicode characters. A similar method

is described by Shazzad-Ur-Rahman et al. (2023)

using AES and six hidden Bits for every whitespace.

However, the proposed solutions are noticeable by

human eyes and not robust when the watermark text

is copied into another system not supporting such

symbols like emails as identified in downstream

analyses (Ahvanooey et al., 2022).

Such homoglyph-based approaches are also known

in the field of phishing attacks with different DNS

or domain squatting techniques (Kintis et al., 2017).

“[A] homograph is a letter or string that has enough

of a visual similarity to a different letter or string that

the two may be confused for one another” (Holgers

et al., 2006, p. 261). These homograph-based squatting

attacks use homographs in widely used domain names

to remain unnoticed (Holgers et al., 2006; Kintis et al.,

2017). They work in URLs but differ from the solution

presented in this work since they are either not robust

in other applications or visible to humans outside of

browsers.

Other solutions presented in the literature focused

on font color (Askari et al., 2023), font glyphs (Xiao

et al., 2018), other types with different covers like

HTML (Mir, 2014), PDF (Khosravi et al., 2019),

specialized Chinese characters (Wang et al., 2009), or

bitmap images converted to bit strings as watermarks

(Sonnleitner, 2012). Nevertheless, these solutions are

either recognizable by human eyes or increase the

number of characters on the cover document.

The present research aims to close this gap by

introducing a novel digital watermarking approach

addressing the issues. Unlike previous research,

this is, to our knowledge, the first watermarking

approach directly in the cover document that (1) is

not recognizable by human eyes (2) without raising

the number of characters, while (3) being robust in all

common widely used business applications.
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3. Proposed Solution

In the following, our proposed solution for

digital text watermarking is described in detail by

distinguishing between the embedding and extraction

process of the watermark in the cover text. Further,

details about the implementation as a multiplatform

library with two usage examples are provided.

3.1. Watermark Embedding

The proposed embedding method is able to embed

a watermark in a Unicode-encoded cover text CT . We

define every Unicode symbol as u that is included in

the set U := {u : u is Unicode character}, containing

149 813 characters based on Unicode standard version

15.1 (The Unicode Consortium, 2023). Following the

standard, different whitespaces s exist, where the set

of all Unicode space characters S := {s : s is space

character ∧ s ∈ U} contains 17 elements. We define

the classical and most used space character U+0020 as δ
with δ ∈ S . We evaluated every s as shown in Table 2 to

define our own subset of whitespaces as alphabet A+ :=
{a : a ∈ S ∧ a ∈ U ∧ a meets criteria}, whereas the

criteria are non-noticeability for humans and robustness

in different applications and file formats, described in

detail in Section 4. A+ contains five elements shown

by the bold-formatted whitespaces in Table 2 and we

can summarize that A+ ⊂ S ⊂ U . The watermark

itself is encoded through four of the five elements of

A+, because one element is used as a separator character

φ ∈ A+. We define the watermarker alphabet without

separator character as A−, where A+ = A− ∪ {φ} and

φ /∈ A−.

For the description of the embedding method, we

base our nomenclature on related work (Ahvanooey

et al., 2020) while all elements start at index one.

The embedding function Emb(CT,W) begins by

transforming the watermark W into a hidden watermark

WH by mapping it to the whitespace homoglyph

alphabet A−. Since |A−| = 4, where | · | denotes

the cardinality, every byte of the watermark w ∈ W is

represented by four elements of A− because:

⌈

log2 2
8

log2 |A−|

⌉

= 4 (1)

To fully include WH in a cover text CT , the number of

normal space characters δ in CT must be at least equal

to the number of elements of the hidden watermark WH :

|{x ∈ CT : x ∈ δ}| ≥ |WH | (2)

The final creation of the watermarked cover text CTW is

made by replacing all δ successively with the elements

Algorithm 1: Watermark Embedding

Algorithm Emb(CT,W ).

Data: CT ← Cover text CT := {c1, c2, . . . , cn},
∀c ∈ U

Data: W ←WatermarkW := {w1, w2, . . . , wn},
∀w ∈ {0, 1, . . . , 255}

Result: CTW ←Watermarked cover text
// Encode watermark

1 d←
⌈

log2 28

log2 |A
−
|

⌉

;

2 foreach w ∈ W do
3 for i← 1 to d do
4 j ← w mod |A−|;

5 w ←
⌊

w
|A

−
|

⌋

;

6 WH ←WH + aj+1 ; // aj+1 ∈ A−

// Insert watermark

7 i← 1;
8 foreach c ∈ CT do
9 if c = δ then

10 if i <= |WH | then
11 wHi

←WHi
; // wHi

∈ A−

12 CTW ← CTW + wHi
;

13 i← i+ 1;

14 else
15 CTW ← CTW + φ;
16 i← 1;

17 else
18 CTW ← CTW + c

19 return CTW

of WH . If CT has more δ than |WH |, the next element is

replaced with the separator character φ, and the insertion

process starts again until all δ are replaced to include the

watermark multiple times. Since the algorithm replaces

all spaces to achieve better robustness on modification

attacks on specific parts, the resulting watermarked

cover text does not contain normal space characters:

∀x ∈ CTW : x ∈ U ∧ x ̸= δ (3)

The full embedding algorithm Emb(CT,W) = CTW

is shown in Algorithm 1.

An example of the proposed watermark embedding

algorithm is shown in Figure 2. The cover text CT =
“Lorem ipsum [. . . ]” should be watermarked with the

text T = “OEM1”. First, every character of T is

encoded into W . In this case, the first letter ”O” of

the watermark is represented by the UTF-8 Hexadecimal

value ”4F” (U+004F), which equals the decimal value

79. Afterward, every character of the watermark W is

encoded into WH by transforming it into the alphabet

A− with a loop-based modulo operation as described

in Algorithm 1. Next, every whitespace δ of CT is

replaced with the corresponding space in WH . Since

CT has more whitespaces than needed, the separator

char φ is added, shown by the black U+2004 in Figure 2.
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Watermark:

Cover Text (𝑪𝑻):

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy
eirmod tempor invidunt ut labore et dolore magna aliquyam erat, …

Cover Text incl. Watermark (𝑪𝑻𝒲):

LoremU+205FipsumU+205FdolorU+2008sitU+2009amet,U+2009conse
teturU+2009sadipscingU+2008elitr,U+2009sedU+2009diamU+205Fno
numyU+2008eirmodU+2009temporU+2009inviduntU+2008utU+205F
laboreU+2008etU+2004doloreU+205FmagnaU+205FaliquyamU+2008

erat,U+2009…

+
𝑇 𝒲 𝒲𝑯

“O” 79 (U+004F) U+205F U+205F U+2008 U+2009
“E” 69 (U+0045) U+2009 U+2009 U+2008 U+2009
“M” 77 (U+004D) U+2009 U+205F U+2008 U+2009
“1” 49 (U+0031) U+2009 U+2008 U+205F U+2008

Figure 2. Watermark Embedding Example.

Since the insertion process starts again, the algorithm

inserts the first character “O” of the watermark a second

time and stops after all whitespaces are replaced.

3.2. Watermark Extraction

In accordance with the previously introduced

naming (Ahvanooey et al., 2020) and elements in

lists starting with index one, the extraction method

Ext(CTW) = W is split into two parts for watermark

extraction and decoding. The first part starts by iterating

over all characters of the input watermarked cover text

CTW until it finds the first occurrence of φ as the

separator character. Through the filtering of A+, it

allows to extract the hidden watermark WH from the

cover text.

The second part decodes the hidden watermark WH

into its byte representation W . The step size for the

decoding part depends on the length of the watermarker

alphabet without separator character and is defined as

d :=

⌈

log2 2
8

log2 |A−|

⌉

(4)

with d = 4 for our alphabet introduced in Section 3.1,

because each byte is represented by four whitespaces of

A−. The cascading modulo operation from Algorithm 1

can be transformed back into its byte representation b.
All b form the watermark W , which in turn can be

converted by the UTF-8 representation into the decoded

text T . The overall extraction process is summarized in

Algorithm 2.

Algorithm 2: Watermark Extraction

Algorithm Ext(CTW).

Data: CTW ←Watermarked cover text
Result: W ← Extracted watermark
// Extract watermark

1 foreach c ∈ CTW do
2 if c ∈ A+ then
3 if c = φ then
4 break

5 else
6 WH ←WH + c

// Decode watermark

7 d←
⌈

log2 28

log2 |A
−
|

⌉

;

8 for i← 0 to |WH | step d do
9 for y ← 0 to d− 1 do

10 ak ←WHi+y+1
; // ak ∈ A−

11 b← b+ (k − 1) · dy ; // k ∈ [1, . . . , d]

12 W ←W + b;

13 returnW

3.3. Implementation

Besides the theoretical presentation, both watermark

embedding and extraction methods were technically

implemented as a generic library in the Kotlin

programming language to test and validate our solution.

Kotlin was chosen since it is interoperable with

the widely used Java programming language while

supporting multiplatform targets. Thus, our solution’s

implemented version can be used in applications

supporting the Java Virtual Machine (JVM) and in

JavaScript solutions due to both build targets.

To test the library, we developed a Command Line

Interface (CLI) tool for the JVM that can embed and

extract a byte-encoded String into another String or

text-based document, like a .txt file. Besides this, a

webinterface is implemented as a second usage example

for the JavaScript build target. This frontend acts as a

graphical user interface and is likewise able to embed

and extract watermarks in cover texts.

The source code of the watermarking library with its

two usage examples of a CLI tool and a webinterface

is made available1 to ensure full transparency and

applicability.

4. Experimental Evaluation

Different criteria must be considered when building

watermarking or steganography methods. Therefore,

this section builds on existing benchmarks to analyze

and evaluate the proposed solution for its robustness,

capacity, and visibility (Ahvanooey et al., 2018). For

1https://github.com/FraunhoferISST/TREND
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each benchmark, the proposed solution is compared

against the whitespace-based approach UniSpaCh by

Por et al. (2012) and the homoglyph-based Finegrain

approach by Rizzo et al. (2019).

4.1. Robustness Analysis

When considering the algorithm’s robustness,

different modification attacks of a watermark text and

the robustness in different applications through copy

and paste operations must be analyzed and compared to

related work.

Modification Attacks. The watermarked text

CTW can be changed intentionally by a malicious

attacker or unintentionally by an uninvolved third

party. This includes the most significant alteration

attacks through modification, deletion, and insertion

attacks (Sonnleitner, 2012). Since modifications

relate to text changes, all other modification options

are always a combination of insertion and deletion,

analyzed in the following.

Starting with insertions, adding additional characters

to CTW does not break the watermark if they are

not included in A+. Due to the selection of the

whitespace homoglyph alphabet presented in Table 2,

the proposed characters are special characters of the

Unicode standard. In conjunction with the problem

domain in the automotive industry motivated in the

introduction, unintentional insertions by employees of

a company will not break the watermark since the

characters of A+ are not included in standard industrial

documents like specifications or emails and can not be

inserted by mistake, as they are not present on classic

computer keyboards. Nevertheless, attackers aware of

A+ can consciously use these characters’ insertion or

random replacement to break the watermark.

For deletion attacks, the watermark could get

destroyed, depending on the amount and type of

deleted bytes. Removing any amount of Unicode

characters U \A+ will not break the watermark since

the extraction process only searches for elements of A+.

Since the watermark is added multiple times in CT
depending on the length of CT and W as discussed in

the capacity analysis, the watermark only gets entirely

destroyed if whitespaces of every repetition are removed

with specialized text normalizations. Similar to the

insertion attacks, malicious attackers can use it to

destroy the watermark.

Considering formatting attacks, they are not relevant

for plain text files since they can not be formatted

with different font sizes, types, or colors. Therefore,

attacks that are successful in related work like

tampering (Ahvanooey et al., 2022) do not work with the

proposed solutions because it is built upon the characters

themselves instead of their formations.

Compared to existing solutions, our proposed

method and the Finegrain approach have similar

robustness against modification attacks since both

solutions repeat the embedding process to insert

the watermark multiple times (Rizzo et al., 2019).

Since UniSpaCh embeds a significant amount in

inter-paragraph spaces (Por et al., 2012), modifying a

space between two paragraphs has a high probability of

destroying the watermark, leading to more insufficient

robustness in direct comparison.

Application Robustness. Our method uses five

different whitespace characters in A+ to encode the

watermark, shown by the bold entries in Table 2. They

were selected based on an upstream whitespace analysis

to stay robust when copied into another application.

All space characters defined by the Unicode

Consortium are tested in different tools and file formats,

presented in Table 2. Only official space characters

with a width > 0 are tested because they are possible

candidates for the whitespace homoglyph alphabet A+.

A character like the ZWSP (U+200B) “although called a

“space” in its name, does not actually have any width or

visible glyph in display [. . . ] and is treated as a format

control character, rather than as a space character”

(The Unicode Consortium, 2023, p. 267) and therefore

excluded from our evaluation.

In our analysis, we checked the visibility of the

whitespace characters by analyzing their width based

on Korpela (2002) in comparison to the commonly used

space U+0020 (≈ 1

4
em). If abnormalities exist causing

unusual space, we classify it as different visibility

compared to the U+0020 space, depicted as “✗” in

Table 2. When the difference is not noticeable, a “✓”

is shown (≈ 1

3
to 1

5
em) while a “(✗)” indicates that the

difference could be noticeable by human eyes (like 1

2
or

1

6
em).

Next, we analyzed the robustness in different

applications and file types, namely plain .txt text files

tested with the Microsoft Windows default notepad

editor, Word’s .docx format as one example for the

Microsoft Office software stack, and the exported

version as .pdf. To validate the operation system

independence, the .txt file is also checked with the

default editors on Ubuntu 22.04 (gedit) and macOS

13 (TextEdit). Besides the file types, we checked

the spaces with mailing over different mail servers

displayed with Microsoft Outlook and Thunderbird and

the communication and meeting software Microsoft

Teams. The selection of file types and programs was
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Table 2. Whitespace Evaluation based on Korpela (2002).

Name Code Visibility .txt .docx .pdf Mail Microsoft Teams

Space U+0020 ✓ ✓ ✓ ✓ ✓ ✓

No-break Space U+00A0 ✓ ✓ ✗ ✗ ✗ ✗

Ogham Space Mark U+1680 ✗ ✓ ✓ ✓ ✓ ✓

En Quad U+2000 ✗ ✓ ✓ (✓) ✓ ✓

Em Quad U+2001 ✗ ✓ ✓ (✓) ✓ ✓

En Space U+2002 ✗ ✓ ✓ ✗ ✓ ✓

Em Space U+2003 ✗ ✓ ✓ ✗ ✓ ✓

Three-per-em Space U+2004 ✓ ✓ ✓ (✓) ✓ ✓

Four-per-em Space U+2005 ✓ ✓ ✗ ✗ ✗ ✓

Six-per-em Space U+2006 (✗) ✓ ✓ (✓) ✓ ✓

Figure Space U+2007 ✗ ✓ ✓ (✓) ✓ ✓

Punctuation Space U+2008 ✓ ✓ ✓ (✓) ✓ ✓

Thin Space U+2009 ✓ ✓ ✓ (✓) ✓ ✓

Hair Space U+200A (✗) ✓ ✓ (✓) ✓ ✓

Narrow No-break Space U+202F ✓ ✓ ✓ (✓) ✓ ✓

Medium Mathematical Space U+205F ✓ ✓ ✓ (✓) ✓ ✓

Ideographic Space U+3000 ✗ ✓ ✓ ✗ ✓ ✓

deliberate, as these are considered industry standards for

office and collaboration tools in many branches, except

phone calls and SMS (DataReportal et al., 2023). This

fits the initial introduced use cases for shared e-books

in the private sector and specification documents in the

automotive industry.

For the .pdf format, our analysis showed differences

depending on the PDF viewer. For example, the En

Quad (U+2000) is replaced with a standard U+0020

space when copying the content out of Adobe Acrobat

Reader, while it stays persistent with PDF24 Reader. In

such cases, a “(✓)” is shown in Table 2 because the

respective whitespace characters remain in the original

PDF file, but the robustness depends on the PDF viewer

used.

To sum up, only the Three-per-em Space (U+2004),

the Punctuation Space (U+2008), the Thin Space

(U+2009), the Narrow-no-break Space (U+202F) and

the Medium Mathematical Space (U+205F) are not

noticed by humans and are robust in most of our tested

applications and file formats and therefore form the

whitespace homoglyph alphabet A+.

Compared to existing solutions, UniSpaCh has

similar application robustness because it uses

Six-per-em Space, Punctuation Space, Thin Space,

and Hair Space (Por et al., 2012). These characters stay

robust in our tested file formats and applications, as

seen in Table 2. Based on our analysis, the Four-per-em

Space gets replaced, e.g., in Word documents or emails.

Since this space is used in the Finegrain approach

(Rizzo et al., 2019), it has the worst application

robustness.

4.2. Capacity Analysis

Our proposed solution transforms every one-byte

character of a text-based watermark into four

whitespaces of A−. This necessitates a minimum

number of whitespace characters varying depending

on the length of the desired watermark that can be

calculated as follows:

|δ|min = |W | × 4 (5)

This represents the minimum number of space

characters needed to embed the watermark in the text

at least once, while a bigger cover text leads to further

included copies of the watermark. The capacity can be

illustrated by watermarking a tweet on the platform X

(formally called Twitter). By using the maximum tweet

length of 280 characters with an English text with an

average word length of 4.79 characters (Norvig, 2012),

followed by a space, the proposed solution is able to

include a text-based watermark of around 12 characters

inside it.

Compared to existing solutions, UniSpaCh has a

higher embedding capacity because it uses end-of-line

and inter-paragraph spacings beside inter-sentence and

inter-word spaces only. To exemplify the difference,

∼574 bits can be inserted in an empty line between

two paragraphs (Por et al., 2012). Rizzo et al. (2019)

analyzed their Finegrain approach and identified a

higher embedding capacity than UniSpaCh based on

tests with New York Times newspaper paragraphs.

Nevertheless, the embedding capacities of all three

methods highly depend on the cover text.

Page 7417



4.3. Visibility Analysis

Abnormalities in visibility can be detected visually

by a user when they notice something unusual or

technically by checking the length or number of

characters in a watermarked text.

In our proposed solution, the format and number of

characters stay the same due to the pure replacement

without adding additional characters, thus |CT | =
|CTW |. Therefore, visibility is not noticed visually by

a user or technically when comparing the number of

characters. Nevertheless, depending on the displayed

version, a technical length analysis can detect the slight

width differences of some whitespaces in A+.

Compared to existing approaches, a watermarked

text by UniSpaCh (Por et al., 2012) significantly

increases the number of characters and thus becomes

noticeable technically by comparing character counts.

Users can also differentiate a watermarked text due to

unusually large distances between words. Compared

to the Finegrain approach by Rizzo et al. (2019),

users notice differences in character representations and

unusual distances between words.

5. Discussion

To our knowledge, the digital watermarking method

introduced in this work provides, for the first time, a

solution that can hide content inside text documents

without increasing the document’s length. In doing

so, it complements and extends existing methods by

focusing on pure Unicode whitespace replacement.

We conducted an experimental evaluation based on

common techniques like robustness, capacity, and

visibility, including insertion, deletion, and formatting

attacks, to systematically prove its strengths and

weaknesses (Ahvanooey et al., 2018; Kamaruddin et al.,

2018). We hypothesize that our proposed algorithm

could serve as an enabler for increasing data sovereignty

between companies to improve trust in supply chains

like the automotive industry. Nevertheless, limitations

exist that drive future research opportunities, which are

identified and discussed in the following.

5.1. Limitations & Future Reserach

First, the proposed solution is based and tested on

the Unicode standard and the UTF-8 scheme. Future

research must check the influence of other coding

schemes like the UTF-16, ISO-standardized Latin-1,

and the potential impacts on the re-coding process to a

smaller scheme like ASCII.

Second, the algorithm is robust against standard

users who do not know and recognize a watermarked

document. However, people familiar with the strategy

can use smart attacks to apply targeted destruction

of the watermark, e.g., random replacement of A+

as described in the robustness part. This can be

eliminated by using a different random subset of

A+ for every embedding operation. Future research

is in progress to increase the robustness further by

adding a key-based encryption and compression layer

or by further increasing the extraction algorithm with

smart analysis of broken watermarks to increase noise

tolerance.

Third, print-out and re-scan attacks of watermarked

texts using Optical Character Recognition (OCR) can

but do not have to destroy the watermark. Since

most spaces have a slightly different width that is not

recognizable by human eyes, machines can restore the

original whitespaces after a scan if configured correctly.

This highly depends on the used font and applied OCR

technique.

Fourth, selecting an appropriate digital

watermarking or steganography algorithm for a

specific use case is challenging. Future research

is needed to compare the proposed method more

extensively with existing solutions already presented

in scientific literature and practical tools to highlight

use-case-dependent strengths and weaknesses.

Fifth, the capacity depends on the number of

whitespaces in the cover text CT , the length of the

watermark W , and the elements of the watermarking

alphabet A+ for text-based watermarks. Thus,

limitations apply if a long watermark is to be embedded

in a comparatively short text. Future research is

needed to evaluate approaches to increasing capacity.

This includes variations of the proposed solution like

increasing A+ or a hybrid approach by combining it

with other homoglyph-based or ZWSP solutions.

6. Conclusion

We have shown a new homoglyph-based digital

watermarking solution for pure text documents by

replacing whitespaces with similar-looking Unicode

whitespaces. Our proposed solution allows the inclusion

of a byte-encoded watermark inside a cover text without

being noticed by human eyes or increasing the cover

document’s length. We have designed and implemented

the watermarking embedding and extraction as a

multiplatform library in the Kotlin programming

language to demonstrate practical usability. Our

findings will help to increase data sovereignty in

practical use cases to prevent losing control when data

is shared with external parties.

Based on the study’s experimental evaluation, we
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build a hidden solution that is robust in different

business applications, like Word documents, emails, or

Microsoft Teams chats. The comparison of existing

solutions, especially UniSpaCh (Por et al., 2012)

and Finegrain (Rizzo et al., 2019) indicated strong

robustness and non-visibility of the proposed method

with limitations on the encoding scheme, advanced

robustness, and embedding capacity. Further work

is being done to increase these constraints through

checksums, error-correcting codes, and compressions.
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Abstract

Data spaces have emerged as a paradigm for

maintaining data sovereignty and interoperability in

data sharing among various stakeholders. There

is an increasing interest and progress in research

and practice whereby currently used implementations

only enable data sovereignty within their trusted

environments. Digital watermarking, a key concept in

the research domain of information hiding, addresses

similar principles of securing data ownership, while

its integration within data spaces remains unexplored.

This paper combines both domains by presenting

the first integrated digital watermarking solution in

a data space. Guided by design science research,

we designed and developed two extensions for the

connector of the Eclipse Dataspace Components in the

Java programming language to validate the solution’s

practicality. The resulting artifact shows a robust data

sovereignty enhancement, paving the way for more

protection and control in future data spaces.

Keywords: Data Ecosystems, Design Science

Research, Digital Watermarking, Steganography,

Information Hiding

1. Introduction

The increasing interest in securely sharing data

between participants, with its growing demand for

solutions, has stimulated great interest in the concepts

of data spaces (Gieß et al., 2023). Different initiatives

and associations of many global companies and experts

arose over the last decade, like the International Data

Spaces Association (IDSA), Gaia-X, and the Data

Spaces Support Centre (DSSC). They advance the ideas

shown by various practical data spaces and use cases

worldwide (Mertens & Kuster, 2024), with increasing

political interest, as exemplary shown by the European

strategy of data (European Commission, 2020).

One key driver is data sovereignty, the possibility

of controlling data in a self-determined manner (Jarke

et al., 2019). However, current research identified

challenges in controlling data after it leaves its

boundaries or authorized environments (Hellmeier et al.,

2023). This results in a minimum level of trust

that needs to be implemented (Gil et al., 2020). To

further strengthen data sovereignty with a baseline

of trust, the concepts of digital watermarking act

as an enabler for increased protection mechanisms.

Due to the standardized body of data spaces for

interoperability, including protocols (IDSA, 2024) and

reference architectures (Otto et al., 2019), the topic is

challenging.

We close this gap by combining the research

domains of digital watermarking and data spaces

by considering the framework conditions, existing

protocols, semantics, and standards. In doing so,

this paper uses the Design Science Research (DSR)

approach following Hevner et al. (2004) and Hevner

(2007) to design and evaluate our IT artifact. The

presented version consists of the first implementation of

two watermark extensions for data space connectors to

increase data sovereignty, even if it leaves the control

boundaries while being interoperable with existing data

spaces.

Our paper is structured as follows based on the

publication schema introduced by Gregor and Hevner

(2013): Relevant concepts, methods, and terminologies

necessary for understanding this paper with an overview

of related work are introduced in Section 2 and 3.

The design process of the IT artifact for incorporating

digital watermarking techniques in data spaces with
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its implementation in a connector is presented and

evaluated in Section 4. An overview of the theoretical

and practical implications with its limitations and future

research opportunities are discussed in Section 5 and

concluded in Section 6. Based on the outline, our paper

makes the following concrete contributions:

(i) Extends existing Information Systems (IS)

research by providing an integrated view of

digital watermarking in data spaces.

(ii) Designs and implements an IT artifact based on

DSR.

(iii) Discusses concrete theoretical and practical

implications based on the evaluation of the

constructed artifact.

2. Background & Related Work

This chapter describes the terminologies of

data sovereignty, data spaces, and the connector

component, along with the concepts of steganography

and digital watermarking. It helps to unify the needed

understanding and present related work, considering its

distinction from this work.

2.1. Data Sovereignty

The capability of an entity to control the access

and usage of data to increase trust is designated

as data sovereignty (Hellmeier & von Scherenberg,

2023). Such entities could range from individuals

to groups and organizations to companies and large

enterprises (Firdausy et al., 2022b; Jarke et al., 2019).

While the term’s first usage can be traced back to the

early 2000s (Hallinan, 2022), its interpretation changed

over time in various domains and application scenarios.

Besides data sovereignty concepts for indigenous

people (Taylor & Kukutai, 2016) or in specific legal

contexts (Lian, 2021; Woods, 2018), this paper is

based on definitions in the context of information

systems, computer science, and software engineering.

Here, the conceptualization of the term consists of a

data provider and a data consumer negotiating specific

rules and contracts under which conditions data can

be used, supported by a data infrastructure that helps

ensure trust and the management of the rules and

contracts (von Scherenberg et al., 2024). Therefore,

“[d]ata sovereignty refers to the self-determination of

individuals and organizations with regard to the use of

their data” (Jarke et al., 2019, p. 550).

Various associations and organizations like Gaia-X,

the IDSA, and the DSSC use data sovereignty as

a foundation to create architectures (Firdausy et al.,

Provider
Control Plane

Provider Data Plane
(Data Source)

Consumer
Control Plane

Consumer Data Plane
(Data Sink)

Offer

Policy
Negotiation

Dataset

Identity Provider
Trusted Data Space
Environment

Figure 1. Architecture Overview of a Data Space

Connector in its Trusted Environment.

2022a; Otto et al., 2019), frameworks (Gaia-X European

Assocication for Data and Cloud AISBL, 2022), and

protocols (IDSA, 2024) to bring conceptual ideas into

realization. One possibility are data spaces with their

core component of a connector, introduced in the

upcoming Section 2.2.

2.2. Data Spaces & Connector

The concept of a data space (sometimes also written

dataspace) is based on data sovereignty. It is a

trustworthy decentralized environment for data sharing,

where data providers and consumers can offer, sell,

and exchange data (Nagel & Lycklama, 2021). Data

spaces enable the technical implementation of data

sovereignty by requiring several components to facilitate

trust and interoperability among participants (Nagel &

Lycklama, 2021). The main software artifact facilitating

interoperability and connectivity within a data space is

called a connector. Figure 1 illustrates the architecture

of a system comprising two participants sharing data

using connectors based on the standardized Dataspace

Protocol (DSP) (IDSA, 2024). This Figure resembles

the implementation of the connector in the Eclipse

Dataspace Components (EDC) 1. The EDC connector

is a widespread open-source compatible implementation

of a data space connector, which we additionally use

as the basis for our developed artifact designed and

described in this work.

Based on the DSP (IDSA, 2024), a transfer with

a connector consists of two sub-modules facilitating

controlled data sharing within a data space. The main

component is the control plane, which is responsible for

most of the management tasks related to data sharing.

The list of functions includes cataloging, i.e., storing

metadata about datasets intended to be offered within the

data space. Additionally, the connector handles policy

1https://projects.eclipse.org/projects/technology.edc
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management and their negotiation, i.e., the definition

of access and usage policies defining the conditions

attached to the use of data. Finally, the logical construct

of a data plane facilitates the actual transmission of data

between a provider and consumer.

As shown in Figure 1, each connector within

a data space is connected to an identity provider,

which is responsible for the issuance and validation

of identities and certificates within a data space. It

is essential to increase trust between different parties,

like data providers and consumers. The connector

uses the services of the identity provider whenever

the verification of certificates from the participants is

required (Nagel & Lycklama, 2021).

In order to offer data within a data space using the

connector, the provider must create a representation of

the data called a dataset (IDSA, 2024). The provider

can further define policies connected to the dataset that

determine their access and usage conditions. Combining

these elements as a relationship is called an offer (IDSA,

2024). Once data sharing is needed, the potential

consumer requests the catalog of datasets from the

provider, which contains all the information required

to start a contract negotiation process. During this

process, a set of messages are exchanged among the two

parties to reach an agreement. Once an agreement is

established, the actual transfer process on the data plane

level can take place.

To summarize existing concepts and delimit our

work from related work, the IDSA forms a baseline

for data spaces with the reference architecture, the DSP

on the protocol level, and compatible implementations

like the EDC on the implementation level for

connectors. Nevertheless, ensuring data sovereignty is

still challenging since the overall system only works

within the trusted environment’s scope. Even if

control is ensured up to the data sink on the consumer

side, data can still leave the trusted environment,

leading to the overall system’s limits and loss of

control. In short, there is no data sovereignty. While

related work mainly focuses on different access and

usage control mechanisms inside a specific environment

or architecture (Ferraiolo et al., 2011), maintaining

control and data sovereignty is still unexplored after

data leaves the data space. This also applies to

related concepts and initiatives like GAIA-X (Otto,

2021), eXtensible Access Control Markup Language

(XACML) applications (OASIS, 2013), and different

solutions built on them (Appenzeller et al., 2020). To

close this gap, we enhance data spaces with the help

of information hiding. The two commonly known

concepts of steganography and digital watermarking are

introduced in the following.

2.3. Steganography & Digital Watermarking

The enrichment and expansion of data with secret

information directly inside it belong to the research

field of information hiding. Specialized techniques

and algorithms arose over time and were classified

as methods for steganography and watermarking.

While steganography strives to extend or generate a

cover medium with an invisible secret message inside

it (Krishnan et al., 2017), watermarking or digital

watermarking aims to protect a dataset by enriching

it with additional details or copyright information,

the so-called watermark (Podilchuk & Delp, 2001;

Qadir & Ahmad, 2006). As a result, steganography

methods often include encryption techniques with an

unknown hiding method, as the focus is on securing

the secret message that may include confidential

information in a cover medium that is only a means

to an end (Ahvanooey et al., 2022; Krishnan et al.,

2017; Podilchuk & Delp, 2001). In contrast, digital

watermarking focuses on protecting the intellectual

property of the cover medium itself, where the

embedding technique and the message itself do not need

to be secret (Podilchuk & Delp, 2001; Rizzo et al.,

2016). As a result, the robustness of watermarks to

be permanently embedded is crucial (Ahvanooey et al.,

2018; Jalil & Mirza, 2009), whereby a wide variety

of techniques exist, focusing on different cover media

types like image, text, video or audio (Podilchuk &

Delp, 2001).

To our knowledge, there are currently no

publications or usages of digital watermarking

techniques inside data spaces available. Related work

like Pan et al. (2010) only discusses the combination

of Organization Based Access Control (OrBAC)

with watermarking on an image level. Nevertheless,

practitioners discussed watermarking techniques

as a possible solution for strengthening data

sovereignty (Hellmeier et al., 2023). Thus, we use

a practical problem-solving method to combine both

research areas and design a solution.

3. Method

This paper aims to mitigate the current practical

problem of missing data sovereignty and usage control

after data leaves a data space’s trusted environment. We

use input from research and practice to build and design

an IT artifact that is evaluated toward this problem

statement. We use the DSR methodology based on

Hevner et al. (2004) and Hevner (2007) to derive design

knowledge in a structured way, following the three-cycle

approach. All three cycles with their application in this
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Figure 2. Applied DSR Cycles following Hevner

(2007, p. 88).

work are described in the following with a summarized

overview presented in Figure 2.

The relevance cycle initiates the DSR process

and consists of external requirements and acceptance

criteria (Hevner, 2007). In this study, the environment

is based on the one hand on industry partners and

their requirements. These requirements were carefully

collected in a previous interview study of different

sectors in different countries (Hellmeier et al., 2023).

On the other hand, the open source community of the

EDC are part of the environment since our artifact is

based on an actual IT implementation.

The rigor cycle consists of existing sources,

experiences, expertise, artifacts, and processes (Hevner,

2007). The present study’s knowledge base comprises

current literature findings from digital watermarking and

data sovereignty research domains. It includes DSR

literature for the methodological foundation and project

experience from the development team.

The design cycle as the core of DSR aims to craft the

artifact based on the input from the relevance and rigor

cycle with a downstream evaluation (Hevner, 2007). We

use the Java programming language to implement the

IT artifact based on EDC connector extensions and test

them afterward in an evaluation.

During the iterative execution of the design process,

all seven DSR guidelines are carefully followed. Table 1

gives a comprehensive overview of our application from

the guidelines introduced by Hevner et al. (2004).

4. Results

To combine the previously introduced domains

of data spaces and digital watermarking, a concept

of how to increase data sovereignty by dynamically

watermarking data before it is shared is proposed.

Starting with gathered information from the

knowledge base in the rigor cycle, watermarking

techniques consist of a cover medium that needs to be

protected and the watermark itself that gets included in

the cover medium (Por et al., 2012; Qadir & Ahmad,

2006). In the context of a data space, we use the dataset

shared between a data provider and a data consumer

as a cover medium and the policy containing the

conditions for data usage as a watermark. Depending

on the use case of the environmental relevance cycle,

a different semantic content of a watermark could be

used. Through direct use of the policy as a watermark,

it remains persistent within the dataset even if it leaves

the data space’s trusted environment. Therefore, we

decided in the design cycle that the watermarking

process only needs to be included on the provider’s

side, being interoperable between different connectors

and data spaces due to the independence of the

consumer side. To showcase the design functionality,

we implemented it in Java based on the connector of

the EDC, consisting of two extensions. One extension

builds the watermark based on the policy, while the

second extension integrates the watermark into the

dataset. In the following subsections, the concept of

each extension is described more generally, including

details of our design.

Since most interactions like the policy negotiation or

the data transfer remain unaffected by our solution, the

watermarking starts directly after the requested transfer,

as depicted in Figure 3. Therefore, the proposed

solution only extends the currently used data sharing

body without removing or changing existing interactions

to preserve interoperability, shown by the Watermarking

box in the sequence diagram of Figure 3.

4.1. Policy Information Extension

The designed Policy Information Extension (PIE)

aims to extract the decision under which conditions a

data transfer takes place to build the watermark. Based

on the previously described architecture of the EDC as

an environmental input from the relevance cycle, the

contract terms are negotiated via the DSP between the

owner of the dataset (data provider) and the external

participant receiving it (data consumer) on the control

plane. These contract terms are defined as a policy in the

terminology of data spaces and their connectors (Otto

et al., 2019), described in the Open Digital Rights

Language (ODRL)2. Therefore, the PIE is built as an

EDC control plane extension.

Our specific implementation of a possible PIE

offers a REST API for external requests to return the

watermark. Referring to Figure 3, the process starts

after a consumer successfully negotiates a contract

(negotiateContract()) and requests the start of the data

2https://www.w3.org/TR/odrl-model
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Table 1. Applied DSR Guidelines following Hevner et al. (2004, p. 83).

No. Guideline Our Application

1 Design as an Artifact Two implemented EDC connector extensions as IT

artifact.

2 Problem Relevance Identified lack of data sovereignty from industry partners

after it leaves their control boundaries in heterogeneous

system landscapes.

3 Design Evaluation Descriptive evaluation based on the initial problem

relevance and experimental simulation evaluation

through technical testbed executions.

4 Research Contributions Contributed IT artifact as a descriptive concept and

implemented extensions.

5 Research Rigor Knowledge based on existing data sovereignty and digital

watermarking research.

6 Design as a Search Process A development process for the artifact design.

7 Communication of Research Published results in the form of this paper publication.

sharing (startTransfer(destination)). It accepts a transfer

request ID as an input and uses it to locate and

retrieve the corresponding contract with its policies that

prompted the transfer request within the control plane’s

core services (getPolicyData(transferRequestId)). It

uses the collected information to transform the ODRL

policy into a serialized String, which forms the

watermark. This watermark is returned as an HTTP

response to fulfill the initial request.

4.2. Watermark Embedding Extension

The Watermark Embedding Extension (WEE) aims

to inject the watermark inside the dataset. The actual

data transfer occurs in the data plane of the EDC

connector. Therefore, the WEE is integrated directly

where the byte shoveling is done. Whenever a dataset

designated for watermarking by its data provider is

transferred via the EDC connector, the WEE intercepts

the stream of the dataset, modifies it by injecting the

watermark, and passes it on within the framework of

the data plane from where it finally arrives at the data

consumer side.

A specific watermarking algorithm injects the

watermark into the cover medium of the dataset. Our

specific WEE implementation is based on the text-based

watermarking approach introduced in Hellmeier et al.

(2025) that can include a byte-encoded watermark

inside a cover text without increasing the content

size or getting noticed by humans. Since different

algorithms arose over time, specialized on different

file types like text, image, or video (Su et al.,

1998) with respective advantages and disadvantages,

the usage of an appropriate algorithm for every data

space is crucial and must be selected accordingly,

depending on the use cases. If the application

focuses on a high embedding capacity, alternative

watermarking algorithms like UniSpaCh (Por et al.,

2012) or zero-width character solutions can be used

instead. Our implemented and utilized method fulfills

the DSR guidelines four and seven for contributions and

communication (Hevner et al., 2004) because the source

code of the watermarking algorithm is made available

publicly3 in comparison to alternative solutions like

UniSpaCh.

As described above, the negotiated contracts and

their respective policies are stored within the control

plane component of an EDC connector. Since the

data plane only knows the transfer request ID, our

implementation requests additional information from

the control plane at the PIE. Whenever the data

plane executes a data transfer, the WEE requests

the watermark by calling the PIE to acquire the

data representation of the policy incorporated in the

contract. The dataset itself, acting as a cover

medium, can be retrieved directly from the source

location (getAssetContentData()). As soon as both

the dataset and the watermark are available, the WEE

injects the policy as a watermark into the dataset

(injectWatermark(policyData) and forwards it within

the data plane to the final location on the data

consumer’s side (forwardData()).

4.3. Evaluation

Since evaluation is crucial in DSR as stated in

guideline three (see Table 1), we use an experimental

simulation method based on a testbed setup and a

descriptive evaluation method based on the information

3https://github.com/FraunhoferISST/TREND
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Figure 3. Unified Modeling Language (UML) Sequence Diagram of a Data Transfer with Watermarking.

from our knowledge base (Hevner et al., 2004). These

two methods were deliberately chosen because others,

like experimental usability tests, are not applicable since

the resulting artifact is a backend solution without direct

user interaction. Thus, frontend tests, interview-based

field studies, or user interactions are not suitable. In

the context of this work, one important aspect of the

artifact evaluation is the validity criteria, analyzed and

described with both methods in the following. “Validity

means that the artifact works and does what it is meant

to do; that it is dependable in operational terms in

achieving its goals” (Gregor & Hevner, 2013, p. 351).

While continuous evaluation during the design cycle

and artifact development was conducted, this chapter

focuses on the final testing. It aims to describe the setup

of the testbed for transparency and reproducibility. To

reduce the bias, the evaluation is executed by a group

of researchers instead of a single person (Hevner &

Chatterjee, 2010).

First, we use the experimental evaluation method

following Hevner et al. (2004) by building a real testbed.

The testbed consists of two configured EDC versions4,

one provider EDC with our PIE and WEE extension,

4A minimally configured variant based on EDC v0.5.1 with a
custom file transfer extension, a mocked identity provider and without
cloud extensions: https://github.com/eclipse-edc/Connector

and one consumer EDC without our extensions to span

a minimal data space. Both EDCs are connected to a

minimal user interface for monitoring and controlling

the tests. The entire evaluation is executed in a Docker

setup on a Linux virtual machine running Ubuntu 22.04

LTS. We created two copies of a plain .txt file containing

a dummy Lorem ipsum text block. The first file is

transferred over the EDC from the provider into the

data sink of the consumer with the basic setup and

without enabling our extensions. Such a basic setup

is mostly used in currently operated data spaces. The

second file uses both extensions to enable our proposed

watermarking strategy and test the designed artifact.

After analyzing both files on the consumer side, the

first one is unprotected and could easily be misused,

strengthening the initially introduced problem statement

and proving the concerns raised by the practitioners in

the relevance cycle (Hellmeier et al., 2023). In contrast,

the second file still contains the watermark and thus has

lasting protection.

Second, we use the descriptive evaluation

method based on the initially motivated problem

for strengthening data sovereignty after it leaves its

controlled boundaries. This scenario is used “around the

artifact to demonstrate its utility“ (Hevner et al., 2004,

p. 86). Based on the results from the testbed of the
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experimental evaluation, the watermark stays persistent

in the data sink of the consumer side. This ensures that

the watermark remains persistent even after the data

leaves the trusted environment of the data space.

5. Discussion

To our knowledge, this paper is the first combination

of the research domains of data spaces and digital

watermarking in the context of data ecosystems. Based

on DSR with input from research and focus on a

practical problem domain, we designed, implemented,

and evaluated an IT artifact based on existing

components and protocols and showed the practicable

use by two EDC connector extensions.

Using watermarking techniques inside data spaces

has clear implications for increasing data usage control

and, thus, data sovereignty and trust in the overall

network. This leads to specific implications for theory

and practice.

On the one hand, regarding theoretical implications,

this work acts as a starting point for watermarking in

data spaces. Research needs to follow up by developing

metrics on measuring data sovereignty and evaluating

the amount digital watermarking has on it. Further,

digital watermarking offers new perspectives on the

application of data sovereignty. The integration into

existing data spaces and data ecosystems can influence

existing theoretical approaches, processes, models, and

architectures. By improving technical enforcement

mechanisms, the existing literature on trust frameworks

must be checked to reflect the new opportunities and

their downstream effects.

On the other hand, regarding practical implications,

DSR is used as a problem-solving process for designing

artifacts that can be used in reality (Hevner et al.,

2004). With regard to our designed artifact, existing

data spaces need to adopt and test digital watermarking

with existing use cases in practice. Building on this

work’s proposed EDC connector extensions, it helps

practitioners integrate watermarking inside different

stages of the data sharing process. Nevertheless, the

integration and continuous adoption of the EDC leads

to several implementation challenges due to a lack of

documentation in the upstream project. Additional

experience is needed to check the feasibility of the

solution within companies’ existing software systems

and architectures.

However, different questions are still open that are

not discussed in this paper. These points of contact lead

to future research opportunities guided by this work’s

limitations, which are discussed below.

5.1. Limitations & Future Research

Despite careful implementation, this study, with its

presented IT artifact, has limitations and offers future

research opportunities.

First, people familiar with the watermarking

algorithm could selectively remove or change

watermarked datasets. Future research needs to

check whether concepts like checksums or encryption

mechanisms can help to tackle this limitation. Further,

reviewing and using alternative steganography methods

focusing on counterfeit protection could lead to more

robust solutions against attackers.

Second, the proposed solution has a high level

of generalization as the variable structure allows the

integration of any suitable watermarking algorithm, e.g.,

for specific file types like images (Begum & Uddin,

2020; Wan et al., 2022) or text (Ahvanooey et al., 2022;

Jalil & Mirza, 2009). Nevertheless, if needed, this

could lead to semantic interoperability issues without

agreement on one watermarking method inside a data

space.

Third, the practicability must be checked in a

real-world environment in a concrete use case. Future

research needs to conduct a field or case study to

check its practicability and identify further improvement

points. This can be done on a technical level with

benchmarking and software quality analysis, as well

as with expert interviews for qualitative research and

an information systems point of view. It needs to

include the involement of adjacent research domains and

concepts beyond data spaces and data ecosystems, such

as data usage control or digital rights management.

Fourth, watermarks in data spaces only help to

a limited extent with policy enforcement. Even if

the policies are directly integrated into a dataset that

stays present after data leaves the trusted environment,

this does not immediately ensure full enforcement.

Future work is in progress to determine whether using

mechanisms on lower Open Systems Interconnection

(OSI) levels, like the network layer instead of the

application layer (ISO/IEC, 1994), can help guarantee

policy enforcement and increase data sovereignty

further.

6. Conclusion

We have designed and implemented an IT artifact

consisting of two data space connector extensions for

watermarking datasets before sharing them with other

participants in a data ecosystem, following DSR. The

system described is lightweight and integrated on the

provider side while being interoperable with existing
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data spaces. The implemented version based on the

EDC and our text-based watermarking technique proves

the practicability of the theoretical solution.

Our results showcase how digital watermarking

methods help increase data sovereignty in data

spaces while being consistent with existing standards,

protocols, semantics, and reference architectures. The

evaluation in our testbed environment shows its valid

functionality and identifies open points for future

research. Further work is needed to evaluate the increase

in policy enforcement with additional tests in other

real-world data spaces.
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ABSTRACT Large language models (LLMs) have gained significant popularity in recent years.

Differentiating between a text written by a human and one generated by an LLM has become almost

impossible. Information-hiding techniques such as digital watermarking or steganography can help by

embedding information inside text in a form that is unlikely to be noticed. However, existing techniques,

such as linguistic-based or format-based methods, change the semantics or cannot be applied to pure,

unformatted text. In this paper, we introduce a novel method for information hiding called Innamark,

which can conceal any byte-encoded sequence within a sufficiently long cover text. This method is

implemented as a multi-platform library using the Kotlin programming language, which is accompanied

by a command-line tool and a web interface. By substituting conventional whitespace characters with

visually similar Unicode whitespace characters, our proposed scheme preserves the semantics of the cover

text without changing the number of characters. Furthermore, we propose a specified structure for secret

messages that enables configurable compression, encryption, hashing, and error correction. An experimental

benchmark comparison on a dataset of 1 000 000 Wikipedia articles compares ten algorithms. The results

demonstrate the robustness of our proposed Innamarkmethod in various applications and the imperceptibility

of its watermarks to humans.We discuss the limits to the embedding capacity and robustness of the algorithm

and how these could be addressed in future work.

INDEX TERMS Blind watermarking, copyright protection, data hiding, data sovereignty, digital text

watermarking, information hiding, steganography, Unicode characters.

I. INTRODUCTION

Interest in large language models (LLMs) has grown rapidly

in recent years, with a variety of promising applications

emerging for individuals and businesses. The enduring

process of digitization has led to numerous documents being

stored directly in a machine-readable format that can be

processed with LLMs. However, it is becoming increasingly

difficult to protect this intellectual property, especially

when data are shared. In addition, recent improvements

in AI-generated text make it increasingly challenging to

The associate editor coordinating the review of this manuscript and

approving it for publication was Peter Langendoerfer .

distinguish between text written by a human and text

generated by an LLM [1]. This can make it more com-

plicated to maintain control over data, often discussed

under the umbrella term data sovereignty [2], [3], [4].

Information-hiding techniques such as digital watermarking

or steganography can help to address these concerns by hiding

information in a cover document [5], [6], [7], [8], [9].

Researchers and practitioners have developed a variety of

methods for hiding data in different files, such as image,

video, audio, or text files, of which the latter are the most

challenging [7], [10]. Those techniques can be classified

as watermarking or fingerprinting methods, which focus

on robustly storing copyright information and securing

123120
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intellectual property, and steganography methods, which

focus on encoding secret information imperceptibly [5], [6],

[7], [11]. To hide information in text, format-based methods

shift words or lines or change fonts or text colors, whereas

linguistic-based methods replace words with synonyms or

generate new text [8], [12]. Recently, researchers have

proposed and discussed the possibilities for watermarking

and steganography in LLMs [13], [14], [15], [16], [17].

This is motivated by political regulations like the European

Union’s AI Act, which states that AI-generated texts must

be detectable and mentions watermarks and fingerprints as

possible solutions [18].

However, existing approaches show significant drawbacks

in real-world use cases. For example, words cannot be

replaced with synonyms in legal cover texts, as small

semantic changes can have profound legal impacts. Format-

based methods that employ line shifts or font colors cannot

be applied to plain text files. Other methods using specific

characters like Unicode confusables or spaces without width,

called zero-width characters, are either visually recognizable

by humans or not robust in different applications when using

simple copy-and-paste tampering attacks [9].

To close this gap, we extend the method proposed in [19]

and call it Innamark. This method can hide any byte-encoded

string inside a cover text by replacing all classical whitespace

characters with a curated set of similar-looking whitespace

characters from theUnicode standard [20]. This leads to a text

with a secret message hidden inconspicuously inside. This

approach is applicable to plain text in different file formats

due to its format independence, and the secret message

remains when copied and pasted without alerting users. Our

design can support optional functionalities like compression,

encryption, hashing, or error-correcting codes. This makes

it usable for both watermarking and steganography use

cases. To sum up, the paper makes the following concrete

contributions:

• We propose Innamark, an information-hiding technique

that can hide any byte-encoded sequence inside a cover

text.

• We provide a Kotlin library as a reference implementa-

tion.

• We introduce InnamarkTags, a specific secret message

structure, to enable compression, encryption, hashing,

and error-correcting codes to strengthen the security and

robustness further.

• We evaluate the capacity, imperceptibility, and robust-

ness of the proposed method.

• We conduct a comparison with related work in an

implemented testbed of ten algorithms.

The remaining sections of this paper are structured

as follows: The necessary background information and

nomenclature are introduced in Section II. An overview of

similar algorithms and concepts is presented in Section III.

Our proposed embedding and extraction technique is detailed

in Section IV, including information about our reference

TABLE 1. Digital watermarking definitions.

implementation. The results of a benchmark evaluation are

presented in SectionV and discussed in SectionVI. The paper

concludes in Section VII, with additional information in the

Appendix.

II. BACKGROUND

This section introduces the terminology and notation needed

to understand this work.

A. WATERMARKING AND STEGANOGRAPHY

Distinguishing between the different terminologies used

in the domains of cryptography and information hiding

is crucial and has been discussed comprehensively in the

literature [5], [9], [11], [21], [22]. Starting with the broadest

concept, ‘‘information hiding is the science of concealing

a secret message or watermark inside a cover media (a

host file/message) for providing various security purposes

such as content authentication, integrity verification, covert

communication, and so on’’ [9, p. 56]. Information hiding can

further be divided into steganography and watermarking. It is

distinct from cryptography because, at its root, it is not about

transforming plain text into an encrypted cipher text [21].

A detailed survey and classification of information-hiding

techniques has been published in [5].

The process of hiding a secret message inside a cover

medium ‘‘in a way that one cannot detect it’’ [7, p. 6367]

is termed steganography. Techniques used to perform

steganography can be classified into character-level, bit-

level, and hybrid methods [23]. Another definition is as

follows: ‘‘Steganography embeds a secret message inside an

innocent looking cover medium, stealthily, without creating

any attention. The cover medium used can be a text, image,

audio, video, network packets, etc.’’ [23, p. 1].

In contrast, digital watermarking focuses on inserting ‘‘a

visible or an invisible, preferably the latter, identification

code that permanently is embedded in the data’’ [24,

p. 230]. Watermarked data assets can range from images,

audio, and video to the under-researched and most difficult

cover medium of plain text [10], often referred to as

digital watermarking, text watermarking, or digital text

watermarking. An overview of the definitions that have arisen

over time is presented in Table 1.

To bring everything together, Rizzo et al. summarize

the concepts as follows: ‘‘While cryptography algorithms

make unreadable the information by applying a kind of
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permutation or substitution to the original content, the

steganography algorithms provide techniques to hide new

information into the carrier, that is a readable document.

Whereas watermarking algorithms ensure the authentication

and the copyright protection by applying a watermark to the

digital content.’’ [11, p. 97]

1) CLASSIFICATION

The existing methods can be further classified according to

the following attributes based on [5], [22], [26]:

• Cover Medium: The type of data in which the secret

message is embedded, such as image, audio, video,

or text files [5].

• Imperceptibility: The secret message can be embedded

visibly or invisibly inside the cover [22], [26].

• Blindness: A blind method allows the secret message to

be extracted without knowledge of the original cover,

while a non-blind method requires the original cover for

extraction [22], [26].

• Robustness: A robust method can withstand attacks and

intentional or unintentional modifications, whereas a

fragile method can not [5], [22].

Our proposed method is an invisible and blind method that

uses text as the cover medium, aiming for high robustness.

B. NOTATION AND UNICODE WHITESPACE CHARACTERS

In this subsection, we introduce the notation used in this paper

to describe our proposed method, which follows [27]. All

iterable elements in the algorithmic descriptions, like lists, are

indexed starting at one. Since the information-hiding scheme

is based on plain text, let u be a member of the set U := {u : u

is Unicode character} of the 154 998 characters in version

16.0.0 of the Unicode standard [20]. Let s be a Unicode

whitespace character with positive width, and let S := {s : s

is space character∧ s ∈ U} be the set of all 17 such characters

in this version of the standard. A character like the zero-width

space (U+200B) ‘‘although called a ‘space’ in its name, does

not actually have any width or visible glyph in display (. . . )

and is treated as a format control character, rather than as a

space character’’ [20, p. 326] and, therefore, is not an element

of S. We define the classical and most commonly used space

character U+0020 as δ ∈ S. We initially evaluated every

s in [19] to define our own subset of whitespace characters

as the alphabet A+ := {a : a ∈ S ∧ a ∈ U ∧ a meets

criteria}, where the criteria are non-noticeability for humans

and robustness in different applications and file formats.

For the non-noticeability or visibility criteria, we compared

the widths of the whitespace characters, taken from [28], with

that of the standard space δ (≈ 1/4 em). If abnormalities are

present that cause unusual space, we classify the character

as having a different visibility from δ, depicted as ‘‘✗’’

in Table 2. When the difference is not noticeable, ‘‘✓’’ is

shown (≈ 1/3 to 1/5 em), whereas ‘‘(✗)’’ indicates that the

difference could be noticeable to human eyes (e.g., 1/2 or

1/6 em).

TABLE 2. Whitespace evaluation based on [28].

For the application and file type robustness criteria,

we tested the different whitespace characters in text (.txt)

files, Microsoft Word files (.docx), PDF files created

using Word, emails, and Microsoft Teams Chat. All tests

were executed on Windows, Linux (Ubuntu), and macOS

for operating system independence. These file types and

programs were selected because they are considered industry

standards for office and collaboration tools in many fields,

except phone calls and SMS [29].

Only the three-per-em space (U+2004), the punctuation

space (U+2008), the thin space (U+2009), the narrow

no-break space (U+202F), and the medium mathematical

space (U+205F) are not noticed by humans and are robust in

most of our tested applications and file formats. Therefore,

these form the whitespace homoglyph alphabet A+; their

names are bold in Table 2. Thus, we can see that A+ ⊂

S ⊂ U . Our proposed Innamark technique, introduced in

Section IV, uses four of the five elements of A+ to encode

the secret message because one element φ ∈ A+ is used

as a separator character. We denote the alphabet without

the separator character as A−, where A+ = A− ∪ {φ}

and φ /∈ A−. Depending on the final application, the

modular design of our proposed technique allows the usage

of other characters in A+ if a different set is needed due to

framework restrictions or the requirements of specific use

cases. A summary of the notation is presented in Table 3.

III. RELATED WORK

Over time, a variety of information-hiding algorithms and

implementations for watermarking and steganography have

been published. Due to the increasing diversity of methods,

cover media, and applications, several literature reviews

and surveys have been published to organize the cluttered

research and application landscape. A more detailed discus-

sion of selected methods is provided in section III-A.
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TABLE 3. Overview of notation, following [27].

Bender et al. [30] provided one of the first com-

prehensive overviews of data-hiding methods for image,

audio, and text files. Later on, Petitcolas et al. [5] published

a survey on information-hiding techniques, focusing on

steganography, watermarking, and fingerprinting, including

information about possible attacks and a basic overall

theoretical framework. More specialized overviews with

solutions focusing on text steganography have been pro-

vided by Ahvanooey et al. [31], Krishnan et al. [23], and

Majeed et al. [8]. Current challenges are discussed by

Ahvanooey et al. [9] and Tyagi et al. [32], with the latter

considering concrete application possibilities.

In addition to reviews, researchers have formally compared

existing methods to identify their strengths and weak-

nesses. Ahvanooey et al. [33] compared watermarking and

steganography methods by differentiating their embedding

techniques and evaluating them according to the criteria of

imperceptibility, embedding capacity, robustness, security,

and computational cost [33]. One of the latest evaluations of

text steganography methods was published by Knöchel and

Karius [34], who compared their capacity, imperceptibility,

robustness, and complexity with a specialized focus on

malware.

A. RELATED METHODS

To situate our proposed Innamark method within the research

landscape, we consider the most relevant text watermarking

and steganography methods. In the LLM problem domain

initially set out, Kirchenbauer et al. [13] and Christ et al. [14]

presented token-based watermarking schemes, with the latter

focusing on undetectability, completeness, and soundness.

These ideas were integrated into SynthID, the watermarking

engine used by Google’s Gemini LLM [16]. Steinebach [15]

generated a text based on sets of letters. These methods are

classified as linguistic since they make use of LLM text gen-

eration. Such methods are problematic for cover texts whose

semantics are essential. Thus, we focus on format-based

methods that use insertion- or substitution-based embedding

techniques [34]. Other types of format-based methods,

as well as linguistic and random or statistical generation

methods [8], [34], are not considered further since either

they do not work on plain text documents due to the lack of

formatting options or they change the semantics or structure

of the cover text. We implemented all the methods presented

here for our benchmark evaluation in Section V. A summary

is provided in Table 4.

1) SNOW

One of the oldest whitespace steganography methods

for ASCII texts is Steganographic Nature of Whitespace

(SNOW) [35]. Although the first release goes back to the 20th

century, the last update, with a change to the open-source

Apache 2.0 license, was made in 2013. It has Java and

Windows DOS versions and a C implementation last updated

in 2016 [36]. The embedding process encodes the secret

message into tab and space characters and appends it to

the cover text, starting with a tab character under the

consideration of a predefined line length [35]. Upstream

compression and encryption can be enabled before the

encoding process.

2) UNISPACH

Awell-known algorithm in the field of information hiding for

text documents is UniSpaCh, proposed by Por et al. [6]. It is

an extended version of WhiteSteg, which replaces a single

whitespace character between two words or paragraphs with

either one or two characters to encode a zero or one [37].

UniSpaCh uses two different methods to embed the secret

message in the text. For spaces between words and sentences,

regular whitespace characters either remain as they are or

are extended by adding a thin, six-per-em, or hair space to

encode two bits per embedding location [6]. For end-of-line

and inter-paragraph spacings, the remaining space is filled

with a combination of hair, six-per-em, punctuation, and thin

spaces to encode two bits per character [6].

3) AITSTEG

Ahvanooey et al. [21] proposed a text steganography

technique for SMS or social media communication. The

embedding method transforms the secret message into

zero-width characters with a Gödel function and uses the

sending/receiving time and the length of the secret message

to insert it before the cover text.

4) SHIU ET AL.

The data hiding method proposed by Shiu et al. [38] focuses

on communication over messengers of social media net-

works. Due to the small width of social media messaging

windows, the method is based on a fixed line length and can

hide three bits per line of the cover text [38]. After encoding a

secret message into a bit stream based on the ASCII mapping,

it embeds the first bit by adding a whitespace at the end of a

line, changing the length of the line to embed the second bit,

and adding a whitespace between two words to embed the

third bit [38].
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5) RIZZO ET AL.

A text-watermarking technique based on replacing Unicode

characters with specific confusables, also known as homo-

glyphs, was initially proposed in [11] and extended to a

fine-grain watermarking approach in [22]. The latter method

generates a watermark by using a keyed hash function with

a secret message as a watermark and a secret password [22].

Afterward, the watermark is embedded in the cover text by

replacing specific characters with their confusables or leaving

them unchanged to embed one bit in each and replacing

spaces with a set of specific whitespace characters to embed

three bits in each [22].

6) STEGCLOAK

The open-source implementation StegCloak published

by [39], as described in [40], is a JavaScript steganography

tool that is able to hide a secret message inside a cover text

with optional password encryption and hash-based message

authentication code (HMAC). In the embedding process,

the secret message is compressed, optionally encrypted, and

encoded in a set of zero-width characters to be inserted in one

location after a classical whitespace of the cover text [40].

7) LOOKALIKES

Another implementation is the Unicode Lookalikes algorithm

by [41] as part of the Python package pyUnicodeSteganogra-

phy. Similar to [22], the method replaces specific characters

with their confusables to encode a secret message inside the

cover text [41].

8) COVERTSYS

Ahvanooey et al. [42] presented a multilingual steganography

method focusing on short messages in social media networks.

Like the previous approach in [21], four zero-width characters

and a timestamp are used to encode the secret message.

Further, a password-based approach with a one-time pad

(OTP) and an XOR operation are used to transform the secret

message into an encrypted bit stream that is appended to the

cover text [42].

9) SHAZZAD-UR-RAHMEN ET AL.

The data-hiding approach of Shazzad-Ur-Rahmen et al. [43]

can embed five bits per embeddable location, whereas

their updated version [44] can embed six. The main idea

of the latter procedure is to encrypt the secret message

using AES and convert the resulting binary stream into

blocks of six bits [44]. With the help of two lists, specific

Unicode characters are replaced with their confusables,

and whitespace characters are replaced with a particular

combination of smaller whitespace characters to embed the

secret message in the cover text [44].

IV. PROPOSED METHOD

In this section, we present Innamark, our invisible and blind

information-hiding technique for plain text. Since existing

Algorithm 1 Embedding Emb(CT , SMbytes, θ)

Input: Cover text (CT := {c1, c2, . . . , cn}, ∀c ∈ U);

Secret message (SMbytes := {q1, q2, . . . , qn},

∀q ∈ {0, 1, . . . , 255});

Configuration parameter (θ)

Output: Cover text with hidden secret message (CTSM )

1: ▷ Insert tag

2: SMbytes, SMH ← applyTag(SMbytes, θ)

3: ▷ Encode secret message

4: d ←
⌈

log2 2
8

log2 |A−|

⌉

5: for each q ∈ SMbytes do

6: for i← 1 to d do

7: r ← q mod |A−|

8: q←
⌊ q
|A−|

⌋

9: SMH ← SMH + ar+1 ▷ ar+1 ∈ A−

10: end for

11: end for

12: ▷ Insert secret message

13: i← 0

14: for each c ∈ CT do

15: if c = δ then

16: if i = 0 then

17: CTSM ← CTSM + φ

18: i← i+ 1

19: else if 0 < i ≤ |SMH | then

20: wHi ← SMHi ▷ wHi ∈ A−

21: CTSM ← CTSM + wHi
22: i← i+ 1

23: else

24: i← 0

25: end if

26: else

27: CTSM ← CTSM + c

28: end if

29: end for

30: return CTSM

methods either lack robustness in some applications, increase

the number of characters, or are recognizable by humans,

they are unsuitable for the LLM use case described in

Section I. Therefore, this section presents the embedding and

extraction method in Algorithm 1 and Algorithm 2 based

on our nomenclature introduced in Section II-B. It further

includes a concrete example based on a Lorem ipsum dummy

text and information about our implemented prototypes.

A. EMBEDDING

The proposed embedding method, detailed in Algorithm 1,

can hide any byte-encoded sequence in a Unicode-encoded

cover text CT . The examples in this paper are based on a

secret message SM in text form, in which every character is

transformed into its UTF-8 byte representation SMbytes.
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TABLE 4. Overview of Related Methods.

FIGURE 1. InnamarkTag structure.

The embedding function Emb(CT , SMbytes, θ) begins by

analyzing the configuration parameter θ . This specifies the

type of the secret message, which we call a InnamarkTag.

It offers optional functionalities that can be enabled in

any combination by the end user, namely, encryption,

compression, hashing, and error-correcting codes. Depending

on the user’s choice, θ defines the type used to calculate the

tag. The tag has a fixed length of one byte and is returned

by the applyTag method with the updated secret message,

depending on the user’s choice. Each bit in the tag indicates

whether an option, such as compression, is enabled (1) or

not (0). Thus, the tag describes the format of the secret

message, similar to tags or headers in network packets [46].

Fig. 1 provides an overview of the InnamarkTag structure, the

definition of each bit in the tag, and an example of a tag with

enabled compression (second compression bit set to one) and

error correction (fourth CRC32 bit set to one).

An InnamarkTag starts after the separator character φ, with

the tag having a fixed length of one byte, followed by an

optional prefix whose content depends on the tag, followed

by the secret message itself.

Next, the encoding process starts transforming the secret

message with the InnamarkTag and optional prefixes SMbytes

into a sequence of whitespace characters SMH from our

homoglyph alphabetA−. Since |A−| = 4, where | · | denotes

the cardinality, each byte of the secret message is represented

by four elements of A− because
⌈

log2 2
8

log2 |A−|

⌉

= 4. (1)

To fully include SMH in a cover text CT , the number of

standard space characters δ in CT must be at least the number

of elements of the hidden secret message SMH :

|{x ∈ CT : x = δ}| ≥ |SMH |. (2)

The final version of the cover text with the hidden secret

message CTSM is created by replacing all δ successively with

the elements of SMH . If, on the one hand, the input cover

text CT does not have any normal whitespace δ, e.g., if the

algorithm has already been applied to it, it is not possible to

embed the secret message. If, on the other hand, CT has more

δ characters than |SMH |, the insertion process starts again

until all δ are replaced to include the secret message multiple

times. Thus, the resulting text does not contain standard space

characters:

∀x ∈ CTSM : x ∈ U ∧ x ̸= δ. (3)

The use of multiple insertions improves the robustness of

the information-hiding scheme, as changes do not necessarily

destroy the secret message. The entire embedding algorithm

Emb(CT , SMbytes, θ) = CTSM is presented in Algorithm 1.

An example of the proposed embedding algorithm is

shown in Fig. 2 for the process and in Fig. 6 for input/output

comparison. The secret message SM = ‘‘John’’ is to

be hidden inside the cover text CT = ‘‘Lorem ipsum

. . . ’’ with an empty configuration parameter θ to use the

default InnamarkTag without compression, hashing, or error

correction. Each character of SM is encoded into its byte

representation SMbytes and transformed into the whitespace

alphabet. In this case, the first letter ‘‘J’’ of the secret
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FIGURE 2. Example embedding with a default tag.

message is represented by the UTF-8 hexadecimal value 4A

(U+004A), which equals the decimal value 74. Afterward,

each value of SMbytes is encoded into SMH by transforming it

into the alphabet A− with a loop-based modulo operation,

as described in Algorithm 1. This uses the length of the

alphabet without separator characters as the divisor d =

|A−| = 4, as illustrated in Fig. 3. The remainder of each

division operation indicates the index of the whitespace in

A− needed to build the complete sequence of whitespace

characters SMH as a representation of the secret message SM .

Next, each whitespace character δ of CT is replaced with the

corresponding space in SMH . Since CT has more whitespace

characters than needed, the insertion process starts again with

the separator character φ, represented by the black U+2004

in Fig. 2. Afterward, it inserts the default tag and the first

character ‘‘J’’ of the secret message a second time and stops

after all whitespace characters have been replaced.

B. EXTRACTION

The overall extraction method Ext(CTSM ) = SMbytes is

split into three parts: extraction of the encoded message, tag

analysis, and decoding. The first part starts by iterating over

all characters of the input text, including the secret message

CTSM , until it finds the first occurrence of φ as the separator

character. Through the filtering of A+, it extracts the full

InnamarkTag, an optional prefix, and a hidden secret message

SMH , as specified in Fig. 1.

The second part analyzes and evaluates the entire Inna-

markTag by calling analyzeTag(). If hashing is enabled,

it checks and verifies the hash of SMH and returns an error

FIGURE 3. Example of transforming a secret message into the whitespace
alphabet.

if problems occur. It can also decompress the message, check

the size, or apply the CRC32 prefix.

The third part decodes the hidden secret message SMH

into its byte representation SMbytes. The step size for the

decoding part depends on the length of the alphabet without

the separator character and is defined as

d :=

⌈

log2 2
8

log2 |A−|

⌉

(4)

with d = 4 for our alphabet because each byte is represented

by four whitespace characters from A−. The result of

the cascading modulo operation from Algorithm 1 can be

transformed back into its byte representation b. All b form

the secret message representation SMbytes, which in turn can

be converted into the UTF-8 representation of the decoded

secret message text SM . The overall extraction process is

summarized in Algorithm 2.

C. IMPLEMENTATION

The watermark embedding and extraction methods were

implemented as a generic library in the Kotlin programming

language to test and validate them. Kotlin was chosen since

it is interoperable with the widely used Java programming

language while supporting multiplatform targets. Thus, our

implementation can be used in applications supporting the

Java virtual machine (JVM) and in JavaScript solutions due

to the availability of both build targets.

123126 VOLUME 13, 2025



M. Hellmeier et al.: Innamark: A Whitespace Replacement Information-Hiding Method

Algorithm 2 Extraction Ext(CTSM )

Input: Cover text with a hidden secret message (CTSM )

Output: Extracted secret message bytes (SMbytes) or error

1: ▷ Extract secret message

2: for each c ∈ CTSM do

3: if c ∈ A+ then

4: if c = φ and SMH ̸= ∅ then

5: break

6: else if c ∈ A− then

7: SMH ← SMH + c

8: end if

9: end if

10: end for

11: ▷ Analyze tag and prefix

12: SMH , error ← analyzeTag(SMH )

13: if error then

14: return error

15: end if

16: ▷ Decode secret message

17: d ←
⌈

log2 2
8

log2 |A−|

⌉

18: for i← 0 to |SMH | step d do

19: for y← 0 to d − 1 do

20: ar+1← SMHi+y+1 ▷ ar+1 ∈ A−

21: b← b+ r · dy ▷ r ∈ [0, . . . , d − 1]

22: end for

23: SMbytes← SMbytes + b

24: end for

25: return SMbytes

To test the library, we developed a command-line interface

(CLI) tool for the JVM that can embed and extract

a byte-encoded string into another string or text-based

document, such as a plain text file. Additionally, a web

interface was implemented as a second usage example for

the JavaScript build target. This front end acts as a graphical

user interface and is likewise able to embed and extract

watermarks in cover texts.

The source code of our implementations is made publicly

available in [45] to ensure full transparency and applicability.

V. EVALUATION AND EXPERIMENTAL RESULTS

To analyze and evaluate our proposed Innamark technique,

this section compares it with state-of-the-art methods for text

watermarking and steganography.

Several empirical research methodologies are employed

in software engineering, including simulations, benchmarks,

case studies, and controlled experiments [47]. We use bench-

marking in this evaluation since it is a ‘‘standard tool for the

competitive evaluation and comparison of competing systems

or components according to specific characteristics’’ [48,

p. 333]. Numerous types of benchmarks exist, but we focus

on specification-based benchmarks since they concentrate on

a business problem and require development work before

running the benchmark [48], [49].

We based our benchmark on criteria from existing compar-

isons and evaluations because benchmarks should be devel-

oped by the community instead of a single researcher [47],

[50]. This leads to the following set of criteria, also used in

related work [8], [33], [34]:

• Capacity: Describes the embedding amount as a

relationship between the length of the secret message

and the cover text.

• Imperceptibility: Also known as invisibility, refers to

the visual and perceived differences between a text with

a secret message and one without.

• Robustness: A broad term mainly focuses on how

reliably the secret message stays inside the cover text in

different environments or when attacks are carried out.

Runtime or execution speed is not benchmarked since the

evaluation aims to differentiate the methods according to

their core properties rather than efficiency. In the following,

we introduce our experimental setup and dataset and present

the results of an evaluation conducted for each criterion.

A. EXPERIMENTAL SETUP AND DATASET

We created a testbed and implemented all relevant existing

methods presented in Section III-A and Table 4 in the Java

programming language on the basis of the published descrip-

tions, reference implementations, and examples. To ensure

a uniform basis and comparability without unnecessary

overhead, we consider the embedding and extractionmethods

only. Optional functionalities like encryption or compres-

sion are excluded since they can be applied upstream to

all algorithms. Fig. 4 shows our implemented evaluation

graphical user interface (GUI), consisting of the embedding

functionality on the left side, a drop-down box to select the

method in the middle with some additional options, and the

extraction tool on the right.

For the benchmark evaluation, we used a large dataset

of 1 000 000 random English Wikipedia articles as cover

text. We tried to embed the largest possible secret message

in each of the articles. For imperceptibility and robustness,

we applied each algorithm in two execution runs on the

1 000 000 cover texts. The first run tried to hide a short

four-character secret message inside the dataset, whereas the

second run tried to hide a long 455-character secret message.

The different lengths and forms of the Wikipedia cover texts,

as well as the two different lengths of secret messages, ensure

a comprehensive evaluation. More details about the data and

evaluation process for transparency and reproducibility are

provided in the Appendix.

B. CAPACITY

The embedding capacity analysis provides information about

the relationship between the length of the cover text and that

of the longest secret message that can be embedded within it.

We distinguish the algorithms in Table 4 into two types:
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FIGURE 4. Evaluation GUI for embedding and extraction.

1) Bounded-capacity algorithms: These have a limited

embedding capacity depending on the length, structure,

and used characters in the cover text and secret

message, primarily due to specific replacements or

insertions.

Algorithms: Shiu et al., Innamark, Rizzo et al.,

Lookalikes, Shazzad-Ur-Rahman et al., UniSpaCh.

2) Unbounded-capacity algorithms: These have no

general limit on their embedding capacity, primarily

due to the use of (zero-width) characters. Embedding

capacity restrictions only apply if the text length is

specified, like SMS or X (formerly Twitter) posts.

Algorithms:AITSteg, CovertSYS, StegCloak, SNOW.

In our testbed, we analyzed all bounded-capacity algo-

rithms by executing each on the dataset of 1 000 000

Wikipedia articles. This process started by hiding a one-byte

secret message inside the cover and then repeatedly increas-

ing the length of the secret message until an error occurred,

yielding the maximum number of embeddable bytes. This

process cannot be executed for the unbounded-capacity

algorithms, which can theoretically embed a message of any

length inside a given cover text.

We based the calculations on the approach described by

Rizzo et al.: ‘‘The embedding capacity is computed as the

average ratio between the number of embedded bits and the

number of characters in each document’’ [22, p. 13]. Our

dataset has an average cover text size of ∼2514 characters.

The resulting capacity ratios are depicted in Fig. 5.

We assign all unbounded-capacity algorithms a value of

1.0 to illustrate the unprescribed limit. Comparing the others,

we find that Shiu et al. has the lowest embedding capacity,

with 26/2514 ≈ 0.01 bits/character, and that UniSpaCh

has the highest of 1983/2514 ≈ 0.79 bits/character. The

other four bounded-capacity algorithms are close to each

other and have an embedding capacity of around and below

FIGURE 5. Maximum capacity evaluation results (higher values are
better).

0.1 bits/character, whereas our proposed Innamark method

has a capacity of 93/2514 ≈ 0.04 bits/character.

In a direct comparison, our results partly differ from

previous studies because the benchmark evaluation depends

strongly on the structure, format, and length of the input

cover text and the secret message. In [22], a similar analysis

with a different cover text dataset based on the New

York Times Corpus resulted in an embedding capacity of

0.321 bits/character for UniSpaCh. UniSpaCh embeds the

secret message between words, sentences, and paragraphs,

with a significant amount hidden between paragraphs.

Since [22] only used cover texts with a single paragraph

as input, UniSpaCh’s strength in embedding between para-

graphs was not considered in that work.

C. IMPERCEPTIBILITY

Imperceptibility or invisibility is the ability for a secret

message to be concealed in a cover document without

causing any visible abnormalities [21]. Therefore, this

benchmark is more relevant for steganography use cases than

watermarking [6], [11]. It is essential to distinguish between

imperceptibility to humans and to machines, which can detect

differences, for example, by using statistical metrics. Due to

the varying perceptions of humans, this benchmark ‘‘is the

most subjective of all the metrics’’ [34, p. 121]. Fig. 6 shows

an illustrative example of our Innamark algorithm as a direct

comparison of a plain cover text and a cover text with the

embedded secret message ‘‘John’’ in Microsoft Office Word

version 2408 using the default font ‘‘Calibri (Body)’’ in font

size 11. To further analyze and compare the imperceptibility

of all algorithms, we use four different measurement metrics

in the following, namely:

1) the Jaro–Winkler Similarity;

2) the number of characters;

3) the file size;

4) caret navigation.

1) JARO–WINKLER SIMILARITY

A standard numerical measurement used to compare

the similarity between two character sequences is the
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FIGURE 6. Innamark comparison example in Microsoft Word.

Jaro–Winkler similarity, also known by the misleading name

‘‘Jaro–Winkler distance’’ [51]. It is often used to evaluate

information-hiding techniques (see [27], [31], [42], [52],

[53], [54]). The benchmark is based on the Jaro string

comparator8, for which a value of 1 indicates that two strings

s1 and s2 are identical and 0 indicates that the strings have no

common characters [55]:

8(s1, s2) =















1 : s1 = s2
1

3

(

c

|s1|
+

c

|s2|
+
c− τ

c

)

: m > 0

0 : otherwise.

(5)

Here, |s1| and |s2| are the lengths of the strings, c is

the number of matching characters, τ is the number of

transpositions based on the characters and m for all matching

characters [51], [55]. The newer Jaro–Winkler similarity 8n

from [55] builds on the Jaro similarity:

8n(s1, s2) = 8(s1, s2)+ i · 0.1 · (1−8(s1, s2)). (6)

It adds the scaling factor 0.1 and a prefix length i to compare

the first characters of the strings [55].

In our testbed, we used a Java implementation in version

1.12.0 of the Apache Commons Text package [56] to

calculate the Jaro–Winkler similarity of a plain cover text and

a text with an integrated secret message. Like in [34], Fig. 7

shows the average Jaro–Winkler similarity for each algorithm

and for both short (four-character) and long (455-character)

secret message execution runs. For short secret messages,

UniSpaCh shows the best results with a Jaro–Winkler

similarity of 8n = 0.996, whereas Rizzo et al. has the worst

result with 8n = 0.729. Our proposed Innamark technique

has the best similarity of 8n = 0.931 for longer messages,

whereas AITSteg has the lowest similarity value of 8n =

0.362. It is noteworthy that the unbounded algorithmswithout

capacity restrictions have a comparatively high difference in

8n between short and long secret messages.

2) NUMBER OF CHARACTERS

A change in the number of characters can reveal that a

document has embedded hidden content, leading to poorer

imperceptibility. This may be detected automatically by

FIGURE 7. Jaro–Winkler similarity evaluation results (higher values are
better).

software or by a human, for example, when submitting a text

document to a publisher that imposes a character limit.

In our testbed, we compared the number of characters of

the original cover text with a text that included an embedded

secret message. The mean absolute differences 1 computed

across the dataset are depicted for both long and short

messages in Fig. 8.

Only the pure one-to-one replacement techniques Inna-

mark, Lookalikes, and Rizzo et al. do not show a difference.

The four unbounded algorithms and UniSpaCh show a

significant increase in the number of characters due to

the addition of zero-width or small whitespace characters,

making them recognizable. The negative value of 1 =

−8.957 for Shiu et al. is caused by the design of the hiding

algorithm. It replaces whitespace characters after a specific

length with newlines and removes formatting characters like

tabulators, decreasing the number of characters for short

secret messages.

3) FILE SIZE

Humans and systems can detect a text file with a hidden secret

message by its increased file size. In particular, suspicions

may be raised if a file with a small amount of text has a

large file size. Thus, Majeed et al. [8] argue for developing

data-hiding methods that create results with minimal file

sizes.
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FIGURE 8. Character size evaluation results (smaller absolute values are
better).

In our testbed, we compared the differences in file size

between the original cover text and the text including

a secret message. Although these benchmark criteria are

closely related to the previous analysis of the number of

characters, the results differ due to varying character storage

requirements. For example, Shazzad-Ur-Rahman et al.’s [43],

[44] method replaces a classical small Latin letter ‘‘g’’

(U+0067) with the visually similar-looking mathematical

alphanumeric symbol U+1D5C0 as part of the letterlike

symbols in the Unicode standard [20]. Whereas the first

needs one byte of storage space in the UTF-8 encoding, the

second needs four bytes. Fig. 9 illustrates the mean absolute

differences based on the two runs on our 1 000 000-article

dataset. The negative value for short secret messages from

the Shiu et al. algorithm indicates a decreased file size. This

can be attributed to replacing whitespace characters with

newlines, as seen in the results for the number of characters.

Our proposed Innamark technique is just in the lower third in

direct comparison because it is one of the few algorithms that

embeds the secret message multiple times in the cover text

for increased robustness.

4) CARET NAVIGATION

The last imperceptibility metric relates to suspicious behavior

when navigating through a digital text document with the

arrow keys on a computer keyboard. The caret is the blinking

FIGURE 9. File size evaluation results (smaller absolute values are better).

pipe in a text field that indicates the cursor position. If, for

example, a document contains zero-width characters and the

caret arrives at such a character when arrow keys are used for

navigation, the caret moves one zero-width character further

but visually stays at the same position, raising suspicion.

Similar abnormalities occur when multiple small whitespace

characters are used.

In our testbed, we manually checked various texts with

secret messages. We moved the caret from the start to the end

to identify any unusual behavior. In cases of hanging caret

positions or identifying unexpected characters, we classified

the algorithm as visible because the caret attack revealed

the secret message’s position. Table 5 shows an overview

of the results with a justification for each algorithm as to

why it is noticeable by users or not. It was found that only

three algorithms (Rizzo et al., Lookalikes, and Innamark) are

invisible through caret navigations.

D. ROBUSTNESS

The last primary benchmark criterion relates to the persis-

tence of a secret message inside the text. We focus on the

following two types of robustness checks:

1) modification robustness (insertion, replacement, dele-

tion);

2) usage robustness (retyping, formatting, file type and

application change via copy and paste).
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TABLE 5. Caret navigation attack evaluation.

1) MODIFICATION ROBUSTNESS

Modifications to a file that may compromise the secret

message, such as text insertions or deletions, are also known

as tampering attacks in the information-hiding literature [33].

We have analyzed replacements, each consisting of a deletion

followed by an insertion, for all implemented algorithms in

batch runs for both the short and long secret messages on the

1 000 000-article dataset. For each article, we embedded the

secret message and then replaced a block of 10% of the length

of the original cover text with just one letter. The starting

position of the replacement was randomly chosen using

seeding for reproducibility. A success rate was calculated,

indicating the percentage of articles for which a secret

message was successfully extracted after modification. Next,

the process was repeated with replacements of 20% up to

90% in steps of 10 percentage points. This resulted in a total

of 180 000 000 processed articles for the test (10 algorithms

× 9 modification percentages × 2 execution runs for short

and long secret message× 1 000 000 articles). The results are

presented in Fig. 10.

For short secret messages, our proposed Innamark tech-

nique proved to be the most robust method in our testbed,

even at high modification levels. Lookalikes and Shiu et al.

had a particularly low success rate, but the other algorithms

show a similar linear robustness trend. For long secret

messages, all tested techniques are roughly similar, with

StegCloak showing the best results because the algorithm

embeds the secret message at a single position.

2) USAGE ROBUSTNESS

The usage robustness considered several aspects of how

users work with text. We tested various usage scenarios

classified as attacks on the information-hiding schemes on

the full testbed of all implemented algorithms. The results are

summarized in Table 6 and explained in the following.

FIGURE 10. Modification robustness (higher values are better).

First, we analyzed a text reproduction or retyping

attack [24], [33], in which users manually type the text with

an embedded secret message in a new document. None of

the algorithms could withstand this attack since they all use

specific Unicode symbols that are lost on retyping.

Second, we applied different formatting changes and

checked whether the secret message could be extracted

afterward [9], [33]. We embedded a secret message inside a

cover, made the text bold, and changed the font, color, and

size. The secret message could be successfully extracted in

all cases because all algorithms work with Unicode symbols

that are not affected by such styling attacks. Nevertheless,

changing the font can affect the perceptibility of the

secret messages if the algorithm uses specific characters

unsupported by the font family.

Third, and in accordance with the whitespace evaluation

mentioned in Section II-B, we analyzed the robustness of a

cover text with an embedded secret message when used in

different applications and file formats. Simple copy and paste

operations form ‘‘one of the most common attacks in that the

malicious users copy the whole of text and paste into their

own files’’ [33, p. 7]. Following [43], we extended the set of

business-related targets to social media applications, namely,

WhatsApp, Facebook Messenger, and X (formerly Twitter).
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TABLE 6. Usage robustness.

In our testbed, we applied each algorithm to a Lorem

ipsum dummy text to hide a secret message in the cover

text. We copied each result into the relevant application

and checked whether the secret message could still be

extracted after copying it back to our testbed GUI. In Table 6,

‘‘✓’’ indicates that the secret message could fully be

extracted, whereas ‘‘✗’’ indicates a corrupted output. Edge

cases are depicted as ‘‘(✓),’’ like CovertSYS in a .docx

document, in which additional characters were shown in the

extracted result but the original secret message could still be

recognized. Only our proposed Innamark technique worked

partially in the PDF format, depending on the PDF viewer

used. For example, somewhitespace characters were replaced

with a standard U+0020 space when copying the content

fromAdobeAcrobat Reader, whereas they remained the same

with PDF24 Reader. In such cases, ‘‘(✓)’’ is shown in Table 6

because the respective whitespace characters remain in the

original PDF file but the robustness depends on the PDF

viewer used.

The results show that some applications remove specific

characters like the four-per-em space (U+2005), which do

not work in file types like .docx and PDF or in emails (see

Table 2) but are used by algorithms like Rizzo et al. [22].

Further, the tested messenger software and social media

networks often remove trailing whitespace characters from

messages, which is why SNOW and CovertSYS encountered

problems. Only our proposed Innamark technique was robust

in all tested applications and file types.

VI. DISCUSSION

This section discusses our proposed Innamark scheme on

the basis of the experimental evaluation results, considering

its limitations and future research directions. We evaluated

and compared it against a testbed of ten algorithms from the

literature, conducting tests on a dataset of 1 000 000 articles.

To our knowledge, the reported Innamark algorithm is the

first method that can hide a secret message inside a cover text

without increasing the number of characters or being noticed

by humans while ensuring robustness to replacing portions of

text and copying it between applications.

FIGURE 11. Requirement trade-off based on [57].

In general, it should be emphasized that there is no

one-fits-all information-hiding scheme with high robust-

ness, embedding capacity, and imperceptibility. Information-

hiding techniques often strive for high embedding capac-

ities, which often conflict with imperceptibility criteria

since imperceptibility decreases if the embedding capacity

increases [58]. This can be illustrated with a trade-off

triangle [57], shown in Fig. 11. Therefore, researchers and

practitioners need to select an appropriate algorithm for their

use case under the consideration of boundary conditions

and application scenarios. Following [34], we provide an

overview in Fig. 12 based on the evaluation results to support

the decision-making process.

An unbounded algorithm like AITSteg, CovertSYS,

StegCloak, or SNOW should be selected if a high embedding

capacity is essential. Our Innamark algorithm is a favorable

choice if data are often transferred between different applica-

tions and both robustness and imperceptibility are important.

A. LIMITATIONS AND FUTURE WORK

Nevertheless, our approach has limitations that need to be

discussed in future work.

First, Innamark’s small embedding capacity is a weakness.

The structure of an InnamarkTag, as shown in Fig. 1,

is designed to enable optional compression that can help to

increase the capacity. Work is in progress to increase the

capacity further by using compression libraries or developing

hybrid approaches that use non-printable characters. Further-

more, the impact of using different InnamarkTag options

needs to be analyzed to determine to what extent the error

correction improves robustness or how hashing affects the

embedding capacity.

Second, the proposed solution is based on and tested on

the Unicode standard and the UTF-8 scheme. Future research

should consider the influence of other encoding schemes like

UTF-16 and ISO-standardized Latin-1 (ISO 8859-1), and

the potential impacts on the process of recoding to a small

scheme like ASCII.

Third, the algorithm is robust to the actions of typical

users who do not recognize documents with hidden secret

messages. However, people familiar with the strategy can

use smart attacks to apply targeted destruction of the secret

message, for example, the random replacement of A+. This

can be eliminated by using a different random subset of A+
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FIGURE 12. Summarizing evaluation comparison inspired by [34].

for every embedding operation. With the help of the modular

InnamarkTag structure, future research can use smart analysis

in encoding to increase the noise tolerance and allow the

extraction and restoration of broken secret messages.

Fourth, printing and rescanning attacks using optical

character recognition (OCR) may destroy secret messages.

However, most spaces have slightly different widths that are

not recognizable by human eyes, so machines may restore

the original whitespace characters from a scan if configured

correctly. This strongly depends on the font used, the applied

OCR technique, and physical conditions like the scan quality.

Fifth, accessibility concerns may arise if a text with a

secret message is read by screen readers or automatically

translated into another language. Future research is needed

to analyze how those accessibility tools handle specific

Unicode characters. This emphasizes the need for a deeper

analysis of related text processing tools, such as machine

learning-based natural language processing (NLP) units,

minifiers, compressors, or deobfuscation tools.

VII. CONCLUSION

We have designed and implemented Innamark, a blind

and invisible information-hiding technique that can embed

byte-encoded sequences inside a cover text. Although several

solutions for digital text watermarking and steganography

have been published in recent years, existing approaches

change the semantics or style of the cover text, increase

the number of characters, or lack robustness against the

output being copied into different applications. By encoding

and mapping a secret message into our embedding alphabet

of five Unicode whitespace characters, we can embed the

information in the cover text by substituting all whitespace

characters. The specified structure of our InnamarkTag

has been designed to enable additional functionalities like

compression, encryption, hashing, and error correction. The

experimental evaluation shows strengths in imperceptibility

and robustness, with limitations in embedding capacity based

on a direct benchmark comparison with ten algorithms. Our

method can help LLM operators fulfill regulations like the

European Union’s AI Act [18] and can assist businesses

in securing sensitive data before it is shared with external

parties, especially if they are concerned about robustness

to copying between applications. Work is in progress to

increase the algorithm’s embedding capacity and enable the

restoration of secret messages broken by text alterations.

APPENDIX

EVALUATION DATA

To evaluate, compare, and benchmark our proposed Innamark

method against existing solutions, we performed two batch

runs with each algorithm. The first used the English example

name ‘‘John’’ as a short secret message. The second used the

following 455-character Lorem ipsum dummy text as a long

secret message: ‘‘Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor incididunt ut labore et

dolore magna aliqua. Ut enim ad minim veniam, quis nostrud

exercitation ullamco laboris nisi ut aliquip ex ea commodo

consequat. Duis aute irure dolor in reprehenderit in voluptate

velit esse cillum dolore eu fugiat nulla pariatur. Excepteur

sint occaecat cupidatat non proident, sunt in culpa qui officia

deserunt mollit anim id est laborum.’’

The set of cover texts consists of 1 000 000 random English

Wikipedia articles, chosen because they are publicly available

texts that have different lengths and structures and cover a

wide range of domains. We used the cleaned article version

from Hugging Face based on the dump from the Wikimedia

VOLUME 13, 2025 123133



M. Hellmeier et al.: Innamark: A Whitespace Replacement Information-Hiding Method

Foundation [59]. To reproduce our randomized selection, the

articles’ IDs are available from the corresponding author

upon request and can be mapped back to the original texts

and URLs.
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Abstract: Every day, a growing amount of data, including audio, video, images, and plain text, is published and shared

online. Facilitating its interoperable exchange, a range of standards and formats has emerged, establishing

common ground. Among plain text formats, CSV prevails as one of the most used text formats. However,

being a simplistic, plain text format, it lacks built-in security measures. Consequently, data users cannot

authenticate the integrity of CSV texts they receive. A recognised method in research for ensuring text integrity

is fragile watermarking. Accordingly, numerous watermarking techniques are available for tamper detection.

However, many of these methods are either incompatible with the CSV format or visible to the human eye.

To address these shortcomings, we propose a novel fragile watermarking technique for CSV files. Using

invisible line-ending control characters, we are able to embed any byte-encodable information into a CSV

cover text, making it truly imperceptible. We evaluated our technique by conducting three experiments to

benchmark robustness, capacity and imperceptibility and comparing it with existing solutions. We found that

our technique successfully achieves complete imperceptibility in all cases. However, a limited capacity and

line-ending normalisation sensitivity must be considered when applying it.

1 INTRODUCTION

The proliferation of an increasingly interconnected

world has led to an ever-growing amount of data, with

a projected growth to more than 394 zettabytes within

the next five years (Taylor, 2024). Driven by the

digital transformation, more and more digital assets

are created, published, and shared over the internet

every day, such as audio, video, images, or simply

plain text (Rizzo et al., 2019). Moreover, active

research in inter-organisational data sharing suggests

that to fully utilise the value of data, it needs to be

shared (Otto, 2022).

One of the most used plain text data formats

besides HTML and PDF is the Comma-Separated

Values (CSV) format. According to Vitagliano et

al., CSV makes up to 31% of available formats

on governmental portals (Vitagliano et al., 2023).

Being simple in nature, the CSV format provides

a https://orcid.org/0009-0002-8060-7162
b https://orcid.org/0000-0002-2095-662X
c https://orcid.org/0009-0004-3894-5023
d https://orcid.org/0009-0007-3121-0245

an easy way of storing, processing, and transferring

data (Abba and Hassan, 2018). Especially

for information exchange between heterogeneous

systems and processing of raw data, CSV prevails to

be a common choice due to its broad compatibility

and lightweight processing capabilities (Ito, 2024).

However, as CSV is a plain text format focused

on simplicity, it was not designed with security in

mind and thus fails to provide any security features

out of the box (Ito, 2024). This leaves data users of

third-party CSV files exposed to various risks when

using them. Following recent work, data integrity

attacks are considered one of the most fundamental

ones (Tian and Nogales, 2023), potentially resulting

in financial losses up to human harm (Jaigirdar et al.,

2019; Hisham et al., 2013). Therefore, as CSV

does not provide any protection schemes itself, other

solutions are needed.

Besides well-known security approaches and

cryptography techniques, watermarking – especially

fragile watermarking – has been identified as a

potential solution aiming at mitigating data integrity

risks. Therefore, various watermarking schemes

have been proposed that aim to enable integrity

This is the author’s version of a paper, presented at the SECRYPT 2025 conference and published under the CC BY-NC-ND
4.0 license. See doi:10.5220/0013559600003979.



authentication by making the watermark susceptible

to any changes made to the cover medium. For

example, (He et al., 2020) proposed a novel

watermarking technique for semi-structured text data

such as JSON, XML, or CSV by embedding error-

correction codes into the least significant bit (LSB) of

numeric values. Other text watermarking schemes,

on the other hand, often focus on homoglyph

substitutions, as demonstrated in (Rizzo et al., 2016).

However, most of the existing watermarking

approaches for integrity authentication are either not

applicable for the CSV format or alter the values

themselves. Consequently, recent work proposed a

novel data hiding scheme which embeds a digital

signature into a CSV cover text using alternating

double quotation marks (Ito, 2024). The proposed

scheme does not change the values themselves but

exploits the syntactical definition of the CSV format.

Yet, a significant drawback of this approach is that it

is visible to its user, affecting the text’s fidelity.

In this study, we aim to address the shortcomings

of existing work by proposing a novel CSV fragile

watermarking technique. Using invisible, non-

printable line-ending control characters to embed a

digital signature in a CSV cover text, our approach

is imperceptible in nature. We demonstrate how our

technique manages to incorporate any byte-encodable

information into plain CSV text and how it can be

utilised alongside digital signatures to authenticate

the text’s integrity. Furthermore, we evaluate our

approach in an experimental setup and compare it

with related work. Our main contributions include:

(i) A novel fragile watermarking technique

for CSV text, outlining the embedding and

extraction procedure.

(ii) An experimental setup used to evaluate and

compare our approach with relevant related

work.

The remainder is structured as follows: In

Section 2, we present relevant background

information and related work. Section 3 introduces

our CSV watermarking approach. Section 4 describes

the experimental setup and results. In Section 5, we

discuss results and limitations. Section 6 concludes

the study with a summary.

2 BACKGROUND

2.1 Watermarking

The idea of hiding data inside multimedia content

goes back to the 20th century, with a substantial

increase in academic publications since the

90s (Petitcolas et al., 1999). Since then, data

hiding has mainly focused on proofing copyright and

assuring the content integrity of digital media (Bender

et al., 1996). Existing methods aim to hide a secret

message (like a watermark or signature) inside

a cover medium. Those cover mediums can

range from images, text, audio, and video (Rizzo

et al., 2019) to more specialised types like Word

documents (Liu and Tsai, 2007), CSV files (Ito,

2024), or databases (Rani and Halder, 2022). An

alternative delimitation is a classification into the

categories of cryptography, steganography, and

watermarking (Taleby Ahvanooey et al., 2018;

Podilchuk and Delp, 2001; Rizzo et al., 2019).

An overview of the interrelationship between the

categories is shown in Figure 1.

Cryptography Information Hiding

SteganographyWatermarking

Semifragile RobustFragile

Figure 1: Information Hiding Classification (Podilchuk and
Delp, 2001; Taleby Ahvanooey et al., 2018; Rizzo et al.,
2019; Hellmeier et al., 2025).

Cryptography uses encryption and decryption

techniques by working with cipher to focus on

data hiding and data protection (Alkawaz et al.,

2016). In contrast, steganography focuses on

secure communication by hiding data invisibly to

prevent third parties from detecting it (Hartung

and Kutter, 1999). Watermarking aims to embed

copyright information visibly or invisibly inside the

cover (Jalil and Mirza, 2009; Kamaruddin et al.,

2018). The latter can further be divided into

robust techniques aiming for security and copyright

protection, fragile techniques aiming for tamper

detection, and semi-fragile techniques for something

in between (Podilchuk and Delp, 2001; Alkawaz

et al., 2016).

This work presents a fragile watermarking

technique for CSV cover files, introduced in the

following.

2.2 CSV Text Format

The CSV format is a plain text format for sharing,

processing and storing tabular data (Abba and Hassan,

2018). CSV has been used for decades, especially

This is the author’s version of a paper, presented at the SECRYPT 2025 conference and published under the CC BY-NC-ND
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in the domain of databases. As CSV was developed

out of need for an exchange format for heterogeneous

systems, CSV was long lacking a sound definition or

standard (Mitlöhner et al., 2016). This has led to

various dialects and formats that persist to this day,

resisting standardisation efforts.

In 2005, the IEFT published the RFC4180

specification, aiming at defining a common CSV

format based on how CSV was predominantly used at

the time. According to this, the most basic structure

of CSV text is records of the form aaa,bbb,ccc

delimited by a CRLF line-break. On top of that,

they define a more sophisticated grammar on how

to format different contents. Nevertheless, the

resulting specification still acknowledges the variety

of different dialects that exist by recommending

that “Implementors should be conservative in what

(they) do (and) be liberal in what (they) accept from

others” (Shafranovich, 2005, p. 5) when adhering to

this specification.

Roughly ten years later, in 2016, the W3C

formalised a non-normative document, aiming

at increasing the interoperability of CSV on the

web by defining a data model for CSV, as well

as by enhancing it with an additional metadata

model. This was to enrich the overall capabilities

of CSV, increasing the interoperability and overall

accessibility of CSV documents by formally

describing them (Brickely et al., 2016).

Nevertheless, the interoperability challenge

associated with utilising the CSV format has persisted

to this day. Therefore, recent work emphasised the

need for either a more consistent usage of the CSV

format or more robust processing and parsing tools

(Mitlöhner et al., 2016; van den Burg et al., 2019;

Vitagliano et al., 2023).

As the proposed watermarking scheme in this

work makes use of the fact that different dialects

exist, we investigate how major CSV tools handle our

watermarked content more closely in Section 4.

2.3 Line-Ending Control Characters

Line-Ending control characters are non-printable

control characters often found in text encoding

standards such as Unicode1 or ASCII2. Often referred

to as newline, their function is to indicate the end of

a line or the beginning of a new line, respectively

(Allen, 2007). Being utilised for text formatting

purposes only, they are invisible to regular users as

they are non-printable.

1https://www.ietf.org/rfc/rfc3629.txt [25.02.25]
2https://www.ietf.org/rfc/rfc20.txt [25.02.25]

There is a variety of different line-ending control

characters for different text encoding standards.

Unicode, e.g., defines eight different ones, with the

most prominent ones being carriage return (CR), line

feed (LF), and the combination of both carriage return

and line feed (CRLF) (Allen, 2007). Moreover,

different operating systems use different line-ending

control characters by default. An overview can

be seen in Table 1. The variety of different line-

ending control characters originated from a time when

typewriters required a combination of carriage return

to move the cursor back to the beginning of the

page and line feed to move the page up in order to

continue writing in a new line. With the shift to

the digital world, some operating systems, such as

Windows, kept the combination of CRLF and others,

such as UNIX-based operating systems, chose LF

only (Saltzer and Ossanna, 1970; IEEE, 1986).

Table 1: Newline per Operating System (Allen, 2007).

Operating System Newline

MacOS 9.x and earlier CR

MacOS X LF

Unix LF

Windows CRLF

Nowadays, many operating systems and tools

are capable of handling both line-endings. This

becomes evident, as many messaging protocols such

as HTTP3, MTP4 or FTP5 stipulate the usage of

CRLF. Yet, most server operating systems which use

those messaging formats for information exchange

are UNIX-based (Fortune Business Insights, 2024).

As a result, platform users are usually free to use

both types of line-endings. However, most operating

systems or tools usually normalise line-endings to the

default platform-specific line-ending. E.g., Git6, a

major version control tool, provides an option which

automatically converts CRLF into LF on any push.

In this work, we take advantage of the variety

of accepted line-ending control characters and

intentionally use a mixture of both CRLF and LF. We

analyse any implications this might have in Section 4.

2.4 Related Work

According to (Liu et al., 2025), text watermarking

approaches can roughly be divided into four

categories: format-, lexical-, syntactic- or generation-

3https://www.ietf.org/rfc/rfc2616.txt [25.02.25]
4https://www.ietf.org/rfc/rfc780.txt [25.02.25]
5https://www.ietf.org/rfc/rfc354.txt [25.02.25]
6https://www.git-scm.com/book/ms/v2/Customizing-

Git-Git-Configuration.html [25.02.25]
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based approaches. Our line-ending-based approach

mainly falls into the category of format-based

watermarking or, more specifically, into the

subcategory of Unicode-based substitution.

Among the Unicode-based substitution

techniques, one of the most notable approaches

to mention is UniSpaCh (Por et al., 2012) and the

proposed watermarking technique in (Rizzo et al.,

2019). Both of them are representative of many

more techniques which embed a watermark into

a cover text by either replacing whitespaces or

other confusables with similar-looking whitespaces

or characters or by adding additional zero-width

characters. Although this class of techniques could

be adapted for use with CSV text, the applicability

might be limited as these kinds of approaches

strongly depend on text values. On top of that, these

approaches would alter the text values themselves

and are, therefore, not suitable for use cases where

accuracy is an important requirement.

Therefore, in (He et al., 2020), a data protection

scheme for semi-structured text is proposed, which

allows not only for content integrity authentication

but also for data recovery if the data has been

tampered with. They achieve this by embedding

error correction codes into the least-significant bits

of whitelisted numeric values. In their work, they

mainly focus on JSON text, yet they highlight the

applicability to other semi-structured text data like

CSV. However, even if it is negligible for some

use cases, altering the least significant bit of numeric

values might not be appropriate in others.

Consequently, in recent work, (Ito, 2024)

proposed a novel embedding scheme in order to

integrate digital signatures in CSV text, allowing for

integrity authentication. They do this by exploiting

the vague definition of the CSV format, which makes

double quotes for values optional in most cases.

Therefore, using alternating double quotes, they are

able to embed a byte-encoded digital signature into

CSV text.

A similar approach is followed in (Wen and Wang,

2013), which uses alternating double quotes and

single apostrophes to enclose text values. Although

their approach is demonstrated for XML text, it could

also be adapted to CSV as well, given the variation of

different dialects.

In contrast to other approaches, both of the latter

succeed at leaving the values untouched. This

way, they enable users to authenticate the content’s

integrity by verifying the digital signature included

in the watermark. However, a major shortcoming of

both approaches is that the changes introduced to the

text are visible to the human eye, affecting its fidelity.

3 PROPOSED SOLUTION

In the following, we present our novel fragile CSV

watermarking technique and describe the embedding

and extraction procedures in detail. Our approach

addresses the shortcomings of existing approaches, as

it is imperceptible by using invisible, non-printable

line-ending control characters. More specifically,

using a combination of alternating CRLF and LF

control characters, we are able to embed any byte-

encodable information in a CSV cover text. We do

this by mapping 0 or 1 to either control characters,

respectively. As discussed in Section 2, most major

platforms, as well as text encoding standards, are

capable of handling both representations. Thus, most

CSV editors and tools are able to display and parse

a mixed set of line-endings, as we demonstrate in

Section 4.

Furthermore, the following properties,

acknowledged in literature, characterise our

watermarking technique (Rizzo et al., 2016):

• Fragile - the fragility of a watermark is given if

it is susceptible to any changes made to the cover

text. In our case, the fragility is grounded on

two facts: First, as mentioned in Section 2, mixed

line-endings are prone to normalisation. Therefore,

different tools tend to wipe the watermark if any

changes are made, as we discuss in Section 4.

Second, we integrate a digital signature into

the watermark’s content to make sure that the

remaining modifications, which might not be

detected by line-ending normalisation, are covered

as well. This way, the recipient is able to securely

authenticate the text’s integrity. According to (Cox

et al., 2000), doing this is a feasible approach to

enable integrity authentication capabilities.

• Invisible - a watermark is invisible if it is hidden

in the carrier text and does not appear to the user.

As line-ending control characters are non-printable,

this holds true for our approach.

• Distortion-free - a distortion-based watermarking

technique introduces slight modifications to the

data itself, whereas a distortion-free technique

leaves the data itself untouched (He et al., 2020).

As our approach keeps the values intact and rather

alters the syntax within acceptable boundaries, our

approach is considered distortion-free.

• Blind - a watermark is blind if the extraction

procedure does not require the original cover text.

As our approach is able to extract the content

given solely the watermarked CSV text, it can be

considered blind.

• Secure - a watermark technique is secure if it
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adheres to Kerckhoffs’ Law (Kerckhoffs, 1883).

Specifically, if a malicious actor is aware of the

embedding and extraction procedures, they still

cannot read or alter the watermark’s content without

access to a private shared secret (Petitcolas et al.,

1999). Since we aim to employ digital signatures in

practice, this principle applies to our case.

In the following, both the embedding and

extraction procedures are detailed. To establish them

by general means, we consider a random bitstring as

watermark content in our notions. However, the same

can be applied to digital signatures or any other kind

of information that can be encoded as bitstring.

3.1 Embedding Procedure

Using alternating CRLF and LF line-endings, our

approach is capable of embedding any byte-encodable

information into a CSV text. More precisely, we are

able to embed a bitstring B of length m into a CSV

cover text, where B := {b0,b1, . . . ,bm} and b∈ {0,1}.
The CSV text can be represented by a set of n rows

R, where R := {r0,r1, . . . ,rn}. Furthermore, each row

ri has a trailing line-ending ℓ j with i = 1, . . . ,n and

j = 1, . . . , ñ. Since a line-ending for the last row, rn

is often times optional, the following applies: ñ ≤ n.

Accordingly, the total watermark capacity Cmax can

be described with Cmax = ñ, limiting the size of B

with m ≤ Cmax, meaning only as many bits fit in the

CSV text as there are line-endings. However, for the

following notions, we assume ñ = n for the sake of

simplicity.

In order to embed B into a set of rows R, resulting

in a watermarked CSV text denoted as CSVwm, we

define the following watermark embedding function

W : (R,B)→ CSVwm as follows:

W (R,B) =
n⊕

i=0

{

ri f (bi), if i≤ m,

ri ℓi, if i > m
(1)

where⊕ denotes a concatenation operator, putting

all rows back together, each with a trailing line-

ending. However, when choosing what line-ending

to place, we distinguish between the following two

cases: In cases where i≤m the bitstring B is not fully

embedded into the CSV text yet. Thus, we apply

a mapping function f , which determines what line-

ending to append to each ri in order to embed bit

bi. In all other cases where i > m the bitstring is

fully embedded within the cover text. Accordingly,

all remaining rows ri simply keep their original line-

ending ℓi. As a result, we receive the watermarked

CSV text CSVwm for which W (R,B) =CSVwm applies.

Mapping function f : {0,1} → {CRLF,LF},
determining what line-ending to append in order to

embed a single bit b of bitstring B, is defined in the

following way:

f (b) =

{

CRLF, if b = 0,

LF, if b = 1
(2)

It is worth noting that the mapping function was

arbitrarily chosen and may also be switched.

The embedding procedure can be implemented as

described in Algorithm 1. Accordingly, all rows need

to be iterated, and for each row ri either a new line-

ending is appended according to the mapping function

or the original line-ending ℓi is maintained as soon as

all bits bi are embedded.

Data: R← CSV rows, with

R := {r0,r1, . . . ,rn}, with line-ending

ℓi for each ri

Data: B←Watermark bitstring, with

B := {b0,b1, . . . ,bm} and

bi ∈ {0,1} and m≤ n

Result: CSVwm← watermarked CSV

Initialise CSVwm, lineEnding← as empty

for i = 1 to n do

if i > m then
lineEnding← ℓi

else if bi = 0 then
lineEnding← CRLF

else
lineEnding← LF

end

CSVwm←CSVwm + ri + lineEnding
end

return CSVwm

Algorithm 1: CSV Watermark Embedding.

3.2 Extraction Procedure

In order to extract the watermark’s content, i.e.

bitstring B, each row of the watermarked CSV

text CSVwm needs to be iterated by applying an

inverse mapping function until all m bits are

extracted. Accordingly, the extraction function

W−1 : CSVwm → {0,1}
m is denoted as:

W−1(CSWwm) =
m⊕

i=0

(

f−1(ℓi)
)

(3)

Thus B = W−1(CSWwm). Moreover, the inverse

mapping function f−1 : {CRLF,LF} → {0,1} is

defined as follows:
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f−1(ℓ) =

{

0, if ℓ= CRLF,

1, if ℓ= LF
(4)

Consequently, if there is no tampering with

the watermarked CSV text CSVwm, we expect the

following equation to hold true:

W−1(W (R,B)) = B (5)

Based on the prior, the extraction procedure

can algorithmically be described as detailed in

Algorithm 2. Therefore, each line-ending ℓi must be

checked to extract each bit bi respectively. The entire

procedure is carried out until all m bits are extracted,

resulting in B.

Data: R← CSV rows of CSVwm, with

R := {r0,r1, . . . ,rn}, with line-ending

ℓi for each ri

Result: B← bitstring

Initialise B← as empty

for i = 1 to m do

if ℓi = CRLF then
B← B+0

else if ℓi = LF then
B← B+1

end

end

return B

Algorithm 2: CSV Watermark Extraction.

It is worth noting that determining the size m

of bitstring B, i.e., the number of line-endings

required to read in order to extract the embedded

information, might not be straightforward. In our

case of embedding digital signatures, the resulting

bitstring sizes are fixed length, dependent on the

signature used. Therefore, extracting the watermark

is no issue as long as the recipient knows when to stop

reading. As knowing what signature is embedded is

a precondition to be able to validate the signature at

all, we assume this as given. However, in other cases

with dynamic content size, the extraction procedure

may require adjustments to be able to identify the last

bit included. This could be done, e.g., by embedding

special delimiter bits or bytes that clearly signal the

end of contents.

4 EXPERIMENTAL EVALUATION

In order to evaluate the proposed fragile CSV

watermarking technique, we conducted three

experiments described in detail in the upcoming

section. We base our evaluation criteria on related

work by analysing the robustness, capacity, and

imperceptibility (Knöchel and Karius, 2024; Li

et al., 2021). It is essential to note that despite

“the differences between watermarking techniques

[...], the requirements that any watermarking system

must satisfy can be summarised by the so-called

watermarking tradeoff triangle” (Li et al., 2021,

p. 172). This visual representation of the criteria as a

triangle illustrates their interdependence and conflicts

with one another (Li et al., 2021).

4.1 Experimental Setup

Several experiments were carried out to assess

our CSV watermarking technique, focusing on its

robustness, capacity, and imperceptibility. Each

experiment used a set of RFC4180 conform CSV

files. More specifically, two distinct datasets were

compiled for the experiments. The datasets are based

on prior work of (Vitagliano et al., 2023). In their

work, the authors aimed to compile a representative

real-world set of CSV files by scraping various data

sources to evaluate their CSV dialects. In total,

they collected 3712 files, which are accessible on

GitHub7, along with accompanying annotation JSON

files denoting the dialect characteristics of each CSV.

Furthermore, they designed an additional CSV file,

that is intended to represent an average CSV file, both

in dialect and content.

Consequently, we assembled two datasets: DS1

and DS2. A full overview of both datasets’

characteristics can be seen in Table 2. DS1 is a

subset of (Vitagliano et al., 2023) initial sample

set, excluding all files that were not RFC4180-

conforming, not Unicode-encoded or Unicode-

compatible, and exceeded a total file size of 1 Mb.

This was to ensure a consistent and manageable set

of files. Doing this resulted in 380 distinct CSV files.

The median amount of rows and columns are 64 and

8, respectively. The median file size is 7.33 KB.

Table 2: Dataset Overview as Median Values.

Dataset Files Rows Columns Size (KB)

DS1 380 64 8 7.33

DS2 1 84 9 21.4

DS2, on the other hand, comprises solely the

presented average CSV file. However, as this file used

LF line-endings instead of the RFC4180 stipulated

CRLF line-endings, we converted them accordingly.

7https://github.com/HPI-Information-Systems/Pollock
[24.02.25]
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DS2 has 84 rows, 9 columns and a file size of

21.4 KB. The content is a broad mixture of numeric

values of different formats, as well as various text

values encompassing dates, short text, long multi-line

descriptions, and special characters.

Using the datasets mentioned above, the

following experiments were conducted to analyse our

watermarking technique:

Experiment A: This experiment aimed to analyse

both the capacity and imperceptibility of the

technique. Therefore, we implemented a testbed

in Python, which allowed us to embed a random

bitstring of maximum length Cmax into all CSV files

of DS1. In a second step, we computed the following

metrics: Char and file size difference of original

and watermarked CSV, embedded bits per character,

and the Structural Similarity Index Measure (SSIM).

According to (Setiadi, 2021), SSIM is particularly

well suited to measure visual similarity as it closely

matches human perception. To apply SSIM, we

used the Python package Pillow to render a visual

representation of CSV files, to be then able to

calculate the SSIM between original and watermarked

files using scikit-image’s SSIM implementation. This

and all following experiments were run on a Desktop

Computer, running Windows 11 Pro 64-Bit 24H2,

equipped with an AMD Ryzen 7 3800XT 8-Core

processor, running with a base clock speed of 3.9

GHz, as well as 32GB of DDR4 3200MHz C16

memory. Moreover, Python 3.10 was used as an

interpreter.

Experiment B: As changing the line-endings of

CSV text modifies its syntax, this experiment

investigated whether the alterations fall within

acceptable boundaries. This is in line with (Vitagliano

et al., 2023) as they found that both CRLF and

LF are used widely for CSV files. Therefore, it’s

important to validate whether CSV tools can handle a

mixture of them. Otherwise, CSV tools would prompt

any syntax errors directly to its users, affecting the

watermark’s imperceptibility. Therefore, we chose

different CSV linters to check whether they are able

to validate a watermarked CSV file successfully. To

do this, we first watermarked the average CSV file of

DS2 to then manually conduct the experiment on five

online available CSV linters. The CSV linters used

are listed in Table 6. The linters were chosen based

on the fact that they offer direct file uploads. This

was an important consideration, as most other linters

would otherwise normalise line-endings if printed to

a text field before validating it.

Experiment C: This experiment aimed at analysing

the robustness of the watermarking technique by

investigating how different CSV tools and text editors

affect the embedded watermark. More specifically,

this experiment examined the normalisation of line-

endings. To do so, we first watermarked the average

CSV file of DS2. Next, we used a set of candidate

tools and manually opened and saved the file without

making any changes. This was to trigger a potential

normalisation or reformatting of the CSV file. The

candidate tools used are displayed in Table 3. The

set comprises major CSV tools and text editors

commonly used by regular users to edit and view CSV

text or files.

Lastly, in our effort to address the shortcomings of

related work, we decided to carry out all of the three

experiments for the Double Quote approach (DQ)

mentioned in (Ito, 2024) and for the Double Single

Quotes Code approach (DSQC) described in (Wen

and Wang, 2013) as well. A brief description of

their embedding technique is outlined in Section 2.4.

Doing this allowed for a comprehensive comparison

of our approach and existing work. Hence,

we implemented both approaches in our testbed,

adhering to the explanations provided by the authors

in their work. A comparison of all three methods

based on a lorem ipsum CSV text is displayed in

Figure 2. It is important to highlight that we needed

to make the usually invisible line-endings visible

to observe the difference in our line-ending-based

approach (LE).

(a) Source (b) LE ⟨010⟩

(c) DQ ⟨00111010⟩ (d) DSQC ⟨111010⟩

Figure 2: Rendered CSV Texts With Watermark Contents.

4.2 Robustness

The robustness of a watermark is connected to its

persistence, which refers to the ability to withstand

both intentional and unintentional modifications or

attacks (Swanson et al., 1998). Therefore, it

is typically assessed by simulating various attack

scenarios such as insertion, deletion, or replacement

attacks, thereby demonstrating its persistence across
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Table 3: Experiment C: Normalisation Test.

Tool LE DQ DSQC DS2

Excel (LTSC Pro+ 2021 v2108) ✓ ✓ (✓) ✓

LibreOffice Calc (v25.2.0) ✓ ✓ (✓) ✓

Google Sheets ✓ ✓ (✓) ✓

Windows Editor (v11.2410.21.0) ✓ ✗ ✗ ✗

VSCode (v1.97.2) ✓ ✗ ✗ ✗

Sublime Text (v4192) ✓ ✗ ✗ ✗

Notepad++ (v8.6.9) ✗ ✗ ✗ ✗

Atom (v1.60.0) ✗ ✗ ✗ ✗

Vim (v9.1.0) ✗ ✗ ✗ ✗

different cases (Rizzo et al., 2019). However, in the

case of fragile watermarking, the opposite is true. A

fragile watermark should be capable of detecting any

changes made to the cover medium and enable the

user to authenticate its integrity.

In our case, two factors must be considered when

analysing its fragility: line-ending normalisation

and digital signatures. As digital signatures are a

proven method of data integrity authentication (NIST,

2023), we mainly focused on the implications of

line-ending normalisation, investigating whether the

embedded digital signature would easily be wiped or

not. Therefore, we conducted Experiment C, opening

and saving a sample watermarked CSV file in various

commonly used CSV and text editors. The results are

presented in Table 3. A check mark ’✓’ indicates that

a normalisation occurred, whereas a ’✗’ indicates that

the file remained unchanged. On the other hand, a

’(✓)’ indicates that although the file was normalised,

its structure was compromised during the process and,

as a result, not accurately parsed.

Interestingly, normalisation occurred for all three

types of watermarked files as well as the original

unwatermarked source file. This is based on the

fact that two styles of using quotation exist: a

minimal one, enclosing only cells which require to

be escaped due to special characters like commas

or line-endings within the cell itself, or the holistic

one, which encloses all cells regardless of their

content (Vitagliano et al., 2023). Therefore,

especially CSV tools like Excel, LibreOffice Calc

or Google Sheets normalised both line-endings and

quotations, resulting in a consistent minimal CSV

text. Moreover, no CSV tool was able to parse the

DSQC watermarked CSV file, as they did not manage

to handle a mixed use of single and double quotation

marks. As a result, they broke the structure of the

CSV format when trying to normalise it.

Furthermore, it becomes evident that solely

CSV tools performed CSV specific normalisation.

All other general text editors did not normalise

quotations. However, some of them do normalise

line-endings. Considering the variety of text editors

available, it appears that more sophisticated text

editors such as Notepad++, Atom, or Vim do not

perform any modifications, like normalisation. In

contrast, more user-friendly tools like Windows

Editor tend to normalise line-endings.

Based on this, the robustness of all three

approaches is prone to normalisation to some degree.

Yet, our approach seems to be affected by it in

more cases, as line-ending normalisation is format-

agnostic. However, in all three cases, a normalisation

can technically be seen as a modification to the

original cover text, as it is indeed a modification of

the CSV text as a whole. Even if the watermark

would stay persistent, verifying the extracted digital

signature would fail regardless.

4.3 Capacity

A watermark’s capacity is often defined as the number

of bits the watermark achieves to embed into the

cover medium (Li et al., 2021). Besides robustness

and imperceptibility, it is also an important evaluation

criterion for watermarks, as watermarking techniques

usually attempt to achieve a high embedding capacity.

However, according to (Liu et al., 2025), the greater

the watermark’s size, the more it negatively impacts

the cover text’s fidelity. As a result, one typically has

to choose between the two.

We conducted Experiment A to assess the capacity

of our approach alongside the two other methods.

Using 380 representative RFC4180 conform CSV

files of varying length and contents, we embedded

a random bitstring of maximum length into each

file. The results can be seen in Table 4. The

embedding capacity, that is, the embedded bits per

character, was the highest for the DQ approach with

0.07 bits/char and a median of 475 embedded bits,

followed by DSQC with 0.05 bits/char and a median

of 312 embedded bits. Our approach accomplished
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0.01 bits/char with a median of 64 embedded bits.

Table 4: Experiment A: Results as Median Values.

LE DQ DSQC

Total Embedded Bits 64 475 312

Emb. Bits/Char 0.01 0.07 0.05

Char Count Difference -32 407 485

SSIM Score 1.0 0.62 0.56

The significant capacity difference among

the three approaches arises from the embedding

technique. Whereas the DQ and DSQC approaches

both embed their bits per cell, our line-ending-based

approach is row-based. Thus, it can only include

as many bits as there are rows. As the sample set’s

median of rows was 64, so was the embedding

capacity of our approach. The slight difference

in DQ and DSQC is based on the fact that DQ

considers numeric values as well, whereas DSQC

solely enquotes text values.

Since all three methods depend on embedding a

digital signature into the CSV text, we must also

consider the size of common signatures. A brief

overview is pictured in Table 5. It becomes evident

that given our sample set, DQ is the only approach

which can reliably fit a digital signature in most

cases. DSQC, on the other hand, would be able to

utilise smaller signatures such as DSA. In contrast,

our approach can only embed a digital signature into

CSV files, with a minimum amount of 320 rows.

Therefore, all three approaches depend highly on the

size and content of a CSV text and are thus only

applicable for larger files. Yet, the size affects our

line-ending-based approach to a higher degree.

Table 5: Common Digital Signature Sizes Based On (NIST,
2013; NIST, 2023).

Digital Signature Signature Size

DSA 320 - 512 Bits

RSA 1024 - 4096 Bits

ECDSA 512 - 1024 Bits

EdDSA 512 - 896 Bits

4.4 Imperceptibility

The imperceptibility of watermarks is highly

connected to human perception. According to

(Swanson et al., 1998), a truly imperceptible

embedding procedure is given in case humans cannot

differentiate between original and watermarked

content. However, as capacity and imperceptibility

are conflicting goals, watermarking approaches

usually aim for either one of them.

Accordingly, our goal in conducting

Experiment A was, besides analysing the capacity, to

evaluate the visual similarity of the three approaches.

To do so, for each CSV file, we created a rendered

image of the plain CSV text both for the original and

watermarked contents. Based on this, we calculated

the SSIM score. The median values for each approach

are displayed in Table 4.

Following this, our approach has a median SSIM

score of 1.0, denoting full similarity between all

original and watermarked CSV texts and is therefore

indistinguishable. DQ on the other hand has a

median similarity of 0.62, slightly better than DSQC

with a similarity score of 0.56. The difference

arises because, in certain cases, DQ does not add

any additional double quotes to the row’s first or

proceeding cells. Doing this shifts the entire line to

the right, resulting in greater dissimilarity.

Additionally, we examined the char size

difference between the source and the watermarked

file. As an increase in char and, thus, in file size

affects both practicality and imperceptibility, we

chose to include this metric in our experiment. The

resulting differences are also displayed in Table 4.

Therefore, our approach managed to decrease the

char size with a median of −32 chars, whereas

both DQ and DSQC increased the char size by 407

and 485, respectively. The decrease in char size is

because our approach replaces some of the CRLF

line-ending control characters with a single LF

character. It is worth noting that a file having LF

line-endings per default would lead to an increase in

char size. However, as we used RFC4180 conform

samples, the default line-ending was CRLF.

Furthermore, by conducting Experiment B, we

evaluated whether the modifications lay within

acceptable boundaries. A CSV tool or linter

prompting any warnings or format errors to a potential

user would significantly decrease the imperceptibility.

We, therefore, manually used five online CSV linters.

The results can be seen in Table 6.

Table 6: Experiment B: CSV Linter Validity.

Linter LE DQ DSQC DS2

CSVLint.io ✗ ✓ (✗) ✓

ToolkitBay.com ✓ ✓ (✗) ✓

CSVLint.com ✓ ✓ ✓ ✓

Zazuko.com ✓ ✓ (✗) ✓

ExtendsClass.com ✗ ✗ (✗) ✗

The DQ approach was successfully validated by

four out of five linters. In contrast, two out of

five linters could not validate our approach. One

mentioned inconsistent line-endings, whereas the
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other had problems parsing the file. Similarly, only

one linter successfully validated the DSQC approach.

All others were unable to parse it correctly and,

consequently, could not validate it at all. It is worth

noting that the ExtendsClass CSV validator could

not validate any of the files, including the original

unwatermarked source file. The reason for this

was the presence of an empty last row in the file.

However, according to RFC4180, an empty last row

is permissible.

Following the previous results, our method

exhibits superior imperceptibility compared to the

other two approaches. This advantage arises as our

approach utilises invisible control characters, which

are not detectable by the human eye. In contrast, both

DQ and DSQC utilise visible quotations, degrading

the visual appearance.

5 DISCUSSION

In this study, we present a novel CSV fragile

watermarking technique. Our aim is to overcome the

shortcomings of existing approaches by addressing

the imperceptibility. Consequently, we investigated

the application of invisible line-ending control

characters and compared our technique with relevant

existing approaches by conducting three experiments

using two distinct representative datasets.

Our experiments show that robustness,

characterised by fragility in our case, is affected

by normalisation across all three methods. However,

normalisation is notably more influential on our

technique because of the usage of line-endings.

Nevertheless, a wiped watermark presents no issue

in most cases, as modifying a file would lead to an

invalid digital signature anyway. Therefore, a failed

validation might be as good as having no signature

at all for many users, as they would not be able to

estimate what changes have been made and whether

they affect the accuracy of the data or the format only

after all.

Furthermore, the experiments highlight the

difference in the overall watermarks’ capacities. Our

findings show that our approach is inferior to the other

approaches, as it embeds bits row-based rather than

cell-based. Considering the size of commonly used

digital signatures, it is evident that our approach is

applicable to files that are at least 320 rows in size

only. However, as we excluded all files greater than

1 Mb from our dataset, the median value might be

higher in reality. For example, in relevant related

work, researchers analysed 104.826 CSV files from

various sources (Mitlöhner et al., 2016). They found

that their sample set had a mean value of 379 rows,

with a min and max value of 1 and 8684, respectively.

This emphasises the great variation in row sizes.

Lastly, we demonstrate the complete

imperceptibility of our approach and its superiority

over the two other candidates. Consequently, a

watermarked CSV is indistinguishable by the human

eye using our technique. Only by comparing the

difference in file size, a user is able to detect the

modification. In contrast, when using DQ and DSQC,

a user can clearly identify the changes made both

visually and by size. However, it is worth noting that

a typical user who solely views the watermarked CSV

text without a side-by-side comparison might not

anticipate a watermark embedding scheme behind it.

Our findings validate the already known trade-off

watermark techniques must make regarding the three

criteria. We suggest that our contribution introduces

a novel fragile watermarking technique for CSV text.

To the best of our knowledge, this is the first fragile

watermarking technique for CSV, which is genuinely

imperceptible. It is, therefore, particularly well-

suited for use cases where imperceptibility is the most

important goal. However, if a use case requires higher

capacity, then either DQ or DSQC may be more

appropriate. In terms of robustness, the difference

between the approaches is, in reality, negligible.

Therefore, the choice between the approaches largely

depends on the use case and the objectives one aims

to achieve.

5.1 Limitations & Future Work

In this section, we explore the limitations of our

work and outline future touch points. Firstly,

although we utilised the wide range of dialects

available and relied on the robustness of popular

parsers and tools to handle such inconsistencies,

mixing line-endings adds to the already challenging

landscape of inconsistent CSV files. Our results

support the conclusions drawn by (Vitagliano et al.,

2023), indicating that the issue of inconsistent CSV

dialects remains a significant challenge for various

tools and parsers. Consequently, the effectiveness

of our method is highly dependent on the context.

Future research could improve this by exploring

which environments might benefit from our approach

specifically, where normalisation and inconsistencies

are not an issue.

Second, commonly used normalisation wipes our

watermark. While this may not undermine the goal of

solely utilising text whose integrity has been verified,

some users may prefer standard formatting and

normalisation optimisations, given that the contents
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remain unchanged. Consequently, future work could

address this by developing a semi-fragile approach for

CSV text, which permits simple formatting-related

modifications. To do this, error correction codes

might be suitable for localising any changes.

Third, our method uses a row-based embedding

scheme, which limits its capacity. Since a digital

signature is necessary to verify the text’s integrity,

our solution is impractical for small CSV files.

Hence, future research could investigate other more

compact tamper-detection methods, balancing size

and security. For example, in (Rizzo et al., 2016)

SipHash, a key-based hash is used, which is 64 bits in

size only. Additionally, the feasibility of expanding

the set of line-ending control characters could be

explored to increase overall capacity.

6 CONCLUSION

In this study, we proposed a novel fragile

watermarking technique for CSV text. We aimed

to address the shortcomings of existing techniques,

focusing on imperceptibility specifically. Using a

combination of different invisible line-ending control

characters, we are able to embed any byte-encodable

information into a CSV cover text. Moreover, we

conducted three experiments with representative

datasets in order to evaluate and compare our

approach with relevant existing work.

We found that while our approach has limited

capacity compared to existing techniques, it excels

in imperceptibility. Therefore, our approach is most

suitable in situations where imperceptibility is the

primary goal. However, due to the line-ending-

based embedding scheme, our approach is more

vulnerable to normalisation, making the watermark

sensitive to formatting procedures. Consequently,

careful consideration is required when choosing to

implement our embedding scheme. Future work

should address this issue by developing a semi-fragile

watermarking technique which allows for format

optimisations.
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