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ABSTRACT

Enhancing transparency in production processes, especially in shared manufacturing, relies heavily
on sharing data. Information asymmetries and coordination problems between parties with con-
flicting interests pose a challenge in this multi-stakeholder interaction. Blockchain technology with
smart contracting can be a solution due to its immutable data and decentralised data storage fea-
tures. Designing and executing blockchain in industrial applications is a highly intricate task that
requires extensive testing, expertise, and proficiency. This paper is the first to propose a holistic
simulation model for evaluating the impact of smart contracting on shared manufacturing, includ-
ing a novel approach to simulated smart contracting in time-lapse for Ethereum-based networks.
The introduced model guides the design and implementation process of blockchain applications
in shared manufacturing to address this challenge. A systematic literature review establishes ten
design process requirements and ten smart contract functions. The implementation is developed
based on the design benchmarks of three Ethereum-based frameworks to investigate the simu-
lation model’s respective feasibility and scalability. The simulation model validation demonstrates
our approach’s suitability for simulating smart contracting in shared manufacturing within a hybrid
production. It enables fast and scalable simulations, offering an innovative approach to extensively
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testing blockchain applications before their introduction to ongoing industrial operations.

1. Introduction

Data sharing among companies is a crucial aspect
of Industry 4.0 that increases supply chain efficiency
(Camarinha-Matos, Fornasiero, and Afsarmanesh 2017).
However, understanding the supply chain as a value-
creation network, especially during times of crisis
and interruptions, is a complex and multifaceted task
(Durugbo and Al-Balushi 2023). The lack of trans-
parency and complexity make it challenging to iden-
tify specific approaches for improving multi-stakeholder
interaction, particularly at the level of shared data. It is
reasonable to focus on manufacturing and production
supply to overcome this challenge, as there are clearly
defined inputs and outputs, work steps and available data
that can be shared with stakeholders such as suppli-
ers or customers. This area influences the entire value
chain from purchasing to distribution (Banyai 2021).
According to a study conducted by the World Economic
Forum, data sharing for manufacturing improvements
is valued at over $100 billion, and 72% of the 996 sur-
veyed manufacturing managers consider data sharing

with other manufacturers as crucial for success (Forum
and Group 2020).

Exchanging data within a value network enables new
business models, such as shared manufacturing, in which
idle production resources such as machines are shared
within a network (Yu et al. 2020). This approach opens
up previously untapped economic potential and enables
companies to benefit from greater flexibility and lower
fixed costs (Liu, Liu, and Wei 2021). Sharing resources
allows companies to achieve economies of scale while
reducing production’s environmental and social impact
through optimal utilisation of machine resources (Son-
ntag 2000). However, information asymmetries and coor-
dination problems between several players with con-
flicting interests or inconsistent behaviour pose a chal-
lenge for shared manufacturing (Gong, Zhang, and
Alharithi 2022; Ioannou and Demirel 2022). Informa-
tion asymmetries can, for instance, arise in production
data regarding the status of a work-in-progress prod-
uct and associated costs due to insufficient accurate
information.
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These challenges can be addressed by digital twins
and blockchain technology (Gong, Zhang, and Alharithi
2022). A digital twin is a virtual representation of a
physical system in the digital world (Park, Easwaran,
and Andalam 2019). Its integration leads to transpar-
ent insights, reducing coordination problems and infor-
mation gaps (Kritzinger et al. 2018). Data is provided
through blockchain, allowing immutable and trans-
parent transactions without intermediaries using dis-
tributed trust (Treiblmaier 2019). Microservices on the
blockchain, called smart contracts, enable automated,
irreversible, and trusted transactions such as financial
transactions (Ioannou and Demirel 2022). In the above
example, a smart contract can document a product’s
preceding and current work steps and can even be
used to instantly transfer money for provided services
between machines or companies according to predefined
rules. Combining blockchain and digital twins enables
the financial flow to be integrated into the informa-
tion and material flow. Process data, including finan-
cial data, can be shared among all stakeholders decen-
tralised while maintaining one single source of truth and
increasing end-to-end transparency (Gong, Zhang, and
Alharithi 2022; Kshetri 2018).

While this potential has been recognised in literature,
few concepts on blockchain in a digital twin in shared
manufacturing exist. None of them consider a holistic
simulation model to facilitate the process of introducing
smart contracting in industrial applications.

Against that backdrop, this contribution targets the
following research questions:

(1) How can we simulate the impact of smart contract-
ing on the digital twin of shared manufacturing to
develop a decision-making aid for multiple stake-
holders considering the identified requirements?

(2) How can smart contracting for Ethereum-based net-
works be simulated in shared manufacturing to
enable simulations in time-lapse and with less tech-
nical effort?

We introduce a novel concept to simulate the impact of
smart contracting for production supply in shared manu-
facturing based on requirements derived from literature.
We demonstrate our approach using Ethereum-based
test networks. Additionally, we present an innovative
method to simulate smart contracting for Ethereum-
based frameworks in time-lapse to facilitate decision
processes regarding smart contracting in shared manu-
facturing. Our simulation experiments provide empiri-
cal evidence on the scalability of smart contracting in
shared manufacturing for Ethereum-based frameworks.
This work demonstrates the feasibility of blockchain
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in a digital twin in shared manufacturing. Managers
are enabled to evaluate and assess Ethereum blockchain
usage for similar industrial use cases before implementa-
tion in terms of the resulting costs and feasibility.

This paper uses the design science research (DSR)
methodology as a procedural model for developing a
method artefact (Hevner et al. 2004; Peffers et al. 2007).
The approach is divided into six activities (Peffers
et al. 2007) and applied to our contribution as displayed
in Figure 1. Through the integration of the DSR process, a
rigorous process in terms of construction and evaluation
is ensured (Hevner et al. 2004). We adopt a problem-
centred approach by discussing the problem space in
Section 1. The second activity, covered in Section 2,
explores objectives and potential solutions through a
systematic literature review (SLR) for related work. In
Section 3, we delve deeper into the design and devel-
opment process by addressing the results from the SLR
and creating the artefact. The demonstration in activ-
ity four proves that the artefact can solve a subsection
of the problem space using simulation and experiments.
In this contribution, Section 4 presents the implementa-
tion and validation through a simulation model, which
includes the design of experiments and experiments for
several scenarios. Activity 5, covered in Section 5, eval-
uates the research outcomes, discusses implications and
gives perspectives for future work. Finally, the artefact, its
effectiveness, and the problem itself are communicated
through this contribution.

2. Fundamentals and related work

This chapter explains the fundamentals of shared man-
ufacturing, digital twins, and blockchain relevant to this
contribution. Based on this, requirements for the simu-
lation model are derived from literature. These require-
ments are the foundation for the concept, the simula-
tion model and experiments. The state-of-the-art litera-
ture is researched with these requirements to deduce the
research gap addressed in this contribution.

2.1. Fundamentals

Shared manufacturing refers to sharing capacities in
production systems (Yu et al. 2020). It is a business-
to-business (B2B) production process promoting value
creation for multiple stakeholders, and facilitating the
emergence of innovative business models (Klarin and
Suseno 2021). Internet platforms unite producers and
consumers by offering idle manufacturing resources
and matching them to consumers’ tasks (Liu, Liu, and
Wei 2021). In shared manufacturing, companies that are
unknown to each other and do not share a common
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Figure 1. The approach of DSR based on Peffers et al. (2007) for this contribution.

foundation of trust interact (Rouzbahani and Taghi-
yareh 2022) and might face the disclosure of crucial infor-
mation to unwanted third parties (Miiller et al. 2022).
Another challenge is the lack of transparency and data
on the shop floor level to generate knowledge about
overcapacity or undercapacity (IPRI and IPH 2021). For
this, a highly digitised production to handle the pro-
cess of data sharing and to give precise information
about capacity to the sharing platform is required (Yu
et al. 2020). Additionally, companies in shared manu-
facturing face an increasing variety of product models
and designs along with decreasing quantities per variant
(Koren and Shpitalni 2010). A hybrid production is suit-
able for addressing this, as it can realise flexible layouts,
combining an assembly line and a matrix production
(Kaiser et al. 2022) to integrate the advantages of both sys-
tems: high assembly line efficiency with adaptability and
flexibility of the matrix system (Goppert et al. 2021). In a
matrix production, workstations are arranged in groups
with similar tasks and tools (Schmidtke, Rettmann, and
Behrendt 2021) and positioned parallel to one another in
several rows. The production supply is an essential logis-
tics task in a matrix production due to the flexible and
adaptable system. The production supply comprises two
stages. In the first stage, production orders are assigned
to available workstations (Banyai 2021). In the second
stage, the material transport to and between the worksta-
tions is executed by automated guided vehicles (AGVs),
enabling flexible transport routes (Schmidtke, Rettmann,
and Behrendt 2021).

To facilitate data sharing in shared manufacturing
and tap into the monetary potential presented in the
introduced study of Forum and Group (2020), a digi-
tal twin is a viable solution. The term digital twin was

introduced by Grieves in 2003 and describes the precise
representation of a physical object or system in the dig-
ital (cyber) world (Grieves 2015). Physical and digital
systems can affect each other via a bilateral informa-
tion flow, which leads to a merge of the physical system
and its digital representation (Grieves and Vickers 2017;
Grieves 2015; Kritzinger et al. 2018). A vital purpose of
a digital twin is the 2D or 3D visualisation of production
processes to enable their observability (Park, Easwaran,
and Andalam 2019). Digital twins are also applied for
data analysis and simulation of scenarios to reduce costs,
predict failures, and prepare for unexpected events in
manufacturing (Barricelli, Casiraghi, and Fogli 2019). A
digital twin is highly dependent on reliable data from
the physical world, whereas the physical system depends
on the correct input from the digital world Schweiger
and Barth (2023). Besides, security, such as device autho-
risation, is critical in manufacturing. Manipulated data
of the physical system influences the digital twin due
to the interplay between physical and digital systems
(Park, Easwaran, and Andalam 2019). Since a trustwor-
thy and secure layer is required to operate a digital twin
properly, Blockchain could be a feasible solution (Suhail
et al. 2022).

Blockchain is a distributed and practically immutable
database maintained by a decentralised network
(Nakamoto 2008). It is subordinated to the Distributed
Ledger Technologies (DLT) (Kannengief3er et al. 2019).
In this peer-to-peer network, every participant has a copy
of the stake (Morabito 2017). The data is stored sequen-
tially in cryptographically linked blocks and validated
by consensus mechanisms (Morabito 2017). Blockchains
are divided into three categories: Public blockchains are
decentralised and accessible to everyone, while private



blockchains can be restricted to authorised participants
(Zheng et al. 2017). Consortium blockchains are partially
decentralised and governed by a group of organisations
(Zheng et al. 2017).

The properties of a blockchain regarding throughput,
computing power, and security depend on its consen-
sus mechanism. This mechanism determines which par-
ticipant may add another block. Proof of Work (PoW)
requires network participants, called miners, to expend
a certain amount of computing power to solve a cryp-
tographic puzzle associated with a block of transac-
tions. The first miner to solve the puzzle is granted the
right to validate and append the block to the blockchain
(Nakamoto 2008). Proof of Authority (PoA) requires
network participants, called validators, to prove their
authority and trustworthiness by fulfilling certain condi-
tions and demonstrating their long-term commitment to
maintaining the blockchain (De Angelis et al. 2017).

Some blockchain frameworks, such as Ethereum
(Ethereum-Foundation 2024), include smart contracts.
These microservices are implemented and automatically
executed on the blockchain if predefined requirements
are met (Buterin 2014). As a smart contract code is exe-
cuted on every network node, the processing consumes
fees, known as gas in the Ethereum framework, repre-
senting the computing power required (Glaser 2017).

Ethereum is used in the following due to its compre-
hensive programming language, Solidity, and its appli-
cation popularity, ensuring genericness (Ranganthan
et al. 2018). Ethereum’s commitment to open stan-
dards, its well-established ecosystem, and its compat-
ibility with other blockchain frameworks enhance the
security of smart contracts and facilitate interoperability
between various simulation systems and environments
(Onwubiko et al. 2023). This interoperability fosters col-
laboration and knowledge sharing among stakeholders.
Furthermore, developments in Ethereum are expected
to significantly enhance its scalability and throughput,
bolstering the network’s ability to support large-scale
simulations with increased transaction throughput and
reduced latency (Onwubiko et al. 2023; Ranganthan
et al. 2018).

For large-scale and complex blockchain applications,
blockchain simulators have emerged, facilitating test-
ing configurations and implementations at low costs
(Paulavicius, Grigaitis, and Filatovas 2021). An approach
to simulating blockchains was developed by Alharby
and van Moorsel (2020). The proposed system distin-
guishes between an incentive layer, a consensus layer,
and a network layer as basic modules for the simulation.
The model simulates the throughput of networks, mined
blocks not attached to the chain, and blocks added to the
main chain per day (Alharby and van Moorsel 2020).
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Since all data stored on a blockchain is traceable,
logged, and retrievable, blockchain participants can trust
the information in the blockchain, even if they do not
know or trust each other (Hawlitschek 2019). This mech-
anism is the underlying main driver of blockchain in
SCM for creating a fully transparent, immutable infor-
mation and material flow with an integrated financial
flow in real-time, which can be traced and monitored
by all stakeholders (Gong, Zhang, and Alharithi 2022;
Giirpinar, Henke, and Ashraf 2024; Kshetri 2018). Smart
contracts enable substituting paper-based documents
with digital documents and automated processes on
a blockchain (Kshetri 2018), enabling faster transac-
tions and cost reduction (Guo, Zhang, and Zhang 2023;
Kshetri 2018) and giving easier access to financing
(Gong, Zhang, and Alharithi 2022). In manufacturing,
smart contracting can carry out payment or replenish-
ment orders, realise ‘pay-per-use’ models (Ranganthan
et al. 2018) and provide a distributed and immutable
record of transactions (Teslya and Smirnov 2018). A
related application uses blockchain to keep records of reg-
istered and authorised devices to increase security (Reyna
et al. 2018).

Combining blockchain in SCM and manufacturing
with a digital twin enables a complete and tamper-proof
history of all system states stored on the blockchain
(Raj 2021). It supports sound decision-making and pro-
found process analysis and provides reliable data, for
instance, for predicting failures or peak loads (Ding
et al. 2019). Via blockchain and a digital twin, data
exchange within production and between external stake-
holders can be standardised and simplified (Guo, Zhang,
and Zhang 2023), allowing for data management across a
digital twin’s life cycle (Suhail et al. 2022).

In terms of underlying research theories, smart con-
tracting in shared manufacturing is located in microeco-
nomics, focussing on individual markets in which prod-
ucts and services are bought and sold (Wiese 2021). A
microeconomic theory applied to this market mecha-
nism is the principal-agent theory (Jensen and Meck-
ling 1979), which focuses on the interaction between a
principal and an agent before (ex-ante) and after (ex-
post) reaching an agreement. The principal hires an agent
to perform a task on its behalf. The shared manufac-
turing environment allows stakeholders to act as both
principals and agents, depending on their role as pro-
ducers, consumers or prosumers. The principal has to
rely on the agent’s information about the manufacturing
process without complete knowledge or control and can-
not ensure the correct fulfilment directly. If the principal
and the agent aim at maximising their utility, conflict-
ing interests can arise. The core of this is reflected in
the principal-agent problem, which can occur due to an



5146 L. KRAMER ET AL.

information asymmetry between a principal and its agent
(Halldorsson et al. 2007). Information asymmetries can
arise from a lack of transparency, actuality, and accu-
racy in production data, such as production status, and
financial data, such as costs. One solution to this prob-
lem is smart contracting, which increases transparency
and ensures immutable data (Treiblmaier 2018).

Connected to the principal-agent theory is the trans-
action cost theory (Williamson 1987), which assumes
that every transaction has costs. These can include costs
for forming new contracts, bargaining costs, or costs of
fulfilment and enforcement (Halldorsson et al. 2007).
The theory assumes that organisations aim to minimise
these costs, which occur due to bounded rationality
and opportunism (Williamson 1987). Bounded rational-
ity refers to environmental uncertainty caused by lim-
ited information and limited capacity to understand the
available information. In shared manufacturing, intra-
and inter-organisational transaction costs originate, for
instance, from matching producers and consumers, i.e.
forming new contracts, and from sharing data, process-
ing customer orders, and financial transactions, i.e. costs
of fulfilment and enforcement. Information asymme-
tries resulting from the principal-agent problem cause
bounded rationality for stakeholders in shared manufac-
turing, increasing transaction costs.

2.2. Design requirements

To identify related work, we first conduct a system-
atic literature review (SLR) in accordance to Brocke
et al. (2009) to identify requirements for a simulation
model to research the impact of smart contracting on

Table 1. Design requirements derived from the literature.

shared manufacturing and its digital twin. The detailed
approach can be found in the appendix in Table Al.
The identified literature was categorised and synthesised,
as depicted in Table 1. The sequence of requirements
(R1...R10) is not sorted. Shared manufacturing and the
digital twin share many requirements, especially regard-
ing adaptability (R1) and data acquisition (R3), sharing
(R4), storage (R6), analysis (R8), and configurability (R9).
An open mindset (R10) is a requirement derived explic-
itly from shared manufacturing, while a human-machine
interface (HMI) (R7) is essential for the digital twin.
While we recognise R10 as an essential key requirement
for implementing such a system in industry, it is not suit-
able to consider the human mindset in our simulation,
and we exclude it from further considerations.

RI1 Adaptability. In shared manufacturing, it is ben-
eficial for producers to offer production capacities on
configurable machines arranged in a flexible layout (IPRI
and IPH 2021; Miiller et al. 2022). Suitable machines can
either have a wide range of applications to be adaptable
to different production tasks, or they can be very spec-
ified with low usage in a single production (IPRI and
IPH 2021). Flexibility is also important for the digital
twin regarding scalability, modularity, and extensibility to
adapt the digital twin to changing physical conditions and
to enable different configurations (Bellavista et al. 2023;
Durio et al. 2018).

R2 Fidelity. The precise reflection of the physical entity
in the virtual entity is essential for a digital twin (Javaid,
Haleem, and Suman 2023). While the virtual entity
should mirror the changes in the physical entity regard-
ing changes of status or events, modifications occurring
in the virtual entity should also be passed on to the

Shared manufacturing Digital twin
Stuckmann- Javaid, Haleem,
Yu IPRI and Mdiller Blumenstein Durdo Bellavista ~ Schweiger and and
Requirements etal. (2020) IPH (2021) etal.(2022) etal. (2024) etal. (2018) etal. (2023) Barth (2023) Suman (2023)
R1  Adaptability / Flexibility v v v v v v v v
R2  Fidelity / Reflection v X v X v v v v
R3  Data acquisition v v X v v v v v
R4  Connectivity / v v X v v v v v
Interoperability / M2M
/ Data sharing
R5  Data privacy / Data v v v v v v X X
security / Availability
R6  Memorisation / Process X v v X v v X v
documentation / Data
storage
R7  HMI/Process X X X X v v v v
Visualisation / GUI
R8  Process automation / v v v X v v X v
Data analysis
R9  Configurability / X v v v v X v v
Prediction /
Optimisation
R10 Mindset / Human role X X v v X X X X




physical entity (Bellavista et al. 2023). Synchronisation
can be near real-time or in defined periods (Schweiger
and Barth 2023). In shared manufacturing, a reflection
of the physical world in a digital twin is also proposed
regarding physical assets to be virtualised (Yu et al. 2020)
such as a virtual inventory (Miiller et al. 2022). A high
fidelity can reduce information asymmetry between con-
sumers and producers in shared manufacturing, address-
ing the principal-agent problem.

R3 Data acquisition. To enable calculations of capac-
ities and prices and to provide up-to-date information
for the process documentation, automated data collec-
tion, for instance via sensors, is required for shared
manufacturing and a digital twin (Javaid, Haleem, and
Suman 2023; Tao, Zhang, and Nee 2019; Yu et al. 2020).
An accurate data acquisition increases the available infor-
mation for multiple stakeholders, targeting the problem
of bounded rationality and decreasing transaction costs
(Williamson 1987). In the digital twin, this requires a
bidirectional automated information flow between the
virtual and physical entity, allowing the digital twin’s vir-
tual entity to operate autonomously without human input
(Stuckmann-Blumenstein et al. 2024; Valk et al. 2022).

R4 Connectivity. Data has to be shared with and by
all stakeholders to leverage the potential of shared man-
ufacturing (Stuckmann-Blumenstein et al. 2024). Open
communication with the physical entity, other digital
twins, a platform service, or between a digital twin and
domain experts is key (Tao, Zhang, and Nee 2019; Yu
et al. 2020) to reduce information asymmetry and hinder
opportunistic behaviour (Halldorsson et al. 2007). A dig-
ital twin requires interoperability and must include han-
dling raw and preprocessed data from different sources
and systems, such as the physical entity and supplemen-
tary systems (Schweiger and Barth 2023; Tao, Zhang, and
Nee 2019; Valk et al. 2022). Standard interfaces such as
RESTful APIs can extend the functions of the physical
entity (Bellavista et al. 2023).

R5 Data privacy and security. Private data, not essen-
tial for shared manufacturing, should not be disclosed
(Miiller et al. 2022; Yu et al. 2020). Companies often
fear a coopetition situation in which their sensible
data is exposed to unknown companies or competitors
(IPRI and IPH 2021; Miiller et al. 2022). Data secu-
rity enhanced by suitable governance and technological
aspects is vital to achieve successful shared manufac-
turing (Stuckmann-Blumenstein et al. 2024) and digital
twins (Durdo et al. 2018). Data should be secure but
accessible and always available in a digital twin (Bellavista
et al. 2023).

R6 Memorisation. Tamper-proof and accessible data
storage is crucial for stakeholders to enable reliable, trust-
ful processes. It is also relevant for process visualisation
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and data analysis (Barricelli, Casiraghi, and Fogli 2019)
in the digital twin (Bellavista et al. 2023; Valk et al. 2022).
Documented processes can be usage times, failures,
maintenance operations, or ownership, called historical
static data (Barricelli, Casiraghi, and Fogli 2019; Javaid,
Haleem, and Suman 2023), while descriptive static data
contains characteristics of the physical system (Barricelli,
Casiraghi, and Fogli 2019).

R7 Process visualisation. The clear virtual visualisa-
tion of processes allows to increase observability for
users with an HMI (Schweiger and Barth 2023; Valk
et al. 2022), addressing bounded rationality (Williamson
1987). A 3D visualisation of process data enables
the monitoring of processes without being physically
involved (Grieves 2015). To manage the abundance of
available data in an automated production, an accessi-
ble and easy-to-operate Graphic User Interface (GUI)
with underlying data analysis is required (Tao, Zhang,
and Nee 2019). A GUI can show machine or product
characteristics and historical data or issue warnings to
facilitate monitoring processes and reduce reaction times
to failures or unwanted process executions.

R8 Data analysis. To manage the process visualisation
and to handle the amount of data generated by automated
processes, data analysis is required (Barricelli, Casiraghi,
and Fogli 2019; Valk et al. 2022). In shared manufac-
turing, this is essential for matching producers and con-
sumers (Miiller etal. 2022; Yu et al. 2020). Data analysis in
adigital twin can monitor the physical entity of a running
digital twin or predict the system’s behaviour in what-if
scenarios (Javaid, Haleem, and Suman 2023).

R9 Configurability. To reduce uncertainties in shared
manufacturing, configurability of the virtual entity is
required (Barricelli, Casiraghi, and Fogli 2019; IPRI and
IPH 2021; Miller et al. 2022). Configurable features
should allow for extensive testing of what-if-scenarios
(Barricelli, Casiraghi, and Fogli 2019; Javaid, Haleem,
and Suman 2023) to forecast or optimise the system
behaviour (Stuckmann-Blumenstein et al. 2024; Valk
et al. 2022). Configurations can be used to test differ-
ent scenarios to decrease transaction costs. Furthermore,
the virtual entity’s parameters should allow adjustments
to mirror the physical entity’s characteristics (Bellavista
et al. 2023; Tao, Zhang, and Nee 2019).

2.3. Related work and research gap

We conducted another systematic literature review to
identify related work based on the presented require-
ments, leading to the results displayed in Table 2. The
methodology is displayed in the appendix in Table A2.
Only five contributions cover the topics of shared
manufacturing, digital twins and blockchain. Krimer



Table 2. Related work and fulfilled requirements.

Manufacturing Sharing / Digital
Literature / Production Collaboration Twin Blockchain Content Rl R2 R3 R4 R5 R6 R7 R8 R9
Kramer et al. (2022) v v v Ethereum Design and case study of a blockchain-based digital twin for v v X v v v v Vv X
cyber-physical production systems
Kuruppuarachchi, v v v No specific Architecture and case study for collaborative ecosystems based on X X X v v v X X v
Rea, and framework digital twin; blockchain is addressed as a design choice
McGibney (2023)
Onaji et al. (2022) v v v X Review of and conceptual framework for a digital twin for v v v v X v v X v
collaborative manufacturing in Industry 4.0
Shen et al. (2023) v v v X Architecture and implementation of digital twin-based smart X v v v X v v v v
manufacturing and a framework for online interactive simulation
Wang et al. (2021) v v v X Architecture and case study for resource allocation in shared X v v v X v v v v
manufacturing, including a digital twin-based service model
Hasan et al. (2020) v X v Ethereum Proposal for and implementation of the creation of a digital twin with v v v v v v v v v
blockchain, including a security and cost analysis
Krdmer et al. (2023) v X v Ethereum Concept and implementation of a reverse digital twin of a hybrid v v v v v v v v X
production with smart contracting
Liu et al. (2023) v v v Based on the Approach for and simulation of blockchain-based data sharing v v v v v v X v v
gossip between digital twins in manufacturing
protocol
Nielsen, Ribeiro da v v v Ethereum Concept and case study for a digital twin of a matrix production using v v v v v v X v v
Silva, and tokens to represent assets
Yu (2020)
Onwubiko v X v Ethereum Concept and implementation of a digital twin with blockchain in the X v v v v v X v v
etal. (2023) context of Industry 5.0
Sahal et al. (2021) v X v No specific Concept and case study for the collaboration of digital twins using X v v v v v v v v
framework blockchain and predictive analysis
Suhail et al. (2022) v X v No specific Review of the state-of-the-art of blockchain-based digital twins and X v v v v v v v v
framework proposal of a framework
Tao et al. (2022) v v v No specific Digital twin- and blockchain-based mechanism for service X v v v v v X v v
framework collaboration on the Industrial Internet Platform in manufacturing
Yaqoob v X v No specific Survey on blockchain and digital twins in manufacturing X v v v v v v v v
etal. (2020) framework
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et al. (2023) present a concept and a case study of a
blockchain-based digital twin for a cyber-physical pro-
duction system using Ethereum. However, they neglect
R3 and R9Y by not building an extensive simulation or
including simulated blockchains. Kuruppuarachchi, Rea,
and McGibney (2023) focus on a digital twin for shared
manufacturing and only cover blockchain as a design
choice, but lack several requirements and do not imple-
ment any solutions. Liu et al. (2023) present an approach
for blockchain-based data sharing between several digi-
tal twins in manufacturing and implement a simulation
model. However, they do not consider a visualisation of
the digital twin and do not focus on production pro-
cesses but on exchanging product information between
digital twins. Nielsen, Ribeiro da Silva, and Yu (2020)
consider a digital twin for a flexible matrix produc-
tion using Ethereum-based tokens to represent physi-
cal assets. While considering most requirements except
visualisation, they focus specifically on tokens, do not
implement their solution, or execute any testing. Tao
etal. (2022) propose a digital twin- and blockchain-based
mechanism for service collaboration on the Industrial
Internet Platform in manufacturing. They do not con-
sider a flexible manufacturing system or visualisation of
the digital twin and do not implement their solution.
Hasan et al. (2020) build a digital twin with blockchain,
including all requirements of a digital twin, but they do
not consider the sharing context.

All the contributions address connectivity (R4) and
memorisation (R6), while adaptability (R1), data privacy
and security (R5), and process visualisation (R7) are only
partially addressed.

The reviewed literature shows that most scientific con-
tributions have focussed on the potential of blockchain-
based digital twins in (shared) manufacturing with-
out any practical implementation. Only a few studies
have included small-scale implementations with test net-
works. No research has been conducted to address the
requirements R1 to R9 in a digital twin in shared man-
ufacturing with smart contracts in an exhaustive con-
cept and implementation, including benchmarks of dif-
ferent blockchain frameworks. Additionally, none con-
sider using simulated smart contracting in this field
to facilitate planning processes and design decisions.
While blockchain simulators on their own have emerged,
they are not considered in the context of manufactur-
ing. Most existing blockchain simulators focus on PoW-
based blockchains, need to be better maintained, have a
complex structure, and need to consider newer consen-
sus mechanisms and blockchain frameworks (Paulavi-
cius, Grigaitis, and Filatovas 2021). These aspects make
them unsuitable for a digital twin’s design and planning
processes in shared manufacturing. Thus, a simulation
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approach to facilitate the design decisions of smart con-
tracting implementation and to predict the impact of
smart contracting in manufacturing has yet to be devel-
oped. The development follows the DSR approach pre-
sented in Section 1 in Figure 1.

3. Addressing the research gap

This section presents a digital twin-based simulation
model design for a shared manufacturing system with
smart contracting. The design is developed based on the
requirements identified in the previous Subsection 2.2
and the underlying research theories in Subsection 2.1.

RI Adaptability. A hybrid production system with
workstations is suitable to ensure an adaptable shared
manufacturing system with flexible routing of incom-
ing orders in the simulation. The workstations must be
equipped to execute at least two different work steps, and
at least two workstations can execute each step. Mobile
robots execute the transport between the workstations for
routing flexibility. A production schedule must include
incoming jobs. The virtual entity of the digital twin
must be adaptable to the changing manufacturing system
regarding scalability, i.e. the number of workstations or
mobile robots.

R2 Fidelity. All relevant resources of the shared man-
ufacturing system, such as workstations, robots, or bins,
must be virtually represented and updated to ensure the
high fidelity of the digital twin, including near-real-time
updates of the positions of all objects and their status and
events. The physical entity must also be able to react to
changes in the virtual entity.

R3 Data acquisition. To enable high fidelity, a motion-
tracking system can acquire position data with high accu-
racy. At the same time, status updates can be sent between
the virtual and physical entities via interfaces such as
MQTT. The digital twin should have a bilateral connec-
tion to the blockchain to be able to acquire data from the
blockchain.

R4 Connectivity. Automated scheduling is an effec-
tive way to process incoming orders, reducing costs and
enabling high throughput. Due to the required comput-
ing power, this must be handled outside a blockchain.
Blockchain can reduce information asymmetry and
increase observability for most other data sharing in
shared manufacturing, addressing the principal-agent
problem. Smart contracts can reduce the administrative
and manual work in shared manufacturing. Table 3 shows
the design of three critical smart contract functions to
integrate the financial flow into shared manufacturing via
micropayments. The first function registers a work step
with the smart contract, while the second one handles
the payments of the costs associated with the work step
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Table 3. Design of the smart contract functions.

Function Conditions

Input Output

Register the order with the o Sender must be authorised

smart contract

e Provided order information must be complete

Order information, resource
identification

Unique service number

o Resource for the order execution must be authorised

e Sender must be authorised
e Unique service number must exist

Pay the order amount from
resource A into the smart
contract
o Funds of the sender must be sufficient
Pay the order amount from the e Sender must be authorised
smart contract to resource B

o Unique service number must exist

Unique service number Status of financial transaction

o Unique service number must not have been used

Unique service number Status of financial transaction

o Sender must be a registered resource for the order

o Amount of the order must have been paid into the

smart contract
o Costs of the order must not be settled

o Funds of the smart contract must be sufficient

into the smart contract. The third function releases the
money to a resource once a service has been fulfilled. This
approach guarantees multiple stakeholders’ connectivity
to the financial processes and the virtual entity. Further
connectivity must be established to the physical entity to
acquire data for the virtual entity of the digital twin.

R5 Data privacy and security. Due to the blockchain’s
decentralised and distributed data storage, it is crucial to
exercise due diligence when sharing data with multiple
stakeholders. The design considers this requirement by
sharing only anonymised data with the blockchain and
selecting multiple blockchain frameworks with different
characteristics, including public and consortium frame-
works. The transaction costs of a blockchain interaction
have to be considered, as modifying actions can have
significant costs depending on the design of the smart
contract and the blockchain framework. Data related to
payment processes is critical to store on a blockchain
(Kramer et al. 2021). The smart contract must consider
several conditions to ensure data security and create reli-
able transactions. Senders and receivers of transactions
should be registered with the smart contract to prevent
unauthorised access to the system. Double spending on
orders must be prevented by setting certain conditions,
and funds for involved resources on the blockchain must
be sufficient.

R6 Memorisation. The cryptographic principles of a
blockchain enable immutable and accessible data storage.
Machine usage and associated costs play an important
role in process documentation in shared manufactur-
ing. The system must track and store this data on a
blockchain. Historical data, such as failures, maintenance
operations, or usage times, can be written on a blockchain
or documented solely in the digital twin.

R7 Process visualisation. Resources are virtually rep-
resented in a detailed 3D or a more straightforward
2D visualisation to increase production and observabil-
ity of material supply. Transactions documented on the
blockchain and in the digital twin must be visualised for

users to increase transparency and accessibility of data.
The visualisation comprises the process documentation
and historical data for each resource, including its cur-
rent task and key figures of the smart contract, including
its account balance. Other key figures, such as machine
utilisation or total covered distance for mobile robots, can
be included. The GUI must be intuitive for all stakehold-
ers, independent of their technical knowledge. It should
be easy to operate and understand, given that multiple
stakeholders interact with it in shared manufacturing.

R8 Data analysis. To monitor the impact of what-if
scenarios during run-time, the key figures described in
the visualisation must be calculated or called from the
blockchain. Key figures can be calculated in the backend,
such as the total transaction costs of each resource, the
revenue of each resource and its utilisation. These figures
allow for data analysis at first glance. Data can also be
called from the blockchain, such as a transaction history
or the account balance. Further analysis can be executed
based on key figures saved during and evaluated after
the simulation run of a what-if scenario, such as costs,
validation times, or machine-specific key figures.

R9 Configurability. The simulation model should run
in a digital twin mode with a visualisation compris-
ing the physical and virtual entities of the digital twin
and their interfaces to physical resources. As the phys-
ical entity limits the digital twin mode regarding the
number of resources and the space in the production
environment, this mode should be extended by a pure
simulation mode with a scalable layout and without phys-
ical components. This mode tests configuration features
to simulate scenarios before execution. The simulation
should include different blockchain frameworks. Smart
contracting should be executable on a blockchain test
network to test features without generating substantial
costs and to gain realistic validation times and transac-
tion costs.

Blockchain test networks require real-time execu-
tion, making them unsuitable for complex production
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Algorithm 1 Simulated smart contracting

Data:

B={B,By,...,Bs} AB, = (B;, B, B)) An €N
Q=1{T1,Ts...., T} A(m e NV Q=0)
Bi={T1,T5,....,T;} A(re NV B; =0)

: loop every d seconds
n<n+1l
B,,.B; < currentTime
for T,, € Qdo
if By.Bg + Tin.Tc < Bgmax then
By.Bg ¢ Ty T,
B,.B; <« Ty,.T;
Q « Q\Tn
else
break
end if
12: end for
13: end loop

R B U S A

— =
= O

> Blocks T=(T.,T;) > Transaction
> Transaction queue

> Transactions stored in blocks

> Delay between blocks

> Create new block

> Block gets timestamp

> Loop through transaction queue

> Check capacity of block

> Add transaction costs to block

> Add transaction information to block
> Remove transaction from queue

> Wait for new block

processes. Thus, simulated smart contracting should be
included. To gain realistic results, the simulated smart
contracting must closely mirror the behaviour of the
blockchain test networks in terms of gas costs, validation
times, and scalability. Algorithm 1 presents a novel con-
cept for simulated smart contracting for Ethereum-based
frameworks. The algorithm is used for state-changing
functions, while read functions are unaffected by time
delays and do not need to be simulated. Blocks B are
created every d seconds, creating a blockchain-like struc-
ture. Each block B, has a maximum capacity Bgmax
measured in gas units. Each transaction consists of costs
T, and information T;. When a transaction is received,
it is stored in the queue Q, comprising T}, transactions.
The gas consumed for a block By results from ZTCeBg-
Information from T,,.T; is stored in B,,.B;. Block number
n and timestamp B, identify a block. T}, is then removed
from Q and stored in a block.

4. Demonstration and validation

We simulate a use case to validate our design and anal-
yse transaction costs and validation times. The use case
is based on previous work by Kriamer et al. (2023), who
implemented a digital twin of a shared manufacturing
system in their research lab.

4.1. Scenario

Shared manufacturing is mirrored by incoming orders
from companies sharing the production space. Other
manufacturers can provide resources; for instance,

workstations and mobile robots can be rented with-
out belonging to the company providing the production
space. The material for assembly is supplied in a con-
signment warehouse, where the material belongs to the
supplier until it is removed from the warehouse.

The layout for our scenario comprises three areas. On
the left-hand side is an incoming assembly line feeding
work in progress (WIP) to the matrix production sys-
tem. Task robots wait in a queue until they pick up an
incoming cart and transport it to the matrix produc-
tion. Within the matrix production, the carts with WIP
products are transported from workstation to worksta-
tion according to a production schedule. Waiting time
in between is bridged in buffer positions at the work-
station to ensure that a workstation is not blocked for
other task robots. Once every work step of an order
has been completed, a task robot transports its cart
to the right-hand side and transfers it in the correct
sequence according to the production schedule to the
outgoing assembly line. The task robot returns and
queues up.

An automated small parts warehouse provides mate-
rial for the assembly tasks at the workstations. Pick robots
wait in a queue until they pick up a cart with material at
the retrieval points. The production schedule determines
which retrieval point is selected for which cart. The pick
robot transports its cart to the workstation according to
the production schedule, waits for a few seconds for the
material to be removed, and then returns to a scheduled
storage point. The empty cart is returned to the small
parts warehouse, and the pick robot queues up to await
a new task.
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4.2. Implementation and technical details

This section describes how the simulation model imple-
mented in the game engine software Unity! (version
2020.3.27f1) is composed based on the requirements R1
to R9. We chose Unity due to its flexibility in implement-
ing interfaces and visualising the scenario.

To achieve adaptability (R1) in the matrix produc-
tion, we set the required minimum of workstations to
four. Mobile robots move in the production area with-
out predefined tracks. They calculate their shortest path
in Unity based on the Ax-Algorithm (Hart, Nilsson, and
Raphael 1968) using the Unity Al Navigation Package
(Unity-Technologies 2023). The number of tasks and pick
robots corresponds to the number of workstations times
two to allow for a constant production supply.

Distances between workstations and transfer points
are calculated to determine the production schedule and
costs for each work step, assuming an underlying pay-
per-use model. The work of Kaiser et al. (2022) is adapted
to calculate the production schedule. Input parameters
for the algorithm are the previously described properties
of the production and the sequence of the incoming and
outgoing assembly lines. The schedule is calculated for
a batch of the following five jobs at a time, considering
the previous jobs, and the following calculation is trig-
gered by the end of the previous calculation. The batch
size and the calculation trigger are adjustable, increas-
ing flexibility and allowing a short-term calculation of the
production schedule as long as the calculation is finished
before a resource starts.

Only data on the production schedule and associ-
ated costs relevant to payment processes is shared on the
blockchain (R4). Each job comprises several operations
and requires several resources, such as a workstation for
assembly, a pick robot for material transport, and a task
robot for the WIP product. Workers’ data is not stored
on-chain due to data privacy (R5).

To perform a comparative analysis of different Ethe-
reum-based frameworks (R8), we set up three test net-
works: a private permissionless PoOW to represent the
Ethereum 1.0 Mainnet, a private and permissionless PoA
for the current Ethereum 2.0 Mainnet, and a private
enterprise class consortium PoA network to reflect a solu-
tion for the enterprise environment. The detailed config-
uration of each blockchain test network is explained in
the appendix in Table A3.

Our simulation model keeps track of resource-specific
data during run-time and enables the evaluation of
recorded data post-run-time (R6). During run-time,
the account balance and the current task are displayed,
including a history of previous tasks. Key figures, such
as transaction costs, are calculated and documented. The

model records more data off-chain for extensive analy-
sis, including the payer, the payee of a transaction and
the smart contract function. Task costs are documented,
and all transaction costs are separated by estimated and
used gas units, the gas price, and the delta in the account
balance resulting from a transaction. Time-related key
figures are documented, such as the service’s start and
end times and the blockchain-specific validation times of
transactions.

The simulation model includes ten smart contract
functions as shown in Table 4. The main functions are
modifying functions for payment processes: Adding a
service to the blockchain (I), reserving it (II), and settling
it (III) after a performed service. The input parameters
and emitted event data show which data and data type
is required to execute the functions. The main functions
are built according to the conditions defined in Section 3.
Auxiliary functions support the main functions. To reg-
ister a resource, its account’s public key, designation, and
category are required in auxiliary function (IV) due to
data security (R5). To check with the main functions if a
resource is registered, auxiliary function (V) is called. If
a resource is no longer available or permitted, its access
is deleted by auxiliary function (VI). Auxiliary functions
(VII) and (VIII) check the balance of accounts and the
smart contract. Auxiliary function (IX) resets the balance
of the smart contract. It is necessary if simulation runs
are manually interrupted and money paid into the smart
contract is not disbursed automatically.

An HMI visualises the manufacturing system and the
starting menu of our simulation (R7). Detailed informa-
tion on the HMI and implemented Graphic User Inter-
face (GUI) are in the appendix in Figure Al. Visuali-
sation features support understanding the observability
and current utilisation of resources by defined shapes
and a colour scheme. A dynamic dashboard enables user
interaction with the simulation model during run-time.

Key figures such as the account balance are taken from
the blockchain in ether and offset against the exchange
rate euro to ether. The other key figures are calculated in
Unity based on data from the blockchain. Each amount
transferred to the blockchain with smart contract main
function (II) comprises the costs of a task and estimated
transaction costs. For mobile robots, costs are calculated
based on transportation time, depending on the covered
distance; for workstations, based on the processing time;
and for carts, based on the material costs. Transaction
costs are gas units for a transaction multiplied by the gas
price for each gas unit. To compare gas fees, we fix the
gas price at 1 gwei. As the actual gas units depend on
the input parameters and the network load, they are only
estimated before execution. As the transaction costs are



Table 4. Implemented smart contract functions.
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No. Function Type Sender Input parameters Emitted event data
Main functions

V) AddService Modify  SchedulingManager  (uint jobId, string (uint serviceNumber)
operationId, address
resource, uint costs)

(I ReserveService Modify  SchedulingManager  (uint serviceNumber) (uint serviceNumber, bool

successful)
(1) SettleService Modify  Resource (uint serviceNumber) (uint serviceNumber, bool

Auxiliary functions

successful)

(address resource,
designation, string
category)

(bool exists)
(address resource, address

string

(V) AddUser Modify  SchedlingManager (address resource, string
designation, string
category)

(V) IsUserRegistered View SchedulingManager  (address resource)

(V1) DeleteUser Modify ~ SchedulingManager  (address resource)

(V)  AccountBalance View Resource ()

(V)  ContractBalance View SchedulingManager ()

(IX) ResetSmartContract Modify SchedulingManager ()

(X) ResetBalance Modify ~ SchedulingManager ()

deletedByResource)
(uint256 balance)
(uint256 balance)
(bool successful)
(bool successful)

(a) Physical model

(b) Layout with four workstations

(¢) Layout with 20 workstations

Figure 2. Physical model and scaled layouts of the hybrid production in the simulation model (screenshots from the Unity model).

burned during the process, the corresponding resource
only receives the task costs.

With configuration options, the user determines if
physical resources should be included as shown in
Figure 2(a) or if the simulation model should run
in a scalable stand-alone mode (R9) as displayed in
Figure 2(b,c). The simulation model allows for a configu-
ration of the production layout from four to 20 worksta-
tions, with the production layout automatically adjusting
to the selected number. Several interfaces to the phys-
ical entity are integrated to realise the bilateral infor-
mation flow between the physical and virtual entities
(R3, R4) and to ensure sufficient fidelity of the sim-
ulation model (R2). An exemplary implementation of
the digital twin with its physical entity in a research lab
is demonstrated in Kriamer et al. (2023) and will not
be discussed here. The .NET library Nethereum? con-
nects the model to the blockchain. The user can choose
between three blockchain test networks and simulated
smart contracting. Simulated Smart Contracting is made
by instantiating the described pseudo Algorithm 1 and
created with C# in Unity 2020.3.27f1. The structure and

mode of operation are entirely derived from the pseudo
algorithm.

4.3. Design of experiments

To test the implementation, we evaluate how the sys-
tem’s scalability impacts the execution time and required
gas units, and conduct experiments on the blockchain
test networks to benchmark them. We investigate how
accurately the simulated smart contracting substitutes
the blockchain test networks regarding gas units and val-
idation times. To guarantee the accuracy of the evaluated
system, we conduct a preliminary study and evaluate how
accurately the production schedule is executed within the
simulation model.

To gain comparable results, we choose five fixed con-
figurations A to E for all studies as shown in Table 5.
A production schedule is calculated for each configura-
tion. All configurations A to E are simulated with each
blockchain test network Ethereum PoW, Ethereum PoA,
and Quorum BFT. For each work step, five services are
added to the blockchain: one for a pick robot, its cart
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Table 5. Configuration of five scenarios for the experiments.

Number of
Simulation duration per
Scenario  Work-stations ~ Taskrobots  Pickrobots  Pickcarts  Retrieval / Storage points ~ Jobs  Simulation runs run [seconds]
A 4 8 8 12 4/4 100 1 40187
B 8 16 16 24 6/6 90 3 19317
C 12 24 24 36 717 70 5 10551
D 16 32 32 48 8/8 65 6 10548
E 20 40 40 60 10/10 60 1 8089

(material), and a workstation, and two for a task robot
for the workstation and its buffer position. Each service
is added, reserved, and settled on the blockchain with
the presented main functions. The auxiliary functions are
not considered as they are either view functions without
delays or costs, or they are modify functions only called
once for each resource, such as registering.

The five scenarios are tested with the following key
figures for each test network:

e Gas units per transaction: Each transaction causes
an individual number of gas units, depending on the
smart contract function, its input and the system load.

e Gas units per block: They comprise the sum of gas
units of all transactions written into a specific block.
Considering the gas limit of a block, this figure is
essential to analyse if all transactions are processed or
if scaling issues arise.

e Transactions per block: This figure measures how
many transactions a block comprises, is essential to
study scaling effects, and shows how balanced the
system load is regarding incoming requests. As each
modifying transaction needs gas units, the gas units
and transactions per block loosely correlate.

e Validation time per transaction: This is the period
from sending the Unity request to receiving a receipt
for a successful blockchain transaction in Unity. This
figure is vital for correctly executing the production
schedule.

Simulation experiments are terminating with a defined
end, or non-terminating, reaching a steady state after a
transient phase (Wenzel 2018). Our simulation model
is a non-terminating system as the production system
has to pass the transient phase by filling the work-
stations and can then run for an infinite amount of
time, depending on incoming orders. To determine the
length and number of simulation runs, two methods
are standard: In the replicate-and-delete method, many
shorter simulation runs are performed in which the tran-
sient phase is removed from the data. The batch-means
method involves one long simulation run in which the
transient phase is cut off, and the remaining simula-
tion time is divided into equal segments called batches

(Wenzel 2018). We use the Chernoff Bound to deter-
mine the number of batches from which we can gain
statistically reliable results.

Definition 4.1 (Chernoff Bound for sample complex-
ity): Let € € (0, 1) be the accuracy and (1 —J) € (0,1)
be the confidence level, then the one-sided additive Cher-
noff bound for sample complexity is defined as follows,
where N is the number of needed samples (Calafiore,
Dabbene, and Tempo 2011):

1 2

N> —In-

2¢2 0

For our simulation experiments, we choose € = 0.1
and ¢ = 0.05 and require at least 184.444 samples per
experiment, i.e. 185 samples. Thus, our results stay within
10% from the result of an infinite number of samples with
a confidence of 95%.

The transient phase must be excluded from the sam-
ples to avoid distortion of the results. We determine the
transient phase based on the production schedules. For
each scenario, the system load is steady if all workstations
are occupied, i.e. when scenario A’s fourth job enters pro-
duction. The transient phase towards the end of the sim-
ulation run is determined as an analogue, i.e. for scenario
A, job 96 has to leave the system. The duration of the tran-
sient phase is translated into specific blocks in a scenario.
We choose at least 40 samples for each batch, i.e. 40 blocks
per batch. Depending on the production schedule and the
duration of the transient phase, several simulation runs
are required for each scenario to gain the same number of
samples per batch. We resort to the replicate-and-delete
method in combination with the batch-means method,
resulting in the number of simulation runs displayed in
the last column of Table 5. The simulated smart contract-
ing is tested with the same scenarios and key figures as
the test networks to gain comparable results.

All experiments with the simulation model are con-
ducted on a computer with sufficient resources. At
the same time, the blockchain test networks run on
a separate server to avoid performance distortions by
CPU-intensive consensus mechanisms such as PoW. The
appendix in Table A4 gives a detailed overview of their
specifications.



Table 6. Results of the pre-study.
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Start deviation End deviation Tardiness
Scenario Mean Median Max Min Mean Median Max Min Mean Median Max Min
A —0.08s —0.08s 0.05s —0.16s 4486 26.05s 190.05s —243.76s —4.32s —5.47s 0.77s —29.81s
B —0.07s —0.06s 0.185s —0.32s 41265 22.75s 188.32s —151.34s —3.96s —3.87s 0.79s —6441s
C —0.04s —0.07s 2.99s —1.565s 43.82s 24.25s 190.81s —59.72s —4.28s —4.2s 1.13s —35.8s
D —0.08s —0.07s 0.16s —0.31s 4448s 25935 190.24 s —31.29s —3.69s —3.49s 1.73s —50.16s
E —0.06s —0.08s 8.995 —7.11s 41.69s 22.57s 191.155s —123.87s —3.93s —3.53s 1.8s —38.8s

4.4. Experiments and evaluation

We present the results of the production schedule’s pre-
study, followed by the experiments with the blockchain
test networks and the simulated smart contracting.

4.4.1. Pre-study: production schedules

This pre-study aims to analyse the consistency of the sim-
ulation model execution times with the calculated times,
to reveal the influence of the test networks on the produc-
tion schedule, and to show necessary adjustments to the
calculation algorithm. For the analysis, we use three time
stamps: the arrival time of the task robots at the work-
station and the start and end times of the pick robots.
They are based on the production schedule and the time
stamps of the simulation run. Indicators for each line of
the production schedule are the following:

o The start/end deviation is the difference between the
pick robots’ calculated start/end time and the actual
start/end time in the simulation model.

o The tardiness is the difference between the calculated
arrival time at the workstations and the actual arrival
time of the task robots.

A positive value indicates the simulation model’s early
start or arrival, and a negative value indicates a late start
or arrival. Table 6 shows each indicator and statistical
value.

The mean start deviation range is —0.04s to —0.08 s
due to slight variations in the computation time, which
may be disregarded. The pick robots in the simula-
tion start at the calculated times. While the start devia-
tion is negligible, the mean value for the end deviation
ranges from 41.26 s to 44.86's, and outliers fall between
—243.76 sand 191.15 s. These values suggest that the pick
robots complete their tasks in the simulation earlier than
calculated. The calculation uses static values for the path,
and to avoid any delays that affect subsequent tasks, a
buffer time is added to the calculated time. The outliers
with negative values result from robot deadlocks, caus-
ing late arrivals. This problem arises from the collision
avoidance in Unity, which cannot solve deadlocks in rare
cases. The mean value of the tardiness is between —3.69 s
and —4.32's, meaning that the task robots arrive at the

workstations several seconds late. Thus, the production
schedule algorithm should consider the robot’s roughly
four-second delay. Outliers up to 64.41 s are also a result
of the path planning algorithm.

4.4.2. Test networks

The measurement values of the experiments with the
blockchain test networks and simulated smart contract-
ing are displayed in Table 7. While all scenarios pro-
vide data for Ethereum PoA and Quorum BFT, we faced
difficulties gathering data for Ethereum PoW due to
its consensus mechanism. We could gather data from
49 batches, which shows that Ethereum PoW values
deviate more than Ethereum PoA values from sce-
nario A. Scenarios B to E faced scalability issues and
could not provide valid data. Significant values and
comparisons of the experiments are explained in the
following.

While addService consumes the most gas units per
transaction for all three test networks, reserveService
consumes about 60% less, and settleService 67% less.
AddService is the most expensive function due to the
high number of input variables, while the other two func-
tions only transfer money. The measurement values show
that the deviation increases with higher-scaled scenarios
for all smart contract functions of the test networks due to
higher input and system load variability. While addSer-
vice and reserveService show lower standard deviations
of up to 32 gas units, settleService has comparatively
high standard deviations of up to 487 gas units. This
deviation results from an optional feature in the settle-
Service function that allows for a financial remittance
if the robots’ paths differ from those calculated for the
production schedule. The consumed gas units also differ
depending on the blockchain framework. Compared to
Ethereum PoA, Quorum BFT consumes less gas for each
smart contract function due to the consensus mechanism
and the consortium framework. AddService consumes
about 0.5% less, while reserveService and settleService
consume about 14% and 11% less. Regarding Ethereum
PoW, one speciality is that while the measurement val-
ues look similar to Ethereum PoA, some transactions
did not fit into a block as the gas usage increased to
fees above the gas limit per block. This resulted in a few



Table 7. Measurement values for five scenarios and three blockchain test networks and simulated smart contracting.

Batch values

Ethereum PoA

Ethereum PoW

Scenario Scenario
Key figures A B C D E A B C D E
Transactions per block Mean 2.30 4.46 6.91 6.46 8.24 6.20 - - - -
Median 235 443 6.75 6.28 8.10 6.32 - - - -
Minimum 0.75 2.85 5.08 5.00 6.95 2.04 - - - -
Maximum 3.66 6.15 9.32 8.65 10.13 10.36 - - -
Standard deviation 0.52 0.68 0.95 0.84 0.82 1.89 - - -
Gas units per block Mean 172410.00 334839.96 518712.15 485349.98 618788.24 492802.47 - - -
Median 174555.85 333234.65 519943.00 471695.95 602961.80 467598.25 - - -
Minimum 54012.35 220381.85 385848.15 369702.05 507304.73 147292.70 - - -
Maximum 271165.66 466456.90 701661.90 659170.21 763536.50 1023042.73 - - -
Standard deviation 39486.12 51806.00 69659.59 65195.29 64562.05 180293.88 - - -
Gas units per transaction (addService) Mean 129675.46 129675.39 129675.05 129674.83 129675.03 129675.55 - - -
Median 129675.54 129675.43 129675.11 129674.85 129675.05 129675.47 - - -
Minimum 129671.33 129673.83 129673.60 129673.00 129674.09 129673.64 - - -
Maximum 129677.14 129676.47 129676.38 129675.77 129675.76 129677.08 - - -
Standard deviation 0.81 0.48 0.50 0.45 0.32 0.76 - - -
Gas units per transaction (reserveService) Mean 52299.68 52301.31 52309.34 52307.93 52309.62 52299.96 - - -
Median 52300.00 52300.00 52311.89 52311.88 52311.90 52300.00 - - - -
Minimum 52288.00 52299.68 52299.84 52299.81 52299.87 52299.48 - - - -
Maximum 52300.00 52312.00 52312.00 52312.00 52312.00 52300.00 - - - -
Standard deviation 1.76 3.82 4.95 5.68 476 0.13 - - - -
Gas units per transaction (settleService) Mean 42959.03 43076.65 43016.02 43266.65 43167.38 43240.85 - - - -
Median 42930.63 43057.33 43026.02 43225.53 43120.33 43102.73 - - - -
Minimum 42540.00 42551.74 42552.00 42851.46 42551.87 42551.45 - - - -
Maximum 44236.44 43958.14 43528.73 43946.02 43674.87 44388.12 - - - -
Standard deviation 385.13 295.97 209.72 238.66 246.90 487.07 - - - -
Validation time per transaction [seconds] Mean 412 4.24 4.00 4.13 3.97 13.64 - - - -
Median 4.1 4.38 3.89 4.16 3.89 13.60 - - - -
Minimum 3.38 3.61 3.56 3.62 3.50 8.39 - - - -
Maximum 4.65 4,76 4.70 4.68 4.71 23.01 - - - -
Standard deviation 0.20 0.33 0.28 0.25 0.26 2.97 - - - -

(continued)
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Table 7. Continued

Batch values

Ethereum PoA

Ethereum PoW

Scenario Scenario
Key figures A B C D E A B C D E
Transactions per block Mean 2.30 4.46 6.91 6.47 8.24 2.30 4.46 6.91 6.47 8.24
Median 2.33 4.45 6.75 6.28 8.10 2.35 4.43 6.83 6.25 8.08
Minimum 0.72 2.88 5.10 5.03 6.90 0.76 3.00 5.25 5.08 6.90
Maximum 3.63 6.15 9.33 8.58 10.18 3.63 6.18 9.43 8.60 10.18
Standard deviation 0.52 0.68 0.95 0.84 0.81 0.52 0.67 0.93 0.82 0.83
Gas units per block Mean 162888.96 316031.89 490185.72 458923.00 584826.61 172543.28 334728.01 518659.93 485246.80 619060.10
Median 165903.10 314022.05 489613.60 447084.00 570039.50 176429.78 330427.73 515634.83 474000.70 603307.80
Minimum 49956.67 209904.65 364020.55 350672.87 479074.25 55575.37 225691.43 386466.20 376529.45 505928.10
Maximum 262976.49 440567.40 668372.90 618865.25 726839.08 275955.13 467038.00 707675.60 654897.90 76417413
Standard deviation 37777.65 49033.29 66205.19 62420.94 61015.67 40189.19 51488.32 68861.62 64891.78 64996.37
Gas units per transaction (addService) Mean 128984.47 128983.58 128982.21 128980.97 128982.07 129675.00 129675.00 129675.00 129675.00 129675.00
Median 128984.76 128983.68 128982.55 128981.06 128981.82 129675.00 129675.00 129675.00 129675.00 129675.00
Minimum 128962.44 128974.59 128974.08 128971.33 128977.13 129675.00 129675.00 129675.00 129675.00 129675.00
Maximum 128994.95 128988.86 128988.00 128985.84 128986.24 129675.00 129675.00 129675.00 129675.00 129675.00
Standard deviation 4.29 2.72 261 2.45 1.70 0.00 0.00 0.00 0.00 0.00
Gas units per transaction (reserveService) Mean 45111.78 45147.38 45162.36 45165.03 45150.84 52300.00 52300.00 52300.00 52300.00 52300.00
Median 45112.00 45174.88 45176.00 45176.00 45175.40 52300.00 52300.00 52300.00 52300.00 52300.00
Minimum 45108.80 45110.48 45111.15 45111.09 45111.35 52300.00 52300.00 52300.00 52300.00 52300.00
Maximum 45112.00 45176.00 45176.00 45176.00 45176.00 52300.00 52300.00 52300.00 52300.00 52300.00
Standard deviation 0.63 31.87 26.02 23.97 31.29 0.00 0.00 0.00 0.00 0.00
Gas units per transaction (settleService) Mean 38426.90 38536.60 38524.56 38710.94 38629.93 43099.00 43099.00 43099.00 43099.00 43099.00
Median 38420.00 38520.41 38538.02 38692.00 38618.29 43099.00 43099.00 43099.00 43099.00 43099.00
Minimum 38161.44 38164.00 38164.00 38373.38 38163.29 43099.00 43099.00 43099.00 43099.00 43099.00
Maximum 39172.76 39239.58 38879.96 39190.91 39055.32 43099.00 43099.00 43099.00 43099.00 43099.00
Standard deviation 255.30 198.89 150.58 159.93 180.23 0.00 0.00 0.00 0.00 0.00
Validation time per transaction [seconds] Mean 4.74 4.77 4.85 4.76 4.60 4.03 4.09 4.03 4.01 4.10
Median 4.74 4.79 4.90 4.75 4.49 4.03 4.10 4.03 4.02 4.12
Minimum 4.16 4.20 432 4.27 413 3.75 371 3.78 3.78 3.79
Maximum 5.32 5.38 5.31 5.32 5.29 432 434 434 4.26 430
Standard deviation 0.24 0.32 0.22 0.28 0.29 0.12 0.11 0.11 0.08 0.12
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Figure 3. Transactions per block in the Ethereum PoA test network.

transactions that did not go through. The measurement
values in Table 7 do not consider these transactions.

The transactions per block increase with the scalability
of the scenarios. For Ethereum PoA and Quorum BFT,
the numbers are similar and increase from a mean of
2.30 transactions per block in scenario A to 8.25 trans-
actions per block in scenario E. Other statistical values
behave similarly. As the numbers refer to average batch
values, they must be supplemented by the specific con-
sideration of values within the batches. Figure 3 displays
Ethereum PoA transactions per block in a boxplot dia-
gram for each batch to visualise the variability within a
batch. For scenario A, at least one block has no transac-
tions per batch, as transactions are issued according to the
production schedule. An empty block is still produced if
no transactions occur. Across all batches, the maximum
number of recorded transactions fluctuates between 3
and 11 transactions per block for this scenario. In the
highest-scaled scenario E with 20 workstations, the max-
imum is 26 transactions per block, while the minimum
number of transactions per block differs between 0 and
5 transactions. Quorum behaves similarly for all scenar-
ios as Figure 5(b) shows. The transactions per block are
nearly identical, with a difference of —0.12% for scenario
A and 0.19% for scenario E.

In contrast to Ethereum PoA and Quorum BFT, for
Ethereum PoW, the average number of transactions in
scenario A is thrice as high as the other two test net-
works as shown in Figure 5(a). Fewer blocks are mined in
the same period due to an irregular block time, on aver-
age with 12.63 s 2.53 times higher than the fixed block
time of the other test networks. Fewer blocks are mined
simultaneously, resulting in 270% more transactions per
block than Ethereum PoA in scenario A due to the same
underlying production schedule.

The gas units per block correlate with the transactions
per block, considering the variability of gas units for a
specific transaction as shown in Figure 4. The scattering

Transactions per block

30

25 °

Batch

(b) Scenario E

of the measurement values increases with the number of
transactions included in one block. The standard devi-
ation increases 57.69% for transactions per block and
63.51% for gas units per block from scenario A to sce-
nario E in the Ethereum PoA test network. The higher
deviation in scenario E in the number of transactions
results from more tasks according to the production
schedule compared to scenario A, leading to a higher
deviation in the gas unit values. Quorum scales similar
to Ethereum PoA as shown in Figure 5(b), but consumes
less gas. For instance, in scenario A, Quorum consumes
about 6% less gas on average. Ethereum PoW has more
transactions and gas units per block due to the irregular
block time displayed in Figure 5(a). Both key figures still
show a correlation between the number of transactions
and gas units per block.

To avoid scalability issues, the maximum gas values
should be below the gas limit of a block. Ethereum PoA
needs slightly more gas units than Quorum, and the
systems behave similarly; thus, we will only examine
Ethereum PoA in detail. As some blocks in scenario A
do not comprise any transactions, the minimum amount
of gas units for blocks in each batch is zero, as displayed
in Figure 6. The maximum number of gas units per block
across all batches is 1132276 gas units, which is below the
target of 15 million gas units per block. The system has
not reached its scalability limit for four workstations, and
all incoming transactions are processed. For the higher-
scaled scenario E, the maximum gas units per block are
2369188 gas units, which is still lower than the target of
15 million gas units, ensuring that the scalability of the
test network is sufficient for the presented use case. For
Ethereum PoW; the higher gas units per block amount to
a maximum of 4596638 gas units per block in any evalu-
ated batch for scenario A. This value is much higher than
the maximum gas units for Ethereum PoA, even for sce-
nario E, but still below the target and limit of gas units of
a block.
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Figure 6. Gas units per block in the Ethereum PoA test network.

Figure 7(a) displays the validation time per transaction.
As Ethereum PoA and Quorum BFT have fixed block
times of 5s, transactions are validated within a maxi-
mum of 5s. Some maximum values are slightly above

Gas units per block
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(b) Scenario A to E

Batch

(b) Scenario E

12

55, which results from the measurement, including the
processing time via the interface between Unity and the
blockchain test network. Still, a mean of 2.5 s would have
been expectable. The validation time depends on the
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Figure 7. Validation time per transaction in Scenario A.

time of entry of a new task into the system. A mean
of 2.5 s would require an equal distribution of incoming
transactions. As our production schedule often triggers
transactions with a temporal difference of 5s, the values
differs from the expected average.

While Ethereum PoA and Quorum BFT have average
validation times around their block time, for Ethereum
PoW, the validation times are about thrice as high
(331.07% compared to PoA and 287.76% compared to
QBFT). The standard deviation of 2.97 s across all batches
in scenario A is also higher than for Ethereum PoA
(0.20s) or Quorum BFT (0.24s). The unpredictable
behaviour of the validation time is expected from a PoW
consensus mechanism in which a specific validation time
cannot be guaranteed due to the irregular block time. The
block time fluctuates around an average of 12.63s. The
maximum values of block times in batches are between
22 s and 99s, showing the wide scattering of measure-
ment values with a standard deviation of 12.23 sacross all
batches for the block time. Figure 7(b) shows that multi-
ple blocks contain transactions that have a longer valida-
tion time than block time, for instance, block 222344 with
7s block time and a transaction with 96.19 s validation
time. This imbalance means that the transaction was sent
to the blockchain way before the block it was included in
was created, which indicates scalability problems during
the simulation. Not every incoming transaction could be
processed immediately in the next block.

The evaluated data shows that Ethereum PoW is
unsuitable for shared manufacturing due to the high
uncertainty regarding validation times, consumed gas
units and scalability. Fast replanning in a defined time
horizon is not possible, and it cannot be guaranteed that
all transactions go through. This behaviour is critical for

100

« Ethereum PoW

80

60 [+

Maximum validation time [seconds]

60 80 100

Block time [seconds]

(b)

manufacturing systems regarding the efficiency of pro-
cesses, the error rate, and the trustworthiness of data. As
it counteracts the purpose of smart contracting in shared
manufacturing, we will not further consider Ethereum
PoW. The Ethereum PoA and Quorum BFT evalua-
tions show that both test networks behave similarly with
slight deviations. While Ethereum PoA is slightly faster,
Quorum BFT consumes fewer gas units per transaction.
For further development, we decided to apply simu-
lated smart contracting to Ethereum PoA, which is more
prevalent in applications. The following simulation can
be adapted to represent Quorum BFT as well.

4.4.3. Simulated smart contracting of ethereum poA
The following evaluation shows that the simulated smart
contracting is functional and generates similar outcomes
to the Ethereum PoA test network.

The gas units per transaction for the simulated smart
contracting are based on the average value of Ethereum
PoA across all scenarios. Using a Biglnteger value to
keep the simulated smart contracting compatible with the
test networks, the values are rounded to the next inte-
ger. For addService, this amounts to 129675 gas units,
for reserveService to 52300 gas units and settleService
to 43099 gas units. To simplify the simulated smart con-
tracting, deviations of gas units within one function are
neglected in our simulated smart contracting.

The measurement values show that the simulated
transactions per block are similar to the test network as
displayed in Figure 8(a). On average, transactions devi-
ate 0.07% across all scenarios, and gas units deviate 0.03%
from the test network. The average and mean values and
the standard deviation are identical in scenario A. Only
minimum and maximum values show slight deviations of
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Figure 8. Deviation of simulated smart contracting from the Ethereum PoA test network.

+1.72% and —0.93%. For single batches, a maximum of
8.46% for transactions and 16.34% for gas units exists. For
gas units per block, the deviation can be higher than for
transactions due to the static gas units for each smart con-
tract function. The results of the other scenarios are simi-
lar. The data of transactions and gas units per block show
a similar correlation as the Ethereum PoA test network.
The average validation time per transaction is below
the block time of 5s and that the values are similar to
those of the test network. The percentual deviation of the
simulated values and the values from the test network is
displayed in Figure 8(b). No validation time of a batch
deviates more than 26.37 %, with average values for sce-
narios fluctuating between —4.04% for scenario B and
3.11 % for scenario E, which equal —0.17 s and 0.12s.

5. Conclusion, implications and outlook

The contribution concludes by summarising the work,
pointing out managerial insights and giving an outlook
for future research.

5.1. Conclusion and theoretical advancements

To select an appropriate blockchain framework and
ensure efficient execution of manufacturing tasks, sim-
ulating a production with smart contracting prior to
implementation is crucial. This contribution introduced
a novel notion to simulate the impact of smart con-
tracting on the production supply in shared manufac-
turing. Ethereum-based test networks exemplified the
approach. We proposed an innovative method of sim-
ulated smart contracting, which allows us to analyse
the effects of smart contracting in time-lapse in the
simulation. Empirical evidence was presented based on

simulation experiments, demonstrating the scalability
and feasibility of smart contracting in this context. This
approach contributes to overcoming information asym-
metries and reducing the principal-agent problem.

The concept development followed the design science
research approach. We identified ten requirements based
on the existing literature, including adaptability, connec-
tivity, and configurability, for a digital twin in shared
manufacturing. In doing this, we extend the theoreti-
cal literature presented in Subsection 2.2 in Subsection 1
concerning the design of a digital twin in shared manu-
facturing. To address the requirements, blockchain and
smart contracting were introduced by developing ten
smart contracting functions, of which three main func-
tions handle the financial flow of an order from reserva-
tion to payment, and seven auxiliary functions support
the data handling.

Implementing the concept created a configurable sim-
ulation model in Unity with the blockchain frameworks
Ethereum PoA, Ethereum PoW, and Quorum BFT. The
benchmark revealed that Ethereum PoA and Quorum
BFT processed all incoming transactions reliably and
within a predefined period due to the stable test net-
work setup and the fixed block time of 5s. Both frame-
works scale well in shared manufacturing. In contrast,
Ethereum PoW provided highly unreliable block and
validation times, higher gas costs and scalability issues
due to the PoW consensus. We do not recommend
Ethereum PoW for a productive manufacturing environ-
ment. Unpredictable validation times may disturb the
correct execution of schedules and reduce the production
and supply chain efficiency. The implemented concept
and conducted experiments serve as an extension to
the existing literature analysed in Table 2 by providing
a holistic simulation model addressing all identified
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requirements, by defining indicators for the performance
measurement of blockchain frameworks, and by giving
benchmark values of different blockchain frameworks.

We further demonstrated that simulated smart con-
tracting gives results with deviations below 5% com-
pared to the Ethereum PoA test network. Simulated smart
contracting allows for predictive and precise calcula-
tions of blockchain applications before execution and
enables the simulation in time-lapse. This innovative
method enriches existing literature on blockchain simu-
lators by centring on a user’s facilitated simulation mod-
elling of Ethereum-based processes. It provides a sim-
ple application and focuses on the impact of blockchain
rather than on its complex inner workings. We show
that the behaviour of smart contracting in a blockchain
framework can be simulated if the characteristics of the
underlying framework are known and extensive tests are
carried out.

5.2. Managerial implications

This contribution focuses on the production supply for
shared manufacturing within the broader supply chain
and logistics management framework. Our approach
offers valuable managerial insights into enhancing the
efficiency of shared manufacturing by improving trans-
parency and reducing information asymmetries among
multiple stakeholders. It further sheds light on the
principal-agent problem and transaction costs in shared
manufacturing.

For industry, we provide insights into how smart con-
tracting in a digital twin in shared manufacturing can be
simulated and which aspects must be considered. This
contribution identifies vital requirements for a digital
twin for the production supply in shared manufactur-
ing and points out how blockchain and smart contracting
address these requirements. Further managerial insights
into how such a system can be set up and implemented
technically are described and validated in experiments.

Additionally, this work contributes insights into the
feasibility of several popular blockchain frameworks
for production supply in shared manufacturing, includ-
ing scalability, validation times, and associated costs.
Ethereum PoA and Quorum BFT scaled reasonably well
for our use case and did not encounter scalability issues.
All blocks could hold the required transactions, and a
block’s gas limit was not exceeded, while Ethereum PoW
proved unsuitable.

For industrial applications, this successful scaling
in the simulation model offers benefits such as opti-
mised resource allocation, risk mitigation, cost reduction
and avoidance, and adaptability to changing conditions.

These benefits improve operational efficiency and
competitive advantage in dynamic industrial environ-
ments. However, scaling effects became visible in all
implemented scenarios, which might become critical in
high-scaled industrial use cases. Managing and process-
ing large volumes of data generated by the simulation
model within Ethereum’s blockchain architecture con-
straints can pose challenges. Ensuring efficient data stor-
age, retrieval, and processing while maintaining data
integrity and security becomes increasingly complex as
the simulation model grows in scale. Decision-makers
in the industry should define how many transactions
with which scope might arise in their manufacturing sys-
tem using a simulation model. Closely related are the
decisions on which information to share with multi-
ple stakeholders and which characteristics a blockchain
framework should have, such as access rights. Our work
demonstrates significant key figures for managers, which
can be used as benchmarks for suitable blockchain
frameworks.

To facilitate the testing of blockchain frameworks, we
contribute to science and industry the simulated smart
contracting of Ethereum-based blockchain frameworks
in time-lapse. It factors scalability and costs without
blockchain test networks. We evaluate and benchmark
this novel approach against a test network in our simu-
lation, providing insights into how to set up such sim-
ulated smart contracting without detailed expertise on
blockchain test networks or main networks. For man-
agers, this approach provides insights into how to evalu-
ate Ethereum blockchain usage for comparable industrial
applications prior to implementation, considering both
the associated costs and feasibility.

5.3. Outlook

Based on the findings of our work, we propose trans-
ferring these insights to the broader context of supply
chain management. While we identified requirements for
the model and smart contract functions, the design fea-
tures might vary, be prioritised and be limited for specific
use cases, requiring further research. We suggest inves-
tigating how well the analysed frameworks scale under
a high system load, near the scalability limit. Doing so
can evaluate how the system behaves in a higher-scaled
supply chain context with multiple stakeholders and how
the system is affected if the scalability limit is exceeded.
The exhaustion of the scaling limit leads to delayed
transaction processing, which can even lead to conges-
tion and non-processing. It may also hinder the simula-
tion model’s seamless expansion to accommodate large-
scale industrial operations. We suggest examining how



the test networks perform compared to productive net-
works and analysing further solutions regarding scalabil-
ity and costs. Further investigation might address how the
simulated smart contracting can be refined, for instance,
regarding gas consumption, to enable even more precise
predictions of the impact of smart contracting on shared
manufacturing.

Notes

1. https://unity.com/

2. https://nethereum.com/

3. https://ethereum.org/en/developers/docs/consensus-mec
hanisms/pow/mining-algorithms/ethash/.

4. https://docs.goquorum.consensys.net/configure-and-man
age/configure/consensus-protocols/clique.

5. https://docs.goquorum.consensys.net/configure-and-man
age/configure/consensus-protocols/qbft.
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Appendices

Appendix 1. Systematic Literature Reviews

The systematic literature reviews (SLR) follow the approach
of Brocke et al. (2009). Two searches were conducted on the
database Scopus with the search strings depicted in Table Al
for the requirements. To gain precise and manageable results,
several restrictions were imposed on the search string, such
as the publication year, the source type, the document type
and the language. The searches yielded 82 and 114 unfiltered
results, which we filtered for titles relevant to the requirements.
We then checked the abstracts and the full texts, resulting in
one and three suitable publications. Backward- and forward
searches based on these publications revealed further publica-
tions, resulting in 4 publications for each topic.

For the related work, we conducted the similar SLR in
Table A2 on Scopus. We did not consider any restrictions for
shared manufacturing and digital twin due to the already low
results with 35 publications. The second string was restricted,
similar to the first SLR. The search resulted in five and ten
publications for related work.

Appendix 2. Supplementary technical details

A.1 Graphic user interface

The user can set start configurations in the GUI using buttons
and dropdown menus as shown in Figure Al(a). When select-
ing the configuration, the model automatically checks whether
the desired options can be combined and issues a warning if
necessary. Help buttons provide information on the options.
Once the user has started the simulation model, a 3D model
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Figure A1. Visualisation (GUI) of the simulation model (screenshots from Unity model).

Table A1. SLR methodology for design requirements for shared
manufacturing and digital twin.

Literature

SM DT
Database Scopus Scopus
Unfiltered results 82 114
Fitting title 33 35
Fitting abstract 8 13
Fitting full text 1 2
Results from backward / forward search 3 2
Total number 4 4

Search string

Shared Manufacturing (SM)
TITLE-ABS-KEY ((‘sharx manufacts’

Digital Twin (DT)
TITLE-ABS-KEY ('digital twins" AND

Table A2. SLR methodology for related work.

Literature

SMDT MDTB
Database Scopus Scopus
Unfiltered results 35 153
Fitting title 20 49
Fitting abstract 1 21
Fitting full text 5 10
Total number 5 10

Search string

Shared manufacturing and digital Manufacturing, digital twin and

OR ‘collab* manfact*’ OR ‘sharx
product=") AND (‘review’ OR
‘definition’ OR ‘conceptx’)) AND
PUBYEAR > 2016 AND PUBYEAR

‘requirements" AND ‘review’)
AND PUBYEAR > 2017 AND
PUBYEAR < 2025 AND
(LIMIT-TO (SRCTYPE, ‘j') OR

twin (SMDT)

blockchain (MDTB)

TITLE-ABS-KEY ((‘Sharx Manufacts’
OR ‘Sharx Product=’ OR ‘Collabx
Manufactx" OR ‘Collabx
Product=) AND ‘Digital+ Twin«’)

TITLE-ABS-KEY ((‘Manufacts’ OR

‘Product=") AND ‘Digital= Twinx’
AND ‘Blockchainx*") AND
PUBYEAR > 2016 AND PUBYEAR
< 2025 AND (LIMIT-TO
(LANGUAGE, ‘English’)) AND

< 2025 AND (LIMIT-TO
(SRCTYPE, *j) OR LIMIT-TO
(SRCTYPE, ‘p")) AND (LIMIT-TO
(DOCTYPE, “cp’) OR LIMIT-TO
(
(

LIMIT-TO (SRCTYPE, ‘p’)) AND
(LIMIT-TO (DOCTYPE, ‘cp’) OR
LIMIT-TO (DOCTYPE, ‘re’) OR
LIMIT-TO (DOCTYPE, ‘ar’)) AND
DOCTYPE, ‘ar’)) AND (LIMIT-TO (LIMIT-TO (LANGUAGE, ‘English"))

LANGUAGE, ‘English))

of the hybrid production is created according to the configura-
tion. During the simulation, an interactive dashboard provides
information on the smart contract and on each resource as
shown in Figure A1(b) to increase accessibility.

Observability is increased by a colour scheme visualising the
current utilisation of resources as shown in Figure Al(c). Yel-
low shapes represent idle resources waiting for an order, while
green resources are reserved for a task and are waiting to begin.
Resources currently engaged with a task are shown in cyan.

A.2 Configuration of the blockchain test networks

We used the configurations summarised in Table A3 for the
blockchain test networks.

Ethash® is chosen as a proof of work (PoW) mechanism
because it played a fundamental role in Ethereum 1.0, allow-
ing to analyse a framework whose characteristics are closely
related to the preceding version of the Ethereum Mainnet. This
consensus mechanism has a high level of security but scala-
bility limitations and significant energy consumption. Clique*
as a proof of authority (PoA) mechanism reflects the cur-
rent Ethereum Mainnet. In the enterprise environment, PoA
is depicted by Quorum Byzantine Fault Tolerance (QBFT?),

(LIMIT-TO (DOCTYPE, ‘ar’) OR
LIMIT-TO (DOCTYPE, ‘cp’) OR
LIMIT-TO (DOCTYPE, ‘re’)) AND
(LIMIT-TO (SRCTYPE, ') OR
LIMIT-TO (SRCTYPE, ‘p")

Table A3. Specifications of the blockchain testnets.

Specification Ethereum PoA  Ethereum PoW  Quorum BFT
Consensus mechanism  Clique Ethash QBFT
Type of mechanism Proof of Proof of Work Proof of
Authority (PoW) Authority
(PoA) (PoA)
Gas fee yes yes no
Purpose public public private
Enterprise
Nodes 4 4 4
Prefunded yes yes yes
Block time 5s Variable, 55 5s
target
Target block size 1.5 x 107 gas 1.5 x 107 gas 1.5 x 107 gas
Maximum block size 3 x 107 gas 3 x 107 gas 3 x 107 gas
Gas limit 8 x 100 gas 8 x 100 gas 8 x 100 gas
Difficulty 0x1 0x1 0x1
Epoch 30,000 - 30,000

a consensus mechanism designed to provide robust secu-
rity alongside exceptional throughput capabilities. Clique and
Ethash use gas fees as public frameworks, while the gas fees in
the consortium QBFT are zero due to a zero gas price. For each
test network, we choose four nodes, which is the minimum
number required for the QBFT system to be Byzantine fault-
tolerant (ConsenSys-GoQuorum 2023). All test networks and
resources’ accounts are prefunded. The block time determines
the average period for creating a new block. For Ethereum PoA
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and Quorum BFT, a steady block time can be configured. We set
this block time to 5 s. A longer block time could cause scalability
issues, while a shorter block time would cause a more signifi-
cant load on the network. For the Ethereum PoW test network,
a 5s block time is targeted. The target block size, called gas
limit, determines the maximum amount of gas that should be
spent on one block, while the maximum block size is defined
as the maximum amount of gas that can be included in one
block (Wood 2023). The maximum block size is similar to that
of the Ethereum Mainnet (Ethereum-Foundation 2024). The
target block size is half the maximum block size (Wood 2023).
To ensure that most transactions go through in Ethash, we
set the gas limit of each transaction so high that at least
two transactions still fit into a block. The target mining dif-
ficulty determines the difficulty of the cryptographic puzzle
and impacts how often a new block is created (Wood 2023).
We set the difficulty to 0x1, the lowest available difficulty, to
gain maximum throughput for Ethereum PoW. Ethereum PoA
and Quorum BFT do not have mining, so their difficulty does
not influence the block time. It is still required due to formal
reasons stated in Wood (2023) and can influence the order
of selecting a proposed block. The network configuration is
made in the genesis files of the depicted networks. The epoch
represents the number of blocks to be completed to create

Table A4. Specifications of the computer and the server used for
the experiments.

Component Computer Server
Operating System Windows 10 Ubuntu 22.04.2 LTS
Central Processing AMD EPYC 7302P AMD EPYC 7401P
Unit (CPU)
Graphics card NVIDIA RTX A4000 2x NVIDIA GeForce
RTX 2080 Ti
Random Access 20 GBRAM 64 GB RAM

Memory (RAM)

new committees of validators. We set the number to 30,000,
similar to the Ethereum Mainnet (Ethereum-Foundation
2024).

A.3 Specifications of the computer and server

We used a computer and server with the specifications dis-
played in Table A4. The simulation model ran on the computer
with Windows 10 as the operating system and the given per-
formance specifications, while the server with Ubuntu 22.04.2
LTS was responsible for running the blockchain test networks
to avoid performance distortion.
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