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In many applications of cyber-physical systems, a sequence of tasks is necessary to perform a certain
functionality. For example, from a sensor to an actuator, the first task reads the sensor value (cause), the
second task processes the data, and the third task produces an output for the actuator (an effect is triggered).
For such scenarios, the end-to-end timing properties (the so-called end-to-end latency) of the sequence
of tasks (the so-called cause-effect chain) are of importance. This tutorial recaps different metrics for the
end-to-end latency of cause-effect chains, and summarizes fundamental properties and existing analytical
results in a systematic manner. To that end, this tutorial has a special focus on the reaction time (how fast
can a reaction be in the worst case) and the data age (how old is the data source of an actuation in the
worst case). The goal of this tutorial is to provide a systematic view of the fundamental end-to-end timing
properties of cause-effect chains and offer an outlook of possible research directions in the near future.
Furthermore, we extend the proof of one fundamental property in the literature to comply with the current
state-of-the-art definition of end-to-end latencies.
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1 Introduction

Over the past few decades, computation has become ubiquitous. Multiple obvious computation
systems—like laptops, smartphones, tablets, and smart TVs—are part of and play an important
role in our everyday life. However, short intervals where such systems do not work as intended
usually only reduce the quality of the provided service but do not endanger the device, the device
users, other people, or the environment. Therefore, it is normally sufficient to provide a best-effort
approach when ensuring the system’s functionality.

However, computation systems have a crucial yet often less obvious role in our everyday life. To-
day, they are deeply embedded into and (at least partly) control most physical plants and processes.
Such systems are called cyber-physical systems, as they are built from and depend upon the syn-
ergy of computational and physical components. Application areas include smart homes, medical
technology, traffic management, airplanes, cars, logistics, and manufacturing, among others.

Most cyber-physical control systems must react to external activities with an appropriate actua-
tion. They are often safety-critical, since not behaving as expected may lead to dire consequences
for the system, humans, or the environment. Another characteristic such control systems often
have in common is that they perform the same functionality over and over again—frequently
checking for an external activity and providing an actuation when needed. Figure 1 depicts an auto-
matic brake system where the car should automatically be stopped when a pedestrian is observed
in front of the car. In this simplified example, three steps (each handled by a related task) must
be performed: (i) a camera image is taken, (ii) image recognition marks pedestrians in the picture,
and (iii) danger analysis determines whether the car must be stopped to not endanger pedestrians.
This example also shows why safety-critical control systems often have timing requirements: It
is not sufficient to calculate the correct result based on the observed situation (i.e., braking)—the
required actuation must also be performed within a certain time interval to not harm the
pedestrian.

A system that requires both functional and timing correctness is called a real-time system.
Achieving timing correctness, on a high level, is a two-step process. First, the recurrent tasks must
be assigned to processing units, and if multiple tasks are assigned to the same component, it must
be specified how task instances are scheduled to be processed. Second, given a task-to-resource
assignment and scheduling policies for the individual resources, it must be determined whether all
timing constraints are always fulfilled. Therefore, finding good assignment strategies and schedul-
ing policies as well as providing tests that, for a given resource assignment and scheduling strategy,
determine whether all timing requirements are met are both important research directions.

While classical analyses of the worst-case response time or the schedulability of real-time systems
only provide timing guarantees for individual tasks, in many scenarios the interplay between tasks
plays an important role as well. Specifically, if a functionality is achieved by several cooperating
tasks, transferring produced/required data between the tasks is required, as shown in the example
in Figure 1. For such scenarios, we are interested in the timing behavior of the data propagation
along a chain that is composed of multiple tasks that must communicate the necessary data to their
successor in the chain. We call a related analysis that considers a chain of communicating tasks
and determines the time needed to process data through the complete chain an end-to-end analysis.
Specifically, end-to-end analysis determines the the maximum time for the dataflow between the
cause (external activity) and the effect (actuation based on the external activity). Typical metrics
to be analyzed include the following:

— Maximum reaction time: Maximum Reaction Time (MRT) is the longest time interval
from an external cause until the earliest time where this external cause is fully processed
(also called the maximum button-to-action delay).

ACM Trans. Embedd. Comput. Syst., Vol. 24, No. 1, Article 22. Publication date: December 2024.



End-To-End Latency of Cause-Effect Chains: A Tutorial 22:3

°
-x %’ Get Camera Image H Image Recognition }—)’ Danger Analysis %‘
e  — 8 I/
L 1 72 73

Actuation

External activit ~
Y Cause-effect chain: E = (11 — 1 — 13)

Fig. 1. Simplified automatic brake system.

— Maximum data age: The Maximum Data Age (MDA) is the longest time interval starting
from sampling a value and ending at an effect that is caused by an actuation that processes
the sampled data (also called the data freshness).

The challenges that end-to-end analysis has to deal with are inherently different from classical
response time analysis. Whereas response time analysis focuses on the timing behavior of individ-
ual tasks, for end-to-end analysis the focus is on the latency of the data propagation along several
tasks. While some analytical results for the end-to-end latency may exploit bounds on the response
time of tasks, end-to-end analysis additionally has to deal with over- and undersampling. In other
words, data may be overwritten (oversampling) or utilized by several jobs (undersampling).

The seminal work by Davare et al. [10] explored the end-to-end latency and optimization of
cause-effect chains in 2007. Feiertag et al. [14] iterated upon the work of Davare et al. [10] in 2009.
AUTOSAR Timing Extensions [2] represent such cause-effect chains of more general functional
dependency. Such communication-centric designs are also reflected by Hamann et al. [22] from
Robert Bosch, whereas we [41] provide a synergy in Robot Operating System 2 (ROS2).

In the past two decades, extensive results to analyze the end-to-end latency of cause-effect chains
have been provided. The specification of the MDA and the MRT has evolved over the years to
consider different system models. Furthermore, analytical results under different communication
and task release policies have been developed. This tutorial reviews the existing results in this
area and (after the short introductions of real-time systems in Section 2 and cause-effect chains in
Section 3) serves to

— recap different types and models of end-to-end latency in Section 4,

— provide fundamental timing properties in Section 5,

— summarize existing analytical results in a systematic manner in Section 6, and
— offer an outlook of possible research directions in the near future in Section 7.

To that end, we extend the proof of one fundamental property in Section 5.1 to comply with the
current state-of-the-art definition of end-to-end latencies in Section 4.

2 Real-Time Systems

In this section, we provide the basic concepts and definitions regarding task systems and their
scheduling which are subsequently utilized when describing and analyzing cause-effect chains.

Task Model. We first introduce the general real-time systems task model and the related nota-
tion. We consider a system T comprised of multiple tasks. Each individual task 7 is a recurrently
activated program that produces output data based on its inputs. Task 7 releases (countably many)
task instances (called jobs), denoted as (7(m))men+ where (i) is the i-th job of 7. Sometimes, for
example, if the task of a job is not further specified, we also denote a job as J.

The definitions and some analytical results presented in this tutorial do not rely on any assump-
tions about the job releases. However, in practical situations, the arrival pattern is often restricted
regarding the first time a job of a task arrives or on the inter-arrival pattern of jobs. Hence, the
most common task models, namely the periodic and the sporadic task model, impose additional
restrictions.
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Fig. 2. Task model. Left: Periodic task. Right: Sporadic task.

A periodic task 7 is specified as T = (C;, Ty, ¢, ) € R®, where C, > 0 is the worst-case execution
time, T, > 0is the period, and ¢, is the phase. The task 7 releases its first job 7(1) at time r,(1) = ¢,
and subsequent jobs every T, time units—that is, 7(m) is released at time r; () = ¢, + (m —1) - T,
Every job of 7 executes for at most C, time units. A periodic task 7 is depicted on the left-hand
side of Figure 2.

A sporadic task t is specified as 7 = (C;, Tr'”i”) € R?, where C, > 0 is the worst-case execution
time and T™" > 0 is the minimum inter-arrival time between two jobs. Specifically, if job (i)
is released at time r,(;, then 7(i + 1) is released no earlier than at time r,(; + T™in, Bach job
executes for at most C, time units. For end-to-end analysis with sporadic tasks, we further require
that a task 7 also has a specified maximum inter-arrival time T/*** > T™™"_ Specifically, we write
T = (Cg, T;""”, T"%*) in that case. Without a maximum inter-arrival time, after a certain point
in time no more jobs of 7 may be released and the end-to-end timing would be infinite—which
should be prevented by design. Such an extended sporadic task is depicted on the right-hand side
of Figure 2.

Usually, individual tasks need to adhere to certain timing requirements. In other words, a task
7 can be equipped with a relative deadline D, > 0. Each job of task 7 then has to comply with the
timing constraint imposed by the relative deadline. More specifically, if job 7(i) is released at time
rz(i)» then is has to finish until its absolute deadline r.(;) + D-.

Scheduling Model. When multiple tasks are executed on the same processor, it must be decided
which job is executed at which point in time. A schedule is non-preemptive if a job always runs
to completion before it releases the processor and preemptive if a job can preempt its execution
before completion. Static schedulers create a schedule table that allocates time slots to the tasks
offline. At runtime, task instances are allocated to the processor based on these time slots and the
table is repeated. Alternatively, priority-based schedulers allocate jobs to the processor based on
(usually unique) priorities. Here, at any point in time when a scheduling decision is made, the job
with the currently highest priority is allocated to the processor.

Priority-based schedulers can be classified into (task-level) fixed-priority and (task-level)
dynamic-priority schedulers. In other words, a scheduler is considered a fixed-priority scheduler
if, for any two tasks 7; and 7}, either all jobs of 7; have higher priority than all jobs of 7; or all
jobs of 7; have higher priority all jobs of 7;. Well-known fixed-priority scheduling policies are rate
monotonic, where the task with the smaller period (for periodic tasks) or minimum inter-arrival
time (for sporadic tasks) has higher priority, and deadline monotonic, where the task with the
shorter relative deadline has higher priority. Alternatively, for dynamic-priority scheduling, a job
of 7; may have a higher priority than a job of 7; while a job of 7; may also have a higher priority
than a job of 7;. The most well-known dynamic-priority scheduling policy is earliest-deadline-first
scheduling, where job priority is assigned according to the absolute deadline of jobs.

Under a given scheduling mechanism, the worst-case response time R, of a task 7 can be spec-
ified. More specifically, R; is the maximum time between the release and finish of any job of 7.
A worst-case response time analysis [26, 33] aims to determine (or upper bound) the worst-case
response time of a task.
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Fig. 4. Communication between tasks.

Note that two of the mentioned scheduling strategies, namely deadline monotonic and
earliest-deadline-first scheduling, consider deadlines for the scheduling decision, whereas we do
not require tasks to have a deadline in general for cause-effect chains. The reason is that such
assumptions and restrictions are unnecessary, as deadlines are not relevant for the end-to-end
analysis itself—it is just necessary that the scheduling behavior for the individual processors is
known, which may be based on the deadline parameter of the task.

3 Cause-Effect Chains

In general, a cause-effect chain is a sequence of objects that need to communicate to achieve a given
functionality. One typical example (an automatic brake system that can detect pedestrians on the
street) can be found in Figure 1. Cause-effect chains are used to specify a dataflow within a system
to be analyzed.

One of the first models to describe dataflow and the end-to-end timing behavior was provided
by Davare et al. [10] in 2007. In their model, depicted in Figure 3, objects O = {0;} are allocated
to resources R = {r;}. A set of links £ = {¢;} that each connect two objects describe the dataflow
between objects. A path is a finite sequence of objects with links between them. Today, the
dataflow is modeled by a cause-effect chain as a sequence of tasks E = (r; — - -+ — 7,). Beyond
that, modern modeling approaches describe the underlying communication mechanisms more
precisely. In this section, we formally introduce cause-effect chains. To that end, we first specify
the communication semantics.

Communication. Jobs communicate by receiving (reading) their input data from a shared re-
source and handing over (writing) their output data to a shared resource. We denote the time of
the read-event of a job J as re(J) € R and the time of the write-event of J as we(J) € R. The
general communication semantics are depicted in Figure 4. We consider communication under the
following two restrictions:

— (R1) Proper ordering: For each task r € T, each job 7(m) reads before it writes—that is,
re(r(m)) < we(z(m)) for all m € N,. Moreover, for any two consecutive jobs, the read-
and write-events are ordered according to their index—that is, re(z(m)) < re(r(m + 1)) and
we(r(m)) < we(r(m+ 1)) forall 7 € T and m € N,.

— (R2) Proper distribution: The number of read- and write-events in each bounded time interval
is finite. More specifically, the sets {re(r(m))|m € N, } and {we(z(m))|m € N, } have no
accumulation point.
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Fig. 5. Implicit communication (left) and LET communication (right).

These two not very restrictive requirements are fulfilled by commonly considered communi-
cation semantics—for instance, for explicit communication, implicit communication, and Logical
Execution Time (LET), specified in AUTOSAR [2].

Explicit Communication. Under explicit communication, the read-event and the write-event
can occur anywhere during job execution. However, the job cannot write new data before its read-
event. An example is depicted in Figure 4.

Implicit Communication. Under implicit communication, each job’s read-event is when the
job starts (i.e., at the first time the job is executed) and the job’s write-event when the job finishes
(i.e., at the last time it is executed). Implicit communication is shown on the left-hand side of
Figure 5. In contrast to explicit communication, implicit communication strategies easily guarantee
data consistency [22].

Logical Execution Time. LET [27] enables deterministic behavior, by performing the jobs’ read-
and write-events at task-specific offsets. To ensure that read-events occur before the job starts
and that write-events occur after the job finishes, a common strategy is to assign each task r an
arbitrary relative deadline D, and to set the read-event of each job J of 7 to its release time r;
and the write-event to its absolute deadline ry + D,. Communication under LET is depicted on the
right-hand side of Figure 5 with downward arrows indicating absolute deadlines.

To deploy communication functionalities in embedded systems, respecting the introduced com-
munication semantics, programming languages like Giotto [23] or nesC [15] can be utilized.

Cause-Effect Chains. A cause-effect chain E = (r; = 1, — -+ — 1,), with n € N, describes a
data path through different programs as a finite sequence of tasks z; € T. This definition is inspired
by event chains specified in the AUTOSAR Timing Extensions [2], which represent chains of more
general functional dependency.

We assume that the sampling for a cause-effect chain E happens at the read-event of each job of
71 (i.e., implicit sampling) for convenience. Alternatively, any kind of sampling can be modeled by
adding a sampling task 759™P'¢ where each job 75¢7!¢(1), r3@mPle(2), . . . reads and writes data at
a time when the sampling happens. We focus on one specific cause-effect chain in this tutorial. In
most systems, the data dependencies are more complex and can be described by a directed acyclic
graph with several sources and sinks. In this case, each cause-effect chain (i.e., path through the
directed acyclic graph from a source to a sink) can be analyzed individually.

To conduct end-to-end analysis, it is not sufficient to know which tasks are part of the chain.
Instead, we need to construct specific data paths of single data tokens through the task instances.
We describe these specific data paths as job chains.

Definition 3.1 (Job chain). For a cause-effect chain E = (r; — --- — 1) of the task set T, a job
chain ¢ = (Ji, ..., J) for E is a sequence of jobs fulfilling the following two conditions:
—Job J;is ajob of task 7; for alli € {1,2,...,n}.
— Each job in the chain reads the data at the time or after it was written by the previous job in
the chain. In other words, we(J;—1) < re(J;) foralli € {2,3,...,n}.
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Fig. 6. End-to-end latency semantics formulated in the work of Feiertag et al. [14]. Arrows indicate data flow.
Dashed lines indicate that data is overwritten before being read by the subsequent task.

Note that according to this definition, one job can be part of multiple job chains. For instance,
in Figure 6, job Jp3 is part of the job chains (J4, )23, /57), (J1,4,)2,3, J3,8)s (1,5, )23, J3,7), and
(J1.5, J2.3, J5.8)- The length €(c) of a job chain ¢ = (J1, )2, ..., Jn) is the length of the time inter-
val between the read-event of J; and the write-event of J, (i.e., between the read-event of the first
and the write-event of the last job in a chain):

CU Jos - - -5 Jn) = we(Jn) = re(Jh). (1)

4 End-to-End Latency

In this section, we introduce the notion of end-to-end latency, which describes the maximal time
of a dataflow in a cause-effect chain E = (r; — --- — 1,). Specifically, we restate different
timing metrics for end-to-end latency from the literature, and introduce the definition from our
previous work (cf. [19]). Analytical literature results for bounding those metrics are discussed in
Section 6.

One of the first specifications of end-to-end latency was by Davare et al. [10] in 2007, where
they analyzed the dataflow from a source node (left node in Figure 3) to a sink node (right node
in Figure 3). Feiertag et al. [14] extended the work of Davare et al. [10] with a focus on the cases
in which undersampling and oversampling occurs. They define the MRT and the MDA as the two
key metrics for end-to-end analysis.

Figure 6 illustrates the end-to-end latency model from Feiertag et al. [14]. For each job J of
Ty, a source job of 7; can be determined. In other words, the job J’ of 7; such that a data path
(formally, a job chain) from J’ to J exists without being overwritten. In Figure 6, the source job of
J5.1, Ja,2, and J5 5 is Ji.1, and the source job of J5 4, J55, and J56 is Ji,3. Since J3.4, J55, and J56 all
have the same data source, they all produce an output based on the same data. The interval that
encompassed the write-events of jobs with the same data source is called the output interval. In
Figure 6, the output interval is the interval [17, 23]. Feiertag et al. [14] further defined the input
interval as the interval from the read-event of the previous data source to the read-event of the
current data source. Intuitively, any input that can be captured by the system during this interval
will be used by the system to create an output during the output interval. In Figure 6, the input
interval for the data source J; 5 is [0, 12].

Based on these input and output intervals, Feiertag et al. [14] defined different metrics for the
end-to-end latency, namely First-to-First, First-to-Last, Last-to-First, and Last-to-Last. Two key
metrics are emphasized:
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Fig. 7. Updated end-to-end latency definitions without imbalance in the input and output intervals. Again,
arrows indicate dataflow, and dashed lines indicate that data is overwritten before being read by the
subsequent task.

— Maximum reaction time: MRT is the maximum time between the beginning of the input
interval and the beginning of the output interval for any data source. This is referred to as
the First-to-First latency.

— Maximum data age: MDA is the maximum time between the end of the input interval and the
end of the output interval for any data source. This is referred to as the Last-to-Last latency.

However, there is an imbalance in the definition of the input and output intervals by Feiertag
et al. [14]. Specifically, the input interval is formulated as a passive arrival of data to the system,
whereas the output interval is formulated as an active generation of data by the system. This imbal-
ance is resolved by Giinzel et al. [17, 18] by also considering the interval where output data that is
(passively) provided by an actuator can be retrieved from the system. In other words, we extend the
output interval until the write-event that originates from different input data. When applying the
solution to the scenario in Figure 6, the output interval will be extended from [17, 23] to [17, 29].

In this tutorial, we call the output interval defined in the work from Feiertag et al. [14]
the reduced output interval to distinguish from the proposed output interval of [17, 18]. The
new definitions are depicted in Figure 7. Whereas MDA uses the extended output interval, we
define the Maximum Reduced Data Age (MRDA) in terms of the reduced output interval.
For symmetry, we also define a reduced input interval, which is the interval of all read-events
during the input interval. In Figure 7, the reduced input interval is [6, 12]. Similarly, we define
the Maximum Reduced Reaction Time (MRRT) [19]. This definition of MRT, MDA, MRRT,
and MRDA removes the imbalance between the input interval and output interval, and allows
the differentiation between the active and passive input and output of data. The differentiation
between the MDA and MRDA, following previous work [17-19], can be summarized as follows:

— We denote the MRDA as the Last-to-Last latency from Feiertag et al. [14].

— We denote the MDA as the Last-to-Last latency with our extended output interval, covering
all the time points until a write-event of a job of the last task in the cause-effect chain that
originates from different input data.

Please note that whereas several literature results (e.g., [3, 4, 13]) refer to the MRDA as the MDA,
we rely on the proposed more balanced definition for the tutorial.
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Diirr et al. [13] suggest determining MRT and MRDA of sporadic tasks under implicit com-
munication using immediate forward and immediate backward job chains. We reformulate their
definitions in terms of more general tasks with read- and write-events, similar to prior work [19].

Definition 4.1 (Immediate forward job chain). A job chain ¢ = (Ji, )2,...,Jn) for E = (1 —

- — 1,) is immediate forward if for all i € {2,...,n} the job J; is the earliest job of task z; with
read-event no earlier than the write-event of J;_;. In other words, J; is the earliest job that fulfills
the properties from Definition 3.1.

Definition 4.2 (Immediate backward job chain). A job chain ¢ = (J1, J,...,Jn) for E = (1, —

- — 1,) is immediate backward if for all i € {n—1,...,1} the job J; is the latest job of task 7;
with write-event no later than the read-event of J;;;. In other words, J; is the latest job that fulfills
the properties from Definition 3.1.

Immediate forward job chains can be used to measure the time between the read-event
in a reduced input interval and the first write-event in the corresponding output inter-
val. For example, in Figure 7, (Ji2,)2.2,/5.4) and (Ji3, )22, J54) are both immediate for-
ward job chains. Hence, comparing all immediate forward job chains yields MRRT(E) =
sup {¢(c) | c immediate forwardjobchain}. Similarly, immediate backward job chains are used to
measure the time between the data source and a write-event in the reduced output interval. Hence,
MRDA(E) = sup {¢(c) | c immediatebackwardjobchain}.

To cover the full time interval of the input and output interval, we extend the definition of
the immediate forward and immediate backward job chains as presented in previous work [17,
18]. We refer to them as the immediate forward and immediate backward augmented job chains,
respectively.

Definition 4.3 (Immediate forward augmented job chain). Let z € Rand E = (r; — --- — 1)
We define the immediate forward augmented job chain at z by ac, = (z, Ji, ..., Jig|. 2’), where J;
is the job of 7; with the earliest read-event re(J;) > z, the sequence (Ji,...,J,) is an immediate
forward job chain, and z’ is at the write-event of J,.

Definition 4.4 (Immediate backward augmented job chain). Let z’ € Rand E = (11 — - -+ — 1,).
We define the immediate backward augmented job chain at z’ by dc, = (2, Ji,. .., Jjg|,2"), where
Jn is the job of 7, with the latest write-event we(J,) < z’, the sequence (J1, . .., J,) is an immediate
backward job chain, and z is at the read-event of J.

The length of an immediate forward or immediate backward augmented job chain
(z, Ji,..., Jn,2’) is defined as €(z, Ji,...,Jn,2’) = z’ — z. Due to their construction, immediate
forward augmented job chains can be used to measure the time between the beginning of the
input and the beginning of the output interval—that is, the MRT. Similarly, immediate backward
augmented job chains can be used to measure the time between the end of the input and the end
of the output interval—that is, the MDA. Hence,

MRT(E) = sup £(dc;) and MDA(E) = sup €(dc,). (2)
z z’

However, these definitions lack a specification of the beginning of time measurements. Specifi-
cally, if z” is chosen too small, then there is no data in the system that can be analyzed. Similarly, if
z is chosen too small, the MRT approaches infinity. In fact, most applications are concerned with
the system behavior only when the system is properly warmed up. In other words, some initial
data paths that do not process any relevant data should be left out. The first time that jobs cover
relevant data is at the first immediate backward job chain (that fully exists). We say that a task is
warmed up as soon as the job of the first backward job chain is reached.
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Definition 4.5 (Warm-up). Let E = (1y,...,1,) be a cause-effect chain. Let cyy = (]1W, . ,],YV
be the first immediate backward job chain for E that exists. For all i = 1,.. ., n, we say that task ;
is warmed up at job ]iW for E.

For the end-to-end latency, only job chains are considered when the system is properly warmed
up. More specifically, we define the following.

Definition 4.6 (End-to-end latencies). Let E = (r; — --- — 1) be a cause-effect chain. The MRT
and the MDA are defined by

MRT(E) = sup {(ac,) and MDA(E) = sup {(dcy). (3)

z>re(JV) z/>we(J}")

Similarly, the MRRT and MRDA are defined by considering only the corresponding job chains
without the additional z and z’:

MRRT(E) = sup {f(]1, s Jn)

iczz(z,]l,...,]n,z'),z>re(]1W)}, (4)
acy = (z, J1,.. ., Jn.2'), 2 > we (],YV)} (5)

In the following, we clarify how Definition 4.6 applies to an exemplary schedule depicted in
Figure 7 to determine end-to-end latencies based on job chains.

MRDA(E) = sup {5(]1, o)

Example 4.7. We consider an example system T = {rq, 75, 73} of three tasks with schedule de-
picted in Figure 7 and cause-effect chain E = (r; — 7, — 73). This cause-effect chain can describe,
for example, a simplified automatic brake system as depicted in Figure 1.

In Figure 7, the first immediate backward job chain is (J,1, J2,1, J5,1)- Therefore, task 71 is warmed
up at job Ji,; for cause-effect chain E. Considering all immediate forward augmented job chains
dac, with z > re(Jy,1), the largest length is achieved if z approaches re(J;.1). More specifically, for
z =0+ ¢with0 < ¢ < 6, we construct the immediate forward augmented job chain ac, =
(&, J1.2, J2.2, J5.4- 17). Hence, £(dc,) = 17 —¢ — 17 for ¢ — 0. Therefore, MRT(E) = 17. Furthermore,
the longest immediate forward job chain is (J1,2, J2.2, J3.4), and MRRT(E) = €((J1.2, J2.2, J3.4)) =
we(Js 4) —re(f12) =17 -6 = 11.

Similarly, the MDA is achieved by the immediate backward augmented job chain dc, with
z’ approaching 29 from below. Specifically, for z’ = 29 — ¢ with 0 < ¢ < 6, we construct
dcy = (12, J1.3, J2.2, 3.6, 29 — €). We obtain {(dcy) = 29 — ¢ — 12 — 17 for ¢ — 0, and
MDA(E) = 17. Furthermore, the longest immediate backward job chain is (J1 3, 2.2, J5.6), and
MRDA(E) = we(J5,6) —re(J1.3) = 23 — 12 = 11.

5 Fundamental Properties of End-to-End Latency

In this section, we detail two fundamental properties of the end-to-end latency. The first is a
compositional property that allows to cut any cause-effect chain into smaller segments and ana-
lyze each of them separately. The second is the equivalence between the two basic metrics MRT
and MDA. Although those two metrics were believed to be inherently different, it can be shown
that they are actually the same. The mentioned properties are fundamental because they hold for
any communication and scheduling mechanism that adheres to the two requirements stated in
Section 3. Hence, it covers periodic and sporadic tasks under implicit communication and LET,
and even tasks scheduled and communicating under more specialized mechanisms, like ROS2.

5.1 Compositional Property

Usually, cause-effect chains are distributed over several components that require different treat-
ments and analyses. The analysis of such potentially long cause-effect chains can be difficult and
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time consuming. To mitigate this problem, Giinzel et al. [18] proved that the end-to-end latency
underlies a compositional property. More specifically, any cause-effect chain can be decomposed
into smaller cause-effect chains, and adding up the end-to-end latency of all components yields a
safe upper bound on the end-to-end latency of the full chain. After the decomposition of the cause-
effect chain, the components only have to respect the local properties that they are executed on.
Hence, by a smart decomposition, the chain becomes much easier to analyze.

THEOREM 5.1 (CUTTING [18, THEOREM 12]). Let E = (11 — -+ — 1,,) be any cause-effect chain,
decomposed into two components E; = (11 — --- — 1}) and Ey = (1g41 — -+ — 1,). Then the
end-to-end latency of the components E, and E, yields an upper bound on the end-to-end latency

of E:
MRT(E) < MRT(E;) + MRT(E,), (6)
MDA(E) < MDA(E;) + MDA(E;). (7)

Although the theorem is only formulated for two components, applying the theorem several
times allows a decomposition into more components. More specifically, if E can be decomposed
into Eq, ..., En, then

N N
MRT(E) < Z MRT(E;) and MDA(E) < Z MDA(E)). (8)

Jj=1 Jj=1
In the work of Giinzel et al. [18], the concept of warm-up is not established yet. Instead, they
utilize so-called valid job chains similarly to constraint the observation window. However, using
the definition of MRT and MDA with warm-up, as it is done in this tutorial, the compositional
property has to be formally proven. This can be done similarly to the proof in prior work [18]. For

completeness, the extended proof is provided in the appendix.

5.2 Equivalence of MRT and MDA

In the literature, MRT and MDA were analyzed independently, as they were believed to be inher-
ently different. Starting in 2019, the analytical relation between MRT and MDA has been further
explored. More specifically, Diirr et al. [13] showed that an analytical bound for MRT in sporadic
systems also holds for the MRDA. Furthermore, Giinzel et al. [17, 18] showed that the exact MRT
is an upper bound for the MDA under a general definition.

Empirical observations suggest an even stronger relation. More specifically, the AUTOSAR Tim-
ing Extensions [2] provide an important observation about the relation between MRT and MDA,
namely that “without over- and undersampling, age and reaction are the same” [2, Section 3.6.2,
p- 114]. While this observation seems to imply that MRT and MDA can differ for systems with over-
or undersampling, recent measurements in ROS2 show that the observed MRT and MDA always
coincide [41]. Both observations suggest a strong relation between MRT and MDA, but no proof
for such a relation has been provided. Recently, Giinzel et al. [19] showed that MRT and MDA are
actually just two descriptions with different perspective of the same end-to-end latency.

THEOREM 5.2 (EQUIVALENCE [19, THEOREM 14]). The MRT and the MDA are equivalent. More

specifically,
MRT(E) = MDA(E) 9)

for any cause-effect chain E.

Due to the equivalence, no distinction between MRT and MDA is necessary. Hence, in the fol-

lowing, we use the term
Lat(E) := MRT(E) = MDA(E) (10)
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for the general end-to-end latency. The authors generalize the description of the end-to-end latency
even further by introducing p-partitioned job chains. While for immediate forward augmented job
chains ac, the chain is generated from the beginning, and for immediate backward augmented job
chains dc,, the chain is generated from the end, p-partitioned job chains pch, are generated from
the p-th task. The authors show that

Lat(E) = sup ¢ (pcﬁq) (11)

foranyp € {1, ..., n}. Further details on the construction and definition of p-partitioned job chains
can be found in the work by Giinzel et al. [19].
The equivalence result can be transferred to the MRRT and the MRDA as well.!

THEOREM 5.3 (RELATION WITH MRRT AND MRDA [19, THEOREM 18]). Let p~(7) and p™ () be the
minimal and maximal time between two subsequent read-events of a task t, respectively. Furthermore,
lety~(r) and " (r) be the minimal and maximal time between two subsequent write-events of a task t,
respectively. Then

Lat(E) - MRRT(E) € [p™(r1). p" (71)] (12)
Lat(E) = MRDA(E) € [y (zn). ¥ ()] (13)
for any cause-effect chain E = (1 — - -+ — ).

This relation is particularly interesting for tasks underlying the LET communication mechanism.
More specifically, it shows that MRRT(E) + T;, = Lat(E) = MRDA(E) + T, if all tasks in E adhere
to the LET communication mechanism.

6 Analytical Results

Starting from 2007, and more frequently since 2016, several analytical bounds for the end-to-end
latency have been provided in the literature. Table 1 provides an overview over these analyt-
ical results. We note that the analyses may have different assumptions for the system design
that have to be carefully checked when applying an analysis from the table. The analytical
approaches for periodic and sporadic systems are usually different. Periodic approaches mostly
traverse a safe analysis window (commonly one or two hyperperiods) and quantify the length
of job chains starting in that analysis window. Prime examples are the analytical results from
Becker et al. [3, 4] for MRDA and Kloda et al. [29] for MRT. Recent approaches focus on more
dedicated solutions [16, 18, 18, 30, 37] and on speeding up the computation process [5, 19]. Due
to their complexity, we refer to the literature for further information on bounds for periodic
tasks.

However, sporadic schedules are not repetitive. Therefore, it is impossible to define a safe analy-
sis window. Approaches for sporadic systems rather pursue closed-form solutions with analytical
overapproximation. To that end, the first analytical bound on the end-to-end latency was provided
by Davare et al. [10] under implicit communication. Although the bound was originally formulated
for periodic tasks, the analysis can be applied to sporadic tasks with maximum inter-arrival time
T as well.

THEOREM 6.1 (DAVARE ET AL. [10, SECTION 2.1]). If tasks of the cause-effect chain E = (r; —
- — 1,) communicate via implicit communication, then the end-to-end latency Lat(E) is upper

!Please note that the formulation in the work of Giinzel et al. [19, Theorem 18] has a typo, using distance between read-
events instead of distance between write-events for the MRDA, which has no impact on the remaining results of Giinzel
et al. [19]. Our formulation in Theorem 5.3 shows the correct formulation.
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Table 1. Analytical Results for End-to-End Latency in the Literature

Year Paper E2E Latency Communication Policy Release Policy
2007 Davare et al. [10] MRT implicit sporadic*
2007 Natale et al. [36] MRT implicit other

2012 Zhu et al. [44] MRRT implicit periodic

2016 Becker et al. [3] MRDA implicit periodic

2017 Becker et al. [4] MRDA explicit, implicit, LET  periodic

2017 Hamann et al. [22] MRT implicit, LET periodic, sporadic*
2018 Kloda et al. [29] MRT implicit periodic

2019 Diirr et al. [13] MRDA, MRT implicit sporadic

2020 Kordon and Tang [32] MRDA LET periodic

2020 Martinez et al. [35] MRDA, MRT explicit, implicit, LET  periodic

2021 Ginzel et al. [17] MRDA, MDA, MRT implicit periodic

2022 Teper et al. [41] MDA, MRT implicit other

2022 Gobhari et al. [16] MRDA implicit periodic

2022 Kloda et al. [30] MRT implicit periodic

2022 Pazzaglia and Maggio [37] MRDA LET periodic

2022 Bietal [5] MRDA implicit periodic

2023 Gunzel et al. [20] MRT implicit, LET periodic, sporadic
2023 Tang et al. [39] MRT implicit other

2023 Gunzel et al. [19] MRDA, MDA, MRRT, MRT LET periodic

2023 Giinzel et al. [18]? MRDA, MDA, MRT implicit periodic

* Although formulated for periodic tasks, their analysis is applicable to sporadic tasks as well.
Please note that although MRT and MDA are shown to be equivalent [19], they are distinguished here to clarify the
intentions of the authors.

bounded by

n
Lat(E) < ) T4 + Ry, (14)
i=1
where R; is the worst-case response time of task 7;.

The bound was further tightened and extended to the MRDA by Diirr et al. [13] in 2019. Their
bound on the end-to-end latency can be summarized as follows.

THEOREM 6.2 (DURR ET AL. [13, THEOREM 5.4]). Iftasks of the cause-effect chainE = (r; — --- —
T,) communicate via implicit communication, then the end-to-end latency Lat(E) is upper bounded by

n n-1
Lat(E) < ) T/ + Ry, = > [P] - min (R,,, T/"%¥) (15)
i=1 i=1

where [P;] = 1 if 7; and 1,41 run on the same processor and t;y1 has lower priority than t;, and
[P;] = 0 otherwise.

For tasks under LET communication, Hamann et al. [22] provided an upper bound for the end-
to-end latency. Although their paper is formulated for periodic tasks, this particular bound is valid
for sporadic tasks as well.

THEOREM 6.3 (HAMANN ET AL. [22, SECTION 4.1.3]). If tasks of the cause-effect chain E = (r; —
-+« — 1,) communicate under LET, then the end-to-end latency Lat(E) is upper bounded by

2This work is a journal extension of a conference paper [17].
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n
Lat(E) < Z T 4 D,,. (16)

i=1
The work by Giinzel et al. [20] studies heterogeneous systems where periodic and sporadic tasks
as well as implicit communication and LET communication are present in tasks of the same cause-
effect chain. To that end, they uncover the principles that most state-of-the-art analytical results
are built from. Their analytical framework can be utilized to prove most results from the literature

in a unified manner.

Analysis with Alternative System Models. While the end-to-end behavior of systems with sched-
uling mechanisms apart from typical time-triggered fixed-priority scheduling has been explored
already in 2007 (e.g., by Natale et al. [36]), recently this research direction has gained special in-
terest. Specifically, Teper et al. [41] provide an end-to-end analysis for systems using ROS2, which
allows both event-triggered and time-triggered release mechanisms. Dasari et al. [9] formally de-
scribe the real-time behavior of the Adaptive Partitioning Scheduler and develop an end-to-end
latency bound for event chains under the Adaptive Partitioning Scheduler. Tang et al. [39] propose
a third option to trigger the processing tasks in a chain, namely event-triggered with data refresh-
ing, and provide an end-to-end analysis for that case. Moreover, Tang et al. [40] compare different
communication paradigms regarding the end-to-end latency of cause-effect chains (namely, im-
plicit communication, Dynamic Buffering Protocol, and LET), and discuss the impact of priority
assignment on end-to-end latency.

System Design. The key problem from the design perspective (i.e., the system configuration to
meet end-to-end timing requirements) has already been studied in 2007 by Davare et al. [10]. In
their work, and in related work by Natale et al. [36], Zhu et al. [44], Schlatow et al. [38], and Wang
et al. [43], the task configuration is optimized to meet end-to-end requirements. Further mech-
anisms that shape the system for advantageous behavior of end-to-end latencies are presented
by Hong et al. [24], Klaus et al. [28], and Bini et al. [6]. Klaus et al. [28] combine the potential of
job-level optimization with the determinism and low overheads of static, task-level approaches. To
that end, data-age constrained task sets with job-level dependencies are mapped on event-triggered
systems. Bini et al. [6] introduce a model to capture the behavior of a producer-consumer pair of
tasks. Using ring algebra, the combined behavior of the pair can be modeled as a single periodic
task. Their work further presents a lightweight mechanism to eliminate jitter in a chain of any
size, resulting in a single periodic LET task with zero jitter.

Related End-to-End Metrics. While end-to-end latency of cause-effect chains usually focuses on
individual paths of data through the system, dataflow models provide a more holistic view on
the propagation of data packets [1]. An important metric for such dataflow models is the flow
completion time [12, 24]. Other metrics related to the end-to-end latency have been presented and
discussed in 2023. Kohler et al. [31] define robustness margins which guarantee that if software
extensions stay within certain bounds, then the end-to-end deadline of a cause-effect chain can
still be satisfied. Giinzel et al. [21] define and analyze probabilistic reaction time considering two
types of randomness: response time randomness and failure probabilities. Jiang et al. [25] analyze
and optimize of the worst-case time disparity (i.e., the maximum difference among the timestamps
of all raw data produced by sensors that an output originates from) in cause-effect chains.

7 Summary and Open Problems

This tutorial provides a systematic picture of end-to-end analysis for cause-effect chains. It is our
hope that it serves as a foundation for understanding this evolving area and can be utilized as
lecture notes for students and lecturers. As shortly summarized at the end of Section 6, there have
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been many exciting results reported in the recent years. Furthermore, we identify the following
research directions that may be interesting to explore:

— Configuration of system parameters to meet requirements: This tutorial provides fundamental
end-to-end timing analyses, assuming that the periods (or inter-arrival times) of recurrent
tasks are specified and the priority assignments are given. Essentially, such parameters have
to be decided by the system designer, who may not be aware of the best configurations.
There have been some results to find such optimized configurations in the literature (e.g.,
[10, 38, 43]), but the fundamental properties for such optimization have not yet been fully
revealed. It is highly demanded to explore such fundamental properties.

— Probabilistic end-to-end latency: The observed end-to-end latency may be much lower than
the worst case, which leads to the motivation of probabilistic end-to-end latency—that is,
probabilistic reaction time and data age. This research direction is highly motivated by the
recent development of probabilistic reasoning on the response times of real-time systems
(e.g., [7, 8, 11, 34, 42, 42]). Although this topic is highly promising, it has been explored only
to a limited extent so far. Specifically, to date there is only one result for probabilistic reaction
time [21].

— Interplay and merging of multiple chains: While the typical definition of end-to-end latency
only considers a single cause-effect chain, the data dependencies present in real applications
are much more complex. Specifically, typical systems comprise multiple chains that merge
or have interplay with each other. While evolving metrics like the time disparity [25] define
specific problems that arise from the use of multiple chains, we believe that further studies
are needed to determine the fundamental timing properties of systems with multiple inter-
acting cause-effect chains.

Appendix
A  Proof of Theorem 5.1

We start by proving Equation (6). Consider an immediate forward augmented job chain ac, =
(2, J1s- s Jnswe(Jy)) for E. We define the immediate forward augmented job chains acl =
(z, Jis- -+ » Je» we(Ji)) for E; and d’cweu y = (we(Jk). Jk1s - - - Jn, we(Jn)) for Ep. Then {(dc,) <
t(acl) + C(ac We(]k))' We must check that if 7; is warmed up at time z for E, then (1) r; is warmed
up at time z for E;, and (2) 7x4; is warmed up at time we(J) for E,.

If 7; is warmed up at time z for E, then there exists an immediate backward job chain ¢ =
(J1,. .., Jn) for E such that re(J;) < z. In that case (], . . ., Ji) is an immediate backward job chain
for E; with re(J;) < z. Hence, (1) holds.

We define the immediate backward job chain (jk+1, . ,jn) for E; and show that re(]NkH) <
we(Ji) by contradiction. To that end, assume that re(Ji4;) > we(Ji). Since Ji is the job with the
maximal write-event such that we( ]k) < re( ]k+1) we know that we(Jy) < we(Ji). In that case,
re(Jx) < re( Ji) and also re(J;) < re(J;) since ¢ is immediate backward. This contradicts re(J;) >
re(J;). Hence, (2) holds as well.

We conclude ¢(dc,) < {(acl) + f(a_'cfveuk)) < MRT(E;) + MRT(E,). Since this holds for all z such
that 7; is warmed up for E at z, we obtain MRT(E) < MRT(E;) + MRT(E>). O Equation (6)

Equation (7) is proven analogously. Here, the length of any immediate backward aug-
mented job chain dc, = (re(]l),]l,...,]n,z) for the cause-effect chain E is upper bounded
by €(dc;) < {’(acre(]k )ﬂ) + €(dac?), where acre(] = (re(J1), J1, -+ +» Jk>r€(Jgp1) + €) with 0 <
¢ sufficiently small is an immediate backward augmented job chain for E; and dc? =
(re(Je+1)s Jk+1s - - - » Jn» 2) is an immediate backward augmented job chain for E,.
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If 7, is warmed up at z for E, then there exists an immediate backward job chain ¢ = ( jl, o, jn)
for E such that z > re(J,). In that case, re(J,) > re(J,). Therefore, re(J;) > re(J;) foralli = 1,...,n
because ¢ is immediate backward. The exists the immediate backward job chain ( Jis. .., Ji) for
E; satisfies re(Jg) < we(Jx) < re(Ji+1) < re(Jii1) + ¢. Moreover, the immediate backward job
chain (Jei1, ..., Jn) for E, satisfies re(J,) < z. Hence, 7} is warmed up at re(Jg+1) + € for E; and

T, is warmed up at z for E,. Therefore, we obtain {(dc,) < f(a'?:ieuk 1)) + €(ac®) < MDA(E;) +

MDA(E,).Since this holds for all z such that 7, is warmed up for E at z, we obtain MDA(E) <
MDA(E;) + MDA(E,). O Equation (7)
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