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ABSTRACT

In the booming research field of machine learning and artificial
intelligence, uncertainty quantification is often overlooked as an
essential quality guarantee. When interacting with and applying
artificial intelligence, it is common to evaluate the performance
of such learners by metrics such as efficiency, accuracy and other
task-specific performance-based metrics without emphasizing the
importance of quantifying potential hazards.

Uncertainty characterizes the proximity between observations
and predictions, providing a measure of how well a model reflects
the true underlying data distribution. This thesis places uncertainty
quantification at the center of its investigation, and we investigate
three interconnecting subareas:. Explanations and visualizations of
uncertainties, robustness with regard to uncertainties, and trust-
worthiness and human interpretability of uncertainties.

This interdisciplinary setup is crucial to establishing new con-
nections between the domains. While each of the subjects has been
extensively studied in isolation, it is often at the interconnections
that new research paradigms emerge: Neural networks as we know
them today are a result of a fusion of neuroscience-inspired models
of cognition, mathematical formalization, and algorithmic inno-
vation. Without the mathematical groundwork, the advances in
computing power and the biological neuron inspiration, this new
field of research would not exist today.

By interweaving explanation, robustness and trust in the context
of uncertainty, in this thesis, we aim to pave the way for engi-
neering practical systems that are both reliable, interpretable, and
ultimately trustworthy. In these three areas, we focus on empirical
approaches and solutions for important research challenges. The
first part of this thesis focuses on visualizing uncertainties of high-
dimensional data in an unsupervised setting using the novel proxy
for local intrinsic dimensionalities.

Furthermore, we show limitations of popular explainable Al
methods using a newly constructed open-source dataset that fo-
cuses on an ambiguous classification task. We use the proxy of local
intrinsic dimensionality as a proxy for the likelihood of adversarial
attacks, connecting uncertainties with robustness metrics.

In the second part of the thesis, we delve more deeply into the ro-
bustness domain by proposing certainty attacks and discussing the
independence of adversarial transferability to topological changes
in the datasets. We discuss the origin of transferability and possible
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research directions for future work. The main motivation between
the importance of uncertainties stems from the need to calibrate
human trust—for the successful application of machine learners,
we have to align the trust levels of humans according to their actual
performance. This motivates the third part of the thesis, where we
discuss trust in Al systems with a special emphasis on uncertainty
quantification. Finally, we discuss open challenges regarding un-
certainty quantification and outline future work in this particular
domain, with special emphasis on explainable Al and robustness.
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INTRODUCTION AND THESIS OVERVIEW

NCERTAINTY QUANTIFICATION describes the scientific pro-

cess of mathematically characterizing biases and risks

and provides a quantitative assessment of reliability
[Hig+10] and other sources of error [Cou+12]. This considera-
tion is especially important in high-risk domains [Sul15]: Beyond
assessing the accuracy and alignment of a model with ground
truth, it focuses on quantifying the relationship between pieces of
information in machine learning models [Sul15].

While delving into the vast amount of literature on distinctions
of epistemic and aleatoric or aleatory uncertainty [Sul1s; Soi1y] that
explore biases, estimations, and other scientific inferences [HW21;
KOo1; Abd+21a; Smi24], we became aware of a noteworthy obser-
vation: Uncertainty quantification is closely aligned to robustness
research in literature: For example, Schweighofer et al. [Sch+23]
show that training adversarial models leads to more realistic esti-
mates of epistemic uncertainty. Birrell et al. [Bir+19] established a
theoretical and computational connection between distributional
robustness and uncertainty quantification (UQ), particularly in rare
event scenarios, by quantifying the maximum risk of the rare event
in all plausible models.

Further publications highlight an implicit connection between
robustness and the uncertainty quantification domain [Kab+19;
Par13], which leads to intriguing research directions. Beyond this
connection, we observe a similar pattern between the field of ex-
plainable AI (XAI) and robustness: Empirical results indicate that
the interpretability of model gradients is crucial for adversarial
robustness [Noa+21].

Other works describe that the representations learned by robust
models align better with salient data characteristics and human
interpretability [Tsi+18a]. This relationship between robustness and
interpretable Al has been explored from several different angles
[ALG19; RD18; Cha+20a; Etm+19] and offers a fresh perspective
along with novel problem statements to explore.

In this thesis, we bridge the research areas by proceeding as fol-
lows: In the explainability domain, we tackle the visualization
of uncertainties in combination with robustness estimations for
unsupervised learners. We further take a look at the limitations
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of explanations in ambiguous settings: We specifically construct
a new optical illusion dataset to highlight constraints and illus-
trate boundary cases. We use this to propose future directions for
explainable AI methodologies.

In the robustness area, we target the question of the transfer-
ability of adversarial examples. We mitigate common adversarial
detection metrics by attacking the certainty of a model using ex-
plainable AI. This naturally leads to our last challenge tackled:
Considering that we have explanations, appropriate uncertainty
quantification and robustness of the model established, how are we
then able to appropriately calibrate trust [Mir+16]? What is trust
in Al, especially with regard to uncertainty quantification?

At its core, uncertainty quantification is the end-to-end study of the
reliability of scientific inferences [Eneog]. Typical uncertainty quan-
tification tasks involve carefully evaluating the assumptions made
during the formulation of the problem, confidence estimation, data
assimilation, and many other tasks. Intuitively, it is a common mis-
conception that quantifying uncertainties means highlighting only
the weaknesses of a system or that the presence of uncertainties is
always necessarily an indicator of bad model quality.

However, uncertainty is not inherently negative—many systems
are naturally stochastic. For example, when rolling a die, random-
ness is expected and necessary to accurately describe the process.
Similarly, introducing uncertainty in models helps us better repre-
sent and understand such variability. In essence, machine learning
algorithms prove to be an enormously powerful tool, but their
potential and capabilities are currently overshadowed by several
challenges: their susceptibility to adversarial attacks, [Noa+21], the
black-box nature of prevalent models leading to interpretability
difficulties that therefore hide potential uncertainties [Gil+18], and
the challenge of calibrating user trust appropriately [Mir+16].

When we describe uncertainty quantification, we commonly di-
vide it into epistemic and aleatoric or aleatory uncertainty [Sul1s;
Soi1y]. Epistemic uncertainty is an uncertainty that arises from a
lack of knowledge. Aleatoric uncertainty refers to inherent ran-
domness, [Sulis]. Furthermore, highlighting the weaknesses of
machine learners can be essential in high-risk applications. After
all, we wish to understand if a learner is not sure about whether
the classified skin patch is cancerous [Abd+21b]. The same applies
to an autonomous car, which is uncertain about its decision to stop
[Mic+20].



1.1 OVERVIEW AND CONTRIBUTIONS

1.1 OVERVIEW AND CONTRIBUTIONS

In this work, we unravel the misconception of uncertainty being
purely detrimental and focus on three main areas from a fresh,
cross-domain perspective, namely: visualizations of uncertainties
(Part I), robustness and uncertainties (Part II), and an interdisci-
plinary perspective regarding uncertainties as a trust calibration
tool (Part III). In Part I, Chapter 3 concentrates on unsupervised
global explainable Al of uncertainties. We then extend this to a
discussion of the limitations of explainable Al in Chapter 4, par-
ticularly in contexts where visualizations alone may fall short of
providing true interpretability.

This is an important research area due to potential hidden biases,
and for ensuring fairness and accountability of models [Min+22].
Rather than narrowly focusing on the conventional division of
aleatoric and epistemic uncertainty, in Part II, we focus on the
question: What makes a model uncertain in real-life high-stake ap-
plications? One of the most persistent challenges and weaknesses
of even the most sophisticated machine learning models is adver-
sarial vulnerability [GSS14; Sze+13; Pap+16a; Don+18], a widely
discussed and interesting phenomenon.

We suggest that ideally, uncertainty should be able to reflect the
likelihood that a given input is adversarial in nature, especially
since current methods are unable to fully prevent such attacks
[BR18]. The most we are currently able to do is verification tech-
niques of networks, which are costly and often limited in appli-
cation [Kat+17; Hua+17]. We argue that there is an intuitive link
between uncertainty and robustness, in the sense that both can
establish trust calibration [NMN25], which we discuss in Chapter 9
in Part III of this thesis, linking our interdisciplinary work with our
technical contributions. In Chapter 10 we ask ourselves- what does
the perfect explainability algorithm help us if it remains human
uninterpretable?

This interpretability goal was already identified in the very first
work on explainable AI [RSG16], and remains relevant today. How-
ever, in many works, this is validated with very small sample
sizes of human subjects [RSG16], and simply claims to be hu-
man interpretable by definition. In this thesis, we validate our
proposed explainability algorithm with a study of the trust cali-
bration abilities of the algorithm in Chapter 10. We maintain that
interdisciplinary approaches are not only beneficial but essential:
technical developments in explainability can be enriched by per-
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spectives from philosophy, cognitive science, and human-computer
interaction and vice versa.

Table 1.1: OVERVIEW OF THE THESIS CONTRIBUTIONS

Technical Aspects Human-Centered Aspects
Visuali- Robustness Trustworthiness
zations of and and Inter-
Uncertainty Uncertainty pretability
Quantifica-
tion
Method Chapters 3 Chapter 7 Theory Chapters 9
Application Chapter 3 Chapter 7 Empirical Chapter 10,
Study 11
Analysis / Limitations ~ Chapters 3, 4, Chapters 6 Analysis/ Chapter 10,
10, Limitations 11

Chapters 2 and 5 and 8 provide, respectively, the introduction
and the related work necessary to Part I, II and IIl. A general
overview of our major contributions and the general structure of
the thesis can be found in Table 1.1, summarizing our contributions.
This thesis can be divided into technical contributions and human-
centered aspects, visualized in Table 1.1.

1.1.1  Part I: Visualizations of Uncertainties - Global Explanations and
Limitations of Explainable Al

In the first part of the thesis in Chapter 3, we propose a novel global
uncertainty visualization method for high-dimensional data. We
focus on a classification setting. Our starting point is the definition
of unsupervised quantifiable uncertainties in the unsupervised do-
main by the unique proxy of local intrinsic dimensionality [NM22a].
This novel function bridges confidence scores as an uncertainty
metric with a score that reflects, but is not strictly mathematically,
a likelihood of adversarial attack. [Ma+18] argue that there is a
correlation between local intrinsic dimensionality and identifying
adversarial examples.

We visualize the unsupervised quantifiable uncertainties by a
combination of prior uncertainties in the form of confidence scores
and using the knowledge that adversarial subspaces can be identi-
tied by this proxy [Ma+18; Ams+15]. This allows the determination
of whether the model will be uncertain about its decision for a
specific dataset.

Additionally, it visualizes if the data contains malicious instances
that lead to the model potentially misclassifying instances. In our
empirical evaluation, we demonstrate the usefulness of this method
on multiple datasets, detecting misclassification despite not using
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the labels as an identification metric. We also discuss potential
limitations [LCY18] of this methodology, as well as possible future
work.

In Chapter 4, we take a more general look at current explain-
able Al methodologies [Sel+17; Nau+23; Gho+19] and critically
examine their limitations. To do so, we start with a prominent
optical illusion, the rabbit and duck image, which challenges hu-
man visual perception. With the help of this illusion, we identify
a key weakness of current methods: The underlying focus of the
important features or areas in the image is always pixel-based.

However, it is known in the psychological domain that human
understanding is not; we construct what we see from context
[Gre1s; Greyo]. Our minds actively adjust what we see, often rely-
ing on high-level concepts rather than raw sensory input [Gregy;
NV17].

These perceptual biases and context-dependent phenomena are
not yet encoded in current Al systems, which typically learn and
explain at the level of pixel arrangements or activation gradients.
This motivates our argument for the development of truly concept-
based, rather than purely pixel-based, explanations. Guided by
this perspective, we construct a novel dataset that aims to capture
visual ambiguity in an animal classification context.

We did this using the image construction model of ChatGPT
[Ope24], DALL-E. The goal was to generate additional animal opti-
cal illusions which incorporate shared features of two animals such
that both are perceptually visible, often with one hidden within
the other. This concealment of one animal within another allows us
to probe how both humans and machine learning models handle
conceptual ambiguity.

We discuss how this dataset helps us identify key concepts for ani-
mals, such as gaze direction or eye coordinates, that help learning
accuracies when included in the training procedure and provide
more meaningful explanations. The dataset thus provides a foun-
dation for further exploration, opening up numerous directions for
future research in concept-based learning, human-AlI alignment,
and interpretable Al under perceptual uncertainty.

1.1.2  Part II: Robustness and Uncertainties

Part II (Chapters 7 and 6) extends our bridge between uncertainties
and robustness. Chapter 7 constructs an attack specifically on
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the certainty (in this case, the confidence score) of the network by
using insights from explainable Al The idea was to introduce more
than just accuracy as a key metric: We take a look at prominent
attack mitigation techniques, which rely on factors such as certainty
[SG18].

The key metrics we focus on are success rate, confidence in the
misclassification, transferability of attacks to other models, and
the image quality of the generated adversarial. We decide that, on
top of success rate and certainty, taking a look at transferability
increases the potential of an attack in real-world settings due to its
extended applicability to other models. Meanwhile, image quality
is vital for human imperceptibility: adversarial examples are more
dangerous when they retain high visual fidelity. We want to test
whether using explainable Al can improve those key metrics and,
therefore, lead to stronger, more generalizable attacks.

Building on this, we then extend the robustness discussion by
discussing adversarial transferability in Chapter 6. Inspired by
numerous papers attempting to understand why and how adver-
sarial examples transfer [Ily+19; Pap+16a], we endeavor to find a
correlation using topological data analysis in Chapter 6 between
the topological distance of two datasets and the transferability of
attacks for models trained on the altered and original dataset.

If such global hidden features are indeed shared, topological
data analysis (TDA) is one of many tools that offers a way to
compare them, as it promises to preserve structural invariants of
a dataset and reflect the geometric properties that remain stable
under deformation or noise [SMC+o07].

In order to compare the graph structures output by the mapper
algorithm, we use the proxy NetLSD [Tsi+18b]. NetLSD provides
permutation-invariant, scale-adaptive, and size-invariant compar-
isons between graph structures, making it well-suited for evaluat-
ing similarity between graph structures. However, our empirical
analysis reveals no observable correlation between transferabil-
ity and topological changes of the dataset, within our discussed
limitations due to empirical evaluation.

Nonetheless, this opens up a new aspect: Why does the expected
correlation not manifest in our empirical evaluation? Are our cur-
rent assumptions about adversarial transferability incomplete or
misguided? Overall, Part II of this thesis provides an interesting
angle on the construction of future attack methods. It invites a
reevaluation of the metrics used to measure attack strength. We
ask ourselves: When do attacks transfer?
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1.1.3 Part III: Trustworthiness and Human Interpretability of Uncer-
tainties

In Chapter 9, we characterize warranted trust in Al systems by
defining a general theoretical framework of trust in Al systems
[NMN25]. We note a conceptual gap in literature in key dimensions
of trust, allowing for an extension of existing trust definitions.

We validate this claim by conducting a focused literature review.
Additionally, we present our summarized key objective dimensions
for trust and elaborate on these dimensions using case studies, in-
cluding widely used systems such as ChatGPT [Ope24].

The proposed framework allows the evaluation of trust on a numer-
ical scale. Each dimension is further decomposed into observable
subdimensions; for example, under transparency, one such subdi-
mension is explainability. The fewer subdimensions, and therefore
dimensions, are fulfilled, the less a system should be trusted.

With this work, we aim to bridge the gap between the conceptual
literature on trust and the technical components of Al systems that
can serve as levers for trust calibration.

Our framework thus provides a structured basis for both ana-
lyzing trustworthiness and guiding design choices in Al systems
intended for real-world deployment. We continue by evaluating
the trust calibration abilities of our proposed method, Unsuper-
vised Deepview [NM22a], by means of a psychological study in
Chapter 10. We argue that this is often neglected, even though it
gives valuable insights into potential mental overload for the user:
For example, in our case, we created a two-dimensional overview
of how a model performs on a dataset, marking each datapoint as
either certain or uncertain.

The method allows for the examination of the original datapoints,
enabling inspection of whether a point is justly marked as un-
certain (for example, if the image instance is unclear for human
classification as well). We found that while the background colour-
ing of the method is an additional, perhaps even useful, estimate
of whether a model performs reliably on unseen data, in practice,
this additional feature just leads to confusion.

While we did not evaluate the exact cause—whether it is cogni-
tive overload or not- users stated that the extra information overall
did not always help them in their decision towards trustworthiness.

The lesson we learn from this in general is that sometimes less is
more: Even if every additional addition of information might be
useful to someone, there is a certain trade-off between information

7
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gain and overcomplexity [New+25a]. This is often neglected as a
consideration when explainable AI algorithms are designed from
a computer scientist’s perspective. And finally, in Chapter 11, we
present a collaborative study led by Magdalena Wischnewski.

This study investigates the effect of Al seals on the perceived
trustworthiness of Al systems. However, trust in the institution that
issued the seal was positively correlated with system trust, suggest-
ing the presence of epistemic trust. Even more notably, among the
different seal types presented, the least understood—verification-
based seals—was rated as the most desirable.

To summarize, in this thesis, we tackle the following research
challenges: In Part I, we focus on explaining uncertainties. First,
we discuss and design visualization methods that enable an un-
derstanding of both empirical estimates of uncertainties and ro-
bustness. This is an important contribution because it allows a
comprehensive interpretable breakdown of uncertainty quantifica-
tion for a classification task without the need for labeling [NMz22a].

This is especially useful in scenarios where the labeled data is
expensive or has limited availability.

An additional contribution is the discussion of limitations of
existing explainability methodologies. This reflection is critical for
framing future research directions and open problem challenges
in the explainable AI domain. In Part II, we examine the transfer-
ability of adversarial attacks using empirical estimates. This is in
itself a research area widely discussed, and if solved, could provide
a new milestone for machine learning research [Liu+16; Ma+18;
PMG16; Xie+19].

Additionally, we propose an adversarial attack strategy specifically
designed to target model confidence scores, thereby circumvent-
ing common detection mechanisms. Given that the adversarial
domain is characterized by a continual arms race between attack
and defense strategies, this approach presents a compelling direc-
tion. The novelty of our method lies in its integration of concepts
from explainable Al, robustness, and uncertainty quantification to
effectively achieve this objective. Moreover, in Part III, we present
a framework for characterizing and quantifying trust.

Besides that, we investigate the trust calibration ability of our
proposed visualization method and discuss the role of Al seals for
trust calibration. Trust calibration is an important research problem
because trust is affected by many different aspects, for example
the habituation and adoption [LR23] and the end-goal of reliabil-
ity and interpretability of this thesis will only be achieved by the
correct adoption of models and systems due to warranted trust,
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and not over- or undertrust in systems [SL21]. If the capabilities
of systems are not correctly estimated by users, this brings new
dangers, however well-designed they are.

The goal of this thesis was to provide a more comprehensive
connection between the research areas of robustness, uncertainty
quantification and trust in Al, and therefore open future research
directions by combining the domains. We contributed new insights
across all three domains, and we argue that this integrative view-
point enables us to identify and extend existing limitations, thereby
uncovering new potential directions for future research within each
tield which we will discuss further in our future work.
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ing the behavior and decision-making processes of com-

plex machine learning models transparent, interpretable,
and understandable to humans [Arr+20]. This has become more
and more relevant with the increasing adoption and complex-
ity of machine learning models [Dwi+23]. Initial approaches of
distinguished visualization techniques that explain the quality
of a model include LIME [RSG16], SHAPex [LL17b], Anchors
[RSG18], Grad-CAM [Sel+17] and LIME-based extensions such
as EXPLAIN-IT [MCM19] for unsupervised learning. In addition,
other methods such as LEMNA [Guo+18] extend the explainabil-
ity to recurrent neural networks or networks that are specifically
needed for security-critical contexts. Furthermore, there are other
approaches, such as causal explanations for supervised learning
algorithms [SK19]. The field has expanded by introducing the more
detailed terms comprehensibility, succinctness, understandability,
interpretability and explainability [Min+22].

I [: XPLAINABLE Al is the field that is concerned with mak-

In many applications, especially when the applied model is black-
box, we wish to understand and interpret the underlying decisions
with regard to the trustworthiness of its decisions: when machine
learners become involved, liability and responsibility become un-
clear, but the system has to remain justifiable [Hof+18].

This motivates the bridge to our interdisciplinary contributions
of the thesis in Part III. In real-world scenarios, labeled data is often
scarce or unreliable [Mas+12], but there remains a strong need to
understand the decision boundaries of classification models.

Understanding where the decision boundaries lie is particularly
important for identifying data points that lie near these bound-
aries, points that are especially susceptible to small perturbations,
potentially resulting in adversarial misclassification. We address
this need in Chapter 3.

Another problem statement we tackle is how learning concepts in
addition to pixel-based features can improve model accuracy, but
we further discuss the limitations of saliency-based explainable
Al in general. The importance of focusing on more than just a
mathematical viewpoint of calculating feature importance using
gradients and pixels is motivated by the origins of neural networks

13
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as an imitation of the neurological capacities of the human mind:
If we wish to emulate the abstraction capabilities of humans in
varying contexts, we should also consider that human perception
is highly dependent on context interpretation [Bie8y].

Perhaps, in order to achieve human-level performance in classifi-
cation problems, we have to train machine learning models with
more consideration of human-like perception methods, such as
concept abstractions. We discuss this observation in Chapter 4.

X |
=l ¢
\ ¢ Model Black-box
simplification model relevance
/—l—\ {— Xa{]\f‘p%y l >
. ~
v X M, ) x = (z!,...,2")
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2, a;o-;
0/6 20,

Figure 2.1: This portrays an overview of types of explanations from a
conceptual overview review [Arr+20] and nicely summarizes
recent developments in the explainability and interpretability
domain.

To better contextualize the areas addressed in this thesis, we
begin by outlining key methodological distinctions that help an-
chor the approaches under consideration. One key distinction by
which explainability methods are classifiable is the design choice:
transparency design means the model itself is explainable, such
as decision trees [Xu+19]. In contrast, black box models require
post-hoc explanations.

In addition, another key distinction is model-agnosticism ver-
sus model-specific explainable Al [Dwi+23]. Model-agnosticism
denotes that the explainability algorithm is applicable regard-
less of the applied model [Arr+20]. Furthermore, explainable
Al methods can be sorted into global versus local attribution or
interpretability. Global interpretability aims to explain the over-
all model, whereas local explanations focus on single instances
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[RSG16; Arr+20; LPK20], for example, image samples or other
features. A summary of the distinctions within this domain is de-
picted in Figure 2.1.

When categorizing what explainable Al techniques are based on,
the literature typically distinguishes feature-based, example-based,
concept-based, rule-based XAI, surrogate explanations, counter-
factual examples, and explanations by simplification [Min+22;
Dwi+23; Hol+20]. Feature-based methods explain by attributing
how much each feature contributes to a model output for a given
data point [BWM20], including methods such as Shapley additive
explanations [Mos+22], Grad-CAM [Sel+17], saliency maps, and
more.

Example-based methods include prototypes such as PipNet
[Nau+23] and ProtoPNet [Che+19], where the idea is to include
a layer that aims to filter prototypical image parts via convolu-
tions that are important for the classification task, showing us
representatives of image-parts that were relevant for classification.
Concept-based explanations include ACE [Gho+19], ProtoPDebug
[Bon+22], CaCE [Goy+19], and many others, and aim to explain
in more human-understandable terms by including concept-level
abstractions rather than just pixel-based interpretation [Poe+23].

In this thesis, we will focus on a discussion of feature-based expla-
nations and concept-based explanations in Chapter 4, highlight-
ing the need for human interpretability rather than pixel-level
interpretability. The following Chapters in this part are based on
published work as cited below:

¢ Chapter 3, “Unsupervised DeepView: Global Explainability
of Uncertainties for High Dimensional Data”, is based on the
peer-reviewed publication [NM22a];

¢ and Chapter 4, “Do you see what I see? An Ambiguous Ani-

mal Optical Illusion Dataset” is based on the work [New+25b].

2.1 EXPLAINABLE AI AND UNCERTAINTIES

Our main focus was the visualization of uncertainties. Uncertainty
quantification is commonly divided into epistemic and aleatoric
uncertainties [Soi17].

15
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X2

Ty €

Figure 2.2: On the lefthand side, two classes overlap, causing aleatoric un-
certainty. On the righthand side, embedding the data in higher-
dimensional space allows for separation of the two classes,
and the uncertainty is resolved. This example by Hiillermeier
et al. [HW21] highlights how the distinction into aleatoric
and epistemic uncertainty is highly context-dependent and
can change the nature of aleatoric uncertainty into epistemic
uncertainty.

Definition 2.1.1 (Aleatoric Uncertainty). Aleatoric, or sometimes de-
noted aleatory uncertainty—from Latin alea, meaning a die—refers to
uncertainties that are inherently random by nature, for example, due to a
process being nondeterministic. It refers to irreducible uncertainty that
cannot be captured by more data [Soi17; GHO+17].

Definition 2.1.2 (Epistemic Uncertainty). Epistemic—from Greek
oty uy, meaning knowledge—refers to uncertainty arising from lack
of knowledge about the system [Soi17; GHO+17]. Epistemic uncertainty
is often further subdivided into model form uncertainty, in which one
doubts that the model is structurally correct and parametric uncertainty,
where one assumes that the structure is correct, but it is uncertain what
the exact parameters are [Sul15].

The exact distinction between epistemic and aleatoric uncertainty
is an imprecise one: The nature of uncertainties is highly context-
dependent, as visualized in Figure 2.2. Furthermore, from a New-
tonian standpoint, one could always argue that a dice roll does not
reflect aleatoric uncertainty- perhaps it could be calculated with all
complete information of the initial conditions of the die roll, such
as the hand angle, wind, the force applied etc. [Sul15]. Therefore,
in this thesis, we do not begin by dissecting the precise distinction
between uncertainty and calibration, but rather focus on visualiz-
ing both aspects. Visualizing uncertainties provides critical insight
into model reliability, and improvement strategies [RBP18; Tan+19],
for example when challenged with poor quality data or small quan-
tity datasets. It enables informed decisions [BBK19], fosters user
trust [Abd+22], and is a cornerstone of reliable, interpretable Al
[Lam+22; Deu+24].
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2.2 METHODS FOR QUANTIFICATION OF UNCERTAINTY AND
CALIBRATION

The starting point of this thesis is the following problem statement
by Deuschel et al. [Deu+24]: We consider a supervised learning
setting, specifically the task of classification in the image domain.
Let x;,y; € (X,Y) be a data-label pair from the set of all training
data X and labels Y. Let X = {x;}N be the set of N training data
points with corresponding labels Y = {y;}N, y; € {1,.., K} for K
classes. Further, let f5 : X — RX be a deep learning function with
learnable weights 6 mapping to a K-dimensional logit space. That
is, for a sample x; € X we obtain logits z; = fy(x;), from which
the probability for each class k € K can be derived after applying
the softmax function ¢ [Deu+24]. The probability values p; are
calculated by

k
exp(zl( ))

pilk) = o(z) ) = .
£ rexp(z)

(2.1)

and the maximum class probability is p; = maxyc;, x f)l(k). We now
wish to visualize uncertainties in this setting. Consider the method
Deepview [SHH20] as a starting point: We have a supervised set-
ting for a visualization methodology of classification boundaries
of deep neural networks using dimensionality reduction. We now
wish to extend this intuitively to an unsupervised setting, where
we only assume that we have the data points x; € R?. We further
assume that we have some mapping fy : R? — R* that outputs
probability values p; that reflect confidence scores. Our contribu-
tion is to eliminate the need for class labels y; € Y by translating
the K class classification problem into a two-class problem: uncer-
tain and certain and introducing a quantifiable uncertainty score
function using the estimated intrinsic dimensionality of the local
as a proxy [Ma+18].

DeepView [SHH20] was the first attempt to visualize global deci-
sion boundaries of a deep neural network, in contrast to previous
methods that explain single examples or their classification fea-
tures. Other methods produce a projection of the data and generate
global explainability; however, they either do not depict decision
boundaries [Lap+19] or are not applicable to deep neural networks
[SGH15] due to their density estimation approach in the input
space. Furthermore, these methods cannot detect uncertainties by
themselves as they rely on a human evaluation of the algorithm. In
contrast, we aim at an unsupervised approach that lets the algo-
rithm itself highlight where the uncertain regions are. We enable
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an intuitive uncertainty estimation using the certainty of the unre-
liability in our process rather than the certainty of the class label,
which is used by supervised approaches, as the background color
to depict the robustness of the model in the form of adversarial
examples.



UNSUPERVISED DEEPVIEW- GLOBAL
EXPLAINABILITY FOR HIGH DIMENSIONAL
DATA

been proposed for the explanation of artificial intelligence that

focus on untangling black-box models for single instances of
the data set [Sel+17; RSG18]. Although the focus often lies on
supervised learning algorithms, the study of uncertainty estima-
tions in the unsupervised domain for high-dimensional data sets
in the explainability domain has been neglected so far. As a re-
sult, existing visualization methods struggle to visualize global
uncertainty patterns on whole datasets. We propose Unsupervised
DeepView, the first global uncertainty visualization method for
high-dimensional data based on a novel unsupervised proxy for
local uncertainties.

I N recent years, more and more visualization methods have

In this paper, we exploit the mathematical notion of local intrinsic
dimensionality. As a label-agnostic measure of model uncertainty
in unsupervised machine learning, it shows two highly desirable
features: It can be used for global structure visualization as well as
for the detection of local adversarials. In our empirical evaluation,
we demonstrate its ability both in visualizations and quantitative
analysis for unsupervised models on multiple datasets.

3.1 INTRODUCTION

Visualization of raw data, pre-trained models, and uncertainties of
these models are essential methods for explaining machine learn-
ing models. In the area of supervised models, such visualizations
of a classification model and its uncertainties are widely studied
[Ant+20a; Zha+19; Lap+19], this has only been tackled less exten-
sively for unsupervised learning methods [MCM19]. However, it
has been neglected entirely for the combination of unsupervised
models such as clustering [AR14] or anomaly detection [AYo1] and
global explainability.

This is due to the fact that unsupervised models do not have
labeled training data that allow us to directly evaluate misclassifi-
cations or model errors. Similarly, uncertainties are challenging to
quantify for a model without known (labeled) patterns. Further-
more, it is easier to depict uncertainties for specific data points

19
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Supervised Learning Unsupervised Learning

Different intrinsic dimensionality
~ High uncertainty

Classification Boundary = High Uncertainty

Figure 3.1: This Figure shows the difference between uncertainties for
supervised models versus uncertainties in the unsupervised
domain. Data areas along the classification boundary are most
likely misclassified in the supervised domain. In the unsuper-
vised domain, the uncertainty is not as clear. Here, we define
our uncertainties by measuring the local intrinsic dimensional-
ity of the data. When this dimensionality varies considerably
from its neighbors, we define this as an uncertain area for our
visualization scheme.

rather than reliably approximate uncertainties for the entire model.
Recent existing visualization methods for high dimensional data
[Tha+17; SHH20; VHO08] rely on labeled data and are not able
to visualize the hidden (unknown) patterns of data in case of
unsupervised learning.

The key challenge is the lack of an objective function that, in the
case of supervised learning, describes the separability of one or
multiple classes, as depicted in Figure 3.1 on the left. In contrast to
this, unsupervised measures such as cluster validation [Liu+10],
clusterability scores [ABog], or anomaly scores [AA17] are designed
to evaluate either the quality of clustering (globally for the entire
dataset) or the detection of rare and exceptional outliers (locally
for individual objects).

In contrast to unsupervised measures, we aim at both a global
visualization of raw data structures and a local uncertainty of spe-
cific data areas. Neither the one nor the other should rely on labels
but are purely based on the given pre-trained unsupervised model
and a proxy for local uncertainty quantification.

Our research focuses on unsupervised knowledge discovery and
defines novel proxies for uncertainties. In this paper, we exploit the
mathematical notion of local intrinsic dimensionality as a proxy for
the complexity of the data distribution. As depicted in Figure 3.1
on the right, we define local divergence in intrinsic dimensionality
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as the label-agnostic measure of high model uncertainty in unsu-
pervised machine learning. It allows for both local assessments
of uncertainty for a specific data area and, at the same time, for
global visualization of data structures vs. adversarial examples in
less certain data areas.

We have implemented the first unsupervised DeepView ap-
proach that visualizes data structures and adversarials without
any prior labels. It requires only a pre-trained unsupervised model
and its uncertainties. This framework calculates the local intrin-
sic dimensionality of the data points and creates a mapping of
uncertainties using dimensionality reduction [MHM18] on the
combination of the data, their prediction uncertainties, and their
dimensionality. We then use outlier detection algorithms on this
data embedding to depict our uncertainties with a high empirical
precision score.

Our paper solves the task of visualization of global and local
uncertainty for unsupervised learning. In contrast, all other known
methods either solve global supervised explainability [Tha+17;
Lap+19; SHH20] or focus on local explanations [Zha+19; LL17c;
RSG18] with few unsupervised methods [MCM19] only.

3.2 VISUALIZING THE UNCERTAINTIES OF AN UNSUPERVISED
LEARNER

In this work, we consider uncertainties w.r.t. (A) properties of the
raw data distribution as well as (B) properties of unsupervised
machine learning models that have been pre-trained on these data.
We define uncertainties as more than the misclassification of su-
pervised models. In our definition, uncertainties are caused by
the complexity of data, for example, uncertain areas following the
phenomenon of empty space in high-dimensional data [LVo7].

Similarly, based on a pre-trained model, uncertainties may be
areas of high probability for adversarial examples. However, in
our definition, adversarial examples are not depicted by wrong
class labels. We observe unsupervised adversarial examples in the
training of unsupervised models (e.g. adversarial examples in au-
toencoders [Boi+21]).

Hence our methods tackle two main challenges: First, our un-
supervised approach’s labels and amount of classes are unknown.
We cannot assess traditional discrepancies between what a model
predicts as uncertain and what is really uncertain or incorrect.
Without supervision, we are forced to depict uncertainties using
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novel unsupervised measures and propose a local comparison of
this measure with the object’s local neighborhood.

Second, existing supervised methods such as DeepView [SHH20]
rely on prediction probabilities for classes, which are then used to
visualize the uncertainty of class prediction. In our case, we assume
the knowledge of those prediction uncertainties for our model and
use them as input into the visualization method. Formally, we de-
scribe our abstract notion of unsupervised uncertainties as follows:

Definition 1

(UNSUPERVISED QUANTIFIABLE UNCERTAINTY)

We define the input space X C RY with d = H x W x C, and
the normalized hdbscan outlier function scoreppgscan(zi) € [0, 1].
The unsupervised quantifiable uncertainty denotes

UQU: X R e [0,1]

UQU(XZ') .= SCOTY€HDBSCAN (UMAP ([xi, LfD(xi)],max]}i))

with ¢(x;) := [x;, LID(x;)] € R%*! being the feature augmentation
of input x; with LID. §; := model(x;) € R¢ is the models softmax
prediction for ¢ classes. max; € [0,1] describes the confidence
score for the model visualized.

Intuitively, this function consists of two components: ,,,,40; (X;) :=
max ¥j; as a score for the likelihood that the sample x; is out-of-
distribution for the particular model, suggesting a misclassification.
The second component captures a score function that correlates
with the likelihood that the sample x; is an adversarial example
with the empirical proxy of local intrinsic dimensionality. This
correlation was first introduced by Ma et al. [Ma+18]. The unsu-
pervised quantifiable uncertainty function, however, captures both
intuitions, because the outlier detection algorithms receive both
the confidence scores and the LIDs concatenated to the original x
samples.

An adversarial example is commonly described in literature as an
optimization problem for a classifier f : R™ — {1...k}, which maps
image pixels to a discrete label set [Sze+13]. f has a continuous loss
function denoted by loss; : R™ x {1..k} — R*. An adversarial
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example solves the following optimization problem for an input
x € R™ and target label I € {1...k}:

Minimize ||r||, subject to
1. fx+r)=1
2. x+reo,1]"

Note that 1 is not the original label, so we want to solve for f(x) # I.
On an intuitive level, the most common definition of an adversarial
example is the smallest perturbation to an image that leads to
a misclassification by a classifier. In practice, it is very hard to
determine whether an image is simply a slight perturbation from
another image in a dataset, especially if we generate an adversarial
image from an image that is not part of the training dataset.

Mostly, adversarial examples differ from normal misclassifica-
tions in their certainty in the correctness of the prediction [ZBZ23],
which is why we include the certainty for the calculation of the
unsupervised quantifiable uncertainty.

We include local intrinsic dimensionality as an estimate of the like-
lihood of an adversarial attack. Although this does not constitute a
formal likelihood function, outliers in local intrinsic dimensionality
have been shown to correlate with a higher probability of being
adversarial compared to non-outliers, as demonstrated in [Ma+18].
In practice, this means that we fail to distinguish between simple
misclassifications that happen to have high certainty and real ad-
versarials in the form of input perturbation attacks, but since we
aim to approximate the uncertainty of a model as an end goal, this
explicit distinction is not necessary.

Both are very dangerous for real-world applications and capture
the essence of uncertainty, especially for high-risk scenarios such
as autonomous driving. For our empirical evaluation, we simply
compare whether our unsupervised approximation derived from
our model is in line with the supervised misclassification (using
labels). In real-world use cases, this would not be possible; however,
our datasets have given labels that are ignored by our algorithm
but useful for external evaluation.

3.3 UNSUPERVISED DEEPVIEW

We propose a generalized visualization technique to depict un-
certainties and potential adversarial examples in unsupervised
learning. Our framework consists of three components:

23
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1. Local Intrinsic Dimensionality (cf. Section 3.3) as our main
uncertainty proxy of the data distribution.

2. Dimensionality Reduction (cf. Section 3.3) that allows for 2D
visualization of high-dimensional data.

3. Adversarial Detection (cf. Section 3.3) based on an outlier
analysis of our uncertainty measure.

In the unsupervised framework, all three of these components
can be exchanged in future work. In the following subsections,
we present our first instantiation of each of these in the Deep-
View visualization [SHH2o0]. This allows for the first time a fully
unsupervised analysis and visualization of uncertainties.

Please note that our method does not just show the quality of the
decision boundary in a supervised learner. We extract and measure
uncertainties on the basis of unlabeled data. To the best of our
knowledge, this is the first uncertainty visualization method that
focuses on global interpretability rather than explanations of indi-
vidual predictions in the unsupervised learning domain that can
visualize a smooth two-dimensional manifold of the uncertainties
on high-dimensional data such as natural images.

ALGORITHM OVERVIEW Our estimation and visualization al-
gorithm must be applicable to any unsupervised task or usable
whenever the probabilities of an unsupervised model are given
on a randomly sampled data set. We aim to highlight uncertain
regions of samples that have a high likelihood of being adversarial
examples but in an unsupervised setting, while also visualizing
regions of high certainty and local uncertainty. To accomplish this,
we propose the following algorithmic steps:

1. Calculate the local intrinsic dimensionality (LID, cf. Sec-
tion 3.3) of each data point Vx; € S in the sample S compute
LID(XZ‘) € R>o,.

2. Apply dimensionality reduction (UMAP, cf. Section 3.3) on
the given input of LIDs together with unsupervised model
uncertainty. We use the confidence score for the model as a
supervision for UMAP. We project these three values together
as x; into two dimensions, resulting in y; = 7r(x;).

3. Create a tight grid of samples r; in two-dimensional space
and map this to high-dimensional space.

4. Outlier detection (cf. Section 3.3) algorithm on uncertainty
measures, resulting in binary detection of certain areas and
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uncertain areas. We define the uncertain area by a high LID
mean.

5. Visualize the outlier scores and interpret them as unsuper-
vised uncertainties.

In contrast to our unsupervised algorithm, the supervised Deep-
View method [SHH20] is composed of four algorithmic steps that
enable visualization of decision boundaries:

1. Application of the dimensionality reduction technique Fisher
UMAP [MHM18] to project data points x; to two dimensions,
yielding y; = m(x;).

2. Creation of a tight grid of samples r; in two-dimensional
space and mapping to high-dimensional space.

3. Application of the network to this mapping to obtain predic-
tions and certainties.

4. Visualization of the labels together with the entropies of the
certainties.

Ma et al. [Ma+18] already showed that local intrinsic dimen-
sionality measures help characterize adversarial subspaces. While
there has also been research on the limitations of these features
for the characterization of adversarial examples [LCY18], one of
the main critique points was the non-transferability of the LID
features to other deep neural networks. This point does not affect
the quality of our visualization method, considering that it is used
on a specific model and does not require transferability to other
models.

The second criticism expressed in this article was that the quality
of LIDs as features for adversarial attacks with the trained detector
algorithm suggested by Ma et al. [Ma+18] varies with the con-
fidence parameter, and the training of ensembles of adversaries
with different confidence levels did not help detection performance.

However, our approach does not rely solely on LIDs. Instead,
it uses the dimensionality reduction technique based on UMAP
[MHM18] suggested by the DeepView algorithm [SHH20] and
searches for outliers on this mapping of the data points, LIDs and
prediction certainties. It is important to note that the specific outlier
detection algorithm used within the framework is interchangeable
and can be replaced with any method that demonstrates optimal
performance for the given dataset.

This means that we take into account the uncertainties as well
as the LIDs, giving us a better chance of extracting adversarial
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or uncertain regions. The focus of our method is not restricted to
adversarial detection but rather includes the broader identifica-
tion of uncertain or ambiguous prediction regions. Furthermore,
there is currently no other implementation of a global visualiza-
tion scheme of the decision boundary of uncertainty in the un-
supervised domain. We later show that our approach gives us
good approximations of the uncertainties within an unsupervised
learner.

LOCAL INTRINSIC DIMENSIONALITY The intuition behind this
metric is to measure the increase of data objects encountered, esti-
mating the dimensionality of the structure of the data. Transferring
the idea of expansion of dimensions to distance distributions gives
a formal definition of LID [Hou17].

Definition 2 (LocAL INTRINSIC DIMENSIONALITY)
Given a data sample x € X, let R > 0 be a random variable denot-
ing the distance from x to other data samples. If the cumulative
distribution function F(r) of R is positive and continuously dif-
ferentiable at distance » > 0, the LID of x at distance r is given
by:

In(F((1+€)-r)/F(r))

In(1+¢)

whenever the limit exists [Ma+18]. The maximum likelihood esti-
mator (MLE) of the LID at x given a reference sample drawn from
the representation of the data distribution P is defined as follows:

LIDE(r) = lim (3.1)

- 1& ri(x) B
LID(x) (k i;log rk(x)> (3-2)
Where r;(x) denotes the distance between x and its i—th nearest
neighbor within a sample of points drawn from P, and r¢(x) is the
maximum of the neighbor distances. Although this computation
can become computationally expensive with the increase of the
neighborhood, Ma et al. [Hou17] show that discrimination of ad-
versarial and non-adversarial examples turn out to be possible for
minibatch sizes of 100 and neighborhood sizes as small as k = 20,
rendering our computational estimation feasible. Therefore, these
are the parameters we also use to implement our visualization
scheme.

DIMENSIONALITY REDUCTION The goal of dimensionality re-
duction techniques for visualizations is to find mappings 7 :
(S,ds) — R,d = 2,3, where (S,d;) is a metric space and 7 ide-
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ally preserves the information encoded in a set of data points
X1,...,Xp € S. The paper is based on a dimension reduction tech-
nique called UMAP [MHM18], which performs at least equally well
as the state-of-the-art non-linear dimensionality reduction method
t-Distributed Stochastic Neighbor Embedding (t-SNE) [VHo8], but
allows for the inverse projection suggested by the original Deep-
View implementation. It allows for our two-dimensional visualiza-
tion. Theoretically, this method could be exchangeable as long as
inverse mappings can still be established with other algorithms.

ADVERSARIAL DETECTION USING LOCAL INTRINSIC DIMEN-
SIONALITY It is important to note that detecting unsupervised
adversarial examples cannot be effectively achieved through stan-
dard clustering algorithms, primarily due to class imbalance in
the data. In well-performing models, uncertain predictions are
considerably less frequent than confident ones.

Instead, our goal is to identify outliers—data points whose local
intrinsic dimensionality (LID) values and prediction confidences
deviate significantly from the overall distribution, indicating po-
tential anomalous or adversarial behavior. As Ma et al. state in
their paper [Hou17y], adversarial examples have noticeably higher
LID characteristics than normal examples. This means that we can
distinguish adversarials using outlier detection algorithms. We
follow the intuitive definition of an outlier as given by Hawkins
[Haw80] and search for outliers that deviate so much from the
other observations as to arouse suspicion that they are generated
by a different mechanism.

We detect outliers based on density-based clustering algorithms
that allow us to distinguish certain and uncertain areas, but also
consider that adversarials or uncertainties have to be detected for
both single-point outliers and cluster-based outliers. We refer to the
definition of cluster-based outliers of LDBSCAN [Dua+o9] and its
extension HDBSCAN [MHA+17]. Compared to other cluster-based
outlier detection methods, the advantage of these two algorithms
is the quantifiable outlier score, which intuitively corresponds to
the degree of the outlying object.

In the case of HDBSCAN, it is referred to as an outlier score.
These scores can be incorporated into our visualization of the
decision boundary as the certainty of the outlier. The difference
between HDBSCAN and DBSCAN is that HDBSCAN performs a
hyperparameter search of the € parameter, namely the radius from
at least one cluster point to another, of LDBSCAN without having
to preset it, therefore only needing a minimum cluster size as an
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input parameter. This is why our final implementation uses the
HDBSCAN algorithm without comparing the results of LDBSCAN.

RUNTIME ANALYSIS The runtime of our algorithm, including
the three mentioned steps, is similar to the supervised DeepView
implementation. The extra effort in calculation consists of a one-
time precomputation of first the LIDs over the dataset with a
neighborhood size of 20 each, dimensionality reduction via UMAP
over the inputs, LIDs and the outputs of the model for all inputs,
followed by outlier detection over the embedding.

The extra run-time depends on 1. the run-time for the compu-
tation of the empirical LID estimate, 2. the computation time for
the dimensionality reduction method chosen, and 3. the outlier
detection method applied. The dominating terms in this case for
Unsupervised Deepview are the runtime for UMAP [MHMa18],
which is O(Njlog N7) according to the authors [MHM18], and
the worst-case runtime for HDBSCAN, which is O(N; log N,) on
average and O(N?) in worst case [MHA+17]. Nj is the number of
input vectors that UMAP must embed, and N, denotes the total
number of input points for the HDBSCAN algorithm. However,
this is a one-time precomputation step, and then the run-time of
DeepView and Unsupervised Deepview are the same, with the
number of classes for Unsupervised Deepview limited to the two
classes uncertain and certain, regardless of the amount of classes
for the predictions. Preliminary experiments have shown very sim-
ilar run-times for Deepview and Unsupervised Deepview for the
datasets that we empirically tested in practice. Hence, we focus
on qualitative and quantitative evaluation without deepening the
topic of runtime evaluation.

3.4 EXPERIMENTS

In this section, we apply the new Unsupervised Deepview imple-
mentation® and evaluate how well we capture uncertainties. We
measured uncertainties as either supervised misclassifications or
adversarial examples and showed exemplary applications of our
method to CIFAR-10 and Fashion-MNIST. We used models based
on the resnet50 convolutional architecture with some additional
convolutions and a linear layer. As you can see later in Table 3.1,
the algorithm also performs excellently for models and data sets
with very high precision scores over several runs.

The code for the project can be found at our chair’s collective repository
https:/ / github.com /KDD-OpenSource/Unsupervised-Deepview /.
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Figure 3.2: The original Deepview implementation achieves a two-
dimensional visualization of the decision boundary of a su-
pervised classifier. This picture shows DeepView, but for eval-
uation purposes, we inserted and marked the points that were
detected by our method Unsupervised Deepview as “uncer-
tain” using blue circles. As we can see, we were perfectly able
to distinguish an adversarial example labeled as a bird, even
though it was actually a frog (green isolated dot near the pink
cluster), also visualized in Figure 3.3 from the CIFAR-10 data
set. In the same picture, we also see the edges of the truck
cluster marked, where a misclassified car and plane are nearly
hidden (bright blue cluster with dark blue and orange spots).
The other point marked as uncertain is a correctly labeled
plane with low uncertainty values.

To evaluate our visualization scheme, we look at the following
questions: (i) Does our combination of outlier detection algorithms,
LID features, and prediction probabilities capture the same or
similar uncertainties to the supervised version of the DeepView
implementation without using labels? (ii) Are the LID features
necessary for our implementation to perform well, or could we
also just detect outliers using the uncertainties of the prediction
alone? (iii) How well are we able to distinguish model uncertainty
or adversarials without the knowledge of the label?

Addressing our first question, we compare the original DeepView
visualization technique with labels with our unsupervised Deep-
View method by marking the points recognized as uncertain in
the original DeepView plot in Figure 3.2. Here, we can see that
while not all uncertainties were detected, the points marked as
uncertain turned out to be either misclassifications, adversarials,
or one point with just low model certainty. We were able to quan-
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Figure 3.3: When selecting the point instance given as uncertain, the
original instance of the image will be shown. On the left-hand
side, the model-predicted label is shown, and on the right, the
actual label is given. For the Unsupervised algorithm, we will
only output certain or uncertain labels, for instance. The goal
is to allow the user to directly assess the instances visually
so as to better understand why the model classified them as
uncertain.

tify misclassifications despite not using the labels to generate our
uncertainty predictions. However, we knew the actual labels of the
dataset because we evaluated over a labeled data set to test the
quality of our model. A zoomed-in view of the uncertainty and
its original image point can be found in Figure 3.3. It is visualized
in the implementation when tapping on the data point in the plot
given.

Furthermore, we compare the points detected as outliers using

only the data points and prediction uncertainties, without the LIDs
as features in Figure 3.4. As you can see here, the points marked as
uncertain no longer map to adversarial or misclassifications. This
gives us an intuition that the LIDs work as features to compensate
for the actual class labels and shows that we can correctly identify
actual adversarial examples within the dataset.
Addressing (iii), our precision score is consistently high. Although
the method does not detect all uncertainties, the uncertainties we
do detect are either misclassifications or adversarial examples with
the following percentages (cf. Table 3.1).

Table 3.1: Precision scores over 10 runs

Dataset Precision
CIFAR-10 98.4 %
Fashion- 97.3%
MNIST
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Figure 3.4: For evaluation purposes, we also tested whether the LID
features were essential for visualization of uncertainty without
knowledge of the labels. Here, we just marked the points
detected by the HDBSCAN [MHA+17] algorithm without
the LID features and without knowledge of the labels in the
picture generated by the original DeepView algorithm. As
we can see, the uncertainties are not captured well. Often,
the centers of the class clusters are marked, whether they are
uncertain or not.

The final output of our visualization method can be found in
Figure 3.5. Here, we can see data points denoted as certain and
uncertain, as well as our decision boundary colored in by the
strength of the blue note. Darker background areas indicate more
certain areas in the data for the specific model.

3.5 CONCLUSION AND FUTURE WORK

In this paper, we propose Unsupervised Deepview, a method that
allows the depiction of a smooth dimensional manifold of uncer-
tainties for high-dimensional data. To the best of our knowledge, it
is the first method generally applicable to all unsupervised learning
algorithms that provide uncertainties in the unsupervised domain.
In contrast to recent methods such as GLAM-CLUE [LBW22] our
method does not generate counterfactuals but shows the decision
boundary of the uncertainties of the model. We do not require any
labeled data as we exploit the mathematical concept of local intrin-
sic dimensionality as a local proxy. Our global visualization of data
structures versus adversarial examples provides for the first time
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® certain
uncertain

Figure 3.5: Our Unsupervised DeepView implementation achieves a two-

dimensional visualization of the decision boundary of un-
certainties. We do not claim that it identifies all model un-
certainties. Still, those it detects are either uncertain in their
prediction, misclassifications, or adversarials which we can
evaluate with a very high precision score. The background col-
oring shows estimations over unseen data. Furthermore, our
visualization method does not aim to identify them directly
but rather outputs the areas in which predictions become
uncertain or where the classifier performs well. Dark areas
denote particularly certain areas, whereas whiter areas are
particularly uncertain. Our uncertain data points are colored
light blue.
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unsupervised insights into the uncertainty and vulnerability of
machine learning models. It depicts the whole decision boundary
rather than the single decisions of the model.

In our empirical evaluation, we present the precision for CIFAR-10
and Fashion-MNIST. We evaluated it using the pre-trained residual
network with 20 layers discussed in the original paper to show
that the algorithms predict similar uncertainties despite the lack of
labels. Secondly, we use a different convolutional neural network
pre-trained on Fashion-MNIST to confirm our results.

As a first approach in this area, we see future work to extend
our method to data beyond high-dimensional vector spaces. For
example, graph data that has inherent local and global structures
would benefit from our methodology but requires specific graph
measures as local proxies of structure and uncertainty. Further-
more, we see improvement potential for the usability of the tool
or practicability of trust calibration—Overall, this explainability
method is designed not just for a technical audience but should be
used to provide a better estimate than just accuracy estimates or
other common proxies for the reliability of a model on a specific
data set.
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DO YOU SEE WHAT I SEE? AN AMBIGUOUS
OPTICAL ILLUSION DATASET EXPOSING
LIMITATIONS OF EXPLAINABLE Al

ROM uncertainty quantification to real-world object detec-

tion, we recognize the importance of machine learning

algorithms, particularly in safety-critical domains such as
autonomous driving or medical diagnostics. In machine learning,
ambiguous data plays an important role in various machine learn-
ing domains. Optical illusions present a compelling area of study
in this context, as they offer insight into the limitations of both
human and machine perception. However, optical illusion datasets
remain scarce.

In this work, we introduce a novel dataset of optical illusions
featuring intermingled animal pairs designed to evoke perceptual
ambiguity. We identify generalizable visual concepts, particularly
gaze direction and eye cues, as subtle yet impactful features that
significantly influence model accuracy. By confronting models with
perceptual ambiguity, our findings underscore the importance of
concepts in visual learning and provide a foundation for studying
bias and the alignment between human and machine vision. To
make this dataset useful for general purposes, we generate optical
illusions systematically with different concepts discussed in our
bias mitigation section. The dataset is accessible in Kaggle via
https://www.kaggle.com/datasets/anonymacl2i3/ambivision.®

4.1 INTRODUCTION

The motivation for this particular optical illusion dataset stems
from a novel problem in the explainability domain (XAI). Explain-
able Al uncovers the black-box nature of models and visualizes
the internal workings of a machine learner for image data. So far,
research has focused on highlighting the pixels that are the most
important or influential in the decision-making process [RSG16;
Sel+17]. Other approaches highlight important regions [RSG18] or
target the most essential features [LL17yc; STY17].

The source code for this project can be found at https://github.com/KDD-
OpenSource/ Ambivision.git
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However, these methods often fall short when confronted with
perceptual ambiguity—situations where even human interpretation
is uncertain. Take a look at Figure 4.1.

Figure 4.1: In this optical illusion, you can see both a rabbit and a duck.
Common XAI methods that highlight important pixels could
output exactly the same explanation for either of those classes
without improving human understanding of which class was
chosen why. This is a critical research gap in explanations—
pixel highlighting is simply not enough.

Depending on the viewer’s perception of the eye’s direction, the
image may be interpreted as either a rabbit or a duck. If you were
to use any current XAl algorithm to generate explanations of why it
is a rabbit or a duck, the explanations could look exactly the same.
They would keep the actual reason behind this optical illusion
secret. This is because current XAI methods highlight important
pixels or areas, but in this case, all features are shared by both
classes.

This suggests that standard XAI methods are currently inade-
quate when semantic interpretation relies on abstract perceptual
cues rather than pixel-level interpretation. Examples of this phe-
nomenon in the provided dataset can be seen in Section 4.3. Clearly,
our internal decision process goes beyond what we see—resolving
ambiguity by assigning direction, intent and anthropomorphizing
[WC21]. One such so far neglected concept is the viewing direction
of the animal, and not just where we look at as the supervisor.

In this paper, we introduce three major contributions: First, we
expose the existing methodologies of XAI by showing limitations:
Highlighting pixels or areas alone, at least in the image domain,
is not enough. Second, we introduce a new open-source optical
illusion dataset featuring animal images labeled with bounding
boxes, gaze, and viewing direction annotations. And third, we
demonstrate that integrating gaze direction and eye coordinates
into the learning process improves model performance, even when
all other aspects (architecture, epochs, learning rate, dataset struc-
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ture, optimizer) remain the same. Our novel dataset is generated
with sophisticated ChatGPT [Ope24] models and considerable com-
putational power. It incorporates the understanding of a generative
Al model in generating optical illusions while achieving images
that are difficult for humans. However, we address how we miti-
gated potential biases in Section 4.7. Furthermore, the difficulty of
generating convincing optical illusions makes it hard to provide
large datasets that are drawn by human artists: We argue that a
machine generated set offers a valuable perspective into human vs.
Al perceptual learning.

4.2 RELATED WORK

Explainable Al, often shortened to XAlI, is broadly considered
to be split into two categories: transparency design and post-hoc
explanations [Xu+19]. We criticize that the current approaches of vi-
sualization methods in the image domain highlight pixels or areas
of images that show the importance of specific features. Saliency-
based methods, such as LIME [RSG16], Grad-CAM [Sel+17], or
Anchors [RSG18] offer local explanations by attributing predictions
to pixel importance or localized regions.

The broader landscape of explainable Al encompasses countless
methods [LL17a] from counterfactuals [MST20; Ant+20a], proto-
types [Nau+23; Che+19], to global explainability methods [Set+21;
MCM19; NM22a]. We highlight the need for concept-based XAI
in ambiguous settings. One type of concept-based XAI works is
based on predefined concepts and relies on human supervision
[Kim+18; Bon+22; Yeh+20; Goy+19].

Hence, concept-based explanations were extended to automatic
concept-based extraction, which relies on segmentation strategies
that then employ importance scores to eliminate outliers [Fel+23a;
Gho+19; Zha+21; Fel+23b]. However, this type of approach also
comes with its limitations: We argue that all of these approaches
still segment pixel-based logic. We apply ACE [Gho+19] to our
dataset as a prominent representative of the field and show with
examples that it also has problems extracting useful concepts.

We demonstrate in this work that general concepts for domains
exist, such as gaze and the eye coordinates, that help the overall
performance on a whole domain rather than just a specific type of
animal. These concepts were not spotted when applying ACE. In
our experimental section in Section 4.5, we show the improvement
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when those concepts are considered versus learning without the
concepts on our ambiguous dataset.

Figure 4.2: This Figure features several examples of our dataset: On the
upper left side, a penguin can be seen hidden within a horse,
depending on the direction we consider the animal to be look-
ing. All of these examples have two animals distinguishable by
the eye coordinate and the gaze vector, meaning they might be
looking in the same direction, but their right eye (if more than
one is visible) is positioned somewhere differently. The goal of
this dataset was to test whether the gaze and eye coordinates
prove to be useful general concepts in ambiguous settings but
can, in general, be used for the evaluation of XAI as baseline
for classification performance with optical illusions. More ex-
ample pictures that show the diversity of illusions within one
class are included in Figure 4.7.

4.3 LIMITATIONS OF CURRENT EXPLAINABLE AI ALGORITHMS

While current explainable Al algorithms do a phenomenal job
explaining attributions of models in general, our dataset is in-
tentionally constructed to challenge local attribution methods by
presenting overlapping or intermingled visual features from mul-
tiple animals. As we can see in the following, we provide some
example areas where the highlighted features of the dataset mark
features that do not belong to one of the animals specifically.

In the following, we show instances where common XAI algo-
rithms fail. We chose popular representatives from the saliency-
based XAl area, such as Grad-CAM [Sel+17] and integrated gradi-
ents. We then present an example using a prototypical XAI method,
namely PipNet [Nau+23]. We do the same for a representative of
the automatic concept-based XAI area, ACE [Gho+19]. We show
that these methods fail to distinguish the two animals well due to
the shared features of the animals: These limitations underscore a
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critical shortcoming of local attribution techniques and emphasize
the need for concept-level reasoning.

Grad-CAM for class lion

Py

Grad-CAM for class flamingo

Grad-CAM for class monkey

Figure 4.3: Pixel-based attribution explanations like Grad-CAM struggle
to distinguish between the intermingling areas of the two ani-
mals. We later show that adding a single feature significantly
enhances performance on ambiguous data.

-1.0 -0.5 0.0 05 10 -10 -0.5 0.0 05 10

Figure 4.4: The same can be spotted for example using Integrated Gradi-
ents: The attributions for the classes are very similar, and often
not very sensible. The explanation for bear clearly marks the
rabbits” head in the picture. Both the rabbit and bear explana-
tion include markings on the bear face area. Clearly, the model
struggles to distinguish the two animals, and the explanations
are limited in their meaningfulness and clarity.

Additionally, we show the same for PipNet [Nau+23], a pro-
totypical XAI algorithm. In Figures 4.5 and 4.9, we can see that
the prototypes marked by the algorithm contain all kinds of ani-
mal examples, including eagle feathers (which were intentionally
designed to look similar to confuse). One of the prototypes even
includes tiger eyes, if you look closely. The explanation of PipNet
marks both the cheetah fur and the eagle patterns because they
admittedly look very similar. However, this proves our point: As
humans, we draw an invisible boundary in our head between the
cheetah and the eagle, because we think in concepts [Baro4]. The
similarity of the fur does not lead to misclassification when the
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human is asked, he or she can still distinguish the two animals.
Furthermore, we then tried to evaluate how concept-based explain-

Prototype of the class
eagle
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Figure 4.5: In this image, we see prototypes extracted via PipNet
[Nau+23] for the eagle class. PipNet also struggles to dis-
tinguish the cheetah fur and the eagle feathers. The darker
the box, the more important it is for the classification. Again,
we argue that this is due to the area-based approach, a clear
limitation for ambiguous data. Next to the original image,
we see example concepts extracted that should show similar
features.

able Al methods, such as ACE [Gho+19], perform in the auto-
matic detection of concepts in these ambiguous settings. Although
concept-based explanations generally require human-annotated
concepts, ACE promises to automatically detect concepts using
segmentation and clustering techniques using convolutional neural
networks. When applying ACE to our dataset, it does not extract
really meaningful concepts: For example, looking at the bird class
in Figure 4.6, ACE does not extract anything useful from the left-
most image; the middle detected the dots on the bird wings, but
not all birds have dots on their wings.

The rightmost image might be the wings, but it also highlights
something insignificant at the bottom of the image. Furthermore,
ACE fails to find the two general concepts that we suggest work
well: gaze direction and the eyes. We argue that this is because,
again, ACE employs segmentation on a pixel level and derives
concepts from there. This general setup is shared among automatic
concept-detection methods [Fel+23a; Zha+21; Fel+23b]. We argue
beyond pixel-level segmentation and towards concept-level extrac-
tion. However, current literature that calls itself concept-based
XAl is still essentially pixel-based, and we show the limitations in
Figure 4.6.

IMPROVING CLASSIFIER PERFORMANCES USING ADDITIONAL
KEY FEATURES SUCH AS GAZE ANNOTATIONS Apart from be-
ing beneficial in this specific example, gazes already prove useful
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Figure 4.6: Example concepts extracted by ACE [Gho+19] for the bird
class. We argue that ACE cannot find abstract concepts, such
as gaze direction, because it clusters segmentations on a pixel-
based level. We argue that we are currently missing concept-
based XAI that goes beyond the grouping of pixels.

in enhancing object detection model performances. It is important
to note that we still provide a unique angle: For example, [Saa+19]
takes advantage of passively collected gaze information to de-
crease the number of training examples needed for the effective
performance of a learner.

However, we consider the gaze direction of the animal’s gaze
in the image, not where a person is looking when observing the
image. In the literature, gaze annotations for humans often capture
the direction of the person’s gaze within the image. In contrast, for
animals or inanimate objects, annotations tend to reflect points of
interest identified by human observers rather than attempt to label
the gaze direction of the animal or object itself.

However, we focus on where the animal is looking and is being
classified. Various literature supports that emphasizes that using
additional features other than the image itself can create more
effective learners with fewer training data: [WTC1y] validates that
gaze annotations can help improve the accuracies of classification
approaches. However, both authors focused on annotating what
humans look at and deem important. [Kel+19] use gaze annota-
tions to increase the generalizability of their models compared to
other benchmark datasets.

Our work incorporates the direction of the gaze that this animal
looks at. [WTC17] evaluated their claims on two public datasets
and published their own dataset in which food is annotated using
important gaze points. The key difference between these ideas and
our new contribution is that instead of focusing on saliency and
repeating the concept of certain pixels or features that are most
important in an image itself, we do not highlight where the person
gazing at the image looks, but where the animate being contained
in the image is looking. We give an overview of related datasets
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and their contributions in Table 4.1 for further context clarification.

Figure 4.7: An overview of example instances from the “bird” class to
demonstrate the diversity of the illusions

4.4 METHODOLOGY

One of the contributions of this paper is to show the usefulness of
generalizable concepts such as eye coordinates and gaze direction.
The direction of the gaze is a problem statement that is often
considered in various different settings in the literature [MR15;
Liu+19]. In general, it has already been recognized as an important
factor in social interactions [Wan+21a] or even object detection itself
[Bac+17]. The goal of this new dataset is to provide an ambiguous
dataset baseline that could help evaluate future XAI algorithms
on their ability to provide meaningful explanations for ambiguous
data.

A key distinction for this proposition of including the gaze, in
contrast to existing ones, is that we track where the animal in the
picture is looking, not what the person looking at. We consider
gaze following as follows: The gaze direction starting from the
eye coordinate and then considering the head tilt, the direction
of the gaze. The mathematical definition consists of the following
components:

¢ The Eye Position (e): A 2D point representing the position
of the eye in the plane, denoted as a vector [ey, e,] € R>.

* Head Looking Direction (d):: A unit vector representing the
normalized direction in which the head is oriented, given as
[y, dy) € R
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We can then define the gaze directionas g = e+« -d, withx € R
a scaling constant to ensure a set length. For explanation purposes,
we aim to make it intuitively long enough to be well visible to the
human eye. « is given a length based on the given image size. We
normalize the gaze, ensuring a unified vector notation. For the sake
of this evaluation methodology, we define that looking straight
ahead is annotated as (0.0, 0.0). We always annotated the position
of the right eye if two were present.

4.5 EXPERIMENTS: BENCHMARKING THE CONCEPT OF GAZE
DIRECTION

Despite having literature supporting our claims that specific ad-
ditional features help the learning process [Saa+19; WTC17], we
wanted to provide an additional experimental evaluation on learn-
ing improvements when including the gaze vector. In this work, we
focus not on the gaze of the observer (in contrast to eye-tracking
literature), but on the depicted gaze direction of the object in the
image, e.g., which way the animal is looking.

This distinction is critical because it provides a novel perspec-
tive. For evaluation purposes, we downloaded several state-of-the-
art pre-trained Imagenet classifiers, namely Resnet18, Resnet34,
Resnet52, VGG13 and VGG16 [He+15]. We fine-tuned the networks
on learning rates 0.0001, 0.00001, 0.000005 and over various amount
of epochs (0-1000). For the direction, we included arrows in the
image that annotated the gaze direction in the training set, and
validated it, allowing either animal to be classified.

We gather the same results when only one animal is allowed to
be correctly classified. Figures 4.10, 4.11 and 4.12 show the accura-
cies when allowing both classes. Despite allowing both classes as
correct, in all cases, including the direction leads to significantly
higher accuracies with otherwise the same hyperparameters.

As a baseline check, we tested the same by annotating random
other areas in the image, to double check that the concept incor-
porated was meaningful. We also include one experiment where
we tested how eye annotation alone performed in our dataset. Our
experiments show that both gaze direction and eye annotation
alone lead to meaningful improvements, raising accuracy rates by
more than 20% in a setting that allows up to 1000 classes. Our
results shown here were generated using the ADAM optimizer
[KB17], because the initial experiments revealed to us that this was
the optimizer that produced the best accuracy results in practice.
ADAM is known to be state-of-the-art in practice [Cho1g]. All
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experiments were performed using a NVIDIA A100-SXM4-80GB
GPU. Calculating lower epochs took seconds, the overall plotting
of all accuracies up to 1.000 training epochs took several hours.

LIME prediction on the top labels of the prediction  LIME prediction on the top labels of the prediction
generated for the model learning direction - correct generate for the model learning no direction -
correct class: badger

class: badger

Figure 4.8: We see here that the LIME [RSG16] explanation of the badger
trained exactly the same as the other model with the exception
of the direction vector is able to include fewer features shared
by badger and pigeon, such as more area around the pigeon’s
eyes and where the fur of pigeon and badger overlap. The
model also directly accounts for the eye gaze as well, which
shows the usefulness of the feature in the learning process.
We also made sure the gaze of the animal varied during the
training. So, the animal cannot be classified simply because
the arrow always points in the same direction.

Marking the eye outperformed all other tests; however, it should
be noted that while the eye is a meaningful concept, this dataset
did not necessarily insure uniqueness of looking direction, but
always a unique combination of eye coordinate and gaze vector.
The interesting part of this experiment was that this eye annotation
did not have to be human-level accurate. A marking close to the
eye sufficed to increase detection accuracies in ambiguous settings.
An overview of those results can be seen in Figures 4.10, 4.11 and
4.12.

We evaluated two different approaches for the improvement of
the optimization problem arg min, . [L(f, 8, 7y, e,d) + Q(g)]: Our
first approach was to optimize the task loss and then concatenate
the gaze coordinates before evaluating the last softmax layer, then
learn the data using a multilayer perceptron [Pop+09], essentially
learning the following gaze information loss:

L(f g v e,d) = L (Liask(f, & 70)|(e,d)) (4.1)

This particular setup, however, did not lead to a detectable in-
crease in accuracy. We managed to increase the accuracy by includ-
ing the gaze vector directly into the image information. However,
we tested the accuracy improvement over several different types of
architectures, using different amounts of epochs and learning rates,
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showing that the learning process can be significantly improved
using the concepts eye and gaze direction. As can be seen in Figure
4.10, both eye coordinates and gaze direction led to significant
improvements over the baseline of no annotation and random
annotations.

We preprocessed our dataset such that the shape of the images
was adjusted to 3 x 224 x 224 and normalized using the mean.
Furthermore, we took a look at what exactly our network learns
if we directly incorporate the direction arrow as well using LIME
[RSG16]: As you can see in Figure 4.8, the network then highlights
normal features but also the gaze vector as a feature, compared to
worse features that overlap with the rival class and no highlighting
of the eyes. We included another example of this as an interesting
additional observation for PipNet [Nau+23] in Figure 4.9.

Prototypes of the class bird
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Figure 4.9: This image shows us the top prototypes marked by PipNet for
the class "bird". Again, PipNet marks areas in the image that
are important to the classification process. We can see that
one of the boxes could either be the beak or the eye with the
arrow, and one is focused on the feathers/wing patterns. Both
are good features for the recognition of the animal. We also
show some of the example patterns that PipNet gives us for
the feather pattern by which it classifies as bird. Even though
this works well, this is yet another XAI method that focuses
on areas instead of abstract concepts like viewing direction.

46 AMBIVISION: ANIMAL OPTICAL ILLUSIONS- OUR DATASET

In order to underline our problem statement, we include an entirely
new self-generated dataset that was constructed using iterative
prompt engineering with ChatGPT-4 and ChatGPT-40 [Ope24] of
animal-based optical illusions. Creating meaningful optical illu-
sions is inherently difficult. First, note that we include psychologi-
cal principles for good prompt engineering, such as Gestalt theory
[Kof13], which we elaborate together with an example prompt in
our discussion of bias mitigation strategies in 4.7. Each image in
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Ambivision depicts one animal hidden inside the body of another
animal, creating an intentionally ambiguous perceptual boundary.

The dataset consists of over 200 images annotated with the class
label, eye coordinates, gaze vector, and bounding boxes for both
animals—providing rich, concept-level labels beyond standard ob-
ject annotations. For every successful image generation, we had
to enter approximately 150 prompts, resulting in roughly 30.000
ChatGPT prompts [Ope24]. Of the resulting dataset, 41 images are
RGB, while the majority are black and white. This design choice
reflects the increased difficulty in generating convincing color illu-
sions. Ambivision is, to the best of our knowledge, the first dataset
of its kind to systematically encode perceptual ambiguity with
fine-grained concept annotations, making it a valuable baseline for
evaluating both classification performance as well as explainability
in ambiguous visual settings.

We provide four different versions of the dataset for the conve-
nience of the user: We provide the dataset with the label of the
animals, followed by the eye coordinates (ey, ey), the normalized
direction vector (dy,d,) and the bounding boxes (x1,y1), (x2,¥2)-
We provide the same dataset with direction arrows drawn directly
into the image as a baseline for this work. An additional version is
the dataset with random markings in the image and one baseline
where just the eye is encircled.

4.7 BIAS MITIGATION STRATEGIES

Because this dataset was generated with ChatGPT [Ope24], we had
to make sure to achieve diverse results and mitigate biases. For
each animal class, we ensure that the gaze and eye position vary.
This applies equally to both animals in the image to avoid intro-
ducing unintentional class-specific cues. We include one exemplary
overview of all eye positions in Figure 4.13 and the spread of the
eye positions for the bird class as plots in Figure 4.14.

We varied artistic representation by prompting specifically for
more or less realistic art styles. We specifically prompted the ani-
mals to be in alternating positions and poses, for example moving,
sitting, flying, and eating. Another principle we applied for prompt-
ing is a principle borrowed from the psychological domain.

The design rules for optical illusions go back to fundamental prob-
lems of psychology, such as Gestalt theory [Kof13]. These laws of
conceptual organization give us an easy overview of what design
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concepts can trick our minds or make it difficult for our brains to
correctly organize and interpret visual data.

One such example is the concept of proximity: When something
is in close proximity to something else, we are more likely to in-
terpret it as belonging together than when they are further apart.
The Gestalt principles provide us with useful guidelines for our
prompts. Establishing this baseline dataset allows us to explore
perception differences between Al learners and humans. One ex-
ample of an initial bias that we mitigated was that we had immense
trouble making sure illusions from the owl class did not always
look straightforward. This might be due to the fact that owls can
turn their neck 270 degrees in real life as well and have quick
reaction times, which means that owls will, in fact, face you more
often than not. However, by asking for a flying owl, for example,
and specifically asking for different poses, it was possible to get
more diverse illusions.

Scatter Plot of Given Coordinates
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Figure 4.13: This scatter plot shows the spread of all eye coordinates from
all classes. It is pretty diverse, considering the eyes are placed
within the body of the animal and thus do not appear at the
edges.

PROMPT EXAMPLE: An example of a written input is “Generate
an artistic black-and-white image featuring a fusion of a tiger and
a falcon.”. ChatGPT itself then extended that prompt and output
the final version of the prompt that it internally used. The final
result as an example was:

Generate an artistic black-and-white image featuring a fusion of a tiger
and a falcon. The design blends the tiger’s powerful stripes and muscular
build with the falcon’s sharp beak and impressive wingspan. This creates
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an optical illusion where, from one angle, it appears as a tiger crouching
to pounce and, from another, as a falcon swooping down to capture its
prey. The image emphasizes the shared features of predatory prowess and
agility, highlighting the ferocity and grace of both animals.
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Figure 4.14: Scatter plot showing the distribution of bird eye coordinates
as an example class that shows diversity of eye positions.

48 LIMITATIONS AND FUTURE WORK

First, one major limitation is that the dataset is generated using
ChatGPT, which is itself vulnerable to internal biases. However,
this is why we explicitly focused on addressing potential biases in
our Section 4.7. Furthermore, it is very hard to generate any kind
of optical illusion, and our approach here allowed us to generate
a dataset of more than 200 images in a feasible manner. We also
note that it is very interesting to have a dataset that is an optical
illusion dataset for humans, but generated by a machine, and that
large optical illusion datasets are scarce in general [Sha+24].
Furthermore, in this dataset, we explicitly focus on two animals
distinguishable by their gaze vector and eye coordinates. Although
this was outside the scope of evaluation, during our various and
extensive prompt attempts, we generated other interesting concepts.
Such as: examples of animals where more than one animal is
hidden in the body of an animal, but also humans and animals in
a mixed manner. We give access to the images that did not meet
our criteria for evaluation purposes for exploratory and research
purposes. Examples can be found in Figures 4.15 and 4.16.
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Figure 4.15: This shows us how easily optical illusions can be extended
to more than just two animals within each other. We include
several of these images generated accidentally when trying
to generate as many different optical illusions as possible.

We must also consider what happens when the gaze is not the
distinguishing feature, as in Figure 4.16. Overall, this paper aims to
broaden our perspective: What if highlighting pixels was the wrong
approach for explainable Al in the image domain? What concepts
should we really learn? Can we tackle more comprehensive learn-
ing strategies with the use of optical illusions and knowledge from
psychological domains? These extra images will be included in the
open-source dataset in a separate folder.

S

Figure 4.16: This is an example of a generated image where the gazes are
completely shared and do not help in distinguishing which
is the correct feature. Is there a more prominent answer on
which one is seen with a higher likelihood, and what is it
dependent on? The outer one? Do we prefer the color black?
Is it the animal whose head “looks complete”? Does this
change when we turn the angle of the picture, so another
kind of “gaze direction”?

We were able to generate pictures where neither gaze nor eye
coordinates was a distinguishing feature, but there were still two
animals visible, as in Figure 4.16. Ultimately, this work invites a
broader perspective: What if pixel-wise saliency is not the most
effective approach to explainability in the image domain? What
kinds of concepts should models truly be learning? Can we pur-
sue more holistic learning strategies inspired by optical illusions
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and insights from cognitive psychology? These questions form a
foundation for future exploration.

4.9 CONCLUSION

In this paper, we challenge the prevailing paradigm in explain-
able Al (XAI) for visual data, which primarily revolves around
pixel-based attributions and saliency maps. Although such meth-
ods offer useful insights in many domains, they fall short when
confronted with perceptual ambiguity—situations in which even
human observers struggle to resolve competing interpretations.

Inspired by classical optical illusions like the rabbit-duck ex-
ample, we propose that meaningful explanations in these cases
must go beyond pixels and capture abstract, semantic concepts
such as gaze direction and eye position. While there have been
some efforts in the concept-based domain, automatic generation
of concepts again relies on pixel-based methodology and fails to
capture concepts such as the viewing direction.

To address this research gap, this paper introduces a novel dataset,
Ambivision, which presents visually merged animal optical illu-
sions. Each image is annotated with the animal classes, their right
eye coordinate, the normalized viewing direction and bounding
boxes for the animal. Through extensive experimentation across
multiple state-of-the-art architectures and training regimes, we
demonstrate that including such concept-level annotations, specifi-
cally gaze and eye location, leads to significant performance im-
provements on classification tasks in ambiguous settings.

Additionally, we show the limitations of popular existing XAI
algorithms on this particular dataset due to its ambiguous nature.
Ambivision represents a step toward rethinking how we evaluate
and design explainability in Al It opens up new directions for
building more human-aligned explanations, ones that take into
account not just what is seen, but how it is perceived.
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Figure 4.10: Accuracy vs. Epochs at LR=0.0001 for ResNet and VGG
models across different annotation conditions.
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Figure 4.11: Accuracy vs. Epochs at learning rate 1 x 107> for ResNet
and VGG models under various annotation strategies.
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Figure 4.12: Accuracy vs. Epochs at learning rate 5 x 107 for ResNet
and VGG models under various annotation strategies.
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N in intriguing phenomenon in machine learning re-

search is the vulnerability of models to calculated at-

tacks. Machine learners have been perfected originally
according to their performance on unseen data without taking
into consideration that the data to be classified could be actively
manipulated by an adversary in order to cause misinterpretations.
In real-world scenarios, though, if we apply neural networks to
more important classification or observation tasks such as airport
security, it is essential to account for active adversaries.

In the past, this has led to shocking results: When a sophisticated
machine learning algorithm can be fooled into classifying a turtle as
a rifle, this raises the question of whether robust classification with
machine learning is possible at all and has lead to a new field of
research, namely robustness [Ath+18]. The first formal definition
of adversarial examples as an attack method was provided by
Szegedy et al. in 2013 [Sze+13].

Definition 5.0.1 (FORMAL DEFINITION OF ADVERSARIAL EXAMPLES
FOR IMAGES). Let f : R" — {1,...,K} be a trained classifier mapping
the image value vectors to a discrete label set. We assume f has a continu-
ous loss function fj,ss. For a given x € R" and label | € {1,...,K}, an
adversarial example is a solution of the optimization problem [Sze+13]:
Minimize ||r||2

Subjectto f(x+7r) =1
x+re|0,1]
With  f(x+7r) # f(x) (misclassification)

Why do we care about adversarial attacks and the capabilities of
a potential attacker? Especially in domains where the application
is critical to safety, such as autonomous driving or health care ap-
plications, attacks can have grave real-life consequences that could
harm human lives [Fin+19]. The problem of adversarial robustness
has, to this day, not been satisfactorily set aside and solved.

Open problem statements include the transferability of adversarial
attacks, which we will address in Chapter 6 and detection and
mitigation strategies, which we will discuss in Chapter 7. We will
now briefly give an introduction to adversarial attacks before ad-
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T/
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Figure 5.1: This figure shows an adversarial example [MS18]. Normally
the classifier would classify the image as a pig. By adding a
specific noise pattern to the data of the image the classifier
afterwards misclassifies it as an airliner with high confidence
even though the image has not changed for the human eye.

dressing why transferability and adversarial detection are essential
milestones to solve for future machine learning research in Sections
5.1 and 5.2.

CAPABILITIES OF THE ATTACKER  Adversaries are distinguished
by their different attack capabilities and by how far we allow them
access to our model and the training data. Taxonomies distinguish
training data control, model control, testing data control, label
control, source code control, and query access [OV23].

For each of these possibilities, the attacker gets full—or at least-
partial—access. As an example, training data control means that
the attacker is allowed to take control of a subset of the data by
modifying the training samples. Query access describes that the
attacker is allowed to receive predictions for a limited amount of
interactions.

The primary distinction in adversarial taxonomy is between white-
box and black-box attacks [Tab+19]. White-box attacks assume that
the attacker has full knowledge of the model, the model parameters
and the training data. This setting represents a worst-case scenario
and is commonly used to evaluate a system’s robustness under
the assumption of maximum adversarial knowledge. Black-box
attacks only grant the attacker limited interaction in the form of
access queries. The adversary has no knowledge of the structure
or parameters of the network.

Furthermore, the adversary also does not have access to any large
training set but is only provided the labels for classes specifically
requested by a classifier oracle [Pap+17]. In real-world scenarios
such as automatic spam detection, defeating a machine learning
algorithm can reap ample benefits, leading to a high motivation
to defeat those algorithms. On the other hand, it is unrealistic that



INTRODUCTION AND RELATED WORK

the adversary trying to pass spam email through filters knows
exactly how the filter operates and what features it looks out for
[LMos]. This is why research also explores the possible ways an
adversary can actively learn enough about a classifier in order to
still effectively generate adversarial examples through queries.

Endless combinations exist for any in-between capability scenarios,
which then fall into the category of gray-box attacks. In order to
measure the success of an adversary, we will have to take into
account the cost of creating a successful misinterpretation.

Ultimately, the goal of an adversary will be to find a feature-
changing strategy that will maximize its own expected utility.
Applied to the most common use case for adversarial examples,
namely misclassification attacks, we define the following prob-
lem: Let us define a classifier with model parameters 6 that mini-
mizes an empirical loss function L(x;,6) for a given set of samples
X1, X2, ..., Xy [Dal+04]. This means that for a fixed model 6 and input
x, the adversary aims to find J such that

max L(f(x+6;0),y)

16]lp<e

J is constrained because we do not want to allow the perturbation
to be too large so that it remains as inconspicuous as possible. A
large amount of the research on adversarial examples focuses on
active misclassifications of images. This is not the only area of
research where the concept of adversarial examples is applicable.
In speech recognition, hidden and inaudible voice commands can
be integrated [CW18].

Furthermore, the specific loss functions vary with the problems
faced. When applying adversarial examples to other domains,
such as comprehension systems, the meaning behind the attack
becomes quite a different one. While adversarial pictures punish
model oversensitivity to imperceptible noise, adversarial attacks
on comprehension systems punish overstability [JL17]. Otherwise,
the main concepts and training methods remain the same. How-
ever, in this thesis, we will mostly focus on image attacks in the
classification context.

Intuitively, small alterations of the input that remain unrecog-
nizable are better than large changes. This is why the goal of the
adversary is to find adversarial examples that require minimal
alteration of an input x that lead to a wrong classification output.
Therefore, we need to model the costs required in order to generate
an adversarial example by proposing adversarial cost functions.
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ADVERSARIAL COST FUNCTIONS The idea behind a cost func-
tion is to weigh the likelihood of detection by altering the input too
much versus the effectiveness of the change and how likely it is to
fool the model. This follows the same intuition as a loss function,
only for adversarial detection likelihood and attack potency. This
is why the cost function has to be specifically fitted to the task at
hand [CB16]. An intuitive example for an adversarial cost function
would be to define a linear cost function J(x) as the weighted
absolute difference between the feature values in the base instance
x?, and those in the target instance x [LMos5]

J(x) = Zailxi — x{|

For example, spam email x* generates the most sales, but we have
to account for the costs of changing the original email. While we
now have the means to evaluate the effectiveness and practicability
of the adversarial example, we still need to address how to generate
them when no prior knowledge of the attacked learner is given.

We have now given an introduction to adversarial examples and
define two main threat models for the attacker, namely black box
and white box attacks. In the following, we will introduce interest-
ing properties of adversarial examples, such as transferability, that
we focused on in our research.

For the understanding of Chapter 6, and later our own construc-
tion of an attack method in Chapter 7, we briefly introduce FGSM
to give a comprehensive intuition of attack construction methods
[GSS14].

-2 -1 0 1 2 3 4

Figure 5.2: In this Figure, the Fast Gradient Sign method is visualized
[Tsu18]. Noise is added such that the input moves closer to
the regions where the classification decisions intersect.



5.1 TRANSFERABILITY OF ADVERSARIAL PERTURBATIONS

Definition 5.0.2 (FAST GRADIENT SIGN METHOD (FGSM)). Let 6 be
the parameters of a model, x the input, y the output, and J(6,x,y) the
cost function used to train the neural network. Then, Goodfellow et al.
propose a method which constructs an adversarial example X* = X + 3
with means of the optimal max-norm constrained perturbation [GSS14]

55(' =€ SIgn(Ax](Gr x/]/>)

The gradient in this case can be efficiently computed using back-
propagation, which is a common technique used for the computa-
tion of the gradient of a function. The factor € can be interpreted as
the perturbation’s amplitude, measuring the detectabilty indirectly
by limiting the amount of change that the adversary is allowed to
apply [Pap+17]. The visualization in Figure 5.2 shows how adver-
sarial attacks are designed to move samples in the direction of the
decision boundary by a certain step size.

In the following Chapters, we will first bridge the gap by attack-
ing certainty, and we will then expand the discussion to interesting
phenomena such as adversarial transferability. To be more precise,
we will now describe the contributions of the following Chapters
and the papers which they are based on below:

¢ Chapter 6, “On the Independence of Adversarial Transfer-
ability to Topological Changes in the Dataset” is based on
the publication [NM23],

¢ Chapter 7, “Certainty attacks using explainability preprocess-
ing”, is based on the collaborative publication [NPMz25].

5.1 TRANSFERABILITY OF ADVERSARIAL PERTURBATIONS

Astonishingly, adversarial perturbations are not limited to working
extremely well on targeted classifiers [Sze+13], but demonstrate
an ability to transfer not only to other models trained on different
subsets of training data, but also to different architectures [PMG16].
These findings imply that modern machine learning models often
rely on incorrect or brittle internal representations learned from
the data [GSS14]. There have been several attempts to explain these
properties [Ma+18; Xie+19; Liu+16; PMG16], as well as research on
the construction of universal adversarial perturbations [Moo+17].
One such explanation for assignments of the same class to adversar-
ial examples applied to different classifiers is that neural networks
trained with current methodologies all resemble one another.

More explicitly, their learning on different subsets still generate
approximately the same weights and result in the stability of the
adversarial example class.
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However, this does not entirely explain this phenomenon. Another
argument often discussed is whether the linearity and simplicity of
models leads to adversarial examples occurring in broad subspaces,
leading to higher transferability for less complex models.

This hypothesis can be supported by the observation that adver-
sarial examples generated in deeper models exhibit lower trans-
ferability [Xie+19]. The transferability domain is often categorized
into optimization-based and generation-based methods [Gu+23].
Optimization-based methods describe methods where one opti-
mizes by introducing surrogate models, while generation-based
methods introduce generative models.

Following [Gu+23], we define adversarial transferability as: Given
an adversarial example x™? of the input image x with the label y
and two models f;(-) and f(-), adversarial transferability denotes:

arg max fi (x"%)

1

# y,given argmax fi(x") # y
i

There exist a lot of attempts of understanding this observation;
however, they all come with their limitations: For example, for
Ma et al.’s approach using local intrinsic dimensionality [Ma+18],
it was immediately noted that LID adversarial detection is very
dependent on the confidence parameter deployed by an attack
[LCY18], and fails to then detect attacks in black-box settings.

This vulnerability underscores a deeper conceptual limitation
of LID: it fundamentally captures data manifold properties in the
feature space but is agnostic to model-specific characteristics, such
as the shape of the decision boundary or gradients.

This leads to an intriguing paradox: How can a model-agnostic
measure still perform reasonably well in detecting attacks that
fundamentally exploit model-specific gradients? Furthermore, in
all research directions, we come across limitations of these meth-
ods [Zou+20]. An example is the observation of limited input
diversity when applying DI?> -FGSM due to the application of
simple padding and resizing strategies [Xie+19]. In the discussion
by Demontis et al. [Dem+19], the authors highlight the intrinsic
adversarial vulnerability of the target model and the complexity of
the surrogate model as influencing factors.

One of the metrics they introduce and highlight is the cosine
angle between the target and surrogate gradients to characterize ad-
versarials, which has also been empirically confirmed by [Liu+16].
But, as all proposed proxies so far, they come with clear drawbacks:
Their proposed method raises concerns for larger approximation
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errors of the cosine similarity and only exploits a rigid optimiza-
tion trade-off, as it requires tuning between maximizing gradient
cosine similarity and minimizing loss with a fixed ratio.

In summary, all known methods so far show clear limitations
and leave the universality and transferability of adversarial exam-
ples open to discussion. This makes the topic so full of potential:
When fully understood, this could lead to breakthroughs for robust
learning algorithms and a better understanding of neural networks
in general. Another subarea of adversarial attacks relevant to our
proposed work is adversarial detection as a mitigation attempt.

5.2 ADVERSARIAL DETECTION

Many research projects have tried to detect adversarial examples
in the testing stage [LIF17; Met+17; Fei+17; Gro+17; Lin+17]. We
will briefly focus on two of the approaches [Met+17]. Metzen et
al. create a detector as an auxiliary of the original network. The
task of this network is to predict the likelihood that the input
is adversarial. In order to accomplish this, it is simply being fed
images and their adversarial counterparts with the correct labels.

On the other hand, Grosse et al. define an outlier class which
they include in their original deep learning method [Gro+17]. This
broadly relates to our idea and the paper presented in Chapter
3, where we use local intrinsic dimensionality as a proxy for the
likelihood of attack [Ma+18].

Using two statistical distance measures, the maximum mean
discrepancy and the energy distance, adversarial examples can be
identified with high confidence. Although this is a useful method,
there is no guarantee that these detection algorithms will be able
to identify adversarial examples generated by all attack methods.
Furthermore, new attack methods could prove resistant to this
countermeasure. In the past, there have already been successful
circumventions of detection algorithms [CW17a].

Other detection approaches include detection attempts using confi-
dence scores and uncertainty of networks [SG18; RWN17; Fei+17],
which was the starting point of our research in Chapter 7, where
we explicitly manipulate the confidence output of a network.

To summarize, in this thesis we first discuss an attack method
targeting the certainty and transferability, as well as pertubation
size, and then focus on the cause of transferability with a new
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proxy attempt. The following Chapters are based on published
work as cited below:

* Chapter 6, which is based on the peer-reviewed publication
“On the independence of Adversarial Transferability to Topo-
logical Changes in the Dataset” [NM23]

¢ Chapter 7, based on the peer-reviewed publication “Certainty
attacks using Explainability Preprocessing "[NPM25].
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TRUST AND UNCERTAINTY
QUANTIFICATION
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NCERTAINTY QUANTIFICATION and trust calibration go

hand in hand [CBH23]. What use are machine learners

to us if humans do not employ them for fear of trusting
them? Trust becomes the gatekeeper of utility, especially in high-
risk domains. Therefore, we discuss what makes an Al system
trustworthy and how we achieve warranted trust [NMN25]. We ad-
dress the need for a minimal unified characterization of trust for Al
systems. Although there exist a lot of attempts to describe trust in
Al [Jac+21; SW18; Loc+21], we address current research gaps that
exist in the unification of knowledge in the psychological domain
with computer science, especially in the uncertainty quantification
domain. At the same time, uncertainty quantification alone is not
always sufficient to foster trust.

The following chapters show the interconnected relations between
explanations, trust, uncertainty quantification, and other key fac-
tors that are essential for future safe deployment of Al models. It is
essential that Al is not only employed and used, but also remains
reliable and as impartial as possible [Ryaz2o0].

Moreover, the growing deployment of Al systems in sensitive
sectors necessitates not just functional trust (i.e., that the system
performs as intended) but institutional trust rooted in standards,
oversight, and assurance. This motivates the emerging interest
in Al seals [Wis+24a] or certification schemes that validate key
trustworthiness properties such as robustness, fairness, uncertainty
awareness, and explainability. Our contributions are summarized
below.

1. In Chapter 9, we define a framework on how to assign trust-
worthiness to a machine learner and quantify it with a score.
This work underlines all our interdisciplinary efforts in the
following Chapters. It is based on [NMN25].

2. In Chapter 10, we perform a human-centered evaluation
of interpretability by evaluating the actual trust calibration
abilities and explainability of our proposed method Unsu-
pervised DeepView [NM22a]. We derive some useful general
guidelines for the design of explainable Al methods. It is
based on the work [New+25a]
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3. In Chapter 11, we investigate Al seals and their effect on
perceived trustworthiness of a system. It is based on the
peer-reviewed publication [Wis+24a].



TRUST AND UNCERTAINTIES:
CHARACTERIZING TRUSTWORTHY AI SYSTEMS
WITHIN A MULTIDIMENSIONAL THEORY OF
TRUST

RUST is a basic feeling and attitude that shapes human

relations and is the glue that holds groups and societies to-

gether. With Al increasingly present in our daily lives, the
key question becomes how much we can trust these systems. This
question can be discussed from a psychological person’s perspec-
tive (“under which conditions are we inclined to trust Al systems?”)
or from an objective system’s perspective (“under which conditions
is a system worthy to be trusted and to which degree?”).

In this work, we adopt a system-level perspective and thus ab-
stract from subjective psychological conditions. Furthermore, our
aim is to offer a general framework for a comparison of different
systems, which is especially innovative by integrating two dimen-
sions in the comparative framework, namely uncertainty (as a
recent hot topic in Al) and commitment (rather new for Al sys-
tems). As a result, we make transparent in which dimensions some
Al systems like ChatGPT or autonomous cars vary from rather es-
tablished trustworthy systems like classical cars and (prototypical)
democratic institutions.

This overview can be used both to understand specific features
of Al systems and to disclose deficits of their trustworthiness that
we need to overcome to make Al systems acceptable. Although
the central question of whether and to what degree we can trust
Al systems has already been intensively discussed, we are lacking
a general framework for a systematic comparison of trustworthi-
ness. Therefore, we propose a multidimensional framework of
trustworthiness that is developed in three central steps.

First, we suggest six central dimensions of trust from a general
perspective motivated by important prior articles: objective func-
tionality, transparency, uncertainty quantification, embodiment,
immediacy behaviors, and commitment. Second, we develop a
more detailed perspective by unfolding several specific features for
each dimension, partially realizing the dimension. In the third step,
we exemplarily describe an evaluation for each feature of one di-
mension (as being implemented low, medium, or high) of a system
such that we can calculate an average value for each dimension.
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As a result, we receive our multidimensional trust account that
enables us to compare the trustworthiness of different systems as
a basis for future development of Al systems.

9.1 INTRODUCTION

Why is trust relevant? Trust plays a crucial role in our personal
relations, and distrusting someone radically changes the social
interaction. Furthermore, trust is also a crucial factor for societies:
it is shown that “high-trust” societies have stronger economies
and stronger social networks in general than “low-trust” societies
[Fukg6; Ingg9].

Since Al systems are about to interfere with our personal relations
and are about to find their way into all types of work processes,
we are faced with the question of whether we can trust Al systems.
This paper aims to develop a framework to describe and analyze
the trustworthiness of Al systems by comparing them with the
trustworthiness of humans, classical machines, and democratic
institutions: we call this a comparative perspective.

Such a systematic comparison should allow us to recognize and
understand differences in trustworthiness for different systems,
and especially to highlight deficits of existing Al systems. Our
starting point is the conceptualization of Blobaum [Bl621]: He dis-
tinguishes the trustor (the person who trusts someone), the trustee,
i.e., the person or system someone is trusting, and the relation (or
process) of trusting between trustor and trustee. We elaborate on
this to constrain the focus of our endeavor.

All three elements of a case of trust can be characterized with
relevant properties but can also vary a lot: a relevant aspect of the
trustor is, e.g., the personality feature of readiness to assume risk:
is the person risk averse, risk seeking, or having an intermediate
level of risk propensity? This, of course, changes the tendency to
trust another person or system intensely (from now on we use
“system” to include persons unless we want to distinguish both
explicitly).

The focus of this paper is to work out a description of the most
relevant properties of trustworthiness of a trustee by focusing on
the properties of the system we are warranted to trust; thus, we
set aside subjective psychological features of the trustor like risk
propensity as much as possible to reach a description of the most
relevant intersubjective properties of trustworthiness of a system
by focusing on the properties of this system; this can be understood
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such that we presuppose standard psychological conditions for
the trustor, e.g., having an intermediate level of sensitivity to risks,
without discussing them as a factor in this paper.

We call this the system perspective of trustworthiness and will
describe more details below. Concerning the relation of trust be-
tween the trustor and the trustee, we will elaborate that we are
focusing on explicit and warranted trust when working out the
properties of trustworthiness of a system. Thus, we leave aside the
philosophical debate whether the trust relation is always a belief
or some other category of mental state. For an attitude in a general
sense, we can reasonably allow for the distinctions of implicit and
explicit trust [MZo6].

9.2 OVERVIEW OF THE INNOVATIVE ASPECTS

We give in the following an overview of the innovative aspects of
the multidimensional theory of trustworthiness. Although there
has been a lot of research on the topic of trust in general, with
a focus on humans and trustworthy Al in detail, we develop a
general framework that enables us to systematically compare rather
different candidates to be trusted, including humans, democratic
institutions, and Al systems. The trustworthiness of a system is not
a question of being either present or absent, and our comparison
offers a justified gradual evaluation of the trustworthiness of the
systems according to relevant dimensions.

Since we want to propose an adequate framework for such a gen-
eral comparison, we want to highlight two dimensions to account
for special aspects of Al systems, namely, uncertainty quantification
and commitment. Why is uncertainty and uncertainty quantifica-
tion so relevant for Al systems? It is a dimension that has long
been underrepresented in the literature.

Recently, there has been an increase in discussion for specific
Al systems, as we will describe in detail below (Table 9.2 at the
end of the Chapter). Uncertainties are especially relevant when
biases occur, as an intuitive example illustrates. When a dataset
used for training itself is biased, for example due to gender and
ethnic stereotypes, the Al reflects these stereotypes [Gar+18]. This
makes uncertainty quantification a vital tool for identifying and
mitigating these risks.

However, how can we tell exactly that this occurs and what type
of uncertainty are we discussing? How can we even be sure that
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uncertainty exists? Without uncertainty quantification and these
biases being revealed, the person might just think the functionality
is flawed or might not even notice that this bias exists in extreme
cases. These types of occurrence are also well known in other areas,
for example, recruitment [Nug+20], where bias in the data itself
leads to potentially unethical/ unfair recruitment choices.

This example illustrates that uncertainty quantification is an es-
pecially important dimension concerning Al systems: Let us have
a closer look, aiming for a working definition of this dimension
of trust: Uncertainty quantification aims to measure all sources
of error and uncertainty, including systematic and stochastic mea-
surement error [Soi17]. It captures numerically the limitations of
a model, and is commonly separated into aleatoric and epistemic
uncertainty [Sul15s].

Epistemic uncertainty describes uncertainty arising from a lack of
knowledge and can therefore be improved by more training data.
Aleatoric uncertainty refers to the uncertainty of an inherently ran-
dom phenomenon such as throwing a die. Although uncertainty
quantification is often discussed in Al, it is only more recently
considered in discussions of trust and is lacking in general multi-
dimensional accounts of trust.

To demonstrate how uncertainty quantification has been dis-
cussed so far, we provide a list of the top 45 most influential
references in Table 9.2, where we list the paper, a brief description
of their perspective on trust and a description of how they include
uncertainty quantification as a component of trust calibration and
to what extent. We show that most of this highly cited literature
concerning “trust” in combination with “artificial intelligence” or
“machine learning” and “uncertainty quantification” (according to
Google Scholar) uses the term uncertainty to ambiguously describe
risk without being aware of statistical or computer science methods
that quantify uncertainty and its benefits (see Table 9.2).

This selection also includes some proposals of general frameworks
of trust in Al systems, which we marked in bold: most importantly,
none of those general accounts includes uncertainty or uncertainty
quantification as a factor in the list of relevant aspects, but at best
mentions the general aspect of risk without spelling it out. This gap
should be overcome with our proposal. Furthermore, our literature
review in Table 9.2 proves a systematically increasing sensitivity
for the relevance of uncertainty quantification for the evaluation of
trust in Al systems. This also supports the relevance of uncertainty
quantification in a general concept of trust.
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DESCRIPTION OF TABLE 9.2: We briefly describe our method
with which we performed a brief literature review, which you can
find in Table 9.2. We present an overview of the most influential
articles based on two searches and describe them with their core
content and the role of uncertainty quantification:

To demonstrate the importance of uncertainty quantification as
a relevant aspect of trust in the existing literature, we selected the
45 most important papers on trust in Al systems and the role of
uncertainty with the following criteria: We used google scholar
and first searched for the keywords “trust” in combination with
“artificial intelligence, AI”, “machine learning, ML".

For the resulting articles we systematically checked whether the
keyword ‘“uncertainty” was used at all (if not, there is a cross in the
third column uncertainty dimension). Then we did a second search
and added directly the keywords “LLM” and “uncertainty quan-
tification” to the above list to especially find more relevant articles
discussing this dimension. The result is 45 selected articles, which
include the most relevant articles according to Google Scholar,
connecting both search processes. We listed and discussed these
articles describing the key content (2nd column). If uncertainty
quantification was used in a paper (not guaranteed in the first
search), we carefully read it and checked its role in the discussion
of the article which is then shortly described (3rd column).

As a result, the list proves the important and increasing role of
uncertainty quantification in specialized discussions of trust in Al
systems, but it also demonstrates that uncertainty (quantification)

is not yet integrated in any general framework of trust (literature
in bold below).

To continue with our definition of trust: Overall, in the context
of warranted trust calibration, uncertainty quantification should
be a key milestone to account for the specific aspects of Al sys-
tems. Thus, we include the concept with the following working
definition:

Definition 9.2.1 (Uncertainty Quantification). Uncertainty Quantifi-
cation (UQ) describes the scientific process of mathematically characteriz-
ing biases, risks, errors and other sources of error and is commonly split
into aleatoric and epistemic uncertainties [Soi1y]. Aleatoric uncertainties
describe uncertainties arising from inherently variable phenomena, due
to inherent randomness or measurement noise concerning the phenom-
ena, and cannot be reduced, whereas epistemic uncertainties describe
uncertainties occurring due to a lack of knowledge either of data or of
the relevant model [Sul15]: It can be reduced with more information or

105



106

CHARACTERIZING TRUSTWORTHY AI

better models [Cha+25]. We add uncertainties which result from external
influences, such as adversarial attacks, in the case of Al systems.

Let us now have a look at the second innovative dimension,
namely commitment: All theories of commitment are developed
with the presupposition that only humans can be committed to
doing or enabling something. And commitment is then described
as a feeling or attitude of a human being to do or enable something.
The relation of commitment between a human and the entity a
human is committed to is described rather differently concerning
the latter: Some analyze commitment to do (or enable) something
as a relation of a human to either (a) a line of activity, (b) particular
role partners, or (c) an organization (see overview by [BR91]).

One prominent theory, the identity theory of commitment [BR91]
argues that the relevant relation is one of identity in the sense that
all commitments of a human being are anchored in an identifica-
tion of the person with certain self-defining beliefs (“a stable set of
self-meanings”): a person is committed to what she thinks is con-
stitutive for being the person she is. Independent of these varieties
of relations, they are all held by human beings. This position is
also held by Hawley [Haw14] who argues that “to trust someone
is to rely upon that person to fulfill a commitment, ...” (p. 1) and
connects her view with the claim that being committed is only
possible for humans.

We think that this perspective is too narrow since institutions and
complex systems can have commitments too, e.g. democratic insti-
tutions are committed to guaranteeing free press and free elections.
The commitment is anchored in the structural and organizational
features of a (prototypical) democratic institution.

If our democratic rights are not secured, we sue the democratic
state, not individuals. We propose to generalize this to Al systems
as well, especially because they involve autonomous learning pro-
cesses. To use this generalized notion of commitment, we need
a working definition of it. In the case of humans, commitment is
roughly described as a feeling or sense to realize a duty held by
a human being A in intersubjective relations with a person B that
needs support to realize a goal-directed action and B expects A to
deliver this support [MSK16].

Given our system perspective, we abstract from a feeling or sense
of commitment and instead focus on an objective commitment
independent of any subjective feelings; this connects to the idea
that commitment is like a contractual relation [Jac+21], but we
allow it to be realized by non-human agents. Then, the question
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of whether an agent is committed to supporting a person can, in
principle, be asked for artificial intelligence agents.

Since Al systems such as robots are increasingly being evaluated
as agents [San20], we want to clarify whether there is an objective
commitment as part of the design of the Al system when interact-
ing with a human. The intuitive idea is that an Al system has an
objective commitment to support a human B with its goal-directed
action H if it is able to recognize that a human wants to realize H
and has further features (based on other core features of trustwor-
thiness than commitment) and then pragmatically performs the
supporting action in an adequate way when expected by B and
finally has some (direct or indirect) legal responsibility for its activ-
ities. More precisely, we want to rely on the following proposal in
which we implement our systems perspective (according to which
institutions and Al systems are candidates for commitment) and
do not even presuppose any demanding notion of agency.

Definition 9.2.2 (Objective Commitment of a System). Definition
of an objective commitment of a system to support a human being dis-
tinguishing (a) epistemic, (b) legal and (c) pragmatic aspects: An Al
agent has an fully-fledged objective commitment in relation to human B
concerning a desired goal-directed action H of B, if the system (a) has the
epistemic abilities of recognizing that B wants H to be realized with a
certain priority and of recognizing that B needs support to realize H and
the agent metacognitively controls for other core conditions of trust (five
other dimensions according to our account), (b) is (directly or indirectly)
legally responsible for its actions and (c) has the pragmatic features that
it is designed to do the relevant supporting activity that is necessary to
realize H — even in changing or challenging circumstances — with a high
priority and with adapted support if expected to do so by B.

For our purposes, we only need a working definition that keeps
the core aspects of the intuition of commitment but transfers them
to operationalizable features with our system perspective. We think
that this proposal can do the job, and we apply it with exactly the
three features (a-c) in the comparison of different systems.

With these two working definitions, our aim is to integrate un-
certainty quantification and commitment into our general com-
parative framework. Including them, we propose six general trust
dimensions of a system: objective functionality, transparency, un-
certainty quantification, embodiment, immediacy behaviors, and
commitment. This will be justified and unfolded below in Table 2.

Based on this, we receive a trust profile in a system with eval-
uations of the six dimensions of the system (see our Figure 9.1).
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Thus, the comparison of trust in classical machines, Al systems,
humans, and democratic institutions can be based on comparing
the profiles of trust for these systems.

THE FOCUS AND THE STRATEGY OF INVESTIGATING THE TRUST-
WORTHINESS OF AI SYSTEMS  Trust has become a highly stud-
ied phenomenon in the formation of philosophical theories [MZo6;
Haw14], in psychological studies [Bl621], and in the machine learn-
ing literature [GW20; Loc+21; SW18]. However, bridging concepts
of these areas together in such a way that the newest technological
possibilities and concepts in trust models are linked to the corre-
sponding keywords in the literature remains a challenge overall.

We want to contribute a more detailed insight into these concept
connections. To contextualize our theory, we review existing dis-
tinctions and relate our main dimensions to established concepts
and definitions of trust [SW18]. We propose to make use of two
distinctions in the literature: implicit versus explicit trust [Hofo6]
and warranted versus unwarranted trust [Jac+21]. Our focus is on
explicit and warranted trust.

The trust relation between a person and a system is explicit if
it involves conscious considerations, questioning, or justifications
of the probability that the person or object can or will do the
supporting activity. Moreover, an attitude of trust is implicit if
it does not involve such conscious consideration, questioning, or
justification. One central form of implicit trust is habitual trust in a
situation that is based on many repeated situations of relying on
the system, such that the trust relation is automatic, non-inferential,
and unreflected [BT19].

As adults, we often start with explicit trust in an object, e.g., in
a plane, by reasoning why it is trustworthy to fly, and after a lot
of unproblematic flights, we develop habitual trust and no longer
think at all about the trustworthiness of planes but just use them.
Here, we want to elaborate on the properties of a system enabling
explicit trust. A second distinction to classify trust is the one be-
tween warranted and unwarranted trust [Jac+21; BT19; SL21].

We focus on warranted trust from a system perspective and thus
constrain our theory to describe the key objective dimensions of
a system itself as the basis for an adequate evaluation of how far
we can trust it, more precisely, its trustworthiness. This system
perspective is most relevant for trustworthiness in the long run,
the degree of trust is determined (at least ideally) mainly by the
objective properties of a system. This holds if two conditions are
satisfied, namely, first that the person has epistemic access to these
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objective properties, i.e. the person has knowledge of these proper-
ties, and second that she evaluates these properties in a non-biased
way (i.e. she does neither strongly underestimate nor overestimate
the role of the relevant properties).

Often these two conditions are not met, i.e. system properties
are often not accessible or not recognized in a non-biased way. To
account for those cases, one would need to integrate this subjec-
tive knowledge, perception, or evaluation, and this would need a
psychological theory of trust in a wide sense. But we decide here
to set this aside as an additional aspect that can be accounted for
after the objective foundation is clarified.

Our central question is: What are the key dimensions and fea-
tures that form the foundation of an explicit and warranted trust
relation to a system? To answer this question, we presuppose that
the two conditions are satisfied to a normal degree, i.e. a person is
objectively informed and is not heavily biased in the perception or
evaluation of system properties.

To further embed our proposal, we start with a widespread defini-
tion that trust is “the willingness of a party to be vulnerable to the
actions of another party based on the expectation that the other will
perform a particular action important to the trustor, irrespective of
the ability to monitor or control that other party” ([IMDS9s5], 712).
This idea goes back to the philosophical debate initiated by Baier
[Bai86], who explicates trust as the acceptance by one person of
the dependence on the goodwill of another person to support her.

This idea had to be generalized due to the argument that we
trust a professional doctor even if we do not rely on his good-
will but on this professional duty to provide his medical support
[Oneoz2]. Despite these corrections, the central point of this discus-
sion is that Baier [Bai86] triggered a notion of trust which can be
called a “second-person reliance account of trust” [Gol20] with the
constraint that trust relations should be reserved for interpersonal
relations.

We think that this constraint is not fruitful: First, there are still
important gaps concerning the relation of epistemic conditions of
trust in these second person reliance accounts [Golz2o0].

Second, even if those challenges could be resolved, the constraint
is too exclusive since intuitively we also trust e.g. institutions or
companies. In Germany, many people have trust in the democratic
institutions, in the legal system, in the police system [Madz24]. This
trust is not directed towards the individuals involved, but rather
towards the professional execution insured by the organizational
structure of the legal system.
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Trust in complex systems is used in science, e.g. decreasing trust
into democratic institutions is discussed as a reason for political
changes in western democracies. Trust into systems should be sep-
arated from trivial cases of reliance on simple tools, e.g. using a
hammer to drive a nail, which obviously are not cases of trust.
The concept of trust in the case of systems presupposes a certain
complexity and autonomy in the range of behavioral or cognitive
possibilities:

While the effect of the hammer is fully determined by the user,
this is not the case by minimally autonomous systems like a demo-
cratic institution. Due to autonomous processes, the behavior real-
ized by the institution is partially independent of the people who
are doing it. Since modern complex machines and especially Al
systems are candidates that meet these minimal complexity and
autonomy, we include them into our comparative perspective of
trust. This leads us to the following minimal characterization of
trust:

Definition 9.2.3 (MINIMAL DEFINITION OF TRUST:). A person P trusts
an entity E (person, minimally complex object or system) in a situation
S given a certain task, e.g. realizing a goal-directed action GA if at least
the following (necessary) condition holds: The person P wants to realize
a goal-directed action GA (important for P) and has to or wants to rely
on E to realize her goal GA in the situation and expects E to deliver a
support which is essential to realize GA. Furthermore, P registers or is
disposed to register a risk that E is not delivering the expected support,
irrespective of the ability to monitor or control the other entity E in S and
E has a minimal range of behavioural possibilities (including the ability
to deliver the expected support).

We aim to develop this minimal definition of trust into a general
framework that enables us to make a fruitful comparison of trust
in persons, on the one hand, and in institutions and Al systems,
on the other. As a baseline we also include classical cars into
the comparison even though they are a borderline case given the
characterization of minimal complexity and autonomy.

To account for institutions and Al systems, the dimension of
uncertainty needs to be integrated into the concept of trust and
to account for persons. We also need to include the dimension
of commitment. Starting with the highly influential definition by
Glikson and Woolley [GW20], we will see that they do not involve
these two dimensions. We justify in more detail that it is fruitful
to include them in our multidimensional account. Concerning un-
certainty: The minimal definition involves the registration of a risk
not to receive the expected support for a goal-directed action. In
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the case of institutions and especially Al systems this can best be
captured by the concept of uncertainty.

Concerning uncertainty, Rossi [Ros18] briefly mentions bias and
mitigation strategies, as well as explainable AI (XAI) as a trust
calibration tool. We believe that due to trust being fundamen-
tally defined by its risk factors, the focus of defining trust in Al
should include the risks of uncertainties for many features, namely
uncertainties in the data itself, in the model and other types of
uncertainties, even those based on external influences.

While uncertainty and risks are mentioned in some of the exist-
ing definitions of trust [SW18], they are mentioned as overall base
concepts without unravelling the types of uncertainties that can
occur and provide a risk factor. We aim to offer a more specific
guideline to characterize warranted trust in Al systems in one
respect by unfolding how uncertainty contributes to trust in AL

Previous work has often focused on the role of explainable Al
for trust [FL22] which we think is an important contribution to the
dimension of transparency. But the question of how transparent
a system is should be distinguished from the question how un-
certain the processing of relevant factors like data or models is.
Thus, uncertainty should be distinguished from and is a useful
addition to other key concepts of trust, including transparency but
also reliability.

We integrate the idea of the reliability of a system by characteri-
zation the dimension of objective functionality of it in relation to
the expected support. Thus, we need to distinguish transparency,
objective functionality and uncertainty as dimensions of trust. Al-
though reliability and transparency are often considered in theories
of trust [FL22; GW20], uncertainty is so far not integrated in to
general accounts of trust that can be found in the literature (Bold
references in Table 9.2). Thus, we integrate it and propose to do
this by specifying key features realizing this dimension in line with
our working definition.

9.3 THE FRAMEWORK FOR A NEW DETERMINATION OF TRUST

Let us systematically unfold our account: Starting with the mini-
mal determination of trust (s. above), we also find many helpful
additional distinctions in the literature. We want to either integrate
them or determine the space of them in relation to our multidi-
mensional account.
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According to our system perspective, we first exclude subjective
psychological conditions since our objective is to work out the key
properties of the system itself to determine its trustworthiness. We
know that whether a relation of trust is implemented depends
on many factors that we want to abstract from in our approach,
e.g., the personality traits of a person (how anxious or skeptical a
person is, often also discussed under the keyword intrinsic trust)
[Hofo6].

Furthermore, external influences like the type of situation (whether
it is extremely important for the trustor or not) can influence the
trust setting and the type of task (whether the task is very difficult
or rather simple concerning the system’s abilities [GW20]. We are
aware that all these aspects are modulating trust, but we want to
focus on the key properties of a system because we are interested
in the question under which conditions warranted trust in new
technological systems, focusing on Al systems, can be developed
in a society in the long run.

Another influential background condition for trust is the general
purpose the system is intended to have: whether it is constructed
so that it is beneficial to humanity and the planet in the sense that
it promotes the well-being of humans and the environment and
respects basic human rights [Flo+18].

These background conditions are spelled out in detail as foster-
ing beneficence, avoiding maleficence, supporting human auton-
omy and social justice, etc. [TLS21]. Again, while accepting this as
relevant, we suggest to focus on the objective system properties.

To develop our own multidimensional account of trust, we start
with the important work of Glikson and Woolley [GW20]. They
propose the following as basic dimensions of moderate warranted
trust: task characteristics, tangibility, transparency, immediacy be-
havior, and reliability. We leave aside task characteristics since we
want to focus only on properties in the system; thus, we are not
discussing properties of the subject (the trustor), the specific situa-
tion, or the task. Their second aspect, tangibility, is introduced to
distinguish embodied robots from virtual AL

We suggest relabeling it as embodiment and keeping it. This
represents that we trust something more if it is bodily present: we
like to personify and be able to see and hear something that feels
real. The more physically embodied something is, the more likely
we are to trust it [GW2o0].

The third aspect proposed is transparency. We agree that it is
one central dimension, but we think it needs to be spelled out in
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four different features, contributing to transparency in different
ways (see our summarized Table 2). They propose a fourth aspect
of immediacy behavior that includes the observation that aspects
of social responsiveness of the system support a trust relation.

Thus, we take over four of the six dimensions and extend the def-
inition by two major contributions: uncertainty quantification and
commitment. We also include new important features for each di-
mension that can lead to trust calibration, connecting existing work
in the machine learning community with psychological research
efforts.

9.4 DIMENSIONS OF TRUST IN AI SYSTEMS — A COMPARATIVE
PERSPECTIVE

To develop a concept of warranted trust in Al systems, we are
partially inspired by aspects that are relevant to interpersonal trust,
but we also suggest that it is useful to compare trust in Al systems
with classical but complex machines like normal cars and with
(prototypical) democratic institutions. After already motivating
the six central dimensions, we proceed as follows in the rest of
the article: First, we describe the six central dimensions in detail
by proposing the prototypical implementing features for each
dimension.

To illustrate this, we first describe these features for classical
machines like normal cars. In a second step, we apply these features
to democratic institutions. These two steps fulfill two roles, namely
to demonstrate that even for these traditional cases of discussing
trust, our framework is intuitively plausible; furthermore, it is
explanatorily fruitful since it shows quite some unexpected overlap
of the level of realization of the six dimensions for these two rather
different cases as well as differences to the case of trust in humans.

We then apply our framework in Section 9.5 to Al systems in
general, including autonomous cars. Our focus in Section 9.6 is
then the application of our framework to LLMs as a key Al appli-
cation. Our evaluation of dimensions and implementing features is
reported in detail in Section 9.5 and allows us to make the deficits
of trustworthiness into LLMs visible in our comparative Figure 9.1.

We now elaborate on the six main dimensions of trust (namely,
objective functionality of the system, transparency, uncertainty
quantification, embodiment, immediacy behaviors and commit-
ment) by describing some implementing features for each dimen-
sion.

To develop a general comparative perspective, we briefly illustrate
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each feature of each dimension by looking at a classical mechani-
cal system, namely normal cars, and compare them with specific
implementations in Al systems (overview of the implementing
features in column 1 in Table 9.1). Objective functionality has two
underlying features, namely that the system has adequate proper-
ties to allow it to do the expected job, i.e. cars nowadays have the
properties that allow us to drive safely on streets. Another feature
is systematic long-term control of these features, which in the case
of normal cars is secured by obligatory checks (in Germany by the
TUV).

In the case of a specific Al system, for example, convolutional
neural networks for images, the objective functionality is realized
by adequate Al programming [RN21]. Systematic long-term control
is still in its infancy; it was only recently started by the EU Al
Act, which aims to secure functionality, and to reach that aim, it
demands some transparency in its legal rules [VZ21]. This brings
us to transparency as the second dimension.

We think that we need to distinguish four different features
enabling full-blown transparency to account for the specific chal-
lenges of Al system: transparency by observation of the system and
habituation of use which is obvious for normal cars in everyday
life, transparency by reputation which is based on the (long-term)
reputation of a company which is easily accessible for normal cars;
equivalently, the big Al players including Open-Al developed a
good reputation up to now.

A third feature is independent reports, which are, e.g. delivered by
easily accessible independent journals which exist for car reports
everywhere. Finally, there is the feature of explainability which is
in the case of normal cars highly fulfilled in the sense that nowa-
days almost everyone has a basic idea how to explain the core
function of the motor of a car. These four features of transparency
are already challenging and need to be elaborated on for Al sys-
tems (see below), and are especially informative for those. The
same holds for the dimension of uncertainty quantification, which
we unfold into two aspects of epistemic uncertainty, namely (i)
of data and (ii) of the relevant model; furthermore, there is (iii)
aleatoric uncertainty, as well as (iv) uncertainty because of external
influences (lack of robustness).

For classical complex machines like cars, there is no uncertainty
in any of these dimensions, while for Al systems, we are faced
with uncertainties in all four respects, and only some systems are
investigated in all four respects by now, such that there is a gap of
knowledge about the range of the uncertainties (see next section).
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Before we elaborate on the challenge of uncertainty quantification
for Al systems, we briefly comment on the remaining dimensions
and the features realizing them, namely embodiment, immediacy
behavior, and commitment.

Embodiment is the dimension under which we account for the
type of realization of a cognitive system: it can be completely em-
bodied e.g. in the form of a robot that acts on the basis of an
internally represented program, or completely disembodied, as in
the case of interacting with a purely virtual character, e.g., commu-
nicating with an avatar, with Replica or with Chat-GPT [Ope24];
there are also mixed cases like acting in the real world, e.g., boxing,
and thereby fighting against a virtual agent in the virtual world.
The more physically embodied an Al system is, the more likely we
are to trust it [Bai+11; Lee+06; RTM13; Sal+15; Rob+23].

In their extensive review, Glikson & Wooley [GW20] show that con-
cerning the temporal unfolding of trust at the beginning, trust is
lower for embodied Al in contrast to virtual Al, but then it reverses
completely ([GW20] p.633). The long-term effect of embodiment
on trust has recently been questioned or at least discussed [Van+17;
KK16]. The dimension of immediacy behavior highlights two fea-
tures of interaction with the AI system, namely the degree of
illusion of control that is triggered by this interaction: this is rather
high in normal cars: we think that we are perfectly controlled
drivers although we know that accidents occur on a daily basis and
thousands of people die every year. This is usually not involved in
Al systems since they are constructed to be active as autonomous
systems.

The second feature is the social responsiveness of the system,
which is not given in the case of normal cars, but, e.g., with com-
municative robots like Sophia (based on Chat GPT [Ope24]), it
is very high. Along the same line, increased interactivity with a
robotic co-worker is shown to also increase the positive perception
of the robot and thus its trustworthiness [Ois+16].

Finally, there is the dimension of commitment of the system in rela-
tion to the relevant task. We propose that it is implemented by three
features, namely that the system is ideally constructed such that
it comes with a high degree of commitment to implement dimen-
sions 1 to 5, which we have already elaborated (meta-commitment:
in normal cars, there are many control systems with lamps indicat-
ing if an important part is dysfunctional). Furthermore, it should
ideally come with a high degree of legal responsibility (which, in
the case of standard cars, is fully covered by insurance).
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The final feature ideally involves a high degree of commitment
to realize the expected support. This is an important aspect of in-
terpersonal trust but can be applied to institutions and Al systems
as well. This outline of a comparative perspective can be applied to
the four relevant systems, while each system has its specific profile
of trust with a degree of realization for each dimension, visible in
Figure 9.1.

To make a comparative perspective most informative, the trust-
worthiness of Al systems is also compared to the trustworthiness
of a prototypical, well-functioning democratic institution. We can
use our dimensions and the implementing features to describe
their profile of trust (the degree of realization of each dimension
of trust). Let us shortly go through the six dimensions and their
implementations (as presented in Table 9.1, column 1) mainly re-
lying on Wille [Wil16] and the EU-principles of good democratic
governance [Couo8]:

Well-functioning democratic institutions like a parliament of a
country should have high-level objective functionality, including
adequate properties such as efficiently making and implementing
laws for the benefit of society. An essential aspect of this functional-
ity is long-term control by the highest court, who provides checks
on the parliament through its legal decisions.

Actually, this results in mutual oversight since the parliament
controls the highest court by electing competent judges, while the
court controls the parliament. Transparency is another crucial di-
mension. A democratic parliament should ensure high levels of
transparency, which can be demonstrated through four features im-
plemented in key practices: (i) regular public observations, e.g., by
broadcasting all meetings of the parliament, (ii) the reputation for
transparency, (iii) independent reports, e.g. by critical journalism,
and (iv) explainability of the process and results of the activities of
the parliament.

The latter is, e.g. realized by the public speeches justifying and
explaining the laws and their functions. The third dimension of un-
certainty quantification is typically only realized at an intermediate
level, realized by the four implementing features: the uncertainty
quantification (i) of the data and (ii) the relevant model, which is in-
termediate level because the parliament has, e.g. typically to make
political laws concerning the economy of a society with quite some
data and an economic model but the data are always incomplete,
and the model always remains underdetermined and partial.

Thus, the uncertainty quantification of legal decision-making
of a parliament comes at an intermediate level: Parliaments often
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Quantified Trust Levels

=@ Persons
Objective Functionality — o= ChatGPT
~ = Normal Cars
=g Autonomous Cars
- =Democratic Institutions
+e Transparency

Each dimension can be realized toa
certain degree:

noimplementation
- minimal implementation
intermediate-levelimplementation

wN oo

advanced implementation
4-fullimplementation

The degree of a dimension is based on the
level of realization of the relevant features
constituting a dimension (see table).

Embodiment Uncertainty Quantification

Immediacy Behaviors

Figure 9.1: Quantified Profiles of Trust: For each dimension we describe
the degree of implementation. This is done by estimating on
the basis of commonly accessible knowledge for each feature
of a dimension to which degree it is realized for a system
(low = o, intermediate = 2 or high = 4). The average value
of the degrees of implementation for all the features of a
dimension results in an average value for the dimension. Thus,
we receive a profile of trust for each system. The resulting
scheme allows us to see that if all levels of the profile of
trust are relatively well fulfilled, the system itself is generally
deemed trustworthy, such as with normal cars. The more trust
dimensions are lacking or unfolded to a low degree, the more
variety can be seen in an individual’s trust levels and the less
trustworthy it is.

legislate based on incomplete data and inherently limited models.
Both data and models carry aleatoric (random) uncertainty and
limited robustness especially in the face of major economic
changes or external attacks, e.g. by terrorists or other states. There-
fore, even with good informational access, parliamentary decisions
must be made under a significant degree of uncertainty. The fourth
dimension of embodiment is also of an intermediate level because
the members of the parliament are embodied, but the institution
of the parliament is a disembodied legal institution constituted by
the rules and regulations of the parliament.

Concerning the fifth dimension of immediacy behavior, a demo-
cratic parliament typically only realizes an intermediate level,
namely concerning the feature of the illusion of own responsibility,
the citizen actually has only partial control via the democratic
elections, and the elected members have quite some independent
room for decision making. Similarly, the social responsiveness of
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the parliament is constrained: the members of the parliament do
interact with the citizens, but only to a rather limited degree (ex-
cept for the election times).

The sixth dimension of commitment is typically highly expressed
in a democratic institution in all three implementing features, i.e. a
democratic parliament has to guarantee the optimal handling of
the first five dimensions just described. It is also legally responsible
for the laws it makes, e.g., the parliament accepts the voters” deci-
sion in the next election, on the one hand, and, e.g., the decision
of the Court of Human Rights, on the other. And, of course, a
democratic parliament is committed to delivering the expected
support for the benefit of society. This results in a high-level degree
of realization of dimensions 1, 2 and 6 and an intermediate-level
degree of realization of dimensions 3, 4 and 5.

This profile is visible in Figure 9.1. Interestingly, the levels of
trustworthiness realized in the six dimensions for classical ma-
chines like normal cars have quite some similarities with the ex-
pected levels of trustworthiness in prototypical democratic institu-
tions: There is quite a high level of objective trustworthiness. We
now focus on the technological perspective to highlight the most
relevant dimensions and features in more detail for Al systems,
and especially elaborate on the special contributions in a general
framework, including uncertainty quantification and commitment.

9.5 DIMENSIONS OF TRUST IN AI SYSTEMS- A TECHNOLOGI-
CAL PERSPECTIVE

A further goal is now to specify profiles of trust in Al system by
taking a technological perspective. As we will see, this allows us
to highlight some dimensions that are specifically relevant to Al
systems and also mark gaps in research that we need to fill to
adequately describe the level of warranted trust in Al systems.

From a technological perspective, it is important to distinguish
supervised and unsupervised systems: The more freedom of de-
cision an Al learner is given, the harder the task to be solved
becomes. The more priors we know about the data, the more we
can tell whether the task was solved wrongly or correctly. There-
fore, consider the distinction as an indication of the level of priors
known beforehand and less as a strict distinction between learning
paradigms. Supervised means that the task is well-defined enough
that the input data has clear labels, so we know which output
labels might occur [CCDo8].
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We distinguish supervised and unsupervised in order to high-
light the difference between trust when we have a lot of known
priors of the data, and when we give the algorithm a lot of free-
dom. We want to discuss these extremes and, therefore, do not
additionally distinguish reinforcement learning, as we only want to
distinguish the extremes clearly here. Reinforcement learning has
a "scoring system", so some things are known about the data, such
as in supervised learning. However, unlike supervised learning,
there are no set outcomes.

For example, if a reinforcement learning system studies chess,
it only gets points for gaining material, but the moves it is al-
lowed are entirely up to the learner itself. Hence, we distinguish
supervised and unsupervised learners as paradigms and consider
reinforcement learning somewhere in the middle of this scale. In an
unfolded version, this could be integrated at a later stage [CCDo8].
The special contributions include uncertainty and commitment,
and we will deliberate why these are such important additions
in a general account. But let us start with the embodiment: For
ChatGPT [Ope24], one of the most powerful Al tools, we have a
case of a disembodied system. But if a large language model is,
for example, implemented in a robot-like Sofia, then this can be
embodied.

Uncertainty quantification itself is an important trust tool- knowing
how much uncertainty is in the data, whether there are data biases
present, and whether a model is uncertain about its predictions
can really help a user calibrate warranted trust. Another aspect
of uncertainty research is the inherent, the so-called aleatoric un-
certainty. This can occur when the data itself is noisy, or we have
other randomness as part of the data that cannot be learned with
more training data. Furthermore, we include robustness as another
uncertainty factor.

In the Al community, vulnerability to so-called adversarial exam-
ples is a huge research area [Don+18; Ma+18]. They have become
so relevant because even the best machine learners can be attacked
with known attack techniques under specific circumstances, which
means that we always have to accept some kind of risk when
using machine learners. The question is whether these risks are
likely to be abused as these adversaries require an active attacker
to be present. However, as long as these uncertainty aspects are
unknown to a user, there will never be a chance of fully calibrating
the warranted trust.

Beyond the minimal expectation of objective functionality of Al
systems, e.g., that autonomous cars have adequate properties to
drive safely in cities, an open challenge remains the systematic
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long-term control of this functionality for all Al systems.

The EU AI Act is one of the first such efforts to define Al regula-
tions, and will be followed by more and more of these regulations
[VZ21]. There have also already been first efforts to investigate
the effect of Al certificates on perceived trustworthiness [Wis+24a].
With fabricated seals, the trustworthiness does not increase with
the seals given, but it leaves the open question of how the per-
ceived trustworthiness would change if real companies or actual
seals were involved. We currently face the problem that there are,
as of yet, no official certifications/ seals [Win+21].

We distinguish transparency by observation, reputation, inde-
pendent report, and degree of explainability. Observation means
how frequently we observe an Al system in everyday life. As we
know from normal cars, we have a very high level of trust simply
due to habit. But autonomous cars are only running in San Fran-
cisco, and at the moment, only one company is left over.

The relationship between habit and trust has been highlighted
by Farivar et al. [FTY17] or numerous other works. Al systems, as
with any other new technology, need to overcome the barriers to
familiarity and habituation. Thereby, a core aspect is the reputation
of the company producing an Al system: The big international
IT players have managed to offer services of standard IT and the
internet that no one wants to miss, and many rely on: Google Maps
is more reliable and informed for giving driving directions than an
inbuilt car navigation system. Thus, Google, like all the other big
players, can rely on its reputation and start to use it to introduce Al
products. They already use Al systems to determine traffic patterns
and estimate time of arrival, e.g., on Google Maps.

Furthermore, Google has started to test Al-generated answers
in regular search results, i.e., they are not taking the content from
other pages on the internet, but they create an answer by an Al sys-
tem (and they mark it as Al-produced). In this context, independent
reports on the use of Al in products would increase transparency.

They are still rare concerning Al systems and remain a desideratum.
The most specific feature to enable transparency is explainability:
Explainable Al is often defined as an interface between humans and
a decision maker that is, at the same time, both an accurate proxy
of the decision maker and comprehensible to humans [Arr+20]. Ex-
plainable Al, in particular, is a rapidly expanding area of research
with countless papers to its name [LL17¢c; RSG16].

Immediacy behaviors in our case consist of, on the one hand,
socially oriented gestures intended to increase interpersonal close-



9.5 DIMENSIONS OF TRUST IN AI SYSTEMS- A TECHNOLOGICAL PERSPECTIVE 121

ness, such as proactivity, active listening, and responsiveness [GW20],
which we call social responsiveness. However, we also include the
consideration of whether a system is able to react to mistakes,
whether it can adapt to mistakes or not with fallback mechanisms,
or when it is pointed out to the system. Furthermore, we note that
another implementing feature is the illusion of own responsibility.

If we think we are in control somehow, then we are more likely
to trust an instance than not [Now21]. This is related to our self-
efficacy, which can be characterized by the individual’s belief in
their ability to act successfully [Hsu+o7]. Similarly, Pieters [Pie11]
states that trust is a form of self-assurance and, therefore, can be
used for the acquisition of trust.

The relationship between self-efficacy and trust has also been tack-
led in various works [TGog; OEK18], supporting the relevance
of this dimension. The last dimension of trust that we include is
commitment. This is obviously relevant for interpersonal trust. We
argued that it is fruitful to transfer this dimension to trust in Al
systems. We propose three commitments to a cognitive system
from a pragmatic perspective. First, ideally, an Al system is con-
structed such that it involves the ability to guarantee that the other
five dimensions of trust are fulfilled, i.e., it involves some meta-
representation of all the dimensions guaranteeing its functionality
in a wide sense.

Secondly, commitment can be assured by legal responsibility, which
will also impact how trustworthy a system is. This demands that
autonomous cars and other Al systems would come with insurance
for damage they produce: now we observe legal trials concerning
accidents with autonomous driving cars since the legal situation
is unclear [DH13]. What if someone signs a contract on the basis
of Al-generated information that may be partially false and mis-
guided?

Third, we propose a commitment of the system to provide support
in the expected way: e.g., ChatGPT is informatively communicating
with us and we expect it to follow the rules of informative commu-
nication [Moo17]. This includes the expectation that informative
communication aims at truth and does not invent stories. However,
we all know that ChatGPT is not yet committed to these principles;
it only aims to produce a plausible communicative response with
its word probability evaluation system.

Thus, one radical difference is that humans and classical complex
machines are committed to producing the expected support in the
expected way, while Al systems so far are basically constructed and
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arranged without commitments. At least, there is no commitment
to truth. After this general overview, we now elaborate on the trust
profile using the popular example ChatGPT.

9.6 CHATGPT- A CASE STUDY

ChatGPT is a well-known virtual interaction partner with aston-
ishing linguistic abilities [Koc+23]. With regard to the objective
functionality of ChatGPT, this application is often misunderstood.
What most people are not aware of is that ChatGPT is a large lan-
guage model, which means it is supposed to form comprehensive,
meaningful sentences with regard to questions being posed.

It produces a sequence of words on the basis of the highest prob-
ability of the next word given the question and the words already
chosen. The probabilities are predicted on the basis of enormously
large language datasets. Considering this particular task, ChatGPT
is spectacularly good, fulfilling adequate properties at a very high
standard.

But a lay person might think that ChatGPT is also capable of
performing mathematical proofs or citing scientific work appro-
priately, which it can only do to some degree. Although more
and more tasks are trained using the newer ChatGPT versions,
this application is obviously still not good at every possible task
imaginable.

When people do not understand what particular task the ma-
chine learner is designed for and consider it to be a jack-of-all-
trades, this might lead to over- or under-trust because the objective
functionality of the learner cannot be specified correctly. ChatGPT
so far has no systematic long-term control, quite the opposite.
The model is constantly changing, training using the inputs and
prompts given to it on a regular basis.

This means that overall, the objective functionality as a dimen-
sion is not completely fulfilled in all our defined subdimensions.
With respect to transparency, the first feature is habituation. Ha-
bituation of ChatGPT is already happening and will be extremely
“high” within a couple of years, and increases with frequent use.
Considering the reputation, this ranges from very low to very high,
depending on the level of trust in machine learning algorithms in
general.

In terms of independent reports, ChatGPT is used independently
by very different people every day, all of whom have their own
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experiences with what ChatGPT excels at. However, it has only
recently been introduced to the commercial market and, therefore,
this subdimension is also not very high yet, but it will change
over time. So far, the model has no means to learn how the output
is generated when in commercial use. So far, no explanation for
the outputs has been available. This means that regarding trans-
parency, part of it is non-existent, and part of the dimensions are
well covered. As an example, the system is now in very common
use, so observation of the system is high, but explainability is not
currently given.

When taking a look at uncertainty quantification, we have so far
no means to uncover hidden data biases or predict a range of
outcomes. Considering that ChatGPT is trained with, for example,
a lot of religious text, there will definitely be underlying biases in
the data that are not so easily uncovered. The model uncertainty is
not displayed to a regular ChatGPT user at all, nor is any aleatoric
uncertainty, which would be important for risk assessment.

Furthermore, we only know, due to some research experiments,
that ChatGPT can be compromised using prompt injection attacks
[Gre+23]. Prompt injects can lead to ChatGPT restrictions, such as
ChatGPT not being able to output instructions on how to build,
for example, a bomb. They can be easily circumvented [Kil25].
Even worse, prompt injections can lead to adversarially chosen
or arbitrarily wrong summaries of documents, as well as to the
output of malicious links that then pose security threats [Gre+23].
As for embodiment, ChatGPT is entirely virtual; therefore, this
trust dimension is not fulfilled.

To continue with the dimension of immediacy behavior, Chat-
GPT does not give you any illusion of control whatsoever, but
is capable of social responsiveness since it is designed as a com-
munication tool. The problem is that it produces the illusion of a
communication partner with real understanding. If you point out
to ChatGPT that it made a mistake, it can correct itself.

But concerning commitment, there is a big deficit in ChatGPT:
we expect a communication partner epistemically to be committed
to telling the truth and not to invent evidence when we ask for
information. ChatGPT is committed to neither: Given the predic-
tive probability word selection algorithm, it is designed to produce
a plausible communicative response given the large database of
former communications. There is no guarantee or meta-control of
the optimal handling of the other dimensions of truth (e.g. uncer-
tainty quantification) such that it is usually intensely biased in an
intransparent way due to biases in the data base.
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So far, there is no legal responsibility if ChatGPT fails somehow
and produces harm due to false information, e.g. Chat-Bots can be
designed to isolate persons from their social environment, which re-
cently resulted in the suicide of a teenager. Currently, no company
has accepted legal responsibility.

Finally, there is no relevant pragmatic commitment since Chat-
GPT is only a communicative agent, and thus, e.g. it cannot commit
to non-communicative aspects of promises, e.g. like keeping the
promise to meet a person. In conclusion, you can see here how
very few trust dimensions this tool actually fulfills. Following our
methodology, this also shows which dimensions would have to be
improved in order to make it trustworthy to a degree comparable
to the trustworthiness of, e.g. normal cars.

9.7 CONCLUSION

We propose a multidimensional account of trustworthiness since
this type of approach enables a systematic comparative perspective
for rather different types of systems, including further advantages
[DN25]. We highlight six dimensions with a special focus on un-
certainty quantification and commitment.

Al systems are coming with a special challenge in these dimen-
sions, which we visualize in our general framework of trustwor-
thiness. We highlight that uncertainty quantification needs to be
specified in detail to account for unknown epistemic uncertainties
about data and models, as well as for aleatoric uncertainties intrin-
sic to the Al systems.

We also need to include the risk of external attacks modifying
the processing, as in the case of adversarial attacks. Furthermore,
Al systems — partially due to the characteristics of deep learning
— are not constructed with a commitment to deliver the expected
support (e.g. ChatGPT lacks an epistemic commitment of adequate
knowledge of the needs of the interaction partner as well as a com-
mitment to truth in communication, it lacks any direct or indirect
legal responsibility and finally lacks pragmatic commitments like
keeping a promise).

These distinguishing features allow us to compare warranted trust
in Al systems with trust in humans and classical complex machines
as well as democratic institutions. Thus, our multidimensional pro-
tile account is well suited for a comparative perspective to highlight
the differences between the relevant cognitive systems and to see



9.7 CONCLUSION

what future Al engineers need to realize to form a trustworthy
system. It helps existing or future certification processes, as well

as defining a common standard that any Al system should fulfill.

This could largely benefit the trust calibration and the quality of
future Al standards.
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Table 9.2: Related Work Overview: Important Trust Papers

Reference(in bold: general accounts of trust)

Content

Uncertainty dimension

1. In AI we trust? [Ara+20]

How personal characteristics can be linked to
perceptions of automated decision making

X

2. Perceived trust in Al technologies [Bit+20]

Focused on user’s perception of trust and
the correlation between task difficulty and
perceived characteristics

3. Personalized uncertainty quantification in
AI [Cha+25]

Individual-level predictions and quantifica-
tion of uncertainty, especially for underrepre-
sented groups

Defines specific challenges for individual UQ,
but lacks general trust framework

4.State of the art in enhancing trust in ML
models using visualizations [Cha+20b]

Visual trust aspects and uncertainty aware-
ness discussed

Mentions uncertainty awareness, no full trust
framework

5. Impacts of attitudes, public trust in AI discusses whether personality traits influence X
[CW21] trust in Al
6. Trust and ethics in AI [CDR23a] Ethical requirements for trust in Al including X

accountability and transparency

7. Trust and acceptance of Al [CDR23b]

Trust perception using Al voice assistants

briefly mentions that uncertainty and risk are
connected, but does not mention uncertainty
quantification as means for trust calibration

8. The role of uncertainty quantification in
Al [Deu+24]

argue that uncertainty quantification is essen-
tial for Al-based systems

link factors such as explainability and uncer-
tainty and trust, but does not integrate all
relevant factors

9. Physician Understanding and Trust Local XAI linked to user trust and under- X

[Dip+20] standing

10. Trust in AutoML [Dro+20] effect of transparency on trust and trust in X
AutoML in general

11. How explainability contributes to trust in philosophical explanation of trust and XAI X

Al [FL22] relationship

12. Attachment and Trust in Al [Gil+21] association between attachment styles, trust X
based on affect, opposed to our approach,
which focuses on trust in systems

13. Human trust in AT [GW2o0] Focus on cognitive trust, the role of Al's an- X

thropomorphism specifically for emotional
trust

14. Formalizing trust in AI [Jac+21]

description of cognitive mechanisms of trust,
warranted trust

describes uncertainty in the context of risk,
without connecting it to uncertainty quantifi-
cation from the computer science domain

15. ML based trust computational model for
ToT services [Jay+18]

proposed trust metrics with numerical values
such as co-work relationship- experience and
relationship metrics

Mentions uncertainty in abstract, then never
again

16. To trust or not to trust a classifier [Jia+18]

propose a new trust score as alternative to
confidence scores

basically criticize the very naive approach
of confidence score as metric for uncertainty
quantification, but do not elaborate the vast
field of options beyond the naive approach

17. Trust in AL: Meta- Analytic Findings
[Kap+23]

Predictive trust factors split into human
trustor, Al, trustee and shared context fac-
tors

X

18. How do I fool you? Manipulating User
Trust via XAI [LB20o]

prove that malicious XAI can create overtrust

19. Trust in Al: comparing human and auto-
mated trustees, bias [Lan+23]

distinguishes between ability, integrity and
benevolence and focuses on interpersonal
trust in comparison to trust in Al

20. Generating with confidence: Uncertainty
quantification for black-box LLMs [LTS23]

present a method for estimating uncertainty
and confidence in black-box LLM

presents a method for UQ rather than provid-
ing a framework for measuring trust

21. Uncertainty quantification and confi-
dence calibration in large language models:
A survey [Liu+25]

Classifies LLM-specific uncertainty types and
computational profiles

mention interpretability, robustness and reli-
ability but lack our comprehensive summary
of all relevant factors and focuses on specific
LLM challenges
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Reference (in bold: general accounts of
trust)

Content

Uncertainty dimension

22. A review of trust in AI [Loc+21]

description of 5 trust challenges including
key words such as transparency, explainabil-
ity, accuracy, reliability, embodiment etc.

Mentions uncertainty only in context of risk,
no elaboration

23. Trust in Al: Foundational Trust Frame- An effort to combine interdisciplinary sur- X
work [LMS22] veys into one trust framework
24. Trust in distributed Al [Margz] Trust in multiagent systems, and allowing X

interactions between agents

25. Confidence Meets Accuracy- indicators
of trust in ML [RY22]

show that different trust measures can cap-
ture different types of trust and seemingly
contradict themselves

they state in their limitations that their results
might change if uncertainty quantification is
considered

26. Building trust in AI [Ros18]

Focus on explainability and bias/fairness

no connection of the fairness term to the vast
field of uncertainty quantification in the re-
search area

27. Towards trust in ML for healthcare and
criminal justice system [RU18]

argues that black box models are no longer
necessary

mention uncertainty, but do not include it in
their calculations

28. In AI we trust: Ethics, Al, reliability
[Ryazo]

argues that Al trust is actually reliance due
to lack of emotions, trust definitions based
on interpersonal trust

X

29. Quantifying interpretability and Trust in
ML [SB19]

Measures of XAl quality, measuring trust us-
ing quality of explanation vs human trust

30. Trust it or not: Effects of ML warnings
[SXL19]

Warning labels discuss effect of warning la-
bels, repetitions

mentions uncertainty in the context of famil-
iarity only

31. A Survey on Uncertainty Quantification of
LLMs: Taxonomy, Open Research Challenges,
and Future Direction[Sho+25]

Overview for existing methodologies and
clustering of methods of uncertainty from
a computer science perspective

no general account of trust in Al systems

32. Building Trust in AI, ML, and Definition of Trust and Promoting Factors X
Robotics[SW18] such as reliability, validity, utility, robustness
and false-alarm rate
33. Misplaced Trust in ML: Interference of discusses overtrust, and key metrics for trust X
ML in Human- Decision Making [SLL20] calibration
34. Should We Trust Al [Sut19] Trust in the context of vulnerability, reliance, X
risks, and emotional factors
35. Relationship between trust in Al and trust- ~ Focus on fairness, explainability, audibility, ~ X

worthy ML [Tor+20]

and safety

36. Student Perceptions of ChatGPT use
[Tos+24]

Trust and reliance of ChatGPT: highlight the
lack of confidence feedback of ChatGPT

Do not recognize the need for general uncer-
tainty quantification, but are unable to name
the explicit suggestions for the uncertainty
dimension that we make in this paper

37. How to evaluate trust in Al assisted deci-
sion making [VBC21]

An analysis of review papers leading to a
separation into vulnerability, positive expec-
tations and attitude

Uncertainty in the context of risk and vul-
nerability is mentioned, but not uncertainty
quantification specifically as the tool to quan-
tify and calibrate trust

38. A survey on trust evaluation in ML
[Wan+20a]

covers prerequisites of trust evaluation and
then lists method types- no focus on trust
definition but how trust can be evaluated

Mentions that trust can be evaluated using
uncertainty, but does not list a complete list
of components of trust

39. User trust in AI: Framework [YW22]

Literature review on user from

2015-2022

trust

Mentions uncertainty avoidance and risk, no
quantification

40. How do visual XAI and end user’s Trust
[Yan+20]

investigate effect of XAI on user’s appropri-
ate trust

x

41. Understanding the effect of Accuracy on
Trust in ML [YWW19]

found that accuracy was important for trust
calibration

Mentions UQ as important but no full frame-
work

42. How transparency modulates trust in AT
[ZBW22]

draws the connection between explanations
and transparency, discusses trust calibration
and the harm of wrong explanations

mentions uncertainty and confidence scores
in the connection of vulnerabilities without
defining the types and just as an example of
trust calibration. No overview provided of all
the factors of trust calibration for a system.

43. Effect of confidence and XAI on accuracy
and Trust calibration [ZLB2o]

study the effect of showing confidence score
and local explanation for a particular predic-
tion

state the desire for essentially uncertainty
quantification, do not mention how
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Reference (in bold: general accounts of
trust)

Content

Uncertainty dimension

44. Reliability engineering, risk manage-
ment, and trustworthiness assurance for Al
systems [Zha+25]

45. A ML based Trust Evaluation Framework,
Social Networks [ZP14]

defines types of UQ and verification (so ro-
bustness measurements), which they name
functional reliability of the AI

trust as a classification problem and proposi-
tion as an ML approach for social networks

key focus is UQ and not the decomposition
of trust into its factors, in contrast to our
proposed trust framework

X
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IN SEAL WE TRUST? INVESTIGATING THE
EFFECT OF CERTIFICATIONS ON PERCEIVED
TRUSTWORTHINESS OF AI SYSTEMS

strategy to help users ascertain the trustworthiness of a sys-

tem. In this study, we examined trust seals for Al systems
from two perspectives: (1) In a pre-registered online study with
N = 453 participants, we asked whether trust seals can increase
user trust in Al systems, and (2) qualitatively, we investigated what
participants expect from such Al seals of trust.

Our results indicate mixed support for the use of Al seals. While
trust seals generally did not affect the participants’ trust, their
trust in the Al system increased if they trusted the seal-issuing
institution. Moreover, although participants understood verification
seals the least, they desired verifications of the Al system the most.

r I 1 RUST certification through so-called trust seals is a common

11.1 INTRODUCTION

Artificial intelligence (Al) systems are ubiquitous and have become
integral to everyday professional and private life. Al systems such
as Open Al's ChatGPT or Google’s BERT can generate meaningful
text [Feu+24], other Al systems are components in safety-critical ap-
plications such as those that enable autonomous driving [Gri+20],
and even further, Al systems process highly sensitive health infor-
mation such as echocardiograms [Mad+18].

Simultaneously, these systems and their underlying building
blocks, such as deep learning models, have become very complex,
aggravating the so-called black box phenomenon. Consequently,
knowing when (not) to trust an Al system can be challenging for
different stakeholders, from users to decision-makers and even
developers.

While efforts to develop inherently trustworthy Al systems are
much needed, approaches solely focusing on technical aspects are
insufficient, as trust results from a system’s perceived rather than
its actual trustworthiness. Consequently, users sometimes perceive
a system inappropriately, placing either too much or too little trust
in an Al system.
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To help users’ trust calibration, different paths can be taken. One
popular and well-researched example is explainable AI (XAI),
which aims to increase an Al systems’ intelligibility by provid-
ing explanations for the system’s behavior, making internal pro-
cesses visible, and increasing the overall transparency of the system
[Arr+20].

Typical methods of XAI are, for example, visual explanations
such as heat maps, which highlight areas of input data that were
most influential for the system’s output, or textual explanations
which provide written or oral statements of the explainer. However,
XAl is no panacea to cure a lack of trust, and concerns have been
raised in terms of users’ cognitive biases [Ber+22] and the cognitive
burden that explanations pose on users when explanations are not
designed with the end-user in mind [Mil19g].

In this paper, we aim to counter the shortcomings of XAI and
tackle the problem of trust from a different perspective. We em-
pirically explore the effects of Al certifications, so-called Al seals
of trust. Such seals are credentials which certify that software has
been tested and validated to meet specific predefined criteria or
standards in various dimensions. Theoretically grounded in works
on epistemic trust, trust theory, signaling theory, and persuasion
literature, we examined the effects of three different Al seals of
trust in a quantitative online experiment.

To do so, participants of our study either viewed an Al system
with (experimental groups) or without (control group) an Al seal
of trust. In addition, in a qualitative part we asked participants in
an open-ended format about their preferences for Al certification.

The importance of this work is underlined by initiatives such
as the EU Al Act, which suggests certification as a central mecha-
nism to communicate to the public the compliance with industry
and legislative requirements. To date, however, empirical studies
investigating the effects of such certifications for Al systems are
scarce.

11.2 RELATED WORK

FROM TRUST IN AI TO CALIBRATED TRUST IN AI  To describe
and define trust in Al, previous work builds on thoughts from
various disciplines, such as philosophy, sociology, and psychology
that predominantly examine trust as an interpersonal judgment be-
tween two or more individuals. Moreover, choosing interpersonal
trust as a starting point to examine trust in Al seems sensible as
humans, at times, react socially to machines [NMoo].
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In fact, the most widely adopted definition of trust in automation
originates in Mayer et al.’s [MDSg5] dyadic model of organizational
trust, in which trust results from a person’s (the trustor) percep-
tions of another person’s (the trustee) ability, benevolence, and
integrity. While the direct application of an interpersonal trust
conceptualization might be appropriate for certain occasions, this
is not always the case [MWoy].

Hence, emanating from Mayer et al.’s ability-benevolence-integrity
framework, Lee and See [LSo4] postulate that for a person to trust
a machine, the person needs to assess the perceived reliability and
functionality of an Al (ability = performance), the intentions with
which it was built (benevolence = purpose), and the intelligibility
of Al (integrity = process). Beyond these three trust antecedents,
Lee and See [LSo4] define trust as “the attitude that an agent will
help achieve an individual’s goals in a situation characterized by
uncertainty and vulnerability” (p. 54).

Hence, users’ trust must be appropriately calibrated to the system’s
actual trustworthiness [LSo4; MWo7; PRg7]. As described above,
users’ trust depends on various factors, such as the system’s overall
performance or the perceived integrity of the system. However,
cognitive and social psychology insights suggest that users” per-
ceptions can be distorted, possibly leading users to place too little
or too much trust in a system.

Such a mismatch of the perceived and actual system trustworthi-
ness can result in either the system’s disuse (i.e., resistance to use
the system) or the system’s misuse (over-reliance on the system).
Both disuse and misuse pose serious consequences. In the context
of semi-automated driving, for example, ignoring and over-relying
on autopilot has led to deadly incidents. Hence, reaching calibrated
user trust is essential.

To calibrate user trust, different approaches have been taken. Wis-
chnewski et al. [WKM23] offer a systematic overview of previous
approaches. In their work, the authors surveyed different empiri-
cal, human-centered interventions to match perceived and actual
system trustworthiness for automated systems accurately.

Many of the interventions reviewed aim to increase a system’s
transparency, assisting the users’ trust assessments by making the
system more intelligible. While some interventions successfully cal-
ibrated the users’ trust in a system, in some cases, the intervention
also increased the users” workload [Kun+19] or led to overtrust
[YWo1].

In addition, adding, for example, explanations for increasing
transparency had adversarial effects, eroding the users’ trust, which

153



154

IN SEAL WE TRUST

Kizilcec [Kiz16] explained by arguing that the additional informa-
tion might have been confusing for users, reducing their under-
standing instead of increasing transparency.

Even though these transparency interventions have shown mixed
effects, there are other reasons to question these approaches. First,
many interventions are not developed for end-users but for devel-
opers themselves to make the inner workings of AI more transpar-
ent [Mil1ig]. However, explanations are likely to be less successful
without the end-users in mind. Second, implementing additional
measures such as explanations to increase users’ trust shifts the
responsibility of being trustworthy from the Al system and its de-
velopers to the users, who must determine whether the Al system
is trustworthy.

Third, previous research has also shown that some users do not
want to know how systems, in particular Al systems, work. They
would rather stay willfully ignorant because they fear that knowing
how a system operates might stop them from using it [NK22].

To conclude, while understanding- and transparency-enhancing
approaches aiming to increase user trust indeed hold benefits, they
also come with many downsides. In the next section, we suggest a
different approach to user trust: epistemic trust through Al seals
of trust.

EPISTEMIC TRUST IN AI AND TRUST IN AI-AS-AN-INSTITUTION
One of the main assumptions of understanding- and transparency-
enhancing approaches to increase trust in Al, such as explanations
or cues, is that users carefully assess the trustworthiness of Al to
know whether they can trust it or not. Implicitly, this assumption
often entails that users make rational choices about a system, that
is, choices based on accurate perception and inference. However,
as shown in the previous section, this assumption does not always
hold.

We suggest that an alternative to such understanding-based trust
is epistemic trust. Individuals show epistemic trust (see also, trust
in testimony, Coady [Coag2]), whenever they accept communi-
cation or communicated knowledge from others as trustworthy,
generalizable, and relevant [Spe+10].

In other words, when individuals trust what others tell them,
they show epistemic trust. One could quickly assume that, as such,
epistemic trust is equal to blind trust. However, individuals only
assume information to be truthful and relevant when contextual or
content cues like source credibility or plausibility evaluations do
not indicate otherwise [GTMo3].
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In the context of Al systems, showing epistemic trust in the commu-
nication of especially experts can ease their trust assessments, as it
is easier for them to ask “Whom to believe?” instead of attempting
to understand the AI system. Examining epistemic trust in sci-
ence communication, Bromme and Gierth [BG21] argue that, while
from a classical logical perspective, to judge the trustworthiness of
someone (or something) based on their expertise would be called
an argumentum ad verecundiam (an argument from authority), a
fallacious inference, it is indeed more accessible for individuals
to assess the expertise of the scientists than to assess the veracity
and scrutiny of the scholarship itself. Hence, establishing epistemic
trust in Al systems could help overcome the burden of understand-
ing the system.

Arguments similar to epistemic trust in Al systems also come
from within the human-Al interaction community. Knowles and
Richards [KR21] established the concept of public trust in Al In
doing so, they differentiate between trust in a specific, discrete,
and identifiable AI from trust in Al as an abstraction, which they
call trust in Al-as-an-institution.

Central, here, is the argument that “individuals do not develop
trust in [AI] systems through careful and ongoing assessment
of their trustworthiness; instead, one trusts that the system itself
has appropriate mechanisms for ensuring trustworthiness” [KR21].
Knowles and Richards also make clear that the ensuring instances
are not the developers of the Al systems but the broader ecosystem
that determines the trustworthiness rules developers must follow.
In other words, Knowles and Richards suggest that users develop
epistemic trust in the ecosystem to ensure the trustworthiness of
Al systems.

In their model of public trust, Knowles and Richards [KR21] also
suggest a four-step process to reach public trust in Al, starting with
(1) defining trustworthiness, followed by (2) specifying trustwor-
thiness, (3) enforcing trustworthiness, and (4) reaching trustworthy
AL

In their model, the matter of trust calibration is taken over by
the ecosystem, ensuring that Al development and outcomes are
inherently trustworthy. However, how would an ecosystem commu-
nicate the trustworthiness of AI? One answer, included by Knowles
and Richards [KR21] in the fourth step of their model, is by pro-
viding certifications which we discuss in the next section.
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AI SEALS OF TRUST: THEORETICAL AND EMPIRICAL CONSIDER-
ATIONS Certifications such as Al seals of trust generally “refer
to a process in which a company’s processes and services [here:
Al] are evaluated against a predefined set of criteria via an audit
by a third party, which formally acknowledges that the standard
defined by the criteria is met” ([Lan+19], p. 4).

As such, certifications aim to reduce complexity and uncertain-
ties about systems and make it easy for users to identify what is
(not) trustworthy. To that end, certifications have been discussed
and introduced in various contexts, such as cybersecurity, web
assurances in e-commerce, or cloud services. For the context of Al,
the EU Al Act suggests certification as a central mechanism to com-
municate compliance with industry and legislative requirements
to the public (see Article 44 in Chapter 5 “Standards, Conformity
Assessment, Certificates, Registration” 2).

To introduce seals of trust to the field, it is crucial to consider the
effectiveness of such measures. Theoretically, arguments support-
ing seals of trust have previously predominantly been grounded in
(1) trust theory, (2) signaling theory, and (3) persuasion literature,
in particular, the elaboration likelihood model (ELM).

From the perspective of trust theory, seals of trust communicate
to users through trust-assuring arguments that a system can fulfill
the specific requirements laid out in the contract between trustor
and trustee. In doing so, in trust theory, seals of trust become part
of an institutionalized mechanism that ensures trust. In signaling
theory, the main focus is on the communication process of one
party to the other. Central here is the assumption of an information
asymmetry wherein one party is less informed (the trustor) than
the other (the trustee). Providing information in the form of seals
of trust “are signals which are actions that parties take to reveal
their true type” [KRoo].

In contrast to trust theory and signaling theory, the ELM is more
explicit in how seals are perceived. At its core, the ELM describes
how individuals process persuasive arguments by following either
a peripheral route of processing which requires less cognitive ef-
fort, or a central, more effortful route of information processing.
Theoretically, seals of trust function as cues that can effortlessly be
processed via the peripheral route. However, processing via the
central route is also possible when seals of trust induce deeper
elaboration [Low+12].

While all three theoretical approaches assume positive effects of
seals of trust, empirically, previous scholarship has been inconclu-
sive. On the one hand, some authors have found no effects. For
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example, McKnight et al. [MKCo4] found no effects of, what they
called, privacy assurance and industry endorsement seals on trust
in web business. The authors explain their results, suggesting that
participants either did not notice the seal or did not know what it
was supposed to signal. Similar results were obtained by Kim et al.
[KFRo08], who found no effect of seals on trust but also pointed to
a lack of understanding and familiarity with the seal’s meaning.

On the other hand, in a more recent study, Kim et al. [Kim+16]
(2016) found that Web Assurance Seal Services (WASS) were effec-
tive instruments to increase users’ trust and mitigate their concerns
about e-commerce platforms. Moreover, results for the positive
effects of seals on trust in the context of e-commerce are supported
by findings from Mavlanova et al. [MBL16].

In doing so, the authors differentiated between internal (company’s
certification) and external (third-party certifications) signals. Their
results indicate that, although both signals increased trust, only
external signals also increased the perceived quality of the seller.
Joining results against and in favor of seals of trust, Adam et al.
[Ada+20] introduce the trust tipping point. Examining the effective-
ness of seals of trust in the context of online websites, the authors
found that below a certain trustworthiness threshold, seals effec-
tively increased users’ trust. However, with raising trustworthiness,
the seals could not increase users’ trust further.

Concluding from previous empirical findings, we know that seals
of trust can effectively increase trust. However, the effectiveness
might be reduced when (a) users do not notice the seals of trust,
(b) users do not know the function of the seal of trust, (c) the seal
of trust is granted internally, and (d) user trust is already at a high
level.

11.3 THE PRESENT STUDY

Based on the theoretical and empirical findings elaborated above,
for this study, we assume that:

Hypothesis (H1): An Al system with an Al seal of trust
is perceived as more trustworthy than an Al system
without an Al seal of trust.

Moreover, we are also interested in how a seal of trust would
affect each trust dimension (performance, process, and purpose).
However, empirical differentiations between the three trust dimen-
sions are rare. Hence, we did not formulate a directional hypothesis
but instead posed the following research question:
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Research Question (RQ): How does a seal affect the
three trust dimensions (performance, process, and pur-
pose)?

Going beyond the mere presence (or absence) of a seal, we are
also interested in the specific content of such a seal. What exactly
should be certified? As it stands, trustworthy Al can refer to vari-
ous aspects. While we hypothesize that any seal of trust would help
to increase the users’ trust perceptions (see H1), we also assume
differences between different seals (Hz2), relating to how familiar
users are with the seals” content (H3a) and how well users un-
derstand what the seal certifies (H3b). More formally stated, we
hypothesize:

H2: The three trust seals differ in their perceived trust-
worthiness, with certification of training data receiv-
ing the highest trust, followed by certification of trans-
parency and certification through formal verification.

H3a: The seals” perceived trustworthiness partly de-
pends on the perceived familiarity with the seals” con-
tent. The more familiar users are with the content of
the seal, the higher the perceived trustworthiness of the
seal.

H3b: The seals” perceived trustworthiness partly de-
pends on the perceived understanding of users of the
seals’ content. The more intelligible seals are for users,
the higher the perceived trustworthiness of the seal.

In addition, as the literature reviewed above suggests, trust in the
certifying body will also affect how a seal is perceived. Hence, we
assume:

Hyg: The seals” perceived trustworthiness partly de-
pends on the perceived trustworthiness of the certifying
body. The higher the perceived trustworthiness of the
certifying body, the higher the perceived trustworthi-
ness of the seal.

Because the literature on the possible effects of Al seals of trust
is scarce, we also included a more explorative approach to better
understand users’ needs and expectations. Hence, in addition to
the directional hypotheses, we included a qualitative part in which
we asked participants to elaborate on which aspects of Al systems
should be certified through an Al seal of trust.
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11.3.1  Method

The study received ethical approval from the ethics committee of
the University of Duisburg-Essen. All hypotheses and analyses
were pre-registered via OSF-Open Science Framework.

11.3.2 Sample and Study Design

To test our hypotheses and research question, we conducted an on-
line study with a between- group design. To that end, we collected
data from N = 453 participants who were randomly assigned to
one of four conditions. The sample consisted of 220 females, 218
males, 12 nonbinary, and three participants who preferred not to
disclose their gender identity.

All participants were recruited via the crowd-sourcing platform
Prolific. Participants’ mean age was 37.94 (SD = 12.69) and ranged
from 18 to 8o years. The highest degree for two participants was
a middle school degree, for 184 a high school degree, for 194 a
Bachelor’s degree, for 48 a Master’s degree, for four a PhD, and 21
indicated to have received another degree.

11.3.3 Manipulated Variable: The Al Seal of Trust

The four experimental conditions reflected the different trust seals,
in addition to a control group. To that end, we selected three certi-
fications which correspond to archetypical levels of insight into the
inner workings of Al systems: (1) The quality of the training data
(n = 114)—that is, even if the Al system is a black box, certifications
based on the input (i.e., training data) may assist in assessing the
system’s trustworthiness, (2) the transparency (e.g., explainability)
of the Al system (n = 114)—as it relates the input and output
of a black box approximate system behavior, and (3) the formal
verification of a Al system (n = 113)—as it guarantees desirable
behavior of the system by white-boxing it. In addition to these
different certifications, we included one control group (n = 113),
which did not receive any seal of trust.

In addition to a brief description about the respective trust seal (all
detailed descriptions can be found in the online supplementary
material C), participants saw an image of a seal (see Figure 11.1).
Because the design of a seal likely affects the end-users’ trustwor-
thiness perceptions, we reduced this effect by adding the following
statement to the visual representation of the seal: “Please be aware
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that due to copyright reasons, we cannot represent the actual seal.
The representation you see here is just a placeholder for this study.”

Figure 11.1: Visualization of the AI Trust Seal that participants saw in the
Study

11.3.4 Procedure

After agreeing to the informed consent, participants were intro-
duced to a working definition of Al (see the online supplementary
material A for details). We included this information to ensure that
all participants understood the terminology similarly. Afterward,
participants of the experimental groups were introduced to the
concept of Al seals of trust with the following text:

“Artificial intelligence (Al) is recognized as a strate-
gically important technology that can contribute to a
wide array of societal and economic benefits. However,
it is also a technology that may present serious risks,
challenges, and unintended consequences. Within this
context, trust in Al systems is necessary for the broader
use of these technologies in society. It is, therefore vital
that Al-enabled products and services are developed
and implemented responsibly, safely, and ethically. But
how to know whether one can trust AI? One way to
make this trust judgment easier for users are so-called
Al seals of trust. Such Al seals of trust are granted
by independent and neutral intermediaries who assess
whether Al fulfills trustworthiness standards. Similar
to food certifications and labels, these Al seals signal
to users the state of an AL”

Next, participants saw the different seals of trust and were in-
troduced to different Al systems certified with Al seals of trust.
Participants of the control group were directly introduced to the
Al system and did not view information on the seals of trust. After
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viewing the Al systems, participants were asked to answer several
questions about one of these Al systems. Before closing the study
with a manipulation check and the debriefing, participants were
informed about all three possible seals of trust, after which, in
an open question, participants were asked to indicate which of
the three seals they found most important (ranking question), and
what they expect from an Al seal of trust.

11.3.5 Stimulus Material

Participants read short descriptions of four different Al systems
and their functionalities. While modeled after real-world applica-
tions to avoid prior exposure effects, all systems were hypothetical
and did not exist. The systems were: (1) CheckMySkin, a mobile
application to check for skin cancer, (2) Drive Tek, an autonomous
driving system, (3) Sound Shuffle, a music recommendation sys-
tem, and (4) FindYou, a hiring system. The texts participants read
can be found in the online supplementary material B.

To increase the generalizability of our results, half of the partici-
pants answered questions about the system CheckMySkin, whereas
the other half answered questions about the system Drive Tek. Par-
ticipants in the experimental groups saw both of these systems
alongside an Al seal of trust. For the analysis, both conditions
were joined. Moreover, to increase external validity, we added two
additional systems, Sound Shuffle and FindYou, which were al-
ways presented without an accompanying seal of trust. Hence, all
participants of the experimental groups saw two systems with and
two systems without seals of trust, whereas participants of the
control group only saw systems without seals of trust.

11.3.6 Measured Variables

All of the following measures were assessed on a 5-point Likert
scale, ranging from 1 = “strongly disagree” to 5 = “strongly agree.”
For subsequent analyses, items of all measures were summarized
to a final mean score.

Trust in a system. Because we wanted to assess trust as thoroughly
as possible, we combined items from different scales to measure
the three dimensions of trust (performance, process, and purpose)
and mistrust.

The final measure included 15 items to measure the perceived
performance of a system (Cronbach’s « = 0.96), 13 items to mea-
sure the perceived process (Cronbach’s « = 0.9), 10 items to mea-
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sure the purpose of the system (Cronbach’s « = 0.87), and 12
items to measure mistrust (Cronbach’s & = 0.94). All items used to
measure the trust dimensions and a supporting exploratory factor
analysis can be found in the online supplementary material F.

Perceived familiarity and perceived understanding We used a three-item
measure, adapted from Gefen [Gefoo], to assess the participants’
perceived familiarity with a seal’s content. The items were “I am
familiar with the concept of [ . . . ],” “I have heard about the
possibility to make Al systems better by controlling [ . . . ],” and
“Media often report about controlling [ . . . ].” Depending on the
group participants were allocated to, the blanks were filled by “the
training data,” “the concept of transparency,” or “the concept of
formal verification.” For the analyses, all items were summarized
in one mean score with Cronbach’s « = 0.91.

The construct perceived understanding was assessed through
the following four items, which were developed following Ngo and
Kramer (2022b): “I understand what the seal of trust means,” “It
is clear to me what the seal certifies,” “I could explain in my own
words what the certification does,” and “I am uncertain about the
meaning of the seal.” For the analyses, all items were summarized
in one mean score with Cronbach’s « = 0.88. Both constructs, per-
ceived familiarity and perceived understanding were not assessed
by participants of the control group who did not view a seal of
trust.

Trust in the certifying body. Trust in the certifying body was assessed
through seven items from corporate credibility scale of Newell and
Goldsmith (2001). For the analyses, all items were summarized in
one mean score with Cronbach’s & = 0.95.

Trust in artifical intelligence Because we did not want the individ-
ual’s take on Al to interfere with our results, we also included
individuals” attitudes toward Al as a covariate, using the ATAI
scale of Sindermann et al. (2021), which includes five items on
an 11-point Likert scale such as “I fear artificial intelligence” or
“Artificial intelligence will benefit humankind.” For the analyses,
all items were summarized in one mean score with Cronbach’s
o« = 0.78.

11.4 QUALITATIVE CONTENT ANALYSIS

To better understand the participants’ needs and expectations to-
ward an Al seal of trust, we included a ranking question and an
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open-ended question at the end of our online experiment. In the
ranking question, having been introduced to all three possible seals
of trust, we wanted to know which of the seals of trust participants
found most important. To conclude, we asked:

“Lastly, having seen now three possible Al seals of trust,
we are curious whether you have your own opinion
about what an Al seal of trust could certify. Below you
have some space to let us know what you think would
be important.”

We analyzed all answers following Mayring’s [May14] recommen-
dations for qualitative content analysis (see results section for
details).

11.5 RESULTS
All data can be accessed via OSF-Open Science Framework..

MANIPULATION CHECK A chi-squared test with the indepen-
dent grouping variable trust seal and the dependent variable trust
seal recall indicated that significantly more participants remem-
bered correctly the seal they saw than those who did not remember
correctly x?(12) = 747.05, p < .001. In the control condition, 63.4%
of participants remembered correctly (n = 71), in the training data
condition, 67.5% (n = 77), in the transparency condition, 63.15% (n
= 72), and in the formal verification, 79.6% (n = 90).

HYPOTHESES TESTING In the central hypothesis of this work
(H1), we expected that participants trust an Al system certified with
an Al seal of trust more than an Al system without certification.
To determine the effect of a seal on the participants’ trust, we
conducted an ANCOVA with the trust score as the dependent
variable and the four leveled factor Al seal of trust as the grouping
variable. As the covariate, we controlled for participants” general
trust in Al. The descriptive results of the variables trust and its
subdimensions performance, process, and purpose, as well as
mistrust grouped by the factor Al seal, can be found in Table 11.1.

Results of the ANCOVA indicate that there was no significant
difference in the partici- pants’ trust scores between the different
groups, F(3,448) = 0.72, p = 0.54. Moreover, we also had to reject
H2 for which we expected that the training data seal would receive
the most trust, followed by the transparency seal, and the formal
verification seal.

While the result for H1 indicates that none of the three different
seals of trust affected participants’ trust perceptions, it could have
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Table 11.1: Descriptive Results of the Dependent Variable Trust and Its
Subdimensions by Experimental Group

No Seal Training Data Transparency Formal Proof

Trust M 348 353 3:50 341
SD 0.71 0.68 0.76 0.69
Performance 329 3-49 339 3.36
SD 0.87 0.78 0.93 0.88
Process M 322 324 3.22 3.08
SD 0.85 0.82 0.94 0.87
Purpose M 393 387 3.88 379
5D o079 0.77 0.76 0.76
Mistrust M 334 3-24 3-35 3-44
SD 1.05 0.99 1.05 0.94

been the case that the seal affected only subdimensions of trust. For
this possibility, we did not articulate a hypothesis but posed RQ1,
asking whether the different seals affected the three subdimensions,
performance, process and purpose differently.

In addition to the three subdimensions, we also included the mea-
sure for mistrust in RQ1 (note that mistrust was not included in the
RQ in the preregistration). To assess RQ1, we conducted a MAN-
COVA with the subdimensions performance, process (integrity &
transparency), and purpose, as well as mistrust as outcome vari-
ables and the four leveled factor Al seal of trust as the grouping
variable. Similarly to testing H1, we also controlled for individual
levels of trust in Al. Results indicate that the three subdimensions,
as well as mistrust, were similarly affected by the trust seals, Pillai’s
trace = .02, F(3,448) = 1.09, p = .075

Although we found no differences between the three seals of trust
and participants’ trust perceptions (see H1), an indirect effect of
the seals on trust can still be expected. In H3a and H3b, we sug-
gested that an effect of the seal is at least partly the result of the
participants” perceived understanding of the seal’s content and the
participants’ familiarity with the seal’s content.

In addition, in Hg, we anticipate that the effect of the seals
might also be the result of the perceived trustworthiness of the
institution which issued the seal. To understand these possible
explaining mechanisms, we ran three separate mediation analyses
with understanding, perceived familiarity, and perceived source
trustworthiness as mediating variables. For this, we used the Pro-
cess Macro version 4.3.1 for SPSS by Hayes [Hay17].
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Furthermore, we used the variable Al seal of trust as the inde-
pendent variable, which was dummy-coded. Participants who
viewed the training data seal were entered as a reference category.
Participants of the control group were excluded from the analyses
as they did not answer questions about their understanding of the
seal, their perceived familiarity, and the perceived trustworthiness
of the source (see also the elaboration in the methods section).

The outcome variable was again trust. We tested the significance
of the effects using bootstrapping procedures, computing 5,000
bootstrapped samples with a confidence interval of 95%. All un-
standardized path coefficients and significance levels can be found
in Figure 11.2. The full results of the mediation analyses can be
found in the online supplementary material D.

The mediation analyses revealed nonsignificant indirect effects
for all three variables (understanding, source trustworthiness, and
perceived familiarity). For understanding and source trustwor-
thiness, the a-path was insignificant, indicating that the Al seal
of trust participants viewed was neither related to the variable
understanding nor source trustworthiness. However, the b-path
was significant, indicating that both were very strong predictors
of trust, with understanding explaining roughly 34% of the trust
variance and source trustworthiness explaining roughly 72%. Not
surprisingly, these results underline the importance of users under-
standing what a seal represents and the importance of the issuing
source of the seal.

In contrast, we found a significant a-path for perceived famil-
iarity, suggesting that participants were not equally familiar with
all Al seals. In particular, we found that participants were more
familiar with transparency than verified training data (positive
coefficient) but were less familiar with formal verification than
training data (negative coefficient). This result partly confirms
what we anticipated in H2, suggesting that participants are not
equally familiar with the different seal content. Beyond this, the
significant b-path indicates that higher familiarity with a seal’s
content resulted in greater trust.

11.6 QUALITATIVE RESULTS

First, we asked participants to rank the three seals of trust they
found most important. With one as the highest rank and three
as the lowest, mean results indicate that participants found all
three seals of trust similarly important, with formal verification
scoring M = 1.94, transparency of the Al system M = 1.94, and
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Figure 11.2: Visual Representation of Mediation Analyses with Unstan-
dardized Path Coefficients

training data M = 2.12. While the mean ranks do not indicate a
great difference between the three seals of trust, which reflects the
results of our quantitative analysis, inspecting the absolute number
that a seal was ranked first, we can see that participants found the
formal verification and transparency of a system most important
(see Figure 11.3).

Because the three trust seals we selected reflect our understand-
ing of importance, we assessed the participants” answers with an
open-ended question, asking what participants find most important
in an Al seal of trust. We applied descriptive and in-vivo codes in
the first coding cycle to capture the participants” answers (Saldafia,
2013). In the second step, all codes were abstracted and summa-
rized into higher-level codes. Throughout both coding cycles, three
independent coders worked on the answers. To ensure the quality
of the final coding scheme, we calculated Cohen’s Kappa on 25%
of the answers. In the first round, all three coders reached an agree-
ment of K = .64. To increase agreement, all three coders discussed
and resolved cases of disagreement. Consequently, inter-rater relia-
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Figure 11.3: Absolute Numbers of the Ranking Data

bility increased to a sufficient K = .82 in a second round of coding
on different sets of answers. In the following, we report the most
important results of the qualitative content analysis. Overall, the
final coding scheme identified seven different categories (see Table
11.4), which differ in the number of mentions as well as the level
of abstraction (number of second-level codes).

While some participants voiced general support for trust seals,
others rejected any certification as well as Al systems as a whole.
For example, P84 stated, “nothing would really give me any trust
in AL. I am very against the idea of anything AL” In addition to
general mistrust in Al and certifications, participants also voiced
concrete concerns about the seal-issuing institution. For example,
P163 states, “I don’t necessarily trust these seals of trust because
they can always get bought”. This reflects our quantitative re-
sults, which underline the importance of source trustworthiness.
Moreover, the distrust voiced by our participants reminds of what
Dietvorst et al. [DSM15] call algorithm aversion, a generally nega-
tive stance toward anything related to algorithms and Al

Following trust literature, most participants, however, commented
along the lines of the three trust dimensions are performance,
purpose, and process, with performance-related comments being
mentioned by far the most. Among those, most participants wanted
a seal of trust to certify that the system does what it was set out to
be (formal verification) and its safety.

Related to the issue of safety, a smaller group of participants
also voiced the need for, what we call, a nondestructive Al seal of
trust. For example, P136 stated that a seal “could certify that the
Al can be trusted not to be evil and ruin mankind,” and P389 who
noted that a seal “could certify whether the Al’s intentions are
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1stlevel codes # Description 2nd level codes (#)

Verification of the general
Trustworthiness 19 | trustworthiness of a system
without further specification

General distrust in the Al or

Distrust 24
the seals of trust

(formal) Verification (60)
Safety (55)

. . , e Accuracy (23)
Performance 206 Verification Of.AI.S abilities Error-free (20)

and characteristics .
Re-evaluation (20)

Extensive testing (20)
Efficiency (8)

Related to how the Al
49 | operates and the intelligibility
of its inner workings

Process
(transparency)

Ethical compliance (13)
Privacy (24)

Training set quality (25)
Copyright compliance (4)

Verification of the intentions
Purpose 66 | of the Al's developers and the
development process

Trustworthy origin of the seal (26)
Transparency of the certification
process (10)

Trustworthy Al 36 Verification of the seal-issuing
seals of trust institution

Verification that Al cannot
Destructive Al 20 | develop its own agency and
intentionally harm humans

Figure 11.4: Results of the Qualitative Content Analysis

true—whether it wants to make humans safe or whether it wants
to further its own goals regardless of our safety.”

11.7 DISCUSSION

Through quantitative and qualitative data collections, in this work,
we investigated the effect of an Al seal of trust on the users’ trust
assessments of Al systems as well as the users” expectations toward
such seals respectively.

QUANTITATIVE RESULTS: ADDRESSING THE NULL EFFECT OF
THE TRUST SEAL In a pre-registered online experiment, we
tested three different seals of trust (certification of the training
data, transparency, and formal verification) and their effects on
user trust in an Al system. However, unlike hypothesized, none
of the three different seals of trust could significantly increase our
participants” trust in an Al system compared to a control group.
A more fine-grained analysis, differentiating trust into its sub-
dimensions performance, process, and purpose, supported this
null result. The seals of trust did not affect the trust dimensions
differently compared to a control group. While previous results
from different domains would suggest an effect of the certifica-
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tion, this paper’s null results echo previous null results. Examples
include McKnight et al. [MKCo4] and Kim et al. [Kim+16], who
relate their null findings to users’ not noticing the seal or users’
limited understanding and familiarity of the seal’s content.

We can rule out these explanations because we also assessed par-
ticipants” understanding of and familiarity with a seal. In addition,
the manipulation check indicated that participants remembered the
respective trust seals. Instead, we suggest that our results relate to
the findings of Adam et al. [Ada+20]. The authors suggest that if a
system’s trustworthiness is already high, an additional seal of trust
cannot increase the trustworthiness any further. We find support
for this speculation in the mean trust ratings of our study as we
noticed that these fall within 3.41 and 3.53 points, significantly
higher than the scale midpoint (2.5 points).

Following theoretical considerations of trust theory and signal-
ing theory, an alternative explanation to the null results is that the
trust seals did not signal the intended meaning. Indeed, our seals
might not have communicated the trustworthiness of the systems
because they are neither well established outside the experimen-
tal setting nor granted by a well-known institution (see also next
section). Hence, they possibly lacked the epistemic authority to
convince our participants.

Moreover, we found that the seals of trust were not perceived differ-
ently in terms of understandability but differed in familiarity, with
transparency certification being the most well-known, followed by
training data and formal verification certifications. Finding differ-
ences for familiarity but not understanding indicates that, while
knowing of a specific certification method, this knowledge does
not necessarily translate into understanding.

SUPPORT FOR EPISTEMIC TRUST We found that independent
of which seal participants saw, the higher the participants” trust
in the seal-issuing institution was, the higher was the trust in
the AI system. In other words, if users trust the institution that
grants the seal, trust in the system will increase. Consequently, this
shifts the users’ trust assessments from the system to the certifying
institution. Hence, our result supports the idea of epistemic trust
and trust in Al-as-an-institution [KR21]. It seems that it is easier for
users to ask, “Whom to trust?” instead of attempting to understand
Al systems.

Moreover, in line with predictions of the ELM, knowing a certify-
ing institution might also function as a mental shortcut. Knowing
that a certain institution is trustworthy, any communication orig-
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inating from such an institution should also be trustworthy (see
also, authority heuristic in Sundar [Sun+08]. For the present work,
we could not rely on the authority of a specific institution as our
seals might have been less effective because their origin was un-
known to the participants. However, adding additional information
such as a seal or a seal-issuing institution whose trustworthiness
has to be assessed also comes with downsides discussed in the
next section.

11.7.1  Qualitative Results

NEED FOR VERIFICATIONS WITHOUT UNDERSTANDING OF VER-
IFICATIONS In the qualitative part of this work, we asked partic-
ipants to explain what they expect from Al certifications. Through
a qualitative content analysis, we found that participant responses
mainly fell within the three trust dimensions, performance, process,
and purpose, with performance-related certification being men-
tioned the most. Among the performance category, participants
indicated that (formal) verification, the certification that the system
does what it was set out to be, was mentioned the most.

This is also supported by the ranking data that we collected. Here,
formal verification was ranked first most of the time. However, in
light of the quantitative results, which indicated that participants
knew the least about formal verification compared to transparency
and training data, the higher ranking of formal verifications is
alarming. Participants found the greatest reassurance in something
they understood the least and, in turn, maybe expected it to be
most comprehensive and fail-safe. We speculate whether this might
be due to participants having given up on other, more well-known
methods.

SECOND-LEVEL TRUST CALIBRATIONS Interestingly, some par-
ticipants mentioned the general need for a trustworthiness certifica-
tion, whereas others voiced distrust toward any such certification
and Al-related system. We relate these contradicting sentiments
to what Wischnewski et al. [WKM23] define as second-level trust
calibrations, where users have to perform an additional (second
level) trust judgment (here: judging the trustworthiness of the
seal) on top of the trust judgment concerning the Al system (first
level), possibly increasing users’ cognitive load. While following
persuasion literature, which suggests that seals can reduce the
users’ cognitive load by offering trust cues, future studies should
examine whether cognitive load can also be increased through the
additional information that needs to be processed.
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This is especially true in the context of calibrated trust. Suppose
it is the aim that user trust is appropriately calibrated to the Al
system’s functionality. In that case, users must also find a way to
calibrate their trust in the Al seal appropriately.

In addition, the distrust sentiment voiced by our participants
also indicates the limits of approaching trust from an epistemic
perspective. If the seal-issuing institution is not trusted, users will
likely not trust the system. Hence, future studies should assess
which cues make an Al seal of trust more trustworthy, and which
user groups generally distrust Al

11.8 LIMITATIONS AND FUTURE STUDIES

The strongest limitation to our study concerns its external valid-
ity. First, as currently no established, noncommercial certification
body or trust seal exist, all material was hypothetical. Similarly,
participants did not directly engage with the Al systems but read
different vignettes.

Hence, we could not measure how participant trust translated
into actual behavioural outcomes. Further, online data collection is
limited for decisions in practice, as this problem type involves sub-
stantial cognitive effort that an online environment may not be able
to replicate as well as decision-making often is a high-involvement
task and online participants may not meet this criterion.

For future studies, we suggest integrating actual systems into
the experimental setting. In addition, with Al systems based on
large language models such as GPT-4 being commercialized, it
could be interesting, for example, to include such a conversational
interface and interactivity in general. Moreover, as participants
likely did not know about Al seals of trust, we had to provide a
definition of such. While we tried to be as subtle as possible, de-
scribing Al systems as “a technology that may present serious risks,
challenges, and unintended consequences” (see Method section),
we potentially biased participants to be more critical and vigilant
than they initially were, raising participants” overall skepticism
toward the presented system.

However, as we can see in the overall trust ratings across condi-
tions, participants perceived the systems as relatively trustworthy
(mean trust ratings > 3.41 points at a scale midpoint of 2.5 points).
In addition, we statistically controlled for participants” general atti-
tudes toward Al by including individuals” attitudes as a covariate
in our analyses. Hence, even if a subgroup of users was affected
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by our definition, it should not have changed our results. Lastly,
as we suggested in the previous section, we speculate that our
null results are related to all Al systems being equally trustworthy.
To test this interpretation, future studies should experimentally
vary the trustworthiness of Al systems by, for example, comparing
different levels of system reliability (high vs. low) to investigate
whether trust seals can increase the users’ trust.

11.9 CONCLUSION

In this work, we investigated the effects of Al certifications, so-
called Al seals of trust, on the users’ trust in Al systems. We
tested three certifications and their effects on global trust and the
trust subdimensions performance, process, and purpose. Unlike
hypothesized, we found that the trust seals did not affect users’
trust in the Al system. Examining possible underlying mechanisms,
we found that a higher understanding of the seal’s content as well
as familiarity with the seal’s content, could increase users’ trust.
Moreover, we found evidence of epistemic trust. That is, the
more participants trusted the seal-issuing institution, the more
they trusted the Al system. However, our qualitative results also
indicated that some participants reject the idea of an Al seal of
trust as they do not trust Al systems or any certifying party. Nev-
ertheless, most participants said they would like to see a system’s
functionality be certified, specifically, its performance and safety.
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SUMMARY AND FUTURE WORK

N this thesis, we both aim to extend methods and applications

as well as tackle central points of interest in the research realm:

Some fundamental challenges—such as understanding the
general conditions under which adversarial attacks transfer—have
been approached from multiple perspectives yet remain unresolved.
A core goal of this thesis was to bridge research areas that are typ-
ically treated in isolation and to shed new light on such open
questions. For all of our presented papers arise new questions
which can be extended upon in the future. The thesis can be sub-
divided into the following fields: Explainability of uncertainties,
robustness and uncertainty attacks, and trustworthiness of Al sys-
tems. Our work spans both empirical proxies, such as the local
intrinsic dimensionality, as well as interdisciplinary work using
psychological studies. In our interdisciplinary context, we high-
light the role of uncertainty quantification for trust calibration and
propose a characterization of trust.

In Part I, we focus on explainable Al: We start by presenting a
novel unsupervised visualization method of both uncertainties in
the form of confidence scores of a network and simultaneously a
proxy for robustness of high-dimensional data in Chapter 3. The
goal was to be able to build warranted trust in machine learn-
ers: We neither wish for humans to over- nor undertrust learners,
and it is commonly known that the probability associated with
the predicted class label does not always reflect its ground truth
correctness likelihood [Guo+17].

As Guo et al. argue [Guo+17], models should signal when they
are likely to be incorrect. This intuition is pursued by us in our
published work Unsupervised DeepView [NM22a]. The challenge
we faced here lay in designing a method capable of quantifying
uncertainties in an unsupervised learning setting. In a supervised
setting, visualizing the classification boundaries can be done using
dimensionality reduction techniques [SHH20].

Our contribution was to employ the unique proxy of local in-
trinsic dimensionality to extend the visualization of classification
boundaries to certain and uncertain regions instead of directly
mapping to the class labels. A key limitation of Unsupervised
DeepView [NM22a] is the need for confidence scores as output of
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a network. We visualize confidence as well as the likelihood of an
adversarial attack using the proxy of local intrinsic dimensionality
[Ma+18].This implies that there is no intuitive implementation for
architectures such as autoencoders, as they lack predictive uncer-
tainty [YB22]. Although it is possible to include frameworks that
estimate aleatoric and epistemic uncertainty for Bayesian autoen-
coders [YB22; Abd+21a], variational autoencoders [Abd+21a], or
other specific approaches, what we would like to test in the future
is whether our intuitive definition of a score function correlating
with the likelihood of adversarial attacks can be extended without
the additional need of prior confidence scores by using verification
techniques.

Regarding future work, we would consider using formal quality
guarantees of autoencoders [Boi+21] as an additional estimate for
our quantifiable unsupervised uncertainty. This would be only one
means of extending the method’s capabilities: The focus of the
method currently lies in its ability to capture a global overview;
however, it is implemented such that local instances are still visible.
This shows potential for combining local uncertainty visualization
schemes with the global overview. Examples could be an extension
of CLUE [Ant+2o0a].

Unsupervised Deepview is model-agnostic and can therefore also
be applied to Bayesian neural networks. CLUE tackles the ques-
tion “What is the smallest change that could be made to an input,
while keeping it in distribution, so that our model becomes cer-
tain in its decision for said input?”. This could be extended to the
question “What is the smallest change hat could be made to an
input, while keeping it in distribution, so that our model becomes
certain or the local intrinsic dimensionality of the input sample
becomes an outlier in its neighborhood?”. With this add-on, we
would again visualize our proposed unsupervised quantifiable
uncertainty estimate.

We then further investigate on a more general scale the impact
of ambiguous data on learners and the limitations of pixel-based
explainable Al in Chapter 4, based on our work “Do you see what
I see? An Ambiguous Optical Illusion Dataset exposing limitations
of explainable AI” [New+25b]. This study aims to bridge the gap
between technically rigorous explanations and the concept of “hu-
man interpretability”. We highlight the challenges of combining
both perspectives meaningfully and discuss their limitations in
detail.
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The dataset, Ambivision, points out examples of ambiguity: If
two animals share characteristics, how can we meaningfully dis-
tinguish the two? As human brains interpret our visual data in a
context-dependent manner [Bie87], perhaps a promising direction
for the domain of automatic object detection will lie in including
general concepts such as gaze direction, rather than only the in-
clusion of pixel-based features. The same can be utilized in the
explainable AI domain: If in those specific cases, explainable Al
is currently unable to provide human-interpretable explanations,
future XAI methods should focus on true concept-based explana-
tions rather than segmenting and grouping pixels [New+25b].

It remains an open problem how to design a specific scheme that
fulfills these criteria: After all, current automatic concept-based
extraction techniques also essentially rely on pixel-based segmenta-
tion and clustering, such as ACE [Gho+19], CONE-SHAP [Li+21a]
or EAC [Sun+23]. Other popular concept-based XAI algorithms rely
on human-annotated concepts instead [Kim+18; FV18; Yeh+20]. We
incorporate human knowledge, but this does not address the more
general open problem visible:How do we automatically construct
concept-based explanations that go beyond pixel-level segmenta-
tion?

In future work, we would like to address this particular research
gap by attempting to detect actual concepts, such as viewing direc-
tion, only automatically. Furthermore, the dataset could be used as
an estimator for future explainable AI methods to measure their
performance in purposefully ambiguous settings by testing the
human interpretability of the extracted information. After all, the
dataset highlights current limitations where prevalent methods fail
[New+25b].

In Part II of this thesis, we dive deeper into the robustness of
neural networks. Building on the concept of attack likelihood in-
troduced in Part I, we explore adversarial vulnerability in greater
depth. In Chapter 7, we extend our discussion by introducing
an attack method that takes into consideration not only common
metrics such as accuracy and distance [GSS14; WX18], but also
other important parameters such as certainty and transferability.
In doing so, our objective is to show that the metrics commonly
used for detection and mitigation purposes [SG18] are vulnerable
to this kind of attack setup.

We therefore aim to push the arms race discussion between
new attacks and their detection strategies into consideration of
additional metrics, especially those important for detection and
mitigation attempts. Future adversarial attacks should take this
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into account when designing new attack angles. Another direction
could lie in attacking not just confidence scores of a network, but
rather trying to optimize adversarial attacks with regard to other
epistemic and aleatoric uncertainties captured in a less naive man-
ner.

Transferability is an interesting phenomenon in machine learn-
ing: Attacks can transfer from one model to another, even when
learners are trained on different datasets or using different model
architectures, and it remains an open problem and is poorly under-
stood [WZT+18]. In Chapter 6, we therefore tackle the correlation
between topological similarities of datasets and the transferability
of attacks. We expected that topologically distant datasets were
less likely to transfer, but surprisingly, this was not the case. This
opens up room for discussion.

Previous research suggested that there should be some global
shared features present [Xie+19]. We were not able to find those
with our suggested proxies, and while our empirical evaluation
has its limitations, we still have to ask ourselves: Are we really
looking into the right direction in this research field? Are there
really shared features present that we are simply unable to detect
as of now, or does the nature of adversarial attacks stem from
completely different factors? If topological data analysis is not the
correct tool for depicting similarities that lead to transferability,
then what is? Promising new research areas to be considered in-
clude manifold learning [Ize12] or algebraic geometry [Har13].

In future work, this research question can be expanded using verifi-
cation estimates for certain perturbation sizes, or we might have to
go for entirely new mathematical proxies that represent this more
proficiently. In summary, research on robustness provides endless
opportunities: What other proxies can we test that might correlate
with adversarial transferability? What could capture adversarial
subspaces in a more reliable manner other than local intrinsic di-
mensionality, a factor that relies solely on the dataset? How do
we include model factors? All of those questions remain open for
future work.

In Part III of this thesis, we continue by defining a trust framework
that explicitly incorporates uncertainty, as presented in Chapter 9.
This chapter interconnects the core themes of robustness, explain-
able Al, and uncertainty quantification into a unified framework
for trust. Chapter 9 motivates the need of our additional interdis-
ciplinary work and serves as an introduction to the connection of
trust in Al systems: In Part I of our thesis, we discuss the need for
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human interpretability of explainable Al. However, testing the real
interpretability of an Al scheme is often not performed rigorously
or without a meaningful sample size. This lack of empirical valida-
tion can result in misleading conclusions about interpretability.
Analyzing our own proposed scheme Unsupervised DeepView
in Chapter 10, we found that sometimes less information is more
comprehensible. In our particular example, the background of
the explanation, while depicting an interesting estimation of the
uncertainty, was really only confusing to users and lead to less
interpretability. This finding is not entirely new [Ten+19], but we
were able to crystallize that it is not often foreseeable which part
of the scheme is still useful and what is redundant without testing
interpretability using psychological studies [New+25a].

In addition to defining this thesis” grounding in trust and evaluat-
ing the interpretability of our proposed explainable Al method, we

also collaborated on a study led by Magdalena Wischnewski[Wis+24a],

investigating the trust certifications through trust seals and their
effect on perceived trust. We found that seals do not affect user’s
perceived trust, but this variable is influenced if the issuing insti-
tution is deemed trustworthy by the user. Many critical questions
still lack a unified perspective between psychologists and computer
scientists, as knowledge from their respective subfields has not yet
been fully integrated.

Possible new problem statements include trust calibration for
future teachers in order to improve the ability to handle the
flood of new upcoming methods and research in that domain.
Both overtrust and undertrust pose significant risks, especially for
younger users unaware of the dangers that come with artificial
intelligence. In conclusion, due to the rapid technological progress
in machine learning there are many different promising research
directions and interesting problem statements left to tackle .
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