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Abstract

Critics of Big Tech often describe ‘surveillance capitalism’ in grim terms, blam-
ing it for all kinds of political and social ills. This article counters this pessimistic
narrative, offering a more favorable take on companies like Google, YouTube, and
Twitter/X. It argues that the downsides of surveillance capitalism are overstated,
while the benefits are largely overlooked. Specifically, the article examines six criti-
cal areas: 1) targeted advertising, ii) the influence of surveillance capitalism on poli-
tics, iii) its impact on mental health, iv) its connection with government surveillance,
v) its effects on the rule of law and social trust, and vi) privacy concerns. For each
area, it will be argued that concerns about surveillance capitalism are unfounded
or exaggerated. The article also explores some benefits of the services provided by
these technology companies and concludes with a discussion of the practical impli-
cations. Throughout, the article draws on empirical evidence relating to the societal
and political impact of digital technologies.
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1 Introduction

Critics of data-collecting tech giants such as Google, YouTube and Twitter/X have
painted an alarming picture of what they call ‘surveillance capitalism’. Comparing
these companies to brutal conquistadors or blood-smelling predators, critics blame
surveillance capitalism for all kinds of social and political ills and mark it as one of
the great evils of our time.! My project in this paper is to challenge this pessimistic
narrative and to offer a more positive perspective.

Like many developments associated with the rise of information technology and
artificial intelligence, surveillance capitalism is a complex and morally ambivalent
phenomenon. I am not going to deny that there are risks and downsides associated
with surveillance capitalism. However, the extremely pessimistic and at times alarm-
ist perspectives on the topic, prevailing in both scholarly and popular discourse, are
in my view misguided. Many critical discussions of surveillance capitalism suffer
from two defects. They often exaggerate the negative aspects of surveillance capital-
ism, and they fail to acknowledge its positive aspects. The picture that emerges after
correcting these biases will not be uniformly rosy, and this paper seeks to do justice
to the ambivalence of the issue. But the emerging picture will be a lot more positive
than critics would have us believe.”

I start by clarifying what I mean by surveillance capitalism and why I find the
term itself problematic (Sect. 2). In the subsequent sections, I address six major con-
cerns raised by critics, attempting to explain why their worries about these issues
may be exaggerated. I discuss targeted online advertising (Sect. 3), the political
impact of surveillance capitalism (Sect. 4), its impact on mental health (Sect. 5), its
relationship with government surveillance (Sect. 6), its effects on the rule of law and
social trust (Sect. 7), and privacy implications (Sect. 8). I then say a bit more about
the positive aspects of surveillance capitalism (Sect. 9). I conclude by reflecting on
the broader significance of the findings (Sect. 10).

My discussion of potential problems with surveillance capitalism is inevitably
selective. The critical literature surrounding Big Tech is large, and I cannot here do
justice to all of it. This article is organized around a selection of six key concerns
that strike me as important and that are recurrent in academic and popular debates.
Shoshana Zuboff, the most prominent critic of surveillance capitalism, will serve as
one key reference point among others.

! The comparisons are due to Zuboff (2019, pp. 141, 192) and Véliz (2020, p. 25). Zuboff’s use of such
terms as ‘chaos and terror,” (2015, p. 81) ‘atrocities,” ‘poison,’ (2022, pp. 7, 34), ‘parasitic’, ‘vampire’,
‘kidnapping’, ‘violent battle’, and even ‘final solution’ (2019, pp. 128, 192, 9) to describe surveillance
capitalism falls within the same rhetorical category. Zuboff and Véliz are among the most vocal critics of
surveillance capitalism. Other critical literature that this article engages with is referenced in the relevant
sections throughout.

2 Some of the few authors who have questioned the pessimistic narrative, anticipating many of the points
made in this essay, include economists Bryan Caplan (2019) and Tyler Cowen (2019, ch. 6), journalist
Robby Soave (2021), historian of ideas Johan Norberg (2023, ch. 5), and science and technology scholar
Lee Vinsel (2021).
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This paper, though primarily philosophical, will draw extensively on empiri-
cal literature. The seriousness of many concerns relating to surveillance capitalism
depend on empirical facts, which philosophical discussions need to engage with. In
some areas, the empirical literature is extensive, such as on echo chambers, filter
bubbles, polarization, and mental health issues. Here, particular attention will be
given to studies that offer a summary overview of existing research (review studies,
meta-analyses, umbrella reviews). In other areas, such as whether algorithms exhibit
political bias, the empirical literature is still scarce, and we must do without review
studies. Limitations, ambiguities or contradictions within the empirical literature
will be highlighted throughout.

2 On‘Surveillance Capitalism’

Surveillance capitalism relates to the practice of internet companies of offering
typically free-of-charge online services and generating revenue by monetizing user
data, especially through targeted advertising. The term, popularized by Zuboff and
embraced by many others, seems to be a bit of a misnomer.’ Both the ‘surveillance’
part and the ‘capitalism’ part in ‘surveillance capitalism’ are misleading.

Consider first ‘surveillance’. Some scholars have proposed definitions of ‘sur-
veillance’ according to which the practices of surveillance capitalism companies
(henceforth ‘SC companies’) qualify as surveillance. Macnish, for instance, defines
surveillance “as simply the sustained monitoring of a person or people”, irrespec-
tive of the purpose of the monitoring.* A narrower definition has been offered by
Lyon, who defines as surveillance “any collection and processing of personal data,
whether identifiable or not, for the purposes of influencing or managing those whose
data have been garnered.”® On these accounts, the practices of SC companies qualify
as genuine cases of surveillance. However, the case could be made that these and
similar definitions miss an important aspect. We usually do not speak of surveillance
unless the monitoring or data-collecting serves the purpose of verifying that people
comply with certain normative expectations, such as laws, moral norms, orders, etc.

For instance, contrary to Macnish’s definition, I do not believe we would classify
a football coach’s scouting of a potential transfer target as ‘surveillance’, although
it involves ‘sustained monitoring’. Similarly, contrary to Lyon’s definition, it feels
unnatural to categorize as ‘surveillance’ a coaching staff’s collecting and processing
of performance data of their players to improve their game, although this serves to
‘influence or manage those whose data have been garnered’. This seems more like
mere monitoring or observing than surveillance. In contrast, we may refer to it as
surveillance when the coaching team keeps tabs on its players to ensure they eat

3 Talk of ‘surveillance’ or ‘surveillance capitalism’ in this context is common in the literature (see e.g.
Benn & Lazar, 2022; Risse, 2023, ch. 8; Vaidhyanathan, 2018; Véliz, 2020; Venkatesh, 2021; Williams
& Raekstad, 2022).

# Macnish, 2018a, p. 10.

5 Lyon, 2001, p. 2.
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healthily and refrain from partying before match days, imposing penalties on those
who do not comply. Surveillance, it seems, is about ensuring that individuals com-
ply with certain normative expectations.

This perspective on surveillance aligns with definitions that highlight the preven-
tion of crime or wrongdoing as its primary objective. MacQuade and Danielson, for
instance, suggest that.

[m]onitoring is a general term that refers to the systematic, continual, and
active or passive observation of persons, places, things, or processes. By con-
trast surveillance is used to indicate targeted monitoring of activities by police
or security officials for specific evidence of crimes or other wrongdoing. Sur-
veillance focuses on individuals, buildings and properties, or vehicles deemed
suspicious on the basis of credible information that they are connected in some
way to illegal or otherwise inappropriate activity.®

Similarly, the Cambridge Dictionary defines surveillance as “the careful watch-
ing of a person or place, especially by the police or army, because of a crime that
has happened or is expected.”” While I do not think that the agents of surveillance
are limited to the police, security officials, or the army, the above definitions capture
what appears to be an important aspect of surveillance, namely that it is about track-
ing and preventing ‘inappropriate activity’.

If we understand surveillance as being about ensuring that people comply with
certain normative expectations, then surveillance capitalism typically does not
involve any surveillance. With one exception to which I shall return, SC compa-
nies are typically not in the business of ensuring that people comply with normative
expectations. Their primary aim in collecting and processing user data is monetizing
these data, not enforcing norms. Targeted advertising, arguably the core business
of surveillance capitalism, seeks to nudge people towards purchases, not to police
them.

I do not want to dismiss alternative definitions, such as those by Macnish or
Lyon, as they may have their uses. The exact meanings of everyday terms like ‘sur-
veillance’ are not always clear-cut, and one is free to define them according to one’s
needs. Also, the substantial questions are rarely affected by terminological choices.
However, because of the unfitting associations with policing that the term ‘surveil-
lance’ evokes, I believe it is misleading in this context.

The ‘capitalism’ part in surveillance capitalism is also confusing and ill-speci-
fied. To frame the problem in Aristotelian terms: The differentia specifica is rela-
tively clear — the defining feature of surveillance capitalism is that it involves the
collection and use of data. But the genus proximum is poorly specified. It is unclear
what kind of thing we are talking about. On a dedicated definition page in her book,
Zuboff offers as many as eight different definitions. She characterizes surveillance
capitalism as (1) an economic order, (2) an economic logic, (3) a ‘mutation’ of capi-
talism, (4) a foundational economic framework, (5) a threat, (6) the origin of a type

6 McQuade III & Danielson, 2005, p. 1228.
7 Cambridge Dictionary.
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of power, (7) a movement, and (8) an expropriation of human rights.® Elsewhere,
she characterizes surveillance capitalism as a ‘market form” or a ‘business model’.”
These are all different kinds of things, or genera proxima. What kind of thing, then,
is surveillance capitalism supposed to be?

Attempting to bring order to the varied usages, it appears that the term is primar-
ily used to refer to either:

the business practices of tech companies like Google, YouTube and Facebook
insofar as they generate revenue by collecting and monetizing user data (e.g.,
through targeted advertising), typically in exchange for free-of-charge online ser-
vices.

or.

a capitalist economic system that is characterized by the domination of these
business practices, or, in Zuboff’s terms, a system where these business practices

have become ‘the dominant logic of accumulation”.'’

I prefer the first usage. My reasons for this are twofold. First, critics of surveil-
lance capitalism seem to be objecting to these business practices irrespective of
whether they are becoming the ‘dominant logic of accumulation’ or not. Second, it
is unclear whether these business practices really are becoming the ‘dominant logic
of accumulation’, as Zuboff believes. The exact size of the current SC economy, let
alone its future trajectory, is difficult to gauge. But to offer some perspective, the
entire digital advertising market in the US is projected to reach 298 billion US dol-
lars in 2024.'" In contrast, the revenue of the US’s single largest company by rev-
enue, Walmart, stands at 648 billion US dollars.'? In terms of market capitaliza-
tion, the two most important SC companies, Alphabet (Google, YouTube) and Meta
(Facebook, Instagram, WhatsApp), rank 4th and 6th, respectively.13 At the time of
Musk’s takeover, Twitter/X with a market capitalization of some $38 billion was
not even among the top 100 US companies.'* Topping the list are two tech giants,
Microsoft and Apple, that earn their revenue primarily from other sources, such as
hardware, software, server products, cloud computing, and gaming.'> The second
usage of the term, which insinuates the dawn of an entirely new type of capitalism
dominated by SC business practices, therefore seems misleading.

8 Zuboff, 2019, p. ix.

9 Zuboff, 2015, passim; 2019, passim.

10 Zuboff, 2019, p. 14.

1" As of April 2024 (Digital Advertising — United States).

12 As of April 2024 (Fortune 500: Walmart).

13" As of April 2024 (Biggest Companies by Market Cap).

14 Largest Companies by Market Cap. Now privately owned, Twitter/X typically no longer appears in
rankings of companies by market capitalization.

15 Note that not all companies that make up ‘Big Tech’ are SC companies in the narrow sense used here.
The scope of this paper is thus fairly narrow and differs from that of more sweeping critiques of the tech
industry, such as Morozov’s critique of the techno-solutionist mindset (2013) or Srnicek’s critique of
‘platform capitalism’ (2017).
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For these reasons, I shall use the term ‘surveillance capitalism’ in the first
of the two ways. This usage captures the critical discourse surrounding the term.
Opponents of surveillance capitalism are criticizing what SC companies are doing
— whether it is the ‘dominant logic of accumulation’ or not. Here, I offer a cautious
defense of what these companies are doing.

It is possible that the nefarious-sounding term ‘surveillance capitalism’ was
chosen more for its rhetorical effect than its semantic adequacy. Given its wide-
spread use in the debate, I will also use it in this paper. But I wish to register my
reservations.

3 Surveillance Capitalism and Targeted Advertising

The placement of online targeted advertisements is at the heart of surveillance capi-
talism. The main reason SC companies gather vast amounts of user data is to gener-
ate revenue by charging advertisers for placing targeted ads.'® The fact that users are
exposed to this type of advertising — also known as personalized or behavioral adver-
tising — is among the most common complaints about surveillance capitalism. '’

At first glance, it is not evident why targeted advertising should be a major con-
cern. Being exposed to ads for products that match one’s interests is on the face
of it unproblematic. Admittedly, targeted advertising can be annoying. A browsing
experience without targeted ads would certainly be more enjoyable. However, the
inconvenience caused by targeted advertising seems relatively minor. Moreover,
this nuisance is not unique to targeted ads. Traditional advertising, which often pre-
sents ads for products of no interest to the viewer, could be considered even more
bothersome.'®

However, some suggest that there exists a deeper, more fundamental issue with
targeted advertising. The core concern, as some argue, is that targeted ads are inher-
ently manipulative. While conventional advertising can be manipulative too, tar-
geted advertising, which leverages detailed information about individual users, is
markedly more so. This exacerbates the pre-existing concern about advertising’s
manipulative nature. And such manipulation is concerning because it compromises
personal autonomy. Thus, according to this critique, one principal problem with sur-
veillance capitalism is that it erodes personal autonomy by subjecting individuals to
highly manipulative targeted advertising.'

There are three reasons why a critique of surveillance capitalism along these
lines has limited force. First, any act of manipulation and the associated reduction
in autonomy can vary in moral seriousness. Targeted advertising is arguably on the
‘not so serious’ end of the spectrum. As Benn and Lazar note, the seriousness of

16 Revenues from advertising account for some 98% of Meta’s revenue (Johnston 2023).

17 E.g. Calo, 2013; Spencer, 2020; Susser, Roessler, & Nissenbaum, 2019a, 2019b; Véliz, 2020; Zuboff,
2019.

18 Similarly, Soave, 2021, pp. 121-122.

19 Susser et al., 2019a, 2019b.
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a given instance of manipulation depends on its efficacy and on what is at stake,
and targeted advertising appears neither extraordinarily effective nor does it carry
particularly high stakes.”’ Surprisingly, existing research on targeted advertis-
ing offers a mixed picture of its effectiveness. Some studies confirm its superior
effectiveness.’! Others yield more ambiguous results, indicating that its effective-
ness is highly variable and might even be negative due to privacy concerns or per-
ceived ‘creepiness’.?? A review paper summarizing existing research concludes that
“[o]verall, the findings are much more nuanced than the industry’s promise that
[targeted advertising] boosts ad effects.”® Another study reviewing the state of
research notes that “[a]lthough, personalized advertising has become a prevalent
marketing strategy, and many practitioners believe that personalized advertising is
more effective than generic advertising, scholars have reported somewhat mixed
results regarding how different levels of personalization affect consumer reactions
« 24 Despite some remaining uncertainty, the evidence does not seem to support the
popular notion that online targeted advertising has reached an entirely new level
of manipulation, turning users into mind-controlled zombies. Regarding what is at
stake, a successful targeted ad might lead a person to purchase a product they actu-
ally find useful. Undoubtedly, there are instances where targeted advertising might
lead people to spend on products they do not need. However, there are worse things
than encouraging people to purchase products that align with their interests. I am
not disputing that there is something questionable about how targeted advertising
tries to influence purchasing decisions. But when compared to other more serious
autonomy-reducing manipulations the manipulation in targeted online advertising
does not seem too alarming.? Susser et al.’s description of targeted advertising as a
“grave threat” and “insidious” appears exaggerated.

Second, when assessing the impact of surveillance capitalism on consumers’
autonomy, we must consider the numerous ways in which the services provided
by SC companies enhance consumer autonomy and diminish their vulnerability
to manipulation in the marketplace. Susser et al. refer to Joseph Raz’s account of
autonomy.?’” “The ideal of personal autonomy”, Raz writes, “is the vision of people
controlling, to some degree, their own destiny, fashioning it through successive deci-
sions throughout their lives.”?® Autonomy is compromised, for instance, when one is
“forced by circumstances, or deceived by one’s own ignorance, or governed by one’s

20 Benn & Lazar, 2022, pp. 140-141; see also Véliz, 2020, p. 146.

2l De Kezer et al., 2022a; Guo & J iang, Tran et al., 2020.

2 E.g. Aguirre, Mahr, Grewal, de Ruyter, & Wetzels, 2015; Bang et al., 2019; De Keyzer et al., 2022b;
Kim et al., 2022; Lambrecht & Tucker, 2013; Winter et al., 2021.

23 Boerman, Kruikemeier, & Zuiderveen Borgesius, 2017, p. 369.

24 Bang et al., 2019, p. 1118. Two further summaries of the literature also paint rather mixed pictures
(Boerman & Smit, 2023, p. 63; Varnali, 2019; pp. 9-10).

% Similarly, Benn & Lazar 2022, p. 141.

2 Susser et al., 2019b, pp. 9, 13.

" Raz, 1988.

28 Raz, 1988, p. 156.
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weaknesses.”> On this account, targeted advertising, aiming at subverting people’s
control over their purchasing decisions, diminishes autonomy. However, this same
account of autonomy also seems to imply that the benefits provided by SC com-
panies greatly compensate for such reductions. For example, consider a few of the
services offered by Google. Its search engine equips users with immediate access
to a vast range of information about almost anything, including potential purchases.
Google also provides user reviews for nearly every product and service available,
along with reviews of stores, businesses, and other entities. Product review videos
are available on YouTube (which is owned by Google). Such services, merely a frac-
tion of those provided by SC companies, empower consumers and boost their auton-
omy. If, as Raz contends, ignorance, deception, and manipulation weaken autonomy,
then having comprehensive, trustworthy information readily accessible literally at
one’s fingertips must surely enhance it. With the advent of surveillance capitalism,
it has become unprecedentedly easy for consumers to resist deception and manipu-
lation in the marketplace, enabling them to make informed and rational purchasing
choices. One characteristic feature of surveillance capitalism, online targeted adver-
tising, might slightly curtail consumer autonomy. But thanks to the services users
get in return, the net effect on consumers’ autonomy is probably favorable by a large
margin.

Finally, users who want to avoid targeted advertising can take various simple
steps to reduce their exposure. These include disabling cookies, browsing in incog-
nito mode, and using services (e.g. search engines) that do not collect user data
and/or do not display any ads. Several service providers (including Google, You-
Tube, and Twitter/X) also allow users to opt out of targeted advertising for free,”
and some (including Facebook, Instagram, Yahoo and YouTube) offer the option
to opt out of advertising all together for a fee.’! Another way to reduce exposure to
both targeted and non-targeted ads is the use of ad-blocking software, although its
effectiveness varies.>? For those wary of being manipulated into making irrational
purchases, having a policy of not clicking on ads goes a long way toward preventing
such purchases. There thus exist numerous easy and effective methods for individu-
als to reduce, if not completely eliminate, exposure to targeted advertising and to
minimize associated downsides while still enjoying the benefits of services of SC
companies.

People often face serious challenges in their lives that are difficult or expensive to
solve. Exposure to targeted advertising is not one of them. It is not particularly prob-
lematic to begin with, and there are inexpensive and simple, if imperfect, solutions
available. >

2 Raz, 1988, p. 156.

30" As of April 2024. This also applies to Google’s web browser, Chrome, which no longer relies on
third-party cookies. Note though that, even after an opt-out, Twitter/X will still show ads ‘based on your
X activity’.

3! Meaker, 2023a.

32 Balebako et al., 2012; Gervais, Filios, Lenders, & Capkun, 2017; Merzdovnik et al., 2017.

33 On irrational hostility towards advertising, see also McCloskey, 2019, pp. 120-121.
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4 Surveillance Capitalism and Politics

While manipulative targeted advertising is often the primary complaint about sur-
veillance capitalism, concerns about its impact on politics come in a close second.
Allegations abound that surveillance capitalism negatively influences political cul-
ture, with Zuboff even claiming that we are in the midst of a ‘death match’ between
democracy and surveillance capitalism.** Concerns about the political impact of
surveillance capitalism merit serious attention. However, upon closer examination,
the situation appears more nuanced and less dire.

The impact of surveillance capitalism on politics is a complex topic, and the
already vast body of empirical research on it is rapidly growing. While I cannot
cover every facet of its political impact, I will provide some evidence suggesting that
some prominent worries might be exaggerated.

One such worry relates to the role of social media in spreading misinformation.
A recent review of the academic discourse surrounding this concern portrays it as a
moral panic. The authors summarize their findings as follows:

Unreliable news, including false, deceptive, low-quality, or hyper partisan
news, represents a minute portion of people’s information diet; most people
do not share unreliable news; on average people deem fake news less plausible
than true news; social media are not the only culprit; and the influence of fake
news on large sociopolitical events is overblown.?

A literature review on echo chambers, filter bubbles, and polarization arrives
at a similarly deflationary conclusion. The research reviewed suggests that “echo
chambers are much less widespread than is commonly assumed, finds no sup-
port for the filter bubble hypothesis and offers a very mixed picture on polarisa-
tion and the role of news and media use in contributing to polarisation.”*® In fact,
the authors note that there is some evidence suggesting that, contrary to what the
filter bubble scare suggests, relying on search engines and social media for news
consumption increases the diversity of people’s news diet. Yet another review study
confirms “that, rather counterintuitively, there is convincing empirical evidence
demonstrating that social networking sites increase the range of political views to
which individuals are exposed.”®’ In the same vein, the author of a book-length
treatment of this issue characterizes social media platforms as “important engines
of context collapse, rather than enablers of ideological segregation”, and concludes
that, “[m]ainly, the debate about these concepts and their apparent impacts on soci-
ety and democracy constitutes a moral panic.”*® The evidence regarding political

34 E.g. Benn & Lazar, 2022; Coeckelbergh, 2024; Sunstein, 2018; Susser et al., 2019a, 2019b; Vaidhy-
anathan, 2018; Véliz, 2020; Zuboft, 2022.

35 Altay, Berriche, & Acerbi, 2023, p. 1 (references within the quoted paragraph were omitted).

36 Ross Arguedas, Robertson, Fletcher, & Nielsen, 2022, p. 5.

37 Barbers, 2020, p. 44.

3% Bruns, 2019, pp. 99, 95-96. Similarly, an earlier review study concluded that “at present there is little
empirical evidence that warrants any worries about filter bubbles” (Zuiderveen Borgesius et al., 2016, p. 1).

@ Springer



122 Page 100f33 P. Konigs

polarization is mixed. Some research supports the wide-spread belief that social
media is exacerbating political polarization, possibly as a result of exposing users to
opposing political views.?® But a good deal of the literature challenges conventional
wisdom. For instance, polarization has been found to be least pronounced among
younger people, the demographic most likely to use social media.** There are even
results suggesting that, precisely as a result of exposing users to a diversity of politi-
cal messages, social media might be inducing political moderation rather than polar-
ization.*! One review study asserts that the “prevailing consensus in political science
is that elite behavior, rather than communication, is driving political polarization.”*?
Another review concludes cautiously that the effect of social media use on polariza-
tion “remains unclear”, specifying that “in some cases social media exposure may
exacerbate polarization while in other contexts or on certain platforms the effects are
unobservable or even lead to depolarization.”*

The above does not amount to a comprehensive review of the sizeable body of lit-
erature on social media’s impact on filter bubbles, echo chambers, and polarization.
And some of the results are inconclusive or contradictory. Still, the above discussion
should suffice to make us pause and question one-sided alarmist narratives.

A related concern is political manipulation, where both the SC companies them-
selves as well as third parties using SC services or data could act as potential agents
of manipulation. SC companies can wield considerable political influence since
their algorithms can affect billions of users. Search engine companies can prioritize
certain politically opportune results, social media companies can promote or sup-
press specific content, and so on. Given that most big tech companies lean to the
left in terms of the composition of the staff of these companies, it is natural to sus-
pect that SC companies might use their power to engage in left-leaning influencing
and manipulation.** There is some evidence to suggest that this might be the case.
Some high-profile cases of questionable left-leaning content curation include Twit-
ter’s shadow-banning of Stanford Professor Jay Bhattacharya, a critic of the Covid
lockdown measures, and its ban on gender-critical feminists, like philosopher Holly
Lawford-Smith.*> There are also studies suggesting a left-leaning bias of search
engines.*® However, a closer look reveals a less dramatic picture. For instance, the
left-leaning bias reported by one of these studies consists in YouTube’s algorithms
(which were found to steer users aways from political extremes) to be more effective
in steering users away from far-right content compared to far-left content.*’ Another

% Bail et al., 2018; see also Settle 2018.

40 Boxell et al., 2017.

41 Barber4, 2015; Beam et al., 2018.

42 Tucker et al., 2018, p. 40; see also Arceneaux & Johnson, 2015.

43 Kubin & von Sikorski, 2021, p. 194.

4 Molla, 2018.

4 Lawford-Smith, 2022; Stein, 2023. For an empirical documentation of shadow-banning, see Le Mer-
rer, Morgan, & Trédan, 2021.

46 Diakopoulous et al., 2018; Gezici et al., 2021; Ibrahim, AlDahoul, Lee, Rahwan, & Zaki, 2023;
Kulshrestha et al., 2019; Lutz et al., 2021; Robertson et al., 2018.

47 Ibrahim, AlDahoul, Lee, Rahwan, & Zaki, 2023.
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study reporting a left-leaning bias in YouTube’s initial search results found this bias
to be ‘slight’ and that YouTube actively counteracts bias with its subsequent video
recommendation.”® A study that found a small left-leaning bias in Google’s search
engine, which is slightly more likely to produce left-leaning content, also revealed
that Google’s ranking algorithm tends to place left-leaning content further down the
list of search results.*” A study on Twitter/X and Google found some evidence of
left-leaning bias, noting, however, that it “did not find evidence of any systemic bias,
i.e., the platforms consistently ranking the items from one political leaning higher
than the other, or consistently making the search results more polarizing by add-
ing a Democratic-leaning bias to Democratic party related queries and Republican-
leaning bias to Republican party related queries.“>° And a study that found Google
and Bing search results to have a left-leaning bias also found these search engines
to be unbiased for searches on specific controversial topics and notes that the bias
that was found might not be attributable to biased algorithms.’! Further evidence
challenges the idea of a pervasive left-leaning bias among SC companies. A study
that looked at comment moderation on YouTube found “no significant difference
in moderation likelihood across the political spectrum.“>> The notion that online
platforms intentionally stifle right-leaning voices is challenged by a forthcoming
study on the news recommendations algorithms of Google, Facebook, YouTube and
Twitter/X, which notes that right-leaning news sources “have received something of
a bump in prominence.”> An internal study by Twitter/X found that its personali-
zation algorithms amplify right-leaning, rather than left-leaning, content.>* Another
yet-to-be peer-reviewed study indicates that any perceived political asymmetry in
Twitter/X’s enforcement of its anti-misinformation policy might simply reflect the
differing tendencies among users to share misinformation based on their political
leanings.>> An official inquiry by the US Federal Election Commission, in response
to concerns raised by the Republican National Committee, discovered no evidence
that Google’s spam filter had a bias against Republican fundraising emails.>® Over-
all, while more research is needed, the available evidence paints a mixed and rather
unremarkable picture. Some biases may exist, and we do well to monitor the activi-
ties of SC companies closely. But the evidence does not strongly support the idea
that SC companies are systematically manipulating their user base politically. In
fact, the practices of these companies appear rather even-handed when considered in
comparison. For instance, they appear particularly even-handed when compared to
other influential societal actors whose political biases are glaringly obvious, some of

8 Lutz et al., 2021.

49 Robertson et al., 2018.

0 Kulshrestha et al., 2019, p. 222.

3! Gezici et al., 2021.

2 Jiang, Robertson, & Wilson, 2020.

53 Nechushtai, Zamith, & Lewis, forthcoming, p. 20.

34 Huszér et al., 2022. Similarly, A non-peer reviewed study by a SEO company on Google’s search
results suggests, if anything, a right-leaning bias (O’ Toole, 2021).

55 Mosleh, Yang, Zaman, Pennycook, & Rand, MS.

36 Fung, 2023.

@ Springer



122 Page 12 0f33 P. Konigs

which even have a professional obligation to be impartial (think e.g. of media com-
panies or supreme court justices). Presumably, SC companies’ desire to maximize
profit may be compatible with some bias, but it is incompatible with a pronounced
political slant that would alienate a large proportion of the user base.’’ Consider-
ing the relatively low current level of political bias, regulatory efforts, which may
invite partisan political influence, will probably increase rather than decrease bias
and politicization.

The services or data from SC companies may also be tapped by third parties for
potential political manipulation. Yet, the two most prominent scares about such
interference have proven to be more bark than bite. The first case is the Russian
social media campaign aimed at influencing the 2016 US election. A recent study
found “no evidence of a meaningful relationship between exposure to the Russian
foreign influence campaign and changes in attitudes, polarization, or voting behav-
ior.>® The other case is the Cambridge Analytica scandal. The evidence suggests
that Cambridge Analytica grossly exaggerated its capability to sway voters, essen-
tially duping naive politicians. Evidence of the efficiency of psychographic voter
targeting is flimsy, as a Nature piece explains, making it unlikely that Cambridge
Analytica’s services had any significant impact on election outcomes.>

Not only have many of the problems been overstated. The services provided by
SC companies might also impact politics in ways that most democratic theorists
would welcome, e.g. by allowing people to express themselves politically and to
organize political action.®” Social media might be particularly valuable for eman-
cipatory and anti-autocratic movements. Prominent examples that come to mind
include the Arab Spring, in which social media seem to have played an important
role,®! and the Me-Too-movement. It is not entirely implausible to interpret the rou-
tine banning or limiting of access to SC services by autocratic regimes as indicative
of their liberating potential.®?

Against this backdrop, concerns that rampant political online manipulation
threatens to erode collective autonomy by undermining individual autonomy appear
exaggerated.®® Both popular and scholarly discourse appear to be overestimating the
extent and effectiveness of political online manipulation. Moreover, it is plausible
that the services provided by SC companies can also have a positive effect on col-
lective and individual autonomy. While its precise net effect on political autonomy
is difficult to determine, it is not necessarily negative. All this is not to deny that

5T See Caplan, 2022. For another more relaxed take on this issue, see Cowen, 2019, pp. 115-116.

38 Eady et al., 2023, p. 1.

59 Gibney, 2018; Karpf, 2019; Waterson, 2020. Contrary to a prevalent belief (e.g. Coeckelbergh, 2024,
p- 38), Cambridge Analytica was not involved in the Brexit referendum (Waterson, 2020).

0 See e.g. Jost et al., 2018.

1 Steinert-Threlkeld, Mocanu, Vespignani, & Fowler, 2015.

2 Note, though, that one study on the political effects of access to Facebook did not find any positive
impacts in terms of regime changes in autocratic countries, improvements in indices of democracy, or
measures of governance. It did find that access to Facebook leads to a decrease in violent internal con-
flict. (Fergusson & Molina, 2019).

93 For a statement of this concern, see Susser et al., 2019a, 2019b.
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there are political challenges associated with social media and other aspects of sur-
veillance capitalism. Overall, the evidence bearing on this question is complex and
often ambiguous or contradictory. However, the prevailing doomerist take on how
surveillance capitalism impacts politics seems way off the mark. For one thing, it
seems that the impact of social media on politics has been massively overstated.
This assumption is further bolstered by a recent set of high-profile studies from the
comprehensive Facebook and Instagram Election Study (FIES), conducted in part-
nership with Meta. These studies, where researchers tweaked the content that users
were exposed to, suggest that social media algorithms simply have little impact on
people’s political attitudes and behaviour. As one commentator summarizes the
results: “Participants didn’t differ from other users in how polarized their views
were, for example, or in their knowledge about the elections, their trust in media
and political institutions, or their belief in the legitimacy of the election. They also
were no more or less likely to vote in the 2020 election.”®* For another thing, to the
extent that social media does have an impact on politics, its effects are not uniformly
negative. Therefore, the notion that social media has a strong negative net effect on
politics is difficult to sustain, let alone that its impact is obviously disastrous, as fre-
quently suggested. Critics of surveillance capitalism who want to push this line of
critique are facing a heavy empirical burden.

The above observations also allow us to respond to a more subtle version of the
concern about the political impact of surveillance capitalism, which requires a more
piecemeal discussion. This concern argues that surveillance capitalism is problem-
atic because SC companies exert ‘domination’. Within the neo-republican frame-
work, political freedom is understood as the absence of domination, where domina-
tion refers to the uncontrolled exercise of power.®> According to one statement of
this neo-republican critique of surveillance capitalism, due to Williams and Raek-
stad, people suffer domination at the hands of SC companies because they are struc-
turally forced to submit to SC companies’ manipulative practices, which constitute
a type of uncontrolled power.®® This critique seems to unduly magnify the prob-
lem. First, nobody is ‘forced’ to use SC services. Choosing not to use them comes
with trade-offs. But the situation is hardly comparable to the oft-cited scenario of a
worker forced to sell their labor or face abject poverty. Second, as noted above, the
effectiveness of online manipulation is generally being overestimated. Third, there
exist various options for users to further reduce their vulnerability to manipulation,
such as disabling cookies, blocking targeting ads, or browsing in incognito mode.
Williams and Raekstad object that these measures are not 100% effective, which is
true. But they still lead to a substantial reduction in one’s exposure to the type of
manipulation that ground concerns about domination. Fourth, the power exercised

o4 Kupferschmidt, 2023, p. 368; see Guess et al., 2023a, 2023b; Nyhan et al., 2023. Note, though, that
the fourth study from this series found considerable ideological segregation on Facebook and that algo-
rithmic curation plays at least some role in this (Gonzélez-Bail6n et al., 2023).

85 Pettit, 2014.

% Williams & Raekstad, 2022, similarly Aytac, 2024; Hoeksema, 2023; Oldenbourg, 2024; Taylor,
2021.
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by these companies is not ‘uncontrolled’. The fact that users can readily abandon
a specific service—either migrating to a competitor or opting out entirely—intro-
duces a direct accountability mechanism. SC companies’ strong financial interest in
retaining their user base gives users a tangible degree of control over them. Finally,
it is again worth considering potential positive effects of surveillance capitalism on
people’s freedom understood as non-domination. Even if SC companies did exer-
cise corporate domination over their users, neo-republicans might find that the ser-
vices they provide counteract political domination. As noted above, they offer ser-
vices that can empower people suffering political oppression. All things considered,
it is questionable whether the domination asserted by SC companies is substantial
enough to be worth losing sleep about. Furthermore, a complete neo-republican
assessment of SC should evaluate its net impact on freedom as non-domination,
which could well be positive.

5 Surveillance Capitalism and Mental Health

Another worry that has emerged in recent years pertains to mental health. A sub-
stantial body of evidence suggests that we are in the midst of a mental health crisis,
marked by increased rates of anxiety disorders, depression, self-harming behavior,
and suicide. The crisis primarily affects adolescents, with young women tending to
be more severely affected than young men.%’

The adolescent mental health crisis is somewhat of a scientific mystery, with
psychologists puzzled over what developments might causally account for it. One
potential culprit is the use of smartphones and social media. Supporting this hypoth-
esis is the temporal connection between the emergence of the mental health crisis
and the adoption of smartphones among young people, both starting in lockstep
in the early 2010s. Additionally, there are various reasons why the mental health
impact of social media may be assumed to be worse for young women. For instance,
young women are more vulnerable to harm from visual social comparison, they are
more likely to engage in and experience relational (as opposed to physical) aggres-
sion, and they spend more time on social media.%®

The hypothesis that the use of smartphones, especially social media, is account-
able for the mental health crisis is prominently defended by Jonathan Haidt. As the
subtitle of his recent book The Anxious Generation reveals, he believes that ‘the
great rewiring of childhood is causing an epidemic of mental illness’. Interpreting
the large body of empirical research, Haidt suggests that the algorithms of social
media companies are effectively drawing socially insecure young users, with their
immature frontal cortices, into a quagmire of mental toxicity.*” If Haidt’s account is
correct, it would cast a very bad light indeed on surveillance capitalism, specifically

67 See e.g. Burstein et al., 2019; Keyes et al., 2019; Twenge, et al., 2019; for reviews, refer to Haidlt,
2024, ch. 1; Haidt et al., ongoing; Twenge, 2023, p. 392—400.

8 Haidt, 2024, ch. 6.

% Haidt, 2024; similarly, Twenge, 2023, pp. 392-416.
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its social media branch. If companies like Facebook or Instagram are single-hand-
edly responsible for a serious mental health epidemic among youths, their business
practices are hard to defend.

However, it is doubtful that Haidt’s narrative is borne out by the available empiri-
cal evidence. While some research supports his pessimistic view of social media’s
impact on mental health,’® it is contradicted by several meta-analyses, review stud-
ies, and umbrella studies (reviews of review studies). A meta-analysis, aptly titled
‘Like This Meta-Analysis,” concludes that “there does not appear to be robust evi-
dence to suggest that screen time is associated with, let alone a cause of, mental
health problems,” a finding that also held specifically for social media use.”! Another
meta-analysis of studies on social media and mental health found the mean effect
sizes to be “no different from zero”, noting however a considerable heterogeneity
in effect sizes across studies.”” A meta-analysis and review study on social media
use and self-injurious thoughts and behavior concludes that “no significant associa-
tions were identified between frequency of social media use and suicidal ideation,
plans, nor [nonsuicidal self-injury]”.”® A review study on adolescent mental health
and digital technology notes that “the most recent and rigorous large-scale prereg-
istered studies report small associations between the amount of daily digital tech-
nology usage and adolescents’ well-being that do not offer a way of distinguishing
cause from effect and, as estimated, are unlikely to be of clinical or practical sig-
nificance.“”* An umbrella study on the topic, offering a synthetic review of several
meta-analyses and review studies, points out that”most reviews interpreted the asso-
ciations between social media use and mental health as ‘weak’ or ‘inconsistent.”””
Another umbrella study similarly found that “the association between digital tech-
nology use, or social media use in particular, and psychological well-being is — on
average — negative but very small.”’® As Candice Odgers, a leading researcher in the
field, puts it in her review of Haidt’s book, the “suggestion that digital technologies
are rewiring our children’s brains and causing an epidemic of mental illness is not
supported by science.”””

The notion that it is bad for people’s mental health to spend many hours per week
doomscrolling on social media is intuitively compelling. But the empirical evidence
on this issue is again ambivalent, to say the least. It does not provide clear support
for the alarmist narrative pushed by Haidt and other critics of social media compa-
nies. That being said, we should monitor this issue closely. Concerns about the neg-
ative impacts of social media use on mental health should be taken seriously. Given

0 g, g. Braghieri et al., 2022; Brailovskaia et al., 2020; Twenge, 2020. Refer to Haidt’s book for more.

7 Ferguson et al., 2020, p. 212.

72 Ferguson, forthcoming, p. 5.

73 Nesi et al., 2021, p. 11. The authors note, however, that there are only few studies investigating these
associations (ibid.).

7 Qdger & Jensen, 2020, p. 336.

7> Valkenburg et al., 2022, p. 58.

76 Orben, 2020, p- 407; for even more umbrella studies pointing in a similar direction, see Appel et al.,
2020; Meier & Reinecke, 2020.

77 Odgers 2024, p. 29.
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the difficulty of studying the phenomenon,’® the vastness of the available empirical
literature,” the questionable quality of some of the existing research,®® as well as
some expert disagreement about its significance, it would be premature to dismiss
these concerns as entirely unfounded. It is to be hoped that future research will pro-
vide a more conclusive understanding of the mental health implications of social
media use.®!

6 Surveillance Capitalism and Government Surveillance

Barring some exceptions, surveillance capitalism does not typically involve surveil-
lance, at least not in the most natural sense of the term. This does not mean that the
data collected by these companies for their own (mostly non-surveillance) purposes
cannot be used for surveillance by third parties. One criticism raised against surveil-
lance capitalism is that it facilitates objectionable instances of government surveil-
lance. Recent decades have witnessed a vast expansion of government surveillance,
as notoriously revealed by Edward Snowden in the mid-2010s. Despite the public
outcry this provoked, the appetite for surveillance by governments has barely dimin-
ished since. The expansion of government surveillance has sparked significant con-
cern, with many commentators considering the extent and nature of contemporary
government surveillance deeply problematic.®> Companies involved in surveillance
capitalism have drawn criticism for their enabling role in these disconcerting sur-
veillance practices. Critics of SC companies have painted them as compliant col-
laborators, willingly aiding governments in their excessive and unaccountable sur-
veillance endeavors.®?

This criticism of SC companies is based on the assumption that government sur-
veillance is inherently bad. One possible response to this criticism could therefore
be to defend government surveillance. Such a defense would portray SC companies’
participation in government surveillance as desirable. In my view, there is a kernel
of truth to this response. Even the most outspoken critic of government surveillance
will admit that some forms of government surveillance are necessary and desirable.
A state incapable of monitoring the adherence to its laws would cease to be func-
tional. However, it is also undeniable that many instances of government surveil-
lance are worrisome, whether due to their vast scale, lack of accountability, or both.

78 See Dahl et al., unpublished.

7 See Haidt et al., ongoing, to get an idea of the vastness of the literature.

80 See Orben, 2020, who diagnoses a “lack of high-quality research in the area” (p. 407); see also Fergu-
son, forthcoming.

8l Suggestions for future research are made, e.g., in Ferguson, forthcoming, Orben, 2020; Valkenburg,
2022; Valkenburg et al., 2022,

82 For some critical takes on government surveillance, see Hoye & Monaghan, 2018; Konigs, 2022;
Macnish, 2018b; Roberts, 2015; Stahl, 2016.

83 E.g. Véliz, 2020, pp. 40-50; Zuboff, 2019, pp. 112-121, p. 385; see also Vaidhyanathan, 2018, pp.
61-62.
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I therefore consider the concern that SC companies enable objectionable govern-
ment surveillance to be legitimate and important.

It is not possible to dispel this concern entirely. The fact that SC companies accu-
mulate vast amounts of data carries the risk of these data being misused by govern-
ments, a danger that trivially did not exist before the rise of data collecting internet
giants. However, the role of SC companies in government surveillance is much more
ambivalent than widely presumed. Critics can point to instances where technology
companies have willingly collaborated with surveilling governments in ways that
raise ethical red flags. Specifically, it seems that telecommunications companies Veri-
zon and AT&T have cooperated extensively and voluntarily with the NSA.3*However,
contrary to a widespread myth, this does not appear to apply to the major SC com-
panies (Google, Facebook, Yahoo, etc.). The widely held belief that the NSA could
directly access the servers of large SC companies as part of the PRISM program
and that these companies facilitated this willingly, does not seem supported by the
available evidence.®> Moreover, the relationship between big technology compa-
nies and government agencies is becoming increasingly adversarial. As Rozenshtein
observes: “Never in the history of electronic surveillance have technology companies
so aggressively stood up to the government. [...] [T]he age in which technology com-
panies would salute smartly to government surveillance orders is over.”*® Along the
same lines, another commentator, describing the “recent trend of increased hostility”
between government and Big Tech, points out: “In contrast to the voluntary coop-
eration seen in the years immediately following 9/11, today’s surveillance interme-
diaries generally do not hand over data unless the government utilizes formal legal
processes to compel its production.”®” Examples of tech companies pushing back
against government surveillance include open calls for limiting government surveil-
lance,®® the implementation of end-to-end encryption,®® Apple’s repeated refusal to
assist law enforcement agencies in unlocking terrorists’ smartphones,”’ SC compa-
nies’ legal challenges to gag orders that prevent them from disclosing government
requests for user data,”! their refusal to sell facial recognition technology to the police
in the absence of adequate regulation of this technology,”” and their resistance to

84 Gustin, 2013; Harvard Law Review Staff, 2018, p. 1725.

85 One commentator describes the situation as follows: “The botched reporting by the Guardian and the
Post means that millions of readers directed their anger at a handful of big companies that were unfairly
accused of selling out their customers to the national security apparatus. The reality is that if NSA sur-
veillance is indeed overstepping its bounds, those companies are victims, not willing participants.” (Bott,
2013) See also Braun, Flaherty, Gillum, & Matt Apuzzo, 2013; Harvard Law Review Staff, 2018, pp.
1728-1729; Eichenwald, 2013; Rozenshtein, 2018, p. 116 n73.

8 Rozenshtein, 2018, pp. 121-122.

%7 Izant, 2017.

88 Wyatt & Miller, 2013.

8 Gupta, 2020.

%0 Holpuch, 2016; Morrison, 2020.

! Solon, 2017; "Victory: U.S. won’t try to gag Facebook from telling users about warrants for their
data," 2017.

%2 Heilweil, 2020.
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government data requests that lack adequate legal authority.”® One part of the expla-
nation for their resistance, Rozenshtein suggests, is the tangible economic incentives
provided by their users’ desire for privacy. As one commentator observes, “[t]he
Snowden leaks changed the behavior of communications companies. Firms began to
compete, in part as a marketing move, to be seen as protecting the security of users’
private messages.””* Another part of the explanation might be ideological motives
rooted in Big Tech’s libertarian-leaning culture.”

Again, it is true that, because of the rise of surveillance capitalism, governments’
surveillance capacities have expanded, as they can now compel SC companies to
hand over data. But the relationship between SC companies and surveilling govern-
ments is more adversarial than widely believed. More often than not, SC compa-
nies push back against government surveillance efforts. When they do share data,
they often do so grudgingly and under coercion. That being said, it is important
to acknowledge the ambivalence of the issue. SC companies are no angels, and it
would be wrong to portray their behavior as invariably and uniformly adversarial.”®
For instance, it recently emerged that Twitter/X is still collaborating with Datamintr,
a company that offers surveillance services to US law enforcement.”” Moreover, the
intelligence world is inherently murky, making reliable assessments of the involve-
ment of SC companies difficult. Lastly, on an ethical level, it is not always clear
when an SC company’s refusal to collaborate with law enforcement is praiseworthy
and when it is wrong.”®

7 Surveillance Capitalism, the Rule of Law, and Social Trust

Another concern, again prominently voiced by Zuboff, is that certain manifestations
of surveillance capitalism undermine the rule of law and social trust. According to
Zuboff, this occurs when collected data is used for the purpose of monitoring con-
tract compliance. For instance, car insurance companies can use surveillance data
to check whether their customers are driving safely, as stipulated in the insurance
contract. Similarly, surveillance data can be used to monitor whether a person con-
tracted for a job in a remote location is fulfilling their contractual obligations. Such
instances of surveillance capitalism, originally proposed by Google’s chief econo-
mist Hal Varian as positive examples of the utility of Big Data, lead to an erosion
of the rule of law and social trust, according to Zuboff.”” This dimension of surveil-
lance capitalism does not constitute the core business of major SC players and lies
somewhat at the periphery of surveillance capitalism proper. Nevertheless, I want

9 Treland, 2021.

9 Savage, 2017, p. 570.

95 Rozenshtein, 2018, pp. 115-119.

% See Harvard Law Review Staff, 2018.
7 Biddle, 2024.

For a discussion, see Etzioni, 2018.

9 Varian, 2014; Zuboff, 2015, pp. 81-83.
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to briefly address this concern here. One reason it deserves our attention is that this
indeed constitutes a genuine case of surveillance in the above suggested sense of the
term. Collected data are used to ensure compliance with certain expectations (in this
case: contracts).'%

First, then, Zuboff argues that this form of surveillance leads to the undermin-
ing of the rule of law and even makes the institution of contract itself obsolete:
“Surveillance capitalism establishes a new form of power in which contract and
the rule of law are supplanted by the rewards and punishments of a new kind of
invisible hand.”!%! It is not easy to make sense of this claim. It is unclear why the
data-based verification of contract compliance should spell the end of the institu-
tion of contract, or even represent an ‘un-contract’, as Zuboff terms it.'°> Surely, a
contract is no less a contract if the parties involved can avail themselves of reliable
means of verifying compliance, such as data-based monitoring. Similarly, it is not
evident why the data-based verification of contract compliance should threaten the
rule of law. Francis Fukuyama mentions three different definitions of the rule of
law: 1) A system in which the rulers are bound by a higher law, e.g., by a constitu-
tion. 2) A system that guarantees property rights and the enforcement of contracts.
3) A system in which people’s physical safety is guaranteed, that is, where they
need not fear being killed or robbed.!® The rule of law, according to the first and
third definitions, is not affected by the data-based monitoring of contract compli-
ance. If we use the second definition, data-based monitoring of contract compli-
ance supports the rule of law precisely because it facilitates contract enforcement.
On a more charitable interpretation, Zuboff may mean that the rule of law is at risk
because surveillance capitalists, or companies using their data, can enforce the
contracts themselves, effectively acting as judge in their own cause. She mentions
the possibility that a car rental company might instruct the vehicle monitoring sys-
tem to prevent a delinquent customer from starting the car, or that a car insurance
company might shut off a car if the customer is driving too fast. In Zuboff’s view,
the problem seems to be that we are here dealing with a “privately administered
compliance regime”.104 However, this criticism overlooks the fact that the right
to such data-based interventions can itself be contractually established. There is
nothing anti-rule of law or ‘un-contract’-like about specifying in a contract that
the service provided will be automatically discontinued if, say, the customer fails
to comply with certain safety standards. The company would not thereby place
itself above the law, and customers retain the right to pursue legal recourse if they
feel that a breach of contract has occurred. Moreover, the possibility of making
such arrangements can be socially beneficial, e.g. by lowering insurance premiums
and encouraging responsible driving.

100 One issue not discussed here concerns the ethics of data-driven pricing (on this, see e.g. Seele,
Dierksmeier, Hofstetter, & Schultz, 2021; Steinberg, 2022).

101 7uboff, 2015, pp. 82.

102 Zuboff, 2015, pp. 81; 2019, pp. 217-220.

103 Fukuyama, 2011, pp. 247-251. He prefers the first.

104 Zuboff, 2015, pp. 83.
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Second, Zuboff fears that data-based monitoring of contract compliance leads to
an erosion of social trust, as it “eliminates the need for — and therefore the possibil-
ity to develop — trust.”'®® The assumption seems to be that as opportunities to verify
compliance with contractual obligations increase, social trust decreases. This, how-
ever, is a speculative empirical hypothesis, and Zuboff fails to substantiate it with
any evidence. If anything, there is evidence suggesting the opposite might be true.
In their study on trust and economic growth, Paul Zak and Stephen Knack found
that trust increases with the existence of formal institutions that allow detecting and
punishing cheaters.'% Also, as a side note, with the annual costs of insurance fraud
in the US exceeding 40 billion dollars,'” the idea that insurance companies should
simply frust their customers seems naive.

To Zuboff, a world in which Big Data helps ensure compliance with contracts
resembles.

an arid wasteland — not a community of equals bound through laws in the inev-
itable and ultimately fruitful human struggle with uncertainty. In this futures-
cape, the human community has already failed. It is a place adapted to the nor-
malization of chaos and terror where the last vestiges of trust have long since
withered and died.'*®

The hyperbolic rhetoric contrasts sharply with the low plausibility of these claims
and the scant evidence offered in their support.

8 Surveillance Capitalism and Privacy

One key theme in debates surrounding surveillance capitalism is privacy. Many cri-
tiques of surveillance capitalism are formulated within a privacy framework. The
massive erosion of privacy that surveillance capitalism is deemed to have caused is
often mentioned as one of its ‘dark sides’.!” Again, while the privacy concern con-
tains more than just a grain of truth, a closer look reveals a more ambivalent and less
dramatic picture.

To begin with, it is important to note that the extent to which a given practice
should be seen as privacy-reducing depends on what is meant by privacy. In my
view, the most plausible account of privacy is the access account. According to the
access account, privacy is not diminished unless human access to data takes place.

105 Zuboff, 2015, pp. 81.

106 7ak & Knack, 2001. Relevant in this context might also be the literature demonstrating a positive
link between market integration/capitalism and trust/prosocial behaviour (for an overview, see Brennan,
2014, pp. 65-69). Given that a) market integration seems to promote trust and b) surveillance capitalism
might enable previously impossible market transactions, one would, if anything, expect a positive effect
on trust.

197 Insurance Fraud.

108 Zuboff, 2015, p. 81.

109 A go-to reference here is Véliz, 2020, who frames her entire critique of the industry as a privacy
issue.
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Macnish offers a powerful thought experiment in support of the access account. A
person forgets her diary in a coffee shop. When she returns to the coffee shop to pick
up the diary, she learns that it was in the possession of a stranger. Fortunately, the
stranger had the decency not to open the diary. Intuitively, although the diary own-
er’s ‘data’ were in somebody else’s possession, her privacy seems to have remained
intact. A loss of privacy would have occurred only if the stranger had opened and
read the diary. This suggests that a person’s privacy is only reduced if actual access
to information takes place.''” If the access account is correct, the assumption that
mass surveillance, whether by government agencies or big tech companies, has
caused a massive erosion of privacy is false. As Macnish points out, government
surveillance involves the collecting of huge amounts data but little actual access.'!!
The same is true of ‘surveillance’ by tech companies.!'? It is very unlikely that
someone is personally reading your emails or WhatsApp messages, scrutinizing
your Google search prompts, or judging your YouTube habits. The collection and
processing of these data are performed by computers, not humans. The placement
of targeted advertisements, for instance, is entirely automated. It does not involve
an employee of an SC company personally sifting through your browser history and
deciding which product you might be interested in. Therefore, if access is required
for a loss of privacy to occur, SC companies’ collecting and using massive amounts
of user data does not translate to a massive reduction in people’s privacy.!'® To be
sure, unwanted human access to collected data does occasionally occur, for instance,
when user data are leaked or hacked. It would be incorrect to claim that surveil-
lance capitalism never results in reductions in privacy involving unwanted access to
personal information. But for any individual using SC services, the risk of this hap-
pening to them is relatively low. You can use SC services without having to worry
too much about unwanted human access to your personal information. Presumably,
this is a reason why so many people happily use these services, even though they are
averse to unwanted access to their personal data. They know that the likelihood of
someone actually accessing their personal data, while not zero, is small.

What is more, we must also take into account surveillance capitalism’s positive
effects on people’s privacy (understood along the lines of the access account of pri-
vacy). With surveillance capitalism routinely condemned for having dealt the death
blow to privacy, the notion that it could have a positive impact on privacy seems
outlandish. However, a strong argument can be made that the services provided by
SC companies do in fact protect people’s privacy in certain ways. SC services have
made it much easier for individuals to learn about and discuss topics without need-
ing to disclose their identity or engage with others in person. The benefits of this
are particularly great when it comes to sensitive topics, such as issues related to sex
and relationships, mental and physical health, or personal finances. Search engines

19 Macnish, 2018b; see also Sorell, 2018.

11" Macnish, 2018b; see also Sorell, 2018.

12 Macnish, 2020.

113 Note that certain versions of the control account of privacy, a rival to the access account, might have
the same implications (Menges, 2020).
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enable users to access a wealth of detailed and reliable information on virtually any
topic of interest. Moreover, internet forums, which are often financed through tar-
geted advertising and free to use, allow individuals to discuss sensitive and less-sen-
sitive issues pseudonymously, by sharing their own experiences and learning from
the experiences of others. Without these services, discussing and learning about sen-
sitive topics would be associated with significant privacy costs.!'* The enormous
popularity of such services is undoubtedly in no small part due to the protection they
afford to users’ privacy.

I do not claim to be able to definitively determine whether the net impact of sur-
veillance capitalism on people’s privacy is positive or negative. Balancing the pri-
vacy costs against the privacy benefits is difficult. The ‘privacy calculus’ may also
vary from user to user as a function of their interests, values, and internet usage
habits. Nonetheless, we can say that surveillance capitalism performs better in terms
of privacy than its critics often suggest.!!>

Some critics of surveillance capitalism will find these points unconvincing. While
‘privacy’ frequently remains undefined in debates about surveillance capitalism, it is
clear that many critics use the term in a looser sense. They take the mere collecting,
and perhaps processing and using, of data to constitute reductions in privacy, even
when no access takes place. It is the aggressive ‘data grabbing’ by SC companies
that is taken to erode our privacy, whether data are accessed or not. What can be said
in response to critics who rely on such a more permissive notion of privacy?

One response is that the presence or absence of access matters ethically. The fact
that human access to the collected data is fairly limited is a good thing. There is
something distinctly unpleasant about other people accessing personal information
without our consent. Consider again the diary case. It would have been much worse
if the finder of the diary had read it. Given the plausibility of the access account and
the limited access taking place, the case can be made that surveillance capitalism
has not resulted in the complete annihilation of privacy, contrary to frequent sugges-
tions. But even if one rejects the access account, the fact that access is limited car-
ries intrinsic ethical significance. Whether we take access to be relevant on a defini-
tional level, on an ethical level the fact that access is rare is an important remedying
factor. That is why people are happy to use these ‘data grabbing’ services. To them,
(non-)access matters.''°

Another response relates to the function of privacy understood in this looser, more
encompassing sense. Critics bemoaning the loss of privacy brought about by sur-
veillance capitalism tend to conceive of privacy, understood in this broader sense, as
a bulwark against certain evils associated with surveillance capitalism. For instance,
Williams and Raekstad stress that “one of the reasons why informational privacy is

14" As Caplan notes, “[f]or practical purposes, we have more privacy than ever before in human history.
You can now buy embarrassing products in secret. You can read or view virtually anything you like in
secret. You can interact with over a billion people in secret.” (2019). On the idea that technological pro-
gress in general has enhanced our ‘social” privacy, see Garfinkel, 2020.

115" As a reviewer points out, merely counting the ,positive’ and ‘negative’ effects might be unsatisfac-
tory. The changes in privacy do not only have a quantitative but also a qualitative dimension. The kind of
privacy we have today is different.

116 See also Konigs (2022), pp. 8-9.
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important to republicans is that it safeguards against certain forms of manipulation
and thus domination.”!'” Similarly, Véliz observes that “[p]rivacy protects us from
unwanted pressures and abuses of power. We need it to be autonomous individuals,
and for democracies to function well we need citizens to be autonomous.”''® Here,
privacy seems to be used in a looser sense, where ‘data grabbing’ itself constitutes a
loss of privacy. Privacy is valued as a protector against certain evils. To some extent,
I agree with this perspective. But it means that the concern about privacy, thus
understood, might not be best treated as an additional concern in its own right, over
and above concerns about targeted advertising, political manipulation, mental health
issues, etc. Rather, it is dependent on the seriousness of these other concerns. To the
extent that these concerns are less serious or real than assumed, the loss of privacy,
in this more permissive sense, is also less serious. This is what I cautiously suggest
might be the case. Many concerns that loom large in critiques of surveillance capi-
talism, against which privacy may protect us, appear to be less dramatic than critics
have us believe. Therefore, the erosion of privacy (if we want to call it that) caused
by the mere collection and processing of data is also less concerning.

Again, I am not suggesting that SC companies acquiring vast amounts of data
about their users does not warrant concern or scrutiny. This would be to lapse back
into the black-and-white thinking that we should avoid. But overall, privacy is not
in as dire a state as the prevailing narrative suggests. Technically, it is not even clear
that a massive erosion of privacy has taken place, given that actual access seems like
a reasonable condition for loss of privacy and that SC services also provide privacy
benefits to their users. Moreover, concerns about erosions of privacy, understood in
a looser sense, are mitigated by the fact that fears about the consequences of these
erosions may be exaggerated.'!’

9 The Perks of Surveillance Capitalism

Surveillance capitalism has gotten a bad rep in both scholarly and popular debate.
This negative narrative arises in large part because the negative aspects of surveil-
lance capitalism have been exaggerated. I have tried to demonstrate in previous sec-
tions that some common concerns and objections are overblown. Another reason
for the negativity is that the benefits are rarely acknowledged. Critics of surveil-
lance capitalism arrive at a dystopian picture by focusing on its associated (real or
imagined) problems while largely overlooking the benefits of SC services. Such an
approach inevitably results in an incomplete and overly negative view. Any phenom-
enon will appear problematic if, in our analysis, we focus solely or primarily on its
negative aspects. For an accurate picture of surveillance capitalism, we must con-
sider not only its downsides but also potential positive aspects.

U7 2022, p. 422.

1182020, p. 90.

19 Tt is worth noting that for some privacy concerns, users can again resort to quick and fairly effective
fixes, which include those discussed above for reducing exposure to targeted advertising as well as the
use of a VPN client.
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The positive aspects are the benefits that SC services provide to users. As one of
the rare enthusiasts about these companies puts it:

Facebook, Twitter, and other social media let us socialize with our friends,
comfortably meet new people, and explore even the most obscure interests.
The price: free. [...] Youtube gives us endless entertainment. The price: free.
Google gives us the totality of human knowledge! The price: free.'?

Even though the services are only almost free (users exchange their data), the
observation is fundamentally correct. SC companies offer immense benefits to their
users virtually for free. And the list could be spelled out even further. Social media
does not only allow us to socialize with our friends and explore our interests but
also provides opportunities for professional networking and career development.
YouTube does not just provide free entertainment, but also free education, tutori-
als, product reviews, and much more.'?! Google does not merely offer us the totality
of human knowledge (Google Search, Google Scholar) but also worldwide naviga-
tion (Google Maps) as well as tools for communication (Gmail) and collaboration
(Google Docs), among various other services. Besides the products offered by these
SC giants, there are countless smaller SC companies providing users with a diverse
range of services. It is worth stressing that these go beyond just entertainment. Pop-
ular app categories in Google’s and Apple’s app stores include such categories as
Education (some 10% of all apps), Business, Health & Fitness, Productivity, and
Finance.'”

The value of these services to consumers has been estimated by studies that
sought to determine consumers’ ‘willingness to accept’ (WTA) valuations. This
metric represents the monetary compensation they would require for temporarily
losing access to the specified good or service. One study estimated the median WTA
for one year to be as high as $17,530 for all search engines, $8,414 for all email ser-
vices, $3,648 for all mapping services, and $333 for all social media platforms.'* A
similar study from 2018 found that “the mean bid to deactivate Facebook for a year
exceeded $1,000.” The authors conclude that “even the most conservative of these
mean WTA estimates, if applied to Facebook’s 214 million U.S. users, suggests an
annual value of over $240 billion to users”.'?*

Such estimates are difficult and should be taken with a grain of salt. Still, it
is arguable that SC services hold significant value for their users. The above fig-
ures indicate a substantial consumer surplus, contradicting Zuboff’s claim that

120- Caplan, 2019; similarly, Norberg 2023, ch. 5.
121 Educational videos, tutorials and product reviews are among the most popular online videos,
although the market is largely dominated by entertainment (Ceci, 2023; see also Cowen, 2019, p. 108).

122 Ceci, 2022a, 2022b.
123 Brynjolfsson, Collis, & Eggers, 2019.

124 Corrigan, Alhabash, Rousu, & Cash, 2018, p. 7.
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“surveillance capitalists create value, but the value is for them.”'? Of course, not all
SC services are equally valuable. I find it plausible that some people should spend
(a lot) less time on social media. The monetary value they assign to access to social
media might well exceed its actual value for personal flourishing. It is conceivable
that one reason why they are willing to pay money to retain access to social media
is because others are using social media and they do not want to be feel left out.!?
For this reason, social media may be less valuable than WTA studies suggest. The
main point, however, which has both a methodological and a substantive compo-
nent, remains. Methodologically, it is wrong to depict surveillance capitalism as a
great evil based solely on an account of its (real or imagined) negative aspects. We
must also take into account that SC companies benefit their users by offering them
valuable services in return. The substantive point is that the value of these services
is indeed considerable, even if their value is difficult to determine with precision,
and even if some services are more beneficial than others.

10 Conclusion

If my analysis is roughly on track, the prevailing dystopian narrative regarding sur-
veillance capitalism is misguided. The dangers associated with surveillance capital-
ism have been exaggerated, and its benefits have not been sufficiently recognized.
This does not mean that there are no valid concerns at all or that we should refrain
from critically scrutinizing SC companies. My analysis, both of the potential prob-
lems as well as the benefits of surveillance capitalism, is also by no means exhaus-
tive. I have focused on a selection of concerns and objections that figure prominently
in academic and popular discourse. This selection is incomplete. Potential concerns
I have not discussed include monopolistic tendencies in the SC sector,'?’ the notion
that surveillance capitalism is ‘colonialist’,!*® and problems that might only arise
in the future, as SC companies continue to accumulate data and data-based power.
These and other issues remain undiscussed, and I merely flag them here as topics
for future discussion. Likewise, I do not take my analysis to be definitive. Given
the complexity of some of the empirical questions, the conclusions drawn in this
essay should be viewed as tentative and preliminary. Surveillance capitalism is a
phenomenon in flux, with many parameters — technological developments, regu-
latory frameworks, corporate policies, user habits, and so forth — continuously

125 Zuboff, 2022, p. 28. They also call into question the notion that users of SC companies are being
exploited in a concerning way (as suggested by Benn & Lazar, 2022; Venkatesh, 2021).

126" As an unpublished working paper suggests (Bursztyn et al., 2023).

127" Srnicek, 2017; but see also Cowen, 2019, pp. 103-107.

128 Meijias & Couldry, 2024.
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evolving.'? The rapid advancement of Al technologies is one such technological
development that could substantially alter the dynamics of surveillance capitalism.
Finally, some of the developments discussed here might be associated with transfor-
mations on a qualitative level not captured by the convenient but simplistic framing
in terms of ‘negatives’ and ‘positives’.

That being said, I believe that the above discussion provides good reason to be
more relaxed about surveillance capitalism. I take this result to be intrinsically inter-
esting and hope that it offers a useful lens for future discussion of this topic. Rectify-
ing the negative narrative around surveillance capitalism is also important for practi-
cal reasons. Generally speaking, raising alarm about a technological development
that, upon closer inspection, does not warrant such alarmism is likely not conducive
to progress, whether social or technological. Being overly concerned about surveil-
lance capitalism and related phenomena can lead to various adverse outcomes, aside
from discouraging people from using and benefiting from SC services. For example,
it has been noted that unwarranted ‘techno panics’ can produce harmful secondary
effects. Although Cambridge Analytica and the Russian foreign influence campaign
appear to have failed to directly sabotage democratic processes, their perceived
effectiveness in the eyes of the public has likely led to diminished trust in the elec-
toral system.'*” One may therefore question whether it benefits liberal democracies
to stoke panic about social media and surveillance capitalism in the absence of suf-
ficient evidence of an effect that might justify such concern. Unjustly blaming SC
companies for all kinds of societal problems is ill-advised also because it obstructs
addressing the real causes of these issues. Some of these problems — e.g., political
dysfunction or the adolescent mental health crisis — may have causes that are unre-
lated to technology use, in which case we will fail to remedy them by scapegoating
technology companies.'®!

Finally, misconceptions about surveillance capitalism are also troubling when
considering regulatory actions. Many scholars and commentators call for compre-
hensive regulation of Big Tech. These calls for regulation are likely based, in part,
on the widespread perception that surveillance capitalism poses a serious threat to
our society. If this perception is incorrect, the extent of sensible and permissible
regulation might be much less than commonly assumed. There is a powerful gen-
eral presumption against government regulation, both on account of its moral costs
(it is coercive) and its practical costs (it tends to lead to unintended consequences
and inefficiencies, stifle innovation, bloat the bureaucracy, be costly to implement
and enforce, invite rent seeking, etc.).132 This means that regulation needs to be

129 In fact, it has been suggested that recent EU rulings have marked the beginning of the decline of
surveillance capitalism (Meaker, 2023b; see also Claburn, 2023; Goujard, 2023). Whether this is the case
remains to be seen.

130 Eady et al., 2023, p. 9; see also Altay & Acerbi, forthcoming; Altay et al., 2023. On techno panics,
see Orben, 2020.

31 Bruns, 2019, ch. 5.

132 For related concerns, see Chomanski, 2021. For one example of how prima facie desirable regulation
can have unintended negative repercussions, see Kircher and Foerderer’s study on how banning targeted
advertising stifles innovation (2024).
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well-justified. If the pessimistic narrative about surveillance capitalism is false, the
stringent criteria needed to justify such regulations will often not be met. But it is
not just about the extent of legitimate regulation, it is also about its guality. Even if
there is legitimate ground for regulation, regulatory efforts that are based on mis-
conceptions about surveillance capitalism are unlikely to improve the situation. As
the authors of a review study on filter bubbles put it: “One lesson we should have
learned from the past is that panic does not lead to sane policies.”!3*3 Zuiderveen
Borgesius et al., 2016, p. 11.
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