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Abstract

The goal of this thesis is to make the semantic function of trained deep neural networks
accessible in a compact and efficient data structure based on formal principles.

Deep neural networks are today the predominant machine learning model based
on their remarkable performance over the last two decades. From the first break-
throughs in computer vision with AlexNet to today’s sophisticated large language
models for natural language processing, deep neural networks have become the
state-of-the-art in machine learning. One key factor for this success is their ability
to autonomously learn from data without human guidance, enabling end-to-end
optimization. On the other hand, the lack of human involvement makes the internal
structure of neural networks hard to understand, as it is missing structure and design.
Besides their large number of learnable parameters, three key factors are identified
that make these learned intermediate representations so difficult to understand: they
are distributed, non-linear, and sub-symbolic.

This thesis proposes a new post-hoc approach for explaining deep neural net-
works based on faithful surrogate models. Through a systematic and property-
preserving decomposition of piecewise linear neural networks into their linear re-
gions, the internal structure of neural networks is compiled into a new surrogate
model. In this way, the typical representation of DNNs based on their dataflow,
which is optimized for execution speed on graphics cards, is converted into a rep-
resentation focusing on controlflow, which is more suitable for formal analysis.
Consequently, the new representation is free of the distributed and non-linear inter-
nal representations. The surrogate model provides explanatory information from
which different types of explanations can be derived, such as outcome explanations,
class characterizations, and model explanations.

At the core of this approach stands an optimized data structure, a binary decision
tree, that combines ideas from Algebraic Decision Trees, Binary Space Partitioning
Trees, and classic program optimization. By placing function composition at the
center, these trees enable a modular approach to faithful distillation that is easily
extensible and simplifies reasoning. Through optimizations, such as infeasible path
elimination, redundancies in the tree are identified and pruned.

As the distilled tree mirrors the network’s behavior, it can be used to analyze
its semantic properties, such as fairness or robustness. As a result of their formal
grounding, these trees integrate well with mathematical notions. Furthermore, based
on two-dimensional slices, it is possible to visualize the actual decision boundaries of
a neural network, setting an ideal ground for exploring its behavior using intuition.

—_— o O o ———————————
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CHAPTER

Introduction

1.1 Motivation

1.1.1 Introduction to Artificial Intelligence

The concept of artificial intelligence (AI) captured the interest of humans for a
long time, even before computers existed. Ideas of creating artificial creatures from
inorganic materials, such as bronze or clay, can already be found in ancient myth-
ical and fictional stories, such as Galatea, Talos, and Pandora in Greek mythology
[GBC16; Buc05]. The famous computer science pioneers Ada Lovelace and Alan
Turing thought about mechanical [Lov42] or electrical machines [Tur50] that re-
semble human intelligence long before their practical implementation was feasible.
One of Turing’s lasting contributions to this field was the Turing Test, which asks
whether an Al can be distinguished from a human by a third person in a conversa-
tion. Only with the recent emergence of large language models (LLMs) has this test
been sufficiently satisfied [Hul+23; NSM23; Mei+24]. Al also became a recurring
motif in pop culture, including books such as Asimov’s “I, Robot” [Asi50] or Marc-
Uwe Kling’s “QualityLand 2.0” [Kl1i20], movies like “The Terminator” [FWC85], and
computer games like “Detroit, become human” [Dre18]. Many of these explore deep
philosophical questions regarding the human nature and identity, as well as the
opportunities and risks associated with Al

Defining AI. While the term Al is today ubiquitous, it is associated with many
different concepts and ideas, such as automation or robotics. Definitions of Al vary
even under experts working in that area [SVS24]. This linguistic conflation is in part
based on the long history of Al and the many different approaches and application
areas that were explored. For example, an early milestone in the history of Al was
when IBM’s Deep Blue defeated Garry Kasparov in a chess match in 1997. To evaluate
game positions, Deep Blue relied on hardcoded rules that express human knowledge
of the game [CHHO2]. In contrast, modern Al-based chess engines no longer count
on human game knowledge, but instead use machine learning algorithms to learn
their own evaluation function, such as AlphaZero [Sil+18]. Similarly, the system
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ELIZA [Wei76] from 1967 that (superficially) emulated conversational skills through
pattern matching and substitution rules, differs significantly from its modern Al
counterparts like ChatGPT, whose conversational skills are a result of training on a
very large text corpus [Bro+20; Ouy+22]. These examples show how the field of Al
has changed over the years, and consequently how broad the meaning of the term
AT has become. In the Oxford English Dictionary the term Al is defined as:

The capacity of computers or other machines to exhibit or simulate
intelligent behavior; the field of study concerned with this. In later
use also: software used to perform tasks or produce output previously
thought to require human intelligence, esp. by using machine learning
to extrapolate from large collections of data. ([Oxf])

This definition already reflects the shift over time to machine learning approaches.
In the following, we will focus on this modern branch of Al

Deep Learning. Contemporary Al is almost exclusively based on machine learn-
ing (ML), a field where general purpose stochastic models are adapted through a
training process to solve a given task based solely on data. More specifically, a
subfield of ML called deep learning (DL) is the current state-of-the-art based on its
impressive performance on various historically challenging tasks [LBH15], such as
computer vision [Far+12; KSH12; He+16], speech recognition [Hin+12], and natural
language processing [Sut14; Vas+17; Bro+20]. DL systems are characterized by their
neural architectures (deep neural networks (DNNs)), which originate from biological
nervous systems, starting with Rosenblatt’s perceptron model in 1958 [Ros58]. In
contrast to other ML models, training DNNs scales well with the number of training
samples and learnable parameters of the model, and can be efficiently computed on
modern hardware [LBH15; GBC16]. Additionally, they offer end-to-end optimization,
meaning that the training algorithm can—given enough training samples—tweak
all aspects of the processing pipeline. Empirically, this form of optimization has
been observed to be more successful when given enough training data and compu-
tational resources than Al systems build arround human knowledge [Sut19]. For
example, in an end-to-end optimized self-driving car, the neural network would
be directly connected to input devices, such as sensors, and output devices, such
as the engine. In contrast, in classic systems responsibilities would be split into
different subsystems, like speed control or environment detection. Through end-
to-end optimization, DNNs can learn their own intermediate representations that
are specifically optimized for the task at hand, without requiring any guidance by
humans.

Not only does the lack of human involvement improve performance,! it also
enables the application of DL in areas where human knowledge is either limited or
hard to encode in a computer-readable format, like image recognition and natural
language processing. At the same time, this autonomy also makes the systems
harder to understand, since it is not a trivial task to match learned representations
of DNNs to human concepts. Three key properties have been identified in the

1Under certain assumptions about data availability, quality, and representativeness.
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literature that make these intermediate representations so complex: they are non-
linear, distributed [Hin86], and sub-symbolic. Consequently, DNNs are characterized
as being opaque and are considered black-box models [Bur16; Zed21; FT21].

1.1.2 Ubiquity of Deep Learning.

The development of DL in the last two decades has made significant advances, push-
ing the limits of what was imagined as science fiction into being reality. These
innovations were not only celebrated in academia, but also in the industry and gen-
eral public.? The following short timeline of recent and popular Al technologies
shows how Al increasingly affects our lives. In 2006, Google Translate launches, a
widely known translation service that is now based on a neural architecture (trans-
fomer). In 2011, Apple introduced the virtual assistant Siri for iPhones, which was
later followed by Amazon’s Alexa. In 2014, Tesla Autopilot was introduced, a level
2 automation of self-driving cars. In 2015, AlphaGo became the first computer pro-
gram to beat a professional human player, Fan Hui, at Go. Subsequent improvements
of this technology resulted in AlphaZero (2017), which achieves superhuman per-
formance in Go, chess, and shogi just through the act of playing against itself. In
2017, DeepL Translator launches, another widely known translation service, which
is based on convolutional neural networks. In 2021, GitHub Copilot was released,
which supports software engineers by providing code completion based on com-
ments or partially written code. In 2022, generative image models like DALL-E,
Midjourney, and Stable Diffusion were publicly launched, enabling users to generate
images of any motive with styles from different epochs and artists through a natural
language description thereof. In 2022, the first chatbot ChatGPT was introduced,
the first system capable of handling large-scale natural language conversations with
non-experts on a wide range of topics.

In addition to these well-known technologies, there are also many applications
of Al inside other products. For example, recommender systems are used for a long
time in online shopping to predict items that might also interest the customer: “users
who liked x also like y”. Similar recommender systems can be found in music or
film streaming services for recommendations or as part of an auto-play feature. On
many social media platforms, the content that is shown to users on their feed is
curated by algorithms to increase user engagement.

While many of these technologies are proprietary, it is reported that most of
them are (now) based on DL. From these examples one can see the ubiquity of DL
technology.

1.1.3 Safety of Deep Learning.

Artificial intelligence (Al)—and in particular DL—already impacts our lives and will
continue to do so [Flo+18]. Even people who do not use Al directly are still affected
by it through its use in commercial products and public services. As with any new
technology, Al introduces opportunities and risks at the time. The ethics of technol-
ogy, i.e., the question of whether technology has an inherent normative value (good

2With research teams in companies like Google, Meta, and OpenAl, the line between academia
and industry is blurring.
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M, y

If £1 — 2x5 < 0 then
y=z1+2

Figure 1.1: Illustration of an opaque neural network as a black box where only inputs
Xo, - - -, X3 and outputs y can be observed. The explanation provides insights into the internal
process of the black box. Illustration based on [Arr+20].

or bad) or is neutral, has received great attention after the Manhattan Project and
recently again with the advances in Al. A pragmatic stance to that question called
technological instrumentalism states that the normative value of technology depends
on the context it is used in and therefore calls for a (consequentialist) evaluation on
a case-by-case basis. For example, on the one hand, the introduction of self-driving
cars involves many risks and ethical questions regarding their decision making (see,
e.g., [NS16] for a comparison with the trolley problem). On the other hand, car
accidents are one of the leading causes of death among young people, and are of-
ten caused by avoidable reasons, such as speeding, driving under influence, and
distracted driving [Par+22]. Here, even imperfect self-driving cars might improve
the status quo, and not using them could result in overall more severe accidents
(opportunity cost).

That being said, the rapidly growing usage of Al in societal areas increases the
potential harm it can cause. Indeed, there are already cases where deployed Al
systems produced unfavorable results, including systemic discrimination [Meh+21]
and deadly accidents [ZS19]. Perhaps one of the most famous cases of machine
bias is the COMPAS system for judging recidivism risk of prisoners. An article
in ProPublica revealed that this actively-used system exhibits clear bias against
the black demographic [Ang+16]. In 2018, the first recorded pedestrian fatality
involving a self-driving car was reported [KC19]. Although the system involved in
the accident could not be analyzed as it is proprietary, the study [KC19] showed
that state-of-the-art object recognition systems such as YOLO were able to identify
the involved human from the original camera images. In [Meh+21], it was shown
through metamorphic testing that a popular software for self-driving cars at the
time was faulty. This brings the question to mind if the accident was avoidable.

Therefore, when using Al in societal or safety-critical use cases, we should apply
the same regulations and diligence as we do in similar cases: in engineering products
like cars, critical infrastructure like nuclear reactors, and software systems like
airplane autopilots regulations are in place to ensure safety.

1.1.4 Explainable Artificial Intelligence

To address issues like these, the field of explainable AI (XAI) has emerged, which
can be summarized by the metaphor “opening the black box” [Gui+18], where black-
box refers to opaque ML systems (Figure 1.1). Its techniques can be classified into
different groups. Here the taxonomy of [Spe22] is used: ante-hoc techniques strive
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Context

- prOVides - prOduceS - -

Figure 1.2: Overview of the intended function of an explanation in XAI. Simplified version
of [Lan+21].

to make ML models themselves more interpretable (see [Rud19]), while the more
prominent post-hoc methods extract explanatory information from opaque models
after training. Some methods are model-agnostic, meaning that they can be applied
to a wide range of ML models such as Support Vector Machines (SVMs), Random
Forests (RFs), or DNNs, while others are model-specific. Finally, some explanations
are local to specific predictions of a model, while others are global taking the entire
model into account. From there, many fine-grained distinctions can be made, such
as explanation by feature relevance, visual explanation, explanation by simplification,
and others.

Defining Explanations. The central objects of XAl research are explanations for
Al models. For defining explanations, multiple models exist in philosophy of science
that are typically used in this context. One of the most common models there is
called deductive-nomological explanation, which links empirical observations with
law-like statements (rules) to arrive at a description of the phenomenon with the
help of deduction. Other models are more concerned with the causal processes
involved or with reasons. An essential characteristic of all explanations is that
they give answer to the question “Why?”. Overall, the goal of explanations is to
foster understanding in an individual, which depends on many factors, including the
individual’s prior knowledge and mental state. Here, psychological effects must also
be taken into account, for example, providing a user with more information about
how a system works might actually decrease his trust in the system than if he has
no information at all. Therefore, the recipients of explanations are typically grouped
into homogeneous parties, called stakeholders in XAl Another important part of an
explanation is to decide what aspect should be understood by the explanation. In
XAl research these are typically referred to as desiderata.

Stakeholder and Desiderata. Concretely for the XAl setting, explanations can be
seen as the process depicted in Figure 1.2 by [Lan+21]. An XAI technique produces
explanatory information, which when considered by some stakeholder produce
some insight into the system. In the context of XAI, involved stakeholders are
usually users, developers, and regulators. There are multiple goals (desiderata) for the
complete process, i.e., what specific aspect of the system should be explained. The
following list is an excerpt from the desiderata identified in [Lan+21]:

- Accountability
Debugability

- Fairness
Informed Consent
Legal Compliance
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— Morality/Ethics
— Performance

— Privacy

— Responsibility
— Robustness

— Trustworthiness

Depending on the desideratum, the stakeholder, and the context, the requirements
on the explanation change. For example, for a non-critical application of Al tasked
to predict the next song as part of an auto-play feature, a simple explanation like
“The song was recommended to you, because you often listen to songs from this
genre” might be completely sufficient. On the other hand, when Al is used to detect
and identify road signs as part of a self-driving vehicle, the explanation “The sign
was identified as a stop sign, because it looks similar to other stop signs” is probably
insufficient. From this explanation it is not clear if the same stop sign would be
detected under bad weather conditions, as it lacks information to generalize the
systems behavior. Further, for a user of the car a pictogram or a zoomed in image
of the road sign might be sufficient for fostering trust, while a regulator needs a
more sophisticated explanation to judge legal compliance. The need for detail also
increases when an Al system fails at its task.

Both stakeholder understanding and desiderata satisfaction are beyond the scope
of this thesis, but should be kept in mind for the big picture. What is relevant from
all of the discussed points are the so-called epistemic needs that they imply. For
example, in order to check the satisfaction of the desideratum fairness, one needs
certain facts or information about the system regarding its behavior with respect
to, e.g., different genders. We have seen that there are stakeholders, contexts, and
desiderata that require a lot of accurate and detailed information about an Al system
for reasonable judgments, and these are exactly the cases for which the presented
method of this thesis is designed for. In the following we will refer to them simply
as high-stakes scenarios.

Recently, it was shown that post-hoc methods often fall short in capturing the
intricate structure of DNNs, leading users to form false beliefs about the system
[BKS17; Rud19; MI22; INM19; LB20; Dim+20]. E.g., in [Ade+18] it was shown that
certain proposed saliency maps are indifferent to parameter changes of the DNN.
To overcome these problems, correct and complete explanations are required, which
are known to be NP complete [Kat+17]. This is where this thesis takes place.

1.2 Research Problems Addressed in the Thesis

1.2.1 Conceptual and Technical Overview

This thesis presents a post-hoc, model-specific XAl technique based on surrogate
models that is well suited for high-stakes scenarios. To create the surrogate model,
the original opaque DNN is compiled—often refered to in this context as distilled—
into another representation that is both more comprehensible to humans and more
accessible to algorithms for analysis. In the respective XAl literature, only three
models are generally considered being comprehensible: decision trees, rule-based
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Semantics-preserving Distillation

\ folding & pruning AffTree

Figure 1.3: Faithful distillation process. The PWL neural network is decomposed into
layers, which are then mapped to functionally-equivalent AffTrees (only the hidden layers
contain activation functions). The resulting sequence of AffTrees is aggregated into a single
equivalent AffTree through step-wise composition with optimizations.

models, and linear systems [Gui+18; Lip18; Mol25]. Out of these, decision trees are
an optimal model for representing the semantics of DNNs when they are piecewise
linear (PWL) functions. The tree structure is also computationally efficient.

A key difference between the original opaque DNN and the distilled tree is that
the former is a dataflow representation optimized for inference speed on graphics
cards, while the latter is a controlflow representation that is suitable for compre-
hension and analysis. The process is akin to symbolic execution, and can indeed
be defined in that way. Furthermore, the internal representations (latent space) of
the hidden layers of the DNN are expanded in this process, thus eliminating two
sources of opacity in the distilled tree: non-linearity and distributed representations.

The distillation approach introduced here is modular and flexible based on alge-
braic properties. This enables it to be applicable for different desiderata and different
kinds of explanations, such as outcome explanations (local), or class characteriza-
tions and model explanations (global), where local explanations are less resource-
intensive.

Technically, a DNN h: R"™ — R™ is first represented as a sequence of L PWL
layers:

h:fl—) (hLOO'L_lo"‘OO'lO"ll)()_C))

where h,(X) are affine functions, and o, are non-affine activation functions (1 <
¢ < L). Activation functions o, are further decomposed into a sequence of partial
activation functions, each acting only on one neuron:

op = O_;n,) 0---0 0';1)

This is possible for most activation functions, as they are typically an element-
wise application of a basis function, like max{x, 0} in the case of ReLU. Given this
decomposition, each of these ‘layers’ is mapped to an AffTree instance with the same
semantics (process vod in Figure 1.3). Then, this sequence of AffTrees is aggregated
step-by-step into a single AffTree by repeatedly applying function composition
(Figure 1.3). In each composition step, optimization routines, such as infeasible
path elimination, are applied. In this way, redundancies are pruned early on in the
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process, thus avoiding compound redundancies down-the-road. For example, when
a node in an AffTree is infeasible, subsequent compositions would only append
additional nodes under it. Nevertheless, the whole subtree would still be infeasible.

Every step of the pipeline is semantics-preserving. By decomposing the net-
work into small components (here the layers), the mapping of these components to
AffTrees is simplified. For example, the partial ReLU activation function (which acts
on only one neuron) can be mapped to an AffTree with three nodes. The ‘heavy
lifting’ is performed by the implementation of the composition operator and the
optimizations. Therefore, it is straightforward to extend the process, e.g., by adding
new activation functions. Instead of specifying AffTrees directly, it is also possible
to generate them from an imperative language called Afflang.

The distilled AffTree is a faithful yet interpretable surrogate model (FISM) of
the network, providing explanatory information. Particularly interesting is a visual-
ization mode where the tree is restricted to two-dimensional slices of the input space.
These can be plotted for visual inspection of the model and its decision boundaries.

An accompanying tool, called Affinitree, implements the concepts introduced
in this thesis. It is written in the system language Rust for cache and memory-
efficient layouting of AffTrees. To appeal to a wider audience, a thin Python wrap-
per is provided that forwards the underlying Rust API Both versions are available
under the laguage-specific package indicies, crates.io and PyPI. While the main
body of this thesis is focussed on theoretical aspects of the distillation process, the
attached publication [AP V: [SS24]] covers implementation details.

While this thesis presents the case for explaining PWL DNNs through faithful
distillation, the discussed approach is, at its core, universal and therefore applicable
to all PWL functions. This approach can be best applied to domains that also have an
algebraic structure, specifically compositionality, to make sure that the modularity
and flexibility of this approach can be fully utilized. Interesting other ML domains
may be PWL ensemble models, such as Random Forests or Boosted Trees [GS21;
MSS24a].

1.2.2 Scientific Contribution

This thesis combines and extends the state-of-the-art in formal XAI concerning the
extraction of accurate and relevant information from DNNs. An improved distilla-
tion method is presented that focuses on the algebraic properties of DNNs. This
approach guarantees formal correctness and provides a compositional framework
for analyzing and interpreting DNNs. The main contributions of this approach are
as follows:

Efficient Representation of the Semantic Function. After the ReLU function
became the most prominent activation function in DL, it was demonstrated
in [PMB13; Mon+14] that ReLU DNNs are PWL. The PWL nature of DNNs
allows to decompose trained DNNs into their linear regions [Chu+18; Ayt22],
which simplifies analysis tasks as linear functions are one of the simplest func-
tions that exist. For example, in a ReLU neural network when all ReLU’s are
fixed to one of their two linear regions (called active for (0, o) and inactive
for (—o0, 0]), the network acts linearly. These are called ReLU configurations
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or more generally activation patterns. However, this decomposition is com-
putationally expensive, as the number of activation patterns that have to be
checked grows exponentially with the number of learnable parameters in
DNNs [PMB13].

Recently, it was shown that the number of linear regions that DNNs actually
attain in practice is much lower than what is theoretically possible [HR19b;
HR19a]. Depending on the learned weights of the network or its architecture,
some activation patterns cannot be realized as they are contradictory. In
[HR19b], a statistical argument for the distribution of the weights and biases
was given as to why so many activation patterns are infeasible in trained
DNNs. Furthermore, from a geometric and combinatorial perspective, the
input dimension of the network also limits the number of attainable regions
[Zas81]. The geometry of the latent space is influenced by previous layers of
the network. For example, when a network contains a bottleneck, like in auto
encoders, then the number of attainable linear regions is reduced [Aro+18].

This thesis improves the decomposition of DNNs by identifying and pruning
infeasible activation patterns early and efficiently, resulting in reduced time
and space complexity of the distillation process as well as reducing the size
of the final surrogate model. Experiments will show that applying these opti-
mizations results in surrogates that are orders of magnitude smaller than in a
distillation without them.

Furthermore, the representation is improved by applying ideas from algebraic
decision diagrams (ADDs) and binary space partitioning (BSP) Trees allow-
ing an efficient storing of PWL functions. This representation only keeps
decisions that are necessary to maintain faithfulness and otherwise removes
redundancies. As a result of this thesis, a DNN with r linear regions can be
distilled into a surrogate model with a size bounded by O'(r).

Modular and Holistic Framework. The landscape of existing explainability
methods is large and diverse. Popular tools like LIME [RSG16], SHAP [LL17],
saliency maps [SVZ13], and counterfactual explanations [WMR17] are typi-
cally fast and understandable, but only capture local relationships of DNNs
and are often not faithful. In contrast, tools like neural network verifiers
(e.g., [Bak21; Tra+20]) provide provable guarantees, but are computationally
expensive and limited to certain properties, such as checking e-robustness.
Unfortunately, their methodologies cannot be combined in a way that joins
their strengths.

In contrast, the distillation approach in this thesis leverages the algebraic
properties of DNNs to provide a novel, modular approach to distillation. At the
core of this method stands a binary decision tree structure called AffTree that
adopts useful aspects of ADDs, such as their compositionality and algebraic
properties, while avoiding properties that are not applicable to this setting, like
their fixed variable order or their directed acyclic graph (DAG) structure. The
result is a best-of-both-worlds approach: The decision structure maintains its
efficiency while structured operations can still be computed efficiently. In this
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manner, the surrogate model natively supports operations, such as function
composition, addition, multiplication, and equality. This has two main benefits

1. It simplifies reasoning over the operations by providing levels of abstrac-
tion. For example, when t,, corresponds to the behavior of the DNN for
males and ¢ for females, then equality between both genders can be
expressed as t,, = tr. While the efficient computation of the resulting
tree may involve many details (which are laid out in this thesis), the
concept of equality is intuitively clear.

2. It provides great flexibility and enables recombination of analysis results.
Thus, users can mix existing building blocks in a way that matches their
needs. For example, one could compute the average over multiple differ-
ent random initalizations. Through the modular approach it is also easy
to implement missing functionality, like custom activation functions.

Configurable Levels of Detail. Adding to the previous point, existing methods
are also not flexible. When the level of detail of an explanation of LIME is
insufficient, it is not possible to spend more computation time to get a better
explanation in return. Neural network verifiers are more flexible in this regard,
but are limited in the information that can be concluded from their analysis
(for most, linear properties).

Through the modular approach the distillation is more flexible in both regards.
For one, intermediate results can be reused in all supported analyses. And
distillation can be computed up to a certain time budget, and when it is found
that this budget was insufficient to conclusively answer relevant questions,
it can be increased reusing the former results. When exhaustive analysis
is unnecessary, the method supports constructing semantic representations
at varying levels of granularity, balancing precision or completeness with
computational efficiency.

Visualization Tool. The accompanying tool of the thesis, which applies the theo-
retical concepts in practice, allows for visualizing the behavior of DNNs, in
particular on two-dimensional slices of the input space formally supported by
a concolic execution. These visualizations facilitate intuitive interpretation of
network behavior, supporting human-understandable insights. Furthermore,
they can educate users on the true nature of DNNs by studying illustrations
of their semantic function.

By combining these contributions, the thesis advances explainability through sur-

rogate models for deep neural networks, particularly in safety-critical application
areas where formal guarantees and human interpretability are desirable.

1.3 Outline

This thesis is organized into an introductory passage, a main passage consisting
itself of two parts, and a closing passage. In the introduction (Chapter 1), a brief
summary over the history, significance, and central terms of Al and DL is given.

10
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The chapter is followed by preliminaries in Chapter 2 concerning linear algebra,
piecewise linear functions, deep learning, and decision diagrams.

The first part of the main section is titled “Theory” and is concerned with the
mathematics of the faithful distillation approach that is presented in this thesis. A
short introduction to this part is given in Chapter 3. To prepare the distillation
approach, an imperative language called Afflang is introduced in Chapter 4 that is
well-suited for the representation and analysis of PWL functions. The chapter also
reflects on the formal properties of this language. Building on this language, Chap-
ter 5 presents formal encodings of many DL architectures into Afflang, including
feed forward neural networks (FNNs) and convolutional neural networks (CNNs).
A short outlook is given how recurrent neural networks (RNNs) might fit into this
framework, before the chapter concludes with a summary of what Open Neural
Network Exchange (ONNX) operators match the discussed components. From their,
Chapter 6 states how symbolic and concolic execution can be applied to Afflang
programs, producing faithful control flow graphs (CFGs). When put together with
Chapters 5 and 6, CFGs can be generated for PWL DNNs. Through rewriting, these
graphs are converted into an optimized representation in form of binary decision
trees, called AffTrees. These are FISMs that exactly represent the semantic function
of the DNN and thus enable their formal and rigorous analysis.

The second part is focused on “Practice”. In Chapter 7, semantics preserving
optimizations are presented for improving running time and space complexity of
the distillation. Applications of AffTrees for explaining DNNs are demonstrated in
Chapter 8. In this chapter, two use cases concerning fairness analysis and adversarial
examples are presented.

Finally, the thesis concludes with related work (Chapter 9) and a summary and
future work (Chapter 10).

Reading Hints

FNNss are visualized in this thesis as graphs of neurons. Edges between these neurons
correspond to their weights and are colored blue when the weight is positive and
red when it is negative. The thickness of an edge is proportional to the square root
of its weight. A neural network R? — R? with two hidden layers, each consisting
of four neurons, can be visualized as:

This thesis includes two types of complementary material, which can be treated
as parenthesis. They provide useful foundational information (preliminaries) or give
specific details (excursions) that are useful, but can also divert from the main story.

11
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Therefore, they are clearly marked with a pictogram, a title, and an end symbol.
They look as follows:

Preliminaries (Title). Lorem ipsum dolor sit amet, consectetur adipiscing elit,
sed eiusmod tempor incidunt ut labore et dolore magna aliqua. Ut enim ad minim
veniam, quis nostrud exercitation ullamco laboris nisi ut aliquid ex ea commodi
consequat. Quis aute iure reprehenderit in voluptate velit esse cillum dolore eu
fugiat nulla pariatur. Excepteur sint obcaecat cupiditat non proident, sunt in culpa
qui officia deserunt mollit anim id est laborum. W

Excursion (Title). Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed
eiusmod tempor incidunt ut labore et dolore magna aliqua. Ut enim ad minim veniam,
quis nostrud exercitation ullamco laboris nisi ut aliquid ex ea commodi consequat.
Quis aute iure reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla
pariatur. Excepteur sint obcaecat cupiditat non proident, sunt in culpa qui officia
deserunt mollit anim id est laborum. W

—_— — =
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CHAPTER

Preliminaries

This chapter provides a brief introduction to the fundamental topics of this thesis,
mainly linear algebra, piecewise linear functions, polytopes, deep learning, and
decision diagrams.

2.1 Linear Algebra

In this thesis, the theory of linear algebra plays a central role based on (i) its impor-
tance within deep learning itself and (ii) its algebraic properties such as composi-
tionality. The following introduction to linear algebra states important concepts for
this thesis and establishes a consistent notation based on the book [Ax197]. Basic
knowledge about algebraic structures, such as fields, is assumed in the following. A
comprehensive introduction to this topic can be found in the book [Jud20].

Definition 2.1.1 (Vector Space [Ax197]). A vector space (V,+,-) over a field F is an
algebraic structure consisting of a non-empty set V equipped with two operations

+: VXV >V vector addition

S EXV SV scalar multiplication
such that the following properties hold:

u+ov=v+uforallu,oeV,

(i+0)+w=u+ (0+w)forallu,g,w € V;

(Ap)v = A(ud) forallg € Vand all A, u € F;

there exists an element 0 € V such that 3 + 0 =3 for all 7 € V;
for every o € V, there exists aw € V such that g + w = 0:

1o =dforalls € V;

Mu+d)=Au+ Ao foralli,d € Vandall A € F;
(A+p)o =20+ pv forallg € Vand all A, u € F;

A

Definition 2.1.2 (Span [Ax197]). The set of all linear combinations of a list of vectors
0. ..,0n of V is called the span of 0}, .. ., 0, denoted as

span{oy, ..., 0n} == { Aoy + -+ Au0n [ Ay, .., A €FYCV

13
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Definition 2.1.3 (Linear Independent [Ax197]). Alist of vectorsdy, . .., o, of V is called
linearly independent iff the equation (A, ..., A, € F)

MOy + -+ Ayl =0
has only the solution A; =--- =4, =0.

Definition 2.1.4 (Basis [Ax197]). A list of vectors 03, . ..,0, of V is called basis iff it is
linearly independent and spans V.

Definition 2.1.5 (Dimension [Ax197]). The dimension of a vector space is the length
of any basis 0}, . . ., 0, of the vector space and notated as

dimV =n
in case it is finite.
Theorem 2.1.6. Any n-dimensional vector space V over a field F is isomorphic to F".

A vector (xy,...,x,) of F" is abbreviated as X. To refer to the i-th component of a
vector 0 we write v;.

2.1.1 Matrices and Affine Maps

A matrix W is a collection of values from a field F arranged in a rectangular array
with m rows and n columns:

W1,1 Wl,Z e Wl,n

Wa1 W22 ... Wy
W =

Wm,l Wm,Z e Wm’n

The number of rows, columns, and the underlying field can be stated shortly by
writing W € F™*"_ An element in the i-th row and j-th column of the matrix W
is denoted either by w; j, where w is written in lowercase, or by (W) L where the
matrix is enclosed in parentheses (where 1 < i < nand 1 < j < m). A matrix

W e F™*" can be reflected along the main diagonal resulting in the transpose W'
of shape n x m defined by the equation

) .
(W )i,j =Wj,
The i-th row of W can be regarded as a 1 X n matrix given by
Wi,: = (Wi,la R} wi,fl) .
Similarly, the j-th column of W can be regarded as a m X 1 matrix defined as
“/:,j = (wl,j, R Wm’j)T .
Matrix addition is defined component-wise for matrices with the same type, i.e.,

(W+N) =Wt

Lj

14
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and scalar multiplication as

(A‘W)i,j ::A'Wi,j .

The multiplication of two matrices with compatible type W € F™*" and N € F™*"
is defined as

-
(W -N )l.!j = Zwi’k ‘Ngjo-
k=1
Identifying

- n X 1 matrices with (column) vectors
— 1 X m matrices with row vectors
— 1 X 1 matrices with scalars

as indicated above, makes the well-known dot product of g, w € F"

n

(0, w) = Z 0i - Wi

i=1

just a special case of matrix multiplication. The same holds for matrix-vector multi-
plication that is defined for a m X n matrix W and a vector X € F" as

(W‘J?)i::Wi,:'J_E .

Matrices with the same number of rows and columns, i.e., with type n X n for some
n € N, are said to be square matrices. Square matrices have a neutral element for
matrix multiplication, called identity matrix, that is zero everywhere except for the
entries on the main diagonal which are one:

1 0
I, = .
0 1
A square matrix W € F"™" has a multiplicative inverse W~ iff

W-wil=[=w11w

In that case, W is called invertible or regular. Regular matrices form a group with
matrix multiplication. A square matrix Q is called orthogonal iff its transpose is also
its inverse, i.e., iff Q" = I, = Q'Q. A matrix W € F"™*" is in Toeplitz form when
constants ¢i_p,,...,cy,—1 € F exists such that w;; = c¢;_;, i.e., when the rows are
shifted versions of each other:

Co C1 cee Cp-—1
C_1 Co oo Cp=2
Cl-m C-m --- Cn-m

Matrices have a tight link to linear and affine maps, which are the isomorphisms of
linear and affine spaces.

15
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Definition 2.1.7 (Linear Map [AxI97]). A function f: V — W is called linear iff for
all 4,0 € V and A € F the following properties hold:

fa+9) =fu)+ f(@) additivity
f(AD) = Af(9) homogeneity

Linear maps with finite-dimensional domain and codomain are isomorphic to ma-
trices.

Lemma 2.1.8. For every linear map f: F" — F™ exists a unique matrix M € F"™*"
such that:

£@) = M3
for all ¢ € F". Conversely, for every matrix M € F™*" the function f defined by
f(9) = MU is linear.

Many concepts defined for (linear) functions have an equivalent concept in terms
of matrices. Let f(J) = Md be a linear function, then

(i) f is bijective iff M is invertible,
(ii) f is surjective iff the columns of M span the entire codomain (has full row
rank).
(iii) f is injective iff the columns of M are linearly independent (has full column
rank).

Definition 2.1.9 (Affine Map). A function f: V — W is called affineiff forall 1,7 € V
and A € F the following property holds:

fQui+ (1=21)7) =Af () + (1 -1 f (@)
Lemma 2.1.10. Any affine map a: F* — F™ can be represented as
a(@) =Wi+b
for a fixed matrix W € F™*" and vector b € F™.

Definition 2.1.11 (Operations over Affine Functions). For affine functions we define
the operations addition, function composition, and concatenation with the following
symbols and types:

+:(F* > F")x (F* > F") » F* - F"
o: (F" > F)x(F* > F") - F" > F
&:(F" >F")Yx(F" > F) - F'—> F""

Note that the result is always another affine function, although the type might
change. They are defined as:

(5c’|—>W15c’+I;1)+(5c’n—>W23?+l;2)=;?+—> (W1+W2)3?+(l;1+l;2)

(% > WaZ + b)) o (F > WaX + by) = X > (Wi Wa)% + (Wiby + b))

(walf+zi)@(sz2z+Ez):zH[
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When we restrict the arguments to certain affine functions (e.g., linear functions,
constant functions), we get the following operations ‘for free’ (s € F,o € F', M €
Fer):

s (R WE+b) =% (s-W)Z+(s-b)
M- R Wx+b) =% (M-W)%+ (M- b)

T+ (F > WE+b) =% > W+ (3+b)
Some operations are closed when restricting to compatible types:

Lemma 2.1.12 (Affine Functions as Vector Space). For any n, m € N the set of all affine
functions with type F* — F™ is a vector space with addition + and scalar multipli-
cation -.

Lemma 2.1.13 (Typed Monoid [AP I: [Sch+23]]). The set of all affine functions with
composition o is a monoid when operands are restricted to compatible types.

o:(FF ->F")Yx (F"—>F)— (F* > F")
(fo9)(@) := f(9(2))

Interim: Real Numbers and Constructivism

While vector spaces and metric spaces are generally defined over any field, normed
vector spaces and inner product spaces are mostly defined over the reals. Indeed,
the real numbers R are probably the standard number model in most publications.

At the same time, the real numbers are somewhat artificial: they are uncountable
and non-computable. For any practical application, the reals can only be seen as a
mathematical ideal that is approximated, while other systems like the rationals can
be fully implemented.

Constructive mathematics offer an alternative perspective by focussing on com-
putability and explicit constructions. Where possible, I prefer constructive argu-
ments over non-constructive ones. However, this is not the primary focus of this
work, and I aim to avoid unnecessary complications.

Thus, I will follow convention and use the reals explicitly in the following defi-
nitions. However, I wish to introduce one concept that bridges the gap between the
reals and computability:

Definition 2.1.14 (Real Closed Field). A field F is called real closed if it has the follow-
ing property: Any first order sentence over fields is true in F iff it is true over the
reals.

Prominent fields with this property are the algebraic numbers (roots of polynomials
with rational coefficients) and the computable numbers (those definable by Turing
Machines), both of which are countable.
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2.1.2 Linear Equations and Matrix Factorizations

A linear equation system is a set of equations where each row corresponds to a linear
combination of unknowns x; with coefficients a;; € R:

anxy +apxy+ -+ apx, = bl

az1 X1+ AgpXy + - -+ + AopXy = bz

AmiX1 + ApaXa + -+ + AnXn = b

when the constants b; are all equal to zero, the system is called homogeneous, oth-
erwise inhomogeneous. In matrix notation, this system can be compactly written
as:

AZ=b
where A is the m X n coefficient matrix, X is the vector of unknowns, and I; is the
vector of constants.

Matrices play a central role in solving linear equation systems. A system rep-
resented as A% = b can be transformed to simplify or directly solve it using matrix
operations, such as Gaussian elimination or matrix factorization. If A is square and
invertible, the system has a unique solution given by X = A~1p. If A is not square or
not invertible, solutions (if they exist) involve generalized techniques, such as the
pseudoinverse.

Matrix factorizations decompose a matrix A € R™*" into products of matrices
with certain properties, such as being an upper triangular matrix or orthogonal.

1. LU decomposition A = LU, where L is lower triangular and U is upper tri-
angular. Solve Ly = b (forward substitution), then U% = i (back substitution).

2. QR decomposition A = QR, where Q is orthogonal and R is upper triangular.
Multiply both sides by Q" to simplify: RX = 0'b.

3. Singular value decomposition A = UXV", where U and V are orthogonal,
and X is diagonal. Useful for underdetermined or overdetermined systems,
providing least-squares solutions. This gives rise to the Moore—Penrose pseu-
doinverse defined as A* =U'2'V.

2.1.3 Norms and Distances

Vector norms generalize the idea of distances, and thus of neighborhoods, to vector
spaces. These are formalized in mathematics using metric spaces and normed spaces
[Mag22].

Definition 2.1.15 (Inner Product Space [Ax197]). An inner product space is a vector
space V with a mapping (-, -): VXV — R, called inner product, that satisfies
the following properties:

positivity (v,v) > 0 forallv € V;

definiteness (v,0) =0iffv = 0;
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additivity (u +0,0) = (u,w) + (v, w) for all u,0,w € V;
homogeneity (Au,0) = A(u,0) forallA e Rand all u,0 € V;
symmetry (u,0) = (o,u) forallu,o € V.

Every inner product induces a norm, called its canonical norm, defined as:

lloll := v{v,0) .

Therefore, every inner product space is also a normed space. In a similar manner,
every norm implies a metric, called norm induced metric:

d(v,w) :=[lw —o]| .
And, finally, a metric induces a topology where the open balls defined as
B,(v) ={weV|dw) <r}

form a base.
A special type of normed spaces defined by so-called I-norms is of special inter-
est:

Definition 2.1.16 (I,,-norms). For m € N, the [,;,-norm is the function ||-||,,: R” —» R
defined by:

n

Rl 2= 5] D il

i=1

Important [,,-norms are the I; norm

n
1% 2= > Jxil
i=1

and the I, norm or Euclidean norm!

n
IRz := 4| > x2 .
i=1

Another important norm is the so-called I, norm. While not technically an I-norm
according to the definition above, it arises naturally as the limit of the [-norms as m
approaches infinity and is defined by:

[1X]co = maXie{1,...,n}|xi|
With these definitions we can now formalize the neighborhood of a point.

Definition 2.1.17 (Unit Ball). For a given [,,-norm || - ||,,, we define the corresponding
m-unit ball as
Bp ={XeR"|||X|lm <1} . (2.1)

IFor real vector spaces R”, the Euclidean norm is the canonical norm as ||¥||, = v/(X, X).
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Figure 2.1: Selection of two-dimensional m-balls for different /,,,-norms.

The unit ball is a closed, convex subset of R” centered at the origin. It generalizes the
notion of a disk with radius 1 to both higher dimensions (n > 2) and non-euclidean
spaces (m # 2). The relevant unit balls for this thesis are illustrated in Figure 2.1.
Every generic m-ball of R” can be constructed using translation

Y+ By ={xX eR"[[IX = yllm <1}

and scaling
By ={X € R" | [|X|lm <1}

of unit m-balls. In the latter case r is called the radius. If it is clear from the context,
we omit the dimensionality of the m-ball.

2.2 Convex Polytopes

This section is based on the books [Bro83; GZB94; HRZ17].
Definition 2.2.1 (Halfspace). Let w € R" with w # 0 and b € R. Then the set
p={XeR"|(w,X)+b=0}

is called a hyperplane of R". A hyperplane partitions R” into two convex subspaces,
called halfspaces. The positive and negative halfspaces of p are defined as

pr={XeR"| (W,X)+b>0}
p={XeR"|(w,X)+b<0}
Definition 2.2.2 (Polytope). A polytope Q C R" is the intersection of k halfspaces for
some natural number k € N.
k
Q= [FeR"|(W,%)+bi <0}
i=1

Polytopes are the models of affine predicates.

Definition 2.2.3 (Affine Predicate). An affine predicate is a logic formula of the form
Au < b for a fixed matrix A € R™ " and vector b € R™ that is satisfied iff the
relation < holds for all rows. The variable u is symbolic (written in Fraktur), its
value from domain R" is provided by the caller.
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2.3. Piecewise Linear Functions

For convenience, we introduce the short hands (z € R,A € R™"V € R®*" b €
R™, ¢ € R):

u<z=eé'u<z

u<u;=(€—-€) uso

Au>b = (~A)u < (=b)

When used in a logic with negation, we also allow the short hands Au < b =
-(Au > I_;) and Au > b = -(Au < l_;) Following common conventions in logic, we
use the following notation to say that a formula is satisfied by a model (X € R", M C
R™, A € R™*1 j ¢ RM).

TEAuL<b & A¥<b
M|:Au5i; — erM:a?l:Ausl;
Models(Au < b) := {¥ €R" | E Au<b}

The set of all models Models(Au < l;) is always a convex polytope. Each row A; . u =
b; of the predicate defines a hyperplane in R". The boundary bd Models(Au <
I;) consists exclusively of points from these hyperplanes. However, not all row
hyperplanes are part of the boundary. When a hyperplane is part of the boundary,
we call it supporting (see [Bro83] for a formal definition). Removing non-supporting

rows from an affine predicate does not alter its semantics.

2.3 Piecewise Linear Functions

This thesis is concerned with functions that are piecewise linear (PWL), i.e., with
functions that are linear in some local regions. This class of functions is used in many
applications, most notably in the context of function approximation. Their success
in this area is based on two properties. First, PWL functions are universal function
approximators, i.e., they can approximate any measurable function arbitrary well.
Second, they inherit the simplicity of linear functions almost everywhere. The
following definition is based on [Ovc02].

Definition 2.3.1 (PWL). A function f: I — R™ over a convex domain I’ C R is said
to be continuous piecewise linear (CPWL) iff there exists a finite family of closed
regions 2 = {Qy,... Qq} with I' = {J 2 such that f coincides with a linear function
gi on each region Q;. We then say that g; is active in the region Q;. The unique
functions {gy, . . ., gx } are called the component functions of f.

By this definition, PWL functions are always continuous, as the regions are closed
and therefore the function values have to agree on the shared boundaries. When
the regions are open, the definition captures the class of all PWL functions (then the
regions must be closed explicitly for the following definitions to be correct). Without
loss of generality, we assume henceforth that the family 2 partitions the domain T
of f in the following sense [GZB94]:
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2. PRELIMINARIES

Definition 2.3.2 (Polyhedral Partition). A polyhedral partition over a set T C R%is a
finite family 2 of sets such that for all Q;, Q; € 2 the following hold:

1. Each Q; € 2 is a convex (bounded or unbounded) polytope.

2. The interiors of the sets are pairwise disjoint, i.e.,

ntQ;NintQ; =0 & i#j
3. The set T is covered, ie., T = J 2.

In the above definition of PWL functions, the regions 2 = {Q;,...Qg} are not
uniquely determined by f. The following unique regions are defined in the literature
[TM99; Xu+16]:

Projection Regions For each unique component function g;, project the area
where g; coincides with f onto the domain I'. This area may be non-convex
and non-connected. Calling the resulting region Q;, the collection of all such
sets {Q1, ... Qg} are the projection regions of f.

Base Regions A base region D; C I of f is the maximal set where no other compo-
nent function is both greater than and less than the single active component
function g; on D;.

Unique-order Regions A unique-order region O; C T is the inclusion-maximal
set where all component functions can be linearly order, i.e., g;, (x) < g;,(x) <
-+ < g (x) forall x € O;.

It was shown in a number of publications [BKS95; Ovc00; TM99; Wil63] that
every PWL function can be written as a polynomial in a lattice (linear functions
with maximum and minimum) using just its component functions. The following
lemma was stated and proven in [Ovc02].

Theorem 2.3.3 (Lattice Representation of PWL). For any continuous piecewise linear
function f: T — R defined on a convex domain I' € R? with unique component
functions {gy, . . ., g } there exists a family of incomparable (with respect to C) index
sets {S;}jes such that

f(X) = maxmin g;(X) (2.2)
jeJ iESj

holds for all x € T.

The family of index sets {S;}jc; can be derived from the following regions
(details are given in the respective publications):

1. Convex projection regions {Qy, ..., Qr} [TM99]
2. Base regions {Dy, ..., Dy, } [Xu+16]

3. Unique-order regions {Oy, ..., Ok, } [TM99]

4. Domain I' [Ovc00]
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2.4. Deep Learning

2.4 Deep Learning

Deep learning (DL) encompasses many proficient neural architectures for many
different application areas. Details about their history and training can be found
in [GBC16]. Throughout this thesis, the explanation of relevant DL components is
integrated in the text where it is needed, using the preliminary blocks. Here, only a
few aspects are discussed that are too detailed for such an integration.

2.4.1 Representation of Inputs and Outputs.

The input and output types of DNNs vary from application domains, including tabu-
lar data, images, sound, and text. At some point, however, all data is converted into
a sequence of floating-point values, which can be represented as a vector. Typically,
these are organized as the famous tensors from deep learning.? For example, images
are commonly seen as tensors of shape (N, C, H, W) where N is the batch length, C
the number of channels, H the height, and W the width. In the following calculus,
we will consider input data as flattened vectors. When the input to the network was
a higher dimensional tensor, we flatten it in row-major order. This does not restrict
the expressiveness, as one can seamlessly convert between tensors and flattend vec-
tors. Concretely, for the given example of image tensors of shape (N, C, H, W) the
conversion can be done as follows:

ali, j,k,1] = b[iCHW + jHW + kW +1]
m m mod CHW m mod HW
b[m] =

a , , ,m mod W
CHW HW w

where a is a multi-dimensional array (tensor) and b is a single-dimensional array
view of the data.

To make the conversion explicit, we define the vectorize operation that flattens
any multi-dimensional array (matrices, tensors) into a vector, assuming a row-major
ordering. Given a tensor x of order n with indices iy, . . ., i; where ij is the index that
varies the fastest and i, the one that varies the slowest, and let di be the length of
the k-th index, then the vectorize or flattening operation can be defined as:

(vec(x)); = P

i = (l%‘ mod dk) +1
H 1=1 dl
Here we assume that the index j is in bounds, i.e., 1 < j < []}_, d;. The row-major
order is sometimes also called lexicographic access pattern, as the injective function
g: N — N” given by ¢g(j) := (i, ..., i1), where i is defined as above, gives rise to
the lexicographic order <j.xC N" X N when defining:

where

9(]1) Slex 9(]2) — jl < j2

2For example, giving name to the library TensorFlow or being the central data structure in PyTorch.
Note that they are different from tensors used in other branches of mathematics and physics.
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2.4.2 Convolutional Neural Networks

Convolutional neural network (CNN) are a very important architecture in DL based
on their historical and ongoing success in computer vision. CNNs were among the
first neural architectures that surpassed other ML models on computer vision tasks
such as image classification and object recognition. Over time the difference became
very pronounced, to the point where CNNs became the default model for computer
vision tasks.

CNNs make use of parameter sharing resulting in an efficient use of the net-
work’s resources: to express similarly complex semantics, a CNN requires consider-
ably fewer parameters than an FNN. Important for utilizing these few parameters
for improved training speed were advances in GPU programming (GPGPU). CNNs
introduce domain knowledge into the architecture, e.g., by placing importance on
spatial relationships and local features in the input image. It can be proven that
under certain conditions CNNs are translation equivariant, i.e.,

flrox) =70 f(x)

for translations 7.

Mathematical Background. Mathematically, convolution is a commutative, lin-
ear operation applied to two functions (signals) f and g which computes the overlap
between their area:

(f % 9)(1) = / F(t - x)g(x) d

This corresponds to a sliding window shifted by t where the area of the function
f is weighted by the function g. As such, convolutions can extract spatial (or time,
depending on the interpretation of t) patterns from f by designing g in a specific
way. For example, in statistics convolution can implement a moving average or in
audio processing it is used for computing reverberation.

Convolutions have a long history in ML for feature extraction both within deep
learning and other ML methods. In these cases, the discrete version is more relevant,
which can be stated as

M
(F*g)(®) = > ft=x)9(x)
x=—M

where g has finite support in { =M, ..., M }. Since in ML both f and g are finite, it is
custom to shift the indices such that g falls into the range {0,...,2M }. We call g a
kernel or filter applied to f. Given their discrete form, f and g can be represented as
finite vectors f € R™ and g € R" (with n <« m). To see that the operation is indeed
linear one can define the following Toeplitz matrix C € R(m=+)xm.

g(j—i+1) f1<j—i+1<n
Cii:{ (2.3)

0 otherwise
Then convolution can be expressed as f x g = Cf. This route is often taken when
analyzing CNNs, e.g., [Geh+18; BB20]. However, forming this Toplitz matrix is

memory-intensive, especially when the input f € R™ is large relative to the filter
g € R™
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Images. To fully track the spatial relations in images, one needs to consider both
axes of the 2D input images. Thus, we update the convolution formula® for finite,
two-dimensional array representing images as follows: Let I denote a 2D input
matrix of shape H X W (height X width), and let K be a kernel of shape F X F, then
the convolution slides K over I following its two-dimensional grid [GBC16]:

F F

(I * K) ij = Z Z Ii+,u—1,j+v—1K,u,v

p=1 v=1

In the formula, one can clearly see that the same F X F elements of the filter are
used to weigh a moving window of F X F elements from I by means of a linear
combination. The elements from I that are relevant for computing a single output
value (pixel) (i, j) are called the receptive field. One can also clearly see that when
we move one pixel in the output by incrementing i or j (assuming they are within
bounds), the corresponding receptive field also moves by one pixel, and thus for
F > 1 the fields overlap. There is a parameter called stride, which controls by how
much the receptive field is moved between convolution steps, with the default being
one. In other words, striding controls the step size at which the filter moves over
the input. When s stands for the stride, we can update the formula to [GBC16]:

F F

(I*sK), ;= Z Z L(i-1)+ps(-1)+vKpv
p=1 v=1

The output image has shape H,,; X W,y,;, Wwhere the dimensions Hy,,; and W,,,; are
determined by:

H + 2padding — F
Hour = * pa. -8 J +1 (2.4)
stride
W + 2padding — F
Wour = | ———PACCINE J +1 (2.5)
stride

In order to keep operations as modular as possible we will extract padding opera-
tions into an own operation. Thus, we will assume that the dimensions of H, W, F
and stride match in such a way that the above divisions have no remainder (when
necessary through a preceding application of padding).

Example. In this capacity, kernels can be used to compute Gaussian blur or to
detect edges in an image. For example, consider the following kernel known as Sobel
Operator:

1 0 -1
Gy:=|2 0 -2
1 0 -1

Convolving an image with G, as kernel can detect horizontal edges in the image
[KVBSS].

3To be precise, machine learning uses a rotated kernel with respect to the mathematical definition
(as can be seen by the switched signs), which is called cross-correlation in mathematics. We follow
the convention in machine learning and also call it convolution.
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Channels. Although kernels can detect interesting spatial relations over the
whole image with relatively few parameters, the expressiveness of a single ker-
nel is limited. It is therefore beneficial to compute many kernels in parallel over the
same input. In CNNs, this concept of parallel convolutions is organized in channels.
To express channels from a computer science view it is beneficial to define higher-
dimensional arrays so that the new channels can be axes of the array. Mathematically
speaking, this concept is related to tensors, although there are differences. Tensors
generalize matrices to higher dimensions and as such have a strong connection to
multilinear forms and also obey basis change rules.

Let the input now be a tensor of shape C;,, X H X W where C;;, is the number of
input channels. The kernel tensor then contains one independent filter of size F X F
for each input channel C;, leading to an array of shape C;, X F X F of parameters.
Additionally, the kernel tensor also contains C,,; many independent filters of the
previous kind, leading to the final shape C,,; X Cj;; X F X F. Thus the kernel tensor
is of order four, i.e., it can be addressed as a four-dimensional array k%A1 \where
a, B, i, v are indices. Where matrices can be decomposed into a collection of row
or column vectors, tensors can be decomposed into fibers written with a colon : as
index. When multiple indices are not fixed it is called a slice. Thus, when we write
k*P: we refer to the F x F kernel of the a-th output channel and the $-th input
channel. Then the output tensor Z of multichannel strided convolution is [GBC16]:

Cin
290 = 3 (1P g kP (2.6)
[= .
Cin F F
— Z Z iﬂ,s(i—l)+;1,s(j—1)+vka,ﬁ,;1,v (27)
p=1 p=1 v=1

Here the sum over all input channels is a popular aggregation pattern that allows
to combine the information from the different input channels. For example, see the
input channels as the color channels red, green, and blue of a colored image. First,
the filters are convoluted over each channel separately, extracting useful features
like edges for each color channel independently. But then, through the addition of
all previously computed feature maps, it is possible in the next layer to react to the
interaction of the colors with each other.

Toeplitz Matrices. For the a-th output channel and $-th input channel, k%/:
corresponds to an F X F filter. Each such filter can be written as a Toeplitz matrix

kahll  peafil2 ... kP LF 0 e 0 k®h21
TP 0 k@BLl  fapl2 . k@B LF
0 . 0 ka,ﬁ,l,l ka,ﬁ,l,z . k.a,ﬁ,l,F

which is of shape Hyyr - Wyyr X Hjp - Wi The input is just a flattend version of
the input image. For each input channel § € [C;,] a new filter exists with its own
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coefficients, which are aggregated through summation into a single output image of
shape Hyyr X Wyy;. The summation can be naturally expressed in as a block matrix

Vec((x*k)a’:’:) =[r®! T1** ... T*Cin|.vec(x)

As this process is repeated for each output channel @ € [C,,;] the resulting matrix
is block matrix:

TL1 TL2 ...  TLCin
T21 T?2 ... T2Cin
Vec(x * k) = ) . _ . - vec(x)
Tcoutsl Tcuut’z . Tcoutscin

Each block T*# is a Toeplitz matrix corresponding to the convolution filter applied
between input channel § and output channel a. The overall block matrix represents
the entire multichannel convolution operation.

2.4.3 Recurrent Neural Networks

Recurrent neural network (RNN) are a class of neural architectures designed to
handle sequential data. Most architectures are able to accept sequence of arbitrary
length. This class also makes use of parameter sharing similar as CNNs. However,
while in CNNs the parameters are shared per kernel for one application over the
image, RNNs share parameters over the depth of their computation tree [GBC16].
They are characterized by the following formula

R = f(x® h7D; )

for a sequence x(), ..., x() of input data, a hidden state h*), and parameters 6. All
input vectors x(?) of the sequence have the same length and the size of the hidden
state is also fixed but must be chosen as a hyperparameter.

While the size of the input sequence may vary, any specific input has a finite
and fixed length n. For this sequence, the RNN can be unfolded such that

K(m :f(x("),h(”_l);e)
- f(x("),f(x("_l), h(n—Z); 0); 0)
= f", "D f(xD,650) - 50):0)

Here the parameter sharing can be clearly seen: each f is parameterized by the same
0. As such, the network can better generalize to sequences of different length, as
no position in the sequence has any special meaning or treatment. The final hidden
state (™ may be processed further by subsequent parts of the network, such as
fully connected layers.

The function f must aggregate new information given by the current element
of the sequence x(*) with the old information stored in h*~1)_ Since the size of the
hidden state is fixed while the input sequence can be arbitrary long, this aggregation
can be assumed to be lossy. The training process optimizes the parameters 6 (ideally)
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in a way such that the information aggregated in the hidden state are relevant for
solving the specific task at hand.

A typical realization of an RNN hat produces for each input x*) an output (*)
is given by

h®) := tanh (Ux(t) +WhD 4 l;)

3 = softmax (Vh(t) + E)
In this form, for example, RNNs could be used to translate an input sentence X in
French into an output sentence y in English.
2.5 Decision Diagrams

Algebraic decision diagrams (ADDs) are DAGs that lift an abstract algebra (A, O) to
functions ¥ — A [GS21]. An algebra (A, O) consists of a carrier set A and a set O
of operations over A. Operations op € O have a fixed arity and are closed under A.
The lifting respects the operations of the algebra (definition based on [MSS24b]):

Definition 2.5.1 (Lifting). Given an r-ary operation h € O € A" — A of the algebra
(A, 0), it is lifted to ADDs such that for » ADDs fi,..., f,: ¥ — A and all inputs
x € X the following holds

ha(fio- o fr) () = h(fi(x),.., fr (%))

where hA( fiooo fr ) is, in particular, an ADD itself.

——0) () OGS
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CHAPTER

Introduction

This chapter presents the formal foundations for the distillation process of deep
learning models into interpretable surrogate models through a series of semantics-
preserving transformations. While neural networks show remarkable performance
for many complex machine learning tasks (Section 1.1), they lack the transparency
that is needed for their responsible use in safety-critical applications (Section 1.1.4).
To address this issue, the chapter introduces a series of semantics-preserving trans-
formations, each improving on specific aspects of the syntactic representation of
the models. Ultimately, the goal is to transform these initial representations—which
include deep learning models such as feed-forward, convolutional, and recurrent
neural architectures—into representations that are more amenable to rigorous anal-
ysis.

The core idea is to reduce the complexity of neural network architectures by en-
coding them into Afflang, a minimal yet expressive language designed for piecewise
linear (PWL) functions. This transformation enables the application of established
techniques from program analysis and formal methods to the resulting Afflang pro-
grams. These techniques can then be utilized to verify a broad set of requirements,
referred to as desiderata (Section 1.1.4). The verification of these requirements can
be boiled down to the epistemic needs of the involved stakeholders (Section 1.1.4).
As each individual case has a different epistemic profile, there is no one-size-fits-all
solution. The here introduced framework starts at the network and presents a modu-
lar, systematic approach by which true propositions (facts) about the inner workings
of the neural network can be derived, referred to as explanatory information. These
propositions can then be abstracted and contextualized to bridge formal mathemati-
cal claims with human-understandable concepts, facilitating the verification of the
desiderata (which is briefly explored in Chapter 8).

To achieve this, the following first part of this thesis presents a constructive
approach, introducing transformations, symbolic methods, and analytical constructs
in the following chapters:

(i) First, the imperative language Afflang is introduced, which consists of an
essential core of instructions designed for expressing PWL functions. These core
instructions of Afflang will allow us to encode all PWL deep learning architectures,
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(a) Inception v2 (2015) (b) BERT (2018) (c) BIDAF (2016)

Figure 3.1: Excerpts from the computation graphs of various deep learning models. These
examples show diverging and merging dataflow, as well as many different Open Neural Net-
work Exchange (ONNX) operators that make up proficient neural networks. Specifications
taken from ONNX Zoo and visualized with Netron.

as, e.g., specified in the ONNX format, into small programs of this language. Al-
though Afflang is designed to be simple, it can encode deep neural networks (DNNs)
with complex dataflow graphs (Figure 3.1). Based on its minimal structure, the lan-
guage is well-suited for formal reasoning, such as proving theoretical properties
by structural induction or for defining central concepts over them in an inductive
manner.

(ii) Next, popular deep learning architectures—including feed forward neural
networks (FNNs), convolutional neural networks (CNNs), and recurrent neural net-
works (RNNs)—are systematically reduced to Afflang programs. At the end of this
section, a table will be provided that lists which ONNX operators can be translated
to Afflang programs while preserving semantics. Based on the encodings that were
performed, any semantic result proven for Afflang automatically holds true for
every deep learning model that can be expressed in it.

(iii) We will define symbolic execution for Afflang, which is a straightforward
extension of its standard semantics, since the language was designed with this goal
in mind. For this task, we will update the semantic definition of Afflang from
step (i) to handle the general case of symbolic inputs. It will also trace branches
in the control flow instead of evaluating them. Symbolic execution will provide a
control flow graph (CFG) that captures the semantics of neural networks in a concise
and universal manner based on their Afflang representation.

(iv) Building on the previous results, we will apply established techniques from
formal (program) analysis such as concolic execution, preconditions, and postcondi-
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Figure 3.2: Algebraic structure of the three languages of this part: DNNs, Afflang, and
AffTrees. The model transformations, i.e., reduction and symbolic execution, are semantics-
preserving. They are also homomorphisms with respect to many operations, such as com-
position, addition, and scalar multiplication. Illustration inspired by [GS21].

tions. Based on the rich framework established in the first three sections, these new
constructs can be expressed seamlessly inside Afflang by appending or prepending
suitable code blocks. These constructs extend the analytical capabilities, enabling
formal reasoning about neural networks in a compositional style.

(v) Finally, the CFGs of symbolic or concolic execution are converted into a con-
cise decision tree structure, called AffTree. These are semantically equivalent to
the original DNNs, but feature a representation that simplifies analysis tasks, mak-
ing them a faithful yet interpretable surrogate model (FISM). Finally, the algebraic
properties of AffTrees are discussed, which build the foundation for a simple and
modular API for the practical application of this theory.

The sequence of steps (i) to (v) present a formal approach to distill PWL deep
learning architectures into faithful and interpretable surrogate models. As will be-
come evident in each of the five steps, the structure of DNNs is well-aligned with
this approach, which is a result of the following three key properties:

1. Popular training methods like stochastic gradient descent require that DNNs
are almost everywhere differentiable, and thus also (almost everywhere) con-
tinuous.

2. DNNs are typically overparameterized, resulting in huge parameter matrices
and frequent use of matrix multiplication.

3. Popular activation functions, such as ReLU, are PWL.

It is therefore natural to use the extensive theory of linear algebra in all five steps
as a unifying framework. Indeed, the first three steps evolve heavily around linear
algebra and matrix operations. The methods developed here simplify the complexity
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of neural networks while preserving their functional behavior, paving the way for
interpretable and theory-grounded surrogate models.

Based on the rich algebraic structure present in DNNs, Afflang, and AffTrees,
the framework is flexible and modular. As the encoding and symbolic execution
preserve semantics, they are both a homomorphism with respect to any operation
defined for PWL functions over all three domains (Figure 3.2). This especially in-
cludes function composition, which manifests itself in the composition of layers in
DNNs, in the composition of macros in Afflang, and the composition of AffTrees.
This is the foundation for the modular system: it is sufficient to state how each indi-
vidual building black is transformed under the encoding or symbolic execution step.
The global semantics are then automatically implied. This also enables to skip the
transformation to Afflang in practical applications and directly map deep learning
(DL) primitives to AffTrees.

—_— o o e—————
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CHAPTER

Operational Characterization of
Piecewise Linear Functions

This chapter introduces a new language, called Afflang, that is simple yet expres-
sive such that (piecewise linear) neural network architectures can be encoded in
it. We will start with the foundational fully-connected feed-forward architectures
and popular activation functions like ReLU. From there, we will gradually intro-
duce more advanced and modern architectures like CNNs and RNNs. In this way,
we will successively encode (piecewise linear) operators of the ONNX language
within Afflang in a way that resembles how these operators are implemented in
corresponding software.! Importantly, the encoding will be presented constructively,
which is an essential prerequisite for implementing them and for discussing algo-
rithmic properties—like running time or size—of the resulting Afflang programs.

This encoding condenses the huge number of deep learning constructs to a set
of minimal routines, which we will refer to as core instructions. With that it will be
easier to prove theoretical properties and also to define essential functions of the
language in the next sections. Readers who are familiar with either of these topics
may also find this approach easier to follow: (i) The mapping from ONNX to Afflang
is inspired by real world DL implementations and (ii) as Afflang is similar to the
while language (or similar languages used in formal research), many algorithms for
formal analysis are directly applicable to it. In fact, we will directly start with a
typical formal approach by defining the syntax of Afflang through a Backus—Naur
Form (BNF), define its semantics through small-step structural operational semantics
(SOS) rules, and provide a sequent calculus for typing.

The contents of this chapter might also be interesting from another perspective:
How does a neural network compute its decision function from an algorithmic point
of view? While the stochastic theory is valuable in understanding and analyzing
the training of neural networks, it is often unclear how the parameters of a network
interact with each other to create the desired function, which is complicated even

1t may be noted that the complete set of ONNX operators, with all its variations and configu-
rations, is too extensive to be covered fully in this chapter. Therefore, a subset of the most popular
operators is selected and presented.
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Y

y=05x+4

01 Q2 O3 Q4 Os

Figure 4.1: Example of a continuous PWL function f: (-1,4) — (2,4) with five linear
regions. For the region Q; = [-0.2, 1.5), f coincides with the linear function g,(x) = 0.5x+4.

more by the fact that the desired function is in itself hard to formalize or even
unknown. The analysis of what circuits or mechanisms inside a DNN govern its
effective function is studied, for example, in the field of mechanistic interpretability
and can help with understanding the inner structure and workings of DNNs. A
typical question is where and how DNNs store facts. In this regard, we will also
discuss by example how Afflang programs might be translated back into DNNs.

4.1 Core Instructions

We proceed by defining the minimal, imperative language Afflang, consisting of
the core instructions, which are already sufficient for encoding all PWL functions.
This language is designed for expressing PWL functions, which means that for
(small) neighborhoods in the input, called regions, the function acts linearly (see
example Figure 4.1). Given the nature of DNNs, the language is focused on arithmetic
computations. Concretely, it consists of three kinds of vector-valued instructions:

- Affine transformations that allow to apply a realm of different geometric op-
erations to their inputs, like rotations, translations, dilations, and shears;

— Conditional branching with respect to element-wise comparison;

— Referencing the input value of the program.

As all neural networks are pure, mathematical functions (i.e., without side ef-
fects like I0), the language takes inspiration from modern programming languages
with a focus on expressions (which differentiates it, e.g., from the language studied
in [Plo04] and also from prior work in this area [AP I: [Sch+23]]).

Definition 4.1.1 (Syntax of Afflang). The syntax of Afflang is defined by the fol-
lowing context-free grammar consisting of the basic instructions:

E:=ME+¢|if (E<?) thenEelseE | %

where M is a meta symbol for (type compatible) matrices, ¢ for vectors, and ¥ is a
fixed symbol for the input vector. The set of all words adhering to this grammar is

36



4.1. Core Instructions

called . and we write &/" ™™ for the subset of terms where the input X € R" is of
type n and the result is of type m. We will later define type correctness with rigor,
but for now it should be clear what is meant by this informal description.

Using SOS rules, we can define the semantics of these expressions based on the
transformation of configurations. We use ¢ as a symbol for an expression term and
0 to denote the value of a fully-evaluated expression (to a vector with the value
o € R™). Each derivation step emits a unique observable symbol from the alphabet
A = {lin, mem, if;,if 7} as a means to track which rules were applied and in what
order. The initial configuration for an Afflang term t € &/"~™ evaluated for an
input value ¥ € R" is (t,X > X). When a term contains subexpressions, these are
evaluated first (w € A):

(t,0) = (', 0"

(Wt + & 0) — (Wt +3,0")

{t,0) = (t',0")

(if (t < b) then s; else sy, 0) N (if (¢’ £ b) then s; else sy, 0”)
When all subexpressions are evaluated, the current instruction is executed:

Vie[m]:u=wi.0+c¢

- o li -
(Wu + ¢, 0) = (u, o)

ViE[m]ZUiSbi

- 7 if
(if (v < b) then sy else sy, 0) SN (s1,0)

3i€[m]201>bi

- if
(if (J < b) then s; else sy, 0) N (89, 0)
(% 0) = (0(3),0)

To differentiate between the syntax (arithmetic operators of Afflang) and the se-
mantics (linear algebra operations), the premises are stated element-wise, which
results in a distinct look.

The first two rules express the general concept that subterms can (and must)
be evaluated first before one can apply the outer instruction. When a subterm is
completely evaluated to a vector & € R™, the outer instruction might be applied,
such as matrix multiplication (lin-rule) or comparison (if-rules). Therefore, these
partially evaluated terms do not correspond to words of .27, as we did not allow to
write a constant vector (we will come back to that in Section 4.2).

Notice that nested lin expressions have no direct benefit with respect to expres-
siveness (they might, however, be useful for organizational purposes) and can be
simplified:

Wy(WiZE + ¢1) + ¢ = (WaWy)E + (1 + ¢2)

where the matrix multiplication and vector addition on the right-hand side can be
computed at ‘compile time’.

37



4. OPERATIONAL CHARACTERIZATION OF PIECEWISE LINEAR FUNCTIONS

(a) x-axis (b) y-axis (c) superposition

Figure 4.2: Triangle wave function along the x-Axis and y-Axis and their sum.

The language will be extended through new syntactical instructions in the next
sections to match the profile of the different specialized neural architectures and
analysis methods:

- Addition Extension Definition 4.4.1 (p. 50): Supports direct addition of expres-
sions.

- Memory Extension Definition 5.3.1 (p. 69): Introduces memory operations like
assignments.

- Loop Extension Definition 5.3.2 (p. 70): Adds for loops with fixed bounds for
repetitive computations.

- Partial Evaluation Extension Definition 6.2.3 (p. 82): Allows to define paths as
undefined.

Each of these extensions introduces new syntactical instructions with corresponding
semantics and typing rules. These new rules do, however, not influence others, as
each is only concerned with the integration of the new syntax. Thus, they can be
considered independently. As a result, when the syntax of an extension does not
appear in an Afflang term, like addition, then it is irrelevant whether the term is
evaluated with or without the extension’s semantics.

As the language is expression-focused and has neither statements nor sequential
composition, we have no general rule to evaluate subexpressions first. The classic
composition rule is specified in SOS as [Plo04]:

(s1.m) = (s, 1")

(81582, 1) — (s1:82,71")

where the concrete configurations depend on the language and use case, so 7 is a
placeholder for that. We will add both statements and sequential composition later,
but as they are orthogonal to the expressions already present in Afflang they will
not influence these (will be added in Section 5.3). In the next paragraph it will be
discussed why this seemingly more complex approach is suitable for the overall goal,
and how other approaches have problems generalizing to dataflow graphs.
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4.1. Core Instructions

Example 4.1.2 (Triangle Wave). The triangle wave function is a periodic, non-
sinusoidal waveform that looks like repeated triangles along an axis. It is a PWL
continuous function tr: R — R with a slightly technical definition:

Put simply, for x € [2n, 2n+1) the function has a slope of 1 and for x € [2n+1, 2n+2)
the function has a slope of -1 (c.f. Figure 4.2a). For x € [0, 6) this function has six
linear regions, and we can formulate it in Afflang as follows:

x+1
x—2

tr(x) :=[(x+1 mod?2)—1|=

trg = if (¥ < 1) thenX else {if(i <2)then1-%
else{if(iSS) then¥ —2 else {if(¥£4) then3 —%
else { if (¥ <5) then¥—4 else {5-%|}}}

Gray curly braces highlight the nesting of subexpressions as defined by the grammar
for illustration purposes, and are not actually part of the term. Let’s apply the SOS
derivation steps for an input ¥ = 2.5, s0 0 = ¥ > 2.5:

(if (¥ < 1) then¥ else if (X < 2) then--- ,0)

mem - -

—— (if (2.5 < 1) then X else else if (X < 2) then--- ,0)
if.

N (if (¥ <2) then1 - else if (¥ < 3) then--- ,0)

mem

—— (if (2.5 <2) then1 —X¥else if (¥ <3) then--- ,0)

if
N (if ( <3) then¥ —2else---,0)

mem N
—— (if (2.5 <3) then¥ —2else---,0)

.
- F-20)

mem

— (25-2,0)

lin

— (0.5,0)

To make it more interesting, we may look at the superposition of two of these
waves. For that, we define a function R? — R with

x,y > tr(x) + tr(y)

The resulting function now has 6 - 6 = 36 linear regions (c.f. Figure 4.2c). Notice
that this term is not yet defined for Afflang (but will be with the next extension
Definition 4.4.1). Instead, we copy the above structure for the second input, call it y,
and place it at every position where a value for x is computed. The following term
does not directly correspond to the grammar, but already uses some syntactic sugar
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4. OPERATIONAL CHARACTERIZATION OF PIECEWISE LINEAR FUNCTIONS

that will be formally defined later. When the intended semantics are not clear from
the syntax, the example can be safely skipped.

tree(x,y) = if (£ < 1) then

i
q] else
]

if (§ < 1) then If)] else if () < 2) then [1

- B - i
. < R . < R
if (1 < 3) then 5 - 2] else if (1) < 4) then [3 - 1)} else

®l

- [ 3
i < > >
if (y < 5) then 5 - 4] else [5 _5

else if (X <2) then

The complete program has 35 occurrences of “if”. This example illustrates that,
while in Afflang all PWL functions can be expressed, the resulting programs can be
repetitive and be hard to read. This is not a big problem as the language is intended
as an intermediate language. On the other hand, on can also see that the language
is a very explicit representation of the underlying PWL function, which is beneficial
for the analysis.

4.2 Formal Definition

With the framework of SOS rules, the semantics are already sufficiently determined.
Before moving on, we encode our intuition about these rules into mathematically
precise definitions. Let .27, denote the set of all Afflang programs in which concrete
values from R* may appear as expressions (as is the case during evaluation). Let
I’ denote the set of configurations (t, o) where t € 47, is an (partially evaluated)
Afflang program and o: 7 — R* is a store where 7 denotes the set of variables
(currently limited to ¥). For reasoning about sequences of derivations, we introduce
a notation for applying the SOS rules multiple times:

Definition 4.2.1 (Multistep Derivations). Let — be a derivation operator with observ-
able outputs in A, then we define its multistep variant = : I X A* — T as the smallest
relation obeying the following laws (o € A, w € A*):

1. ¢t = ¢y - C1 = Cy

ow
2. 1> cp=cs = ¢ =3

Going further, we also introduce a notation that applies derivation steps holistically
until a terminal state, i.e., a state where no further derivation can be applied, is
reached.

Definition 4.2.2 (Terminal Derivations). Let — be a derivation operator with observ-
able outputs A, then we define its terminal variant —;: T X A* — T as the smallest
relation obeying the following laws (o € A, w € A*):

w o w
c=dANfoc:d - = c¢—=;c
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4.2. Formal Definition

With these definitions, we can define a semantical functional for Afflang similarly
to [AP I: [Sch+23]] based on derivations:

Definition 4.2.3 (Small-step Semantics of Afflang). Afflang terms are given a se-
mantic function

which is defined as the holistic evaluation under SOS derivations:
[t]) =5 e (i D)

When it is clear from the context we may use the shorthand notation #(x) := [¢] (X).

Excursion (Comparison with other approaches). The approach followed here
differs from the simpler approach presented in [AP I: [Sch+23]]. The following
optional discussion highlights why the approach taken here is suitable for the desired
goal and how it differs from [AP I: [Sch+23]]. If no such additional motivation is
needed, this excursion can be skipped.

In [AP I: [Sch+23]], a set of SOS rules was presented that specified operational
and denotational semantics of DNNs. In contrast to this work, there DNNs were
understood as a sequence of affine functions (i.e., linear layers) and ReLU activation
functions given by the BNF:

Nu=¢e|o;N| ;N (4.1)

where « is a meta symbol for affine functions and ¢ for ReLUs. This language
leverages the compositional structure of FNNs by closely mimicking their layered
structure. As a consequence, their SOS rules are also compositional. However, this
approach does not generalize to more complex architectures beyond FNNs, which
are no longer organized in a strict layered form.

Instead, in this thesis DNNs are seen as dataflow graphs (Figure 3.1) over a set of
(almost everywhere differentiable) operators. This view is found in the literature, for
example the differentiation of DNNss is specified over computation trees [GBC16],
and is also built in to the ONNX specification language.

For a concrete example, consider the addition operation, which is frequently
used in modern DNNs for aggregating incoming information. We explore how this
could be integrated with the layered view on DNNs as expressed by the grammar
Equation (4.1). It could be stated as a big-step SOS rule as follows:

(ti,n) — (on,n")  (t,n') — (v27n")
(ty + to, ) — (v +02,1"")

where 7 is a placeholder for additional components of the configurations (like vari-
able assignments, typing, symbol tables, scopes; see [Hiit10]). Big-step rules are,
however, not well-suited for analysis and implementation. Instead, small-step rules
are preferable.

Let’s explore how the addition rule could be implemented as a small-step rule.
One approach could be in terms of continuations, which are also well studied in
the context of the lambda calculus, but also complicate reasoning. An possible
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4. OPERATIONAL CHARACTERIZATION OF PIECEWISE LINEAR FUNCTIONS

statement of the addition rule in this style would first compute the first subterm and
then append a continuation in form of an addition with the resulting vector after
the second subterm:

(tin) <> (G, 1")

(th +to ) = (ty; (R > L +3),1)

Here, the evaluation of ¢; yields a resulting vector vy, but its effect (the act of addition)
is postponed until t; has been fully evaluated. This is achieved by simply stating its
effect as an affine function, which is queued for later evaluation.
Alternatively one can reduce it to the case of affine functions by rewriting it
with block matrices:
t
[Im Im] : [ t;]

But what if #; or t; are not linear, i.e., cannot be written as a matrix? Then #; or
t, must be decomposed into their linear regions first, which would again require
to first evaluate them completely. Further, the syntax of terms appearing inside a
matrix can be confusing, even if the semantics are clearly defined.

Another example where expressions are beneficial is how they allow modular
combination without requiring function syntax and semantics. With the expression
focus, we get functions for free through simple macro-like substitution, which also
matches mathematical notation. Consider the expression

y = ReLU(x)
In a non-expression based program one would write it as
if (x <0) theny=0elsey =x
However, in an expression-based approach, we can equivalently write:
y =1if (x £0) then 0 else x

which more directly mirrors the mathematical formulation. This allows us to define
the ReLU function concisely as:

ReLU(x) = if (x < 0) then 0 else x .
If implemented as a statement, this would instead take the form:
ReLU(x) = if (x < 0) then return 0 else return x

This representation requires function calling and with that more involved SOS rules
and configurations. We can conclude that the expression-based paradigm aligns
better with mathematical reasoning. 24

4.3 Theoretical Properties

This section discusses the theoretical properties of Afflang, such as its expressive-
ness, typing, and properties of derivations. This gives a general impression of the
language, before we shift our focus to DL.
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Termination. Through structural induction along the subterm relation, one
can prove that the application of the above SOS rules results in finite derivation
sequences for every possible initial configuration. Therefore, the evaluation of
Afflang terms, i.e., the semantic functional [ - ]| of Definition 4.2.3, is well-defined.

Uniqueness. Every Afflang term has exactly one derivation sequence by the SOS
rules, thus the semantic functional is unique and therefore evaluation is determinis-
tic. This unique derivation sequence of rules also results in a unique word w € A*
of observable outputs. We may identify the derivation sequence with this word, e.g.,

w
when using the multistep derivation ¢ = ¢’.

4.3.1 Expressiveness

Although the language has only a few basic constructs, they are already sufficient
for expressing all PWL functions. Intuitively, this requires the following properties:

- ability to represent linear functions,
— ability to express convex regions, and
- restriction of the domain of linear functions to convex regions.

All these properties are built into Afflang.

Theorem 4.3.1 (Expressiveness of Afflang). Any program t € /"™ written in
Afflang is equivalent to a (non-continuous) PWL function f : R* — R™ and vice
versa.

This property is the result of the design of Afflang and might therefore seem natural.
Since this property is essential for the role of Afflang as our intermediate language,
we prove the result in detail to illustrate all the implicit facets of the result.

Proof. Proving each direction separately:

(Sufficiency) We need to show that for any Afflang term t € & its semantic
function [[¢]] is PWL. By Definition 2.3.1 we need to find a polyhedral partition
2 C 2% (Definition 2.3.2) such that [[¢] is linear in each region Q € 2. Proof by
structural induction over the subterms of ¢:

t = %: This program corresponds to the identity function, as ¥ is the input

vector. The identity function is linear and therefore also PWL.

- t = t;+t;: By induction hypothesis [[ #; ]| and [ ¢, ]| are PWL. As such polyhedral
partitions 2y, 2, C 2R exists such that ¢; is linear over each region in 2; and
t, for each in 2. Then 21 N 2, is also a polyhedral partition and for each
class of this partition we know that both #; and ¢, are linear. Then their sum
is also linear in each of these classes, and therefore [[#; + £, ] is PWL.

- t = Mt; + ¢: By induction hypothesis [ #; ]| is PWL, then the application of any
affine functionqto t; is also PWL.

-t = if (t; < b) then s; else sy: Assume [[t1], [s1], and [s2]] are PWL by

induction hypothesis. As [#;] is PWL there exists a polyhedral partition

Q1,...,0p such that each f |, is linear. Refine this partition by splitting each

Q; into the convex regions Ry(;—1)+1 = { X € Q;| f(X) < b} and Ry; = {X € Q;]|
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f(X) > b}. After removing all empty regions Ry, ..., Ry, is also a polyhedral
partition and for each region R; the predicate #; < b is either completely
satisfied or violated for all points x € R;. By construction, it holds that for all
i €[n]:

t(x) =s1(x) for all x € Ry(i—1)+1
t(x) =s2(x) for all x € Ry;

(Necessity) Let f be a PWL function, then there exists a polyhedral partition 2 =
{Q1,...,Qn} such that f is linear in each region Q;. For each such region, one can
construct matrices M; and W; such that

Q; = Models(M;x < bj)
flo, =Wix +¢;

We define the Afflang program t,, € o/ corresponding to f recursively:

tl(J_C)) = W1¥ + C_i

ti(X) = if (M;% < l;i) then W;% + C; else t;_4
where f =t,. O

The proof shows that all PWL functions can be expressed in Afflang without
needing addition of terms (Definition 4.4.1), which is one of the reasons why it is
defined separately. It is now clear that all PWL DNNs can, in theory, be mapped to
an equivalent Afflang term.

Interestingly, the reverse is also true: for every continuous Afflang term exists
an equivalent DNN consisting of linear layers and ReLU activations. For the proof
we refer to the following result from [Ovc02]:

Theorem 4.3.2 (Max-Min Representation). For any continuous PWL function f: T —
R defined on a convex domain I' C R? with unique component functions {gy, . . ., gx },
there exists a family of incomparable (with respect to C) index sets {S;} jc; such that

f(X¥) = max min g;(x)
Jj€J I€S;

holds for all ¥ € T.

Based on this representation, one can encode any PWL function in a neural network
given that one implements max and min operations. Both can be encoded as circuits
of ReLU neural networks (see [Aro+18] for another circuit):

max{a, b} = a + max{0,b — a} = a + ReLU(b — a)
min{a, b} =b — max{0,b —a} =b — ReLU(b — a)
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Universal Approximation. Additionally, PWL functions have the universal ap-
proximation property, which states that any given continuous function f can be
approximated with an error margin € by a PWL function g with finitely many re-
gions.

Theorem 4.3.3 (Universal Approximation). Let f : Q — R be a continuous function
on a compact domain Q C R", and let € € R, be a given error tolerance. Then,
there exists a PWL function g such that:

sup [|f (%) —g(X)Il < e .

XeQ
Given the equivalence between Afflang, DNNs, and PWL functions, it follows that
Afflang programs and DNNs also have this property. In case of DNNs, universal
approximation is well-studied [HSW89; Cyb89; Les+93] and several bounds are
known for the width and depth needed for approximation.

4.3.2 Continuity

As DNNs are usually continuous, it may be interesting to know when this is also
true for Afflang terms. Of the four operations of Afflang, three (lin, add, mem) are
continuous whenever all occurring subterms are continuous. However, the if-then-
else construct can introduce discontinuity, for example:

if (<0)then¥elseX+2 .

An if-then-else statement of the form if (¢ < l—;) then s; else s, is continuous iff it
satisfies the following property:

VEER : t(R) =b = s,(%) =5,(%) .

This condition ensures continuity at the transition between s; and s, given by the
solutions to #(X) = b. These are a subset of a hyperplane arrangement and thus a
zero-volume in R".

Continuity also naturally arises when combining continuous functions:

Lemma 4.3.4. APWL function f is continuous iff there exists continuous PWL func-
tions fi, ..., fn (with f; # f) such that

f:f;,lo...oﬁ_

Especially interesting are the cases where the functions f; are restricted to certain
function classes, like affine functions and some branching function like maximum,
minimum, absolute value, or ReLU. These will be further explored in the next
sections.

Lemma 4.3.5. Given a PWL function f: R — R and a continuous PWL function
o: R — R with two linear regions, then there exists an n € N and affine functions
ai, . .., o such that

f=0{noo'o-~~oazoo'oa1
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Figure 4.3: A PWL function representing a flower-like shape with 16 linear regions. It has
four axes of symmetry.

Example 4.3.6. A flower-like shape (Figure 4.3) with an octagonal structure transi-
tioning from steeper slopes near the center to flatter slopes outward can be achieved
by defining a piecewise radial function. Here’s how we can define it: An octagonal
norm can be defined by:

ro(x,y) = max(|x| + tan(7/8)|yl, [y| + tan(/8)]|x])
= max(|x], |y[) + tan(7/8) min(|x|, [y]) .

That is, all level sets { (x,y) € R?|r,(x,y) = R} with R € R* are octagons. It can be
seen as a rough approximation of the euclidean norm. Define a continuous height
function f(x,y): R*> - R as:

ki-ro(x,y), ifro(x,y) <R,
fley) = .

ki -R+ky-(ro(x,y) —R), ifro(x,y) >R
where R is the octagonal distance that marks the boundary between inner and outer
half of the petals, k; is the slope for the inner side, and k; the slope for the outer
side of the petals.

The function has 16 linear regions with 24 boundaries between the regions. The

implied hyperplane arrangement by these regions is (c.f. Figure 4.3a)

X =0

y = 0

X =* y = 0

+x + tan(7/8)y = R
+tan(z/8)x =+ y = R

Focusing on the upper right quadrant, the input space must be split three times. By
first splitting along the main diagonal the code only requires three “if” expressions
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with a depth of two. Define a = tan (%) and let the input coordinates be given as
(3,9) e R%:
if (¥ -1 <0) then
if (aX + 9 < R) then ky(aX + 1) else ko(aX + ) — R) + k1R
else

if () + a¥ < R) then ki (X + ap) else ky( + a) — R) + k1R

In this mechanical form, the complete function can be written down. However, a
better approach is to use the symmetry of the function and decompose the term into
three PWL functions:

go [(x,y) = (max(x, y), min(x, y)] o [(x.y) = (Ix]. [y)]

where

k1~r, lerR,
g9(r) = .
ki-R+ky-(r—R), ifr>R.

can be encoded in Afflang has shown above. The Afflang encoding of max, min,
and |-| will be shown in Section 5.1. This compositional thinking will become
important later.

4.3.3 Typing

For the core instructions the typing rules encode compatibility of vectors and matri-
ces:

Definition 4.3.7 (Type Correctness). An Afflang term t € 7 is said to have type
n € N iff the judgment I ¢ : n can be proven through the following rules:

F'rt:n W e R™*n ¢eRrR™
TFrWt+¢:m

I'ts;:n T'tsy:n F'tt:m b e R™

Fl—if(tsl;) thens; elses; : n
I'(x)=n
IF'rX:n
T'rt:n 'kt :n
F'rtiy+ty:n

When we can prove that a term ¢ € o7 has type {x : n} + t : m we write t € /"™,

The type must be preserved when evaluating:

Trt:n A (to) —, @, ) = GeR"

47



4. OPERATIONAL CHARACTERIZATION OF PIECEWISE LINEAR FUNCTIONS

Example 4.3.8. Consider the Afflang term t given by

- -1 1 -1\, 1 1 -1 1) 1

if ((1 -1 1)+0 < 0) then i+ else i+

L , 4 1 -1 1 -1 -1 1 -1 -1
A by L 1 L 1 L 1

Wi b W2 by

The type of ¢ is {x : 3} + t : 2, which can be proven using the sequent rules as
follows (I' = {x : 3}):

I'(x)=3 ~

% Wi e R¥3 b e R?

T'rx:3 . _ _} _ _) _ 0 e R!
F'rWix+b;:2 FrWox+by:2 TrHWox+by:1

l"l—if(W0§+l;0§O) then WiX + by else Wo¥ + by : 2

For the term ¢ this is the only successful sequent derivation that exists.

4.4 Syntactic Sugar

Although Afflang is expressive on a language level, based on its minimal structure it
is in some sense low-level. Now we complement the language with useful shorthands
that raise the level and simplify thinking about programs. We treat these extensions
as macros that will be substituted literally by their definition. Substitution order
does not matter and will always result in the same macro-free Afflang program
(diamond property).

4.4.1 Indexing and Slicing Operations

Frequent operations when working with vectors and matrices are indexing or slicing
specific elements or rows. Interestingly, these operations are linear and can thus
be introduced as syntactic sugar. Given an expression t € .o/"~™, we can slice the
resulting vector by selecting the rows from i € N up to (but excluding) j € N as
follows (1 <i < j < m):

tli:j] = [0 I;; O]t

This block matrix corresponds to a subset of rows from the full identity matrix I,,,,
selecting the rows where the index lies in [i, j). Technically, the first 0 block matrix
has shape (j — i) X (i — 1), and the last one has shape (j — i) X (m — j + 1) where
m is the shape of the resulting vector of t. When i is left out, it is assumed that
i = 1. Similarly, when j is omitted, we assume j = m. To select just a single element
i € [m] we write:

t[i] =€t

Here the multiplication with the unit vector allows again a reduction of the concept
of indexing to linear expressions. Sometimes one wants to set the k-th element of a
vector to a fixed value ¢ € R. For that we introduce the following ‘update’ notation:

[ k]
t[k — c] := R (0)t + cé; = c
tlk+1:]
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Here the matrix Ry (1) € R™*™ acts solely on the k-th element (1 < k < m) of the
input vector by multiplying it with the value A € R, i.e.,

0 ifi#j
(Re(A)),; =44 ifi=j=k
1 otherwise

As the matrix is also useful later on for other values of 1 # 0, we define it directly in
this general form. The same syntax naturally extends to updates with non-constant
values (w € R™), which are also linear (k € [m]):

tlk — w't] = [e_’l cee el W €y eTn]Tt

In a more general way, we may also derive the new value from another term ¢’ €
/"1 with the addition extension:

tlk — t'] := Ri(0)t + ert’

As t’ is an arbitrary term, it may include matrix multiplications and therefore sub-
sumes the previous cases.

4.4.2 Piecewise Linear Operators

The next set of syntactic sugar that we will add are related to standard algebraic oper-
ators of PWL functions, such as addition and scalar multiplication (Definition 2.1.11).
While their direct use in neural network architectures is less frequent, they are used
to implement complex operators and are also useful for analysis tasks, both of which
will be shown later on.

They perform the specified operation element-wise on the resulting vector, as
frequently encountered in standard linear algebra. Only the division operation is
less frequent, but even this operation appears, for example, in the context of the
pseudo inverse and singular-value-decomposition. Again, for a term t € .&/"~™ and
a constant ¢ € R*, we define:

-

t+C:=I,t+7¢
t —C:=I,t+ (=0C)
¢ot:=diag(d)t + 0
Tl ot = diag(@ )t +0
—t :=diag(-1)t + 0

C:=0%+¢

Remember that diag(¢) is the diagonal matrix where the entries of the main diagonal
are the elements of ¢ in order. The operation of addition can be generalized further
to include affine functions, as these are closed under (element-wise) addition. On
the programming side, this means that we may not only add a fixed (or constant)
vector to a term, but also two arbitrary terms. Thus, we can extend the expressions
of Afflang with addition:

49
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Definition 4.4.1 (Addition Extension of Afflang). We extend the syntax of Afflang
(Definition 4.1.1) with the following new expression

Ex=---|E+4+E
and define the semantics of this new operation in a similar small-step style:

(t,0) = (t],0)

(ty + 13, 0) = (t] +t3,07)

(tr, o) = (], 0")

(G + tz, 7Y > (3} + 1, 0)

Vie [m] :u; = (v1); + (v2);

- - dd
(01 + 05, 0) B (u,0)

Notice that a strict ordering is given here: evaluate the first subexpression t; com-
pletely before moving on to t,. The order of operations is important, as subexpres-
sions may contain side effects later on, which could violate confluence. It is also
custom in many programming languages to evaluate (sub)expressions in the order
that they appear in the program (top to bottom, left to right).

A similar extension for element-wise multiplication (i.e., E © E) is not possible,
as this operation is not (in general) linear:

(X > WX) © (X > MX) =X — (WX 0 MX)

- (% S
i

k

4.4.3 Case Differentiation

In the previous paragraph, we have seen that due to the expression-oriented design of
our language, it is seamlessly possible to chain if-then-else blocks without explicitly
defining ‘else-if” as a keyword. Although chaining conditions in this manner is
typical in programming, in mathematical texts another syntax is more common:
case differentiation. The syntax requires a bit more space, but also leads to better
readability. Therefore, we define how the mathematical notation can be converted
into Afflang:

filx) if g1 (x)
o) = fz(x) if g2 (x)
fn(x) otherwise
f(x) :=1if (q1(x)) then fi(x) else if (g2(x)) then fo(x) else --- f(x)

Where fi, ..., fn: R* — R™ are type-compatible PWL functions and ¢, . . ., g, are
affine predicates. Whenever possible, the predicates should be mutually exclusive
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4.4. Syntactic Sugar

when using the mathematical notation, as the concept of ‘else if” is not clear at first
glance (i.e., that the first case is taken whose condition is satisfied).

When f is continuous, there is no difference in whether the predicates are given
as AX < bor A% < b as long as f is defined for AX = b by at least one case. When
its value is defined by multiple cases, it is obvious that the cases have to match, as
otherwise f could not be continuous at the boundary.

—_— — o=
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CHAPTER

Encoding of Piecewise Linear
Deep Neural Networks

In this chapter, it will be shown how popular DL architectures, such as FNNs, CNNs,
and RNNs, can be encoded in the previously introduced Afflang language. While
FNNs provide a solid foundation for all other specialized architectures, CNNs and
RNNSs still benefit from a closer look at their specific architectural properties. These
three architectures encompass various concepts and building blocks, which we will
call DL primitives, that are typically used together, although the concrete application
varies from case to case. Examples of DL primitives that will be shown in this chapter
are (rectified) activation functions, convolutions, max pooling, residual connections,
and dropout. Their encoding into Afflang programs serves two purposes:

— It is a constructive proof that the corresponding primitives are indeed PWL.!
- Each encoing will discuss characteristics of the corresponding DL primitives,
preparing for the following chapters.

At the end, PWL operators of the ONNX format are presented that have the same
semantics as the discussed DL primitives. This highlights the flexibility of Afflang
to handle the different ways in which modern DNNs are build.

Today, deep learning encompasses a large family of different neural architectures
designed and specialized for various application domains. Although these differ in
details, they all share a few keep concepts that define DL. DNNs are commonly based
on linear algebra enriched with non-linear but (almost everywhere) continuous and
differentiable activation functions. Their architectures are optimized for fast exe-
cution on modern GPUs, making heavy use of matrix multiplication, element-wise
activation functions, and parallel execution by minimizing computational depen-
dencies [GBC16]. All of these can be seen by major breakthroughs in DL, e.g., in
AlexNet [KSH12] or in self-attention with Key-Query-Value optimization [Wan+20].
For training with (stochastic) gradient descent, it is important that the network can
be differentiated with respect to its learnable parameters. After training, however,

IDifferent proofs are already given in the corresponding literature, see Chapter 9.
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this property is no longer relevant. Although the training of DNNs is not considered
in this thesis, in the following the typical setup of supervised learning is assumed,
which might entail assumptions that are not always met by DNNs used in unsuper-
vised settings. We begin the encoding of DL primitives to Afflang programs with
the foundational FNNGs.

5.1 Feed Forward Neural Networks

Preliminaries (Feed Forward Neural Networks). Feed forward neural net-
works (FNNs) are one of the earliest architectures of DL. They consist of neurons
built after Rosenblatt’s perceptron model [Ros58] and synapses or connections be-
tween these neurons that transport and modify signals. In this architecture, neurons
are stacked in parallel in a layer, and synapses connect all neurons from one layer to
all neurons of the following layer. Input signals are passed through this architecture
sequentially layer-by-layer. Although the initial inspiration were biological nervous
systems, FNNs evolved over time based on empirical and theoretical observations
regarding their performance.

Even today this architecture is still popular, as it is sufficient for smaller prob-
lems and provides a universal model for DNNs, as many other architectures are
specializations of this model. Characteristic for FNNs is their layered structure, con-
sisting of an alternation of (affine) parameter matrices h, and non-affine activation
functions o,. A FNN h with L layers is constructed as:

h:)_C)I—)(hLOO'L_10"'OC71°h1)(7_C>)

where h,(X) = W,X + l;[: R™-1 — R™ are affine functions, o; are non-affine, (al-
most everywhere) differentiable activation functions, and n, denotes the number of
neurons in the ¢-th layer (1 < ¢ < L). A layer is the combination of the weights
(synapses) h, and the activation o,. Each component in the output vector of a layer
can be interpreted as a neuron. One can directly infer from this equation that the
semantic complexity of the represented function arises from the use of the activation
functions. When all activation functions oy, . . ., or—; are PWL, then so is the entire

model h. 2

5.1.1 Parameter Matrices

One important primitive of deep learning is already a core part of Afflang: linear
layers. In a linear layer, all neurons a,; of the previous layer ¢ are connected with the
neurons as41,; of the next layer £ + 1. The weights of these connections are learnable
parameters of the layer. In statistics and machine learning, it is custom to organize
these in a weight matrix W € R"#+1*" where w;; is the weight that connects neuron

ag; with apyq ;. Additionally, a bias term b is added to the output:
o Wi+b

These are affine functions and can be specified in Afflang with the same syntax.
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ReLU Leaky RelLU ReLU6 CRelLU
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Figure 5.1: One-dimensional plots of the rectifier activation functions. For CReLU, the
output is two-dimensional with the first component being shown in blue and the second in
orange.

5.1.2 Activation Functions

Rectifier Activations. Today, the most used activation functions belong to the
class of rectified functions (Figure 5.1), with the most prominent instance being the
ReLU function. The ReLU operator is our first non-linear activation function. It
is defined as the element-wise application of ReLU(x) := max{x, 0}. Through the
application of the maximum it is a convex, PWL function with two linear regions
(—00,0] and (0, ). Applying these to an existing expression ¢t € /"™ can be
written in Afflang as follows (k € [m],a € R):

Relu[k](¢) := if (¢[k] < 0) then t[k > 0] else t
LeakyRelu[a, k](t) := if (t[k] < 0) then Ri(a)t else t
Relu6[k](t) := if (¢[k] < 0) then t[k > 0] else \
if (¢[k] < 6) then t else t[k > 6]
CRelu[k](t) := if (t[k] < 0) then t[k > 0][2k — —t[k]] else t[2k > 0]

—_— e

Here we write [k] to denote a ‘compile-time’ parameter of the macro.

Notice that each of the above macros act on a single element k of the input
vector (result from evaluating t), which are commonly referred to as partial or step
functions. In a real network, these activations are applied element-wise to the input,
which makes their computation independent of each other. As this fact enables
optimization potential—one can, for example, reorder the terms—it is custom in
verification settings to define these partial variants. That is, the usual ReLU for
t € &/"7™ is given by

Relu(t) := (Relu[m] o - - - o Relu[1])(t)

This just corresponds to an element-wise application of ReLU. Here, the function
composition is understood as

(Relu[2] o Relu[1])(¢) = Relu[2](Relu[1](t))

and can therefore also be used with our macros. When deemed necessary, one could
also formalize this theory with the concept of free variables, but the meaning of
composition should be clear from the context when we use it here. For CReLU, one
first has to pad the resulting vector of t with m zeros:

CRelu(t) := (CRelu[m] o - - - o CRelu[1])(t ® 0)
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Figure 5.2: Neural Network that models the triangle wave function trs on the interval
[0,6). The first linear transformation (six blue lines) shift the input. The following ReLU
applications each create one ‘kink’. Then the resulting shifted ReLUs are scaled and added
(three blue and three red lines).

Other variants, like parametric ReLU or randomized ReLU, are different during
training from the previously introduced ReLUs, but behave like Leaky ReLU during
evaluation. For example, parametric ReLU has a learnable parameter « for the slope
in the negative part (—oco,0]. When training has completed, the parameter stays

fixed. For randomized ReLU, the negative slope is sampled during training from a

uniform distribution % (I, u) while at evaluation it is fixed to HTM

Example 5.1.1 (Triangle Wave Network). Revisiting our triangle wave example
(Example 4.1.2), we can define the function tr(x) as a FNN with ReLU activations.
The key idea is here to use the ReLU function to create one ‘kink’ of the wave by
shifting its zero point appropriately:

tr(x) =ReLU(x) —2ReLU(x — 1) + 2ReLU(x — 2) —2ReLU(x —3) + - - -

=ReLU(x) + i(—w’z ReLU(x — i)

i=1
When limiting x € [0, 6) it can be modeled by 6 ReLU applications in Afflang:

tr¢ =  Relu[1](X)  —2Relu[1](Z = 1) + 2Relu[1](¥ - 2) (5.1)
— 2Relu[1] (% = 3) + 2Relu[1] (X — 4) — 2Relu[1](¥ - 5)

When expanding the ReLU macros we get the Afflang program

if (€% < 0) then R{(0)% + 0¢j else ¥
+(=2) if (&1 + (—1)) < 0) then R1(0)(F + (=1)) + 0] else (% + (—1))
+(+2) if (61 + (—2)) < 0) then R1(0)(F + (=2)) + 0] else (F + (—2))
+(=2) if (&,(F + (=3)) < 0) then R1(0)(F + (=3)) + 0] else (F + (-3))
+(+2) if (61(F + (—=4)) < 0) then R1(0)(F + (—4)) + 0¢; else (F + (—4))
+(=2) if (61(F + (=5)) < 0) then R1(0)(F + (=5)) + 0¢} else (F + (-5))
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5.1. Feed Forward Neural Networks

Let’s evaluate this term for ¥ = 2.5 and see where it differs from the previous example.
As the complete evaluation is very space intensive, we decompose it into multiple
steps. First, consider one of the “if” branches:

if (é1(X + (=1)) < 0) then R{(0)(X + (=1)) + 0¢; else X + (—1)
2, iF(81(2.5 + (~1)) < 0) then R{(0)(% + (—1)) + 0¢; else ¥ + (—1)
£ (1.5 < 0) then Ry (0)(F + (=1)) + 0&; else # + (~1)
Y e (o)
2 254 (-1)

lin
— 1.5

And for an “if” branch that is satisfied:

if (e1(¥ + (=3)) < 0) then R{(0)(X + (=1)) + 0¢; else (¥ + (=1))
e 6 (=0.5 < 0) then Ry(0)(F + (=1)) + 0, else (3 + (=1))
LR R1(0)(F + (=1)) + 08,

mem,lin,lin

After applying these derivation steps to all if branches, we receive the partially
evaluated term (i.e., from 27,):

2.5+ (=2)1.5+ (+2)0.5 + (=2)0 + (+2)0 + (—=2)0

Finally, after applying the add and lin rules, the term evaluates to 0.5. Thus, this
formulation of the triangle wave requires more derivation steps, which is, however,
not important for the analysis presented later.

We can reorganize the terms of Equation (5.1) in a way that closer resembles the
layered structure of FNNs:

(1 -2 2 -2 2 -2)RelU

[ e S
1
|
[\

This representation focuses more on the computations that happen in parallel, but
it can be harder to read. The resulting network is shown in Figure 5.2.

This construction is used in [Mon+14] to prove bounds for the number of linear
regions ReLU networks can exhibit. Take any continuous PWL function f that is
defined for the hypercube f: [0,1]" — R™, then appending f to this layer results
in many mirrored versions of f.
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Figure 5.3: One-dimensional plots of common PWL activation functions. For the illustrated
threshold function the parameters are set to A = 3 and a = 2, and for hard shrink to p = 3.

PWL Activations. In addition to the rectifier family, a few other (less-frequent)
activation functions are also PWL. Their function plots are shown in Figure 5.3. For
a,A € Rand i € R, we define:

tlk — —t[k ift[k] <0
Abs[k](t) ;:{ e —t[k]] if k] -

t otherwise

t[k if t[k] <A
Threshold[A, a, k] (¢) := { [k a] if (k] =

t otherwise

¢ ift[k] < —u
HardShrink[p, k](t) :== < t[k — 0] if —p<t[k] <p

t otherwise

The absolute value function is continuous, the threshold function has a jump discon-
tinuity at A when A # g, and the hard shrink function has two jump discontinuities
at —p and p. In its exact form, the last one can only be defined when allowing nega-
tion in path conditions. In some cases a function called thresholded ReLU is defined,
which is a special case of the above Threshold function where a = 0.

1.0
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Figure 5.4: One-dimensional plots of common non-rectifier activation functions. PWL
approximations of the original function are shown in orange. For soft shrink p = 2.

Activation Functions. For completeness, we also consider a few other choices
for activation functions. Although the rectifier family is the predominant family of
activation functions today, in the past many other functions were also successfully
used in training, most notably sigmoid and hyperbolic tangent. Today, they are
mostly used when the output of a neuron should be bounded, like in a memory gate.
Although these are not PWL itself, there exist established PWL approximations (e.g.,

58



5.1. Feed Forward Neural Networks
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Figure 5.5: Approximation of the non-PWL swish activation function by 2, 3, 4, and 8 linear
regions in the interval [-5, 5].

in PyTorch) of them, which are usually denoted with the prefix ‘hard’. The following
three functions are plotted in Figure 5.4. They are defined as (1 € R.):

t[k — 0] ift[k] <-3
Hardsigmoid[k] () := 4t |k > 1Kl 4 1 if —3 < t[k] < +3

t[k — 1] otherwise

tlk — —1] ift[k] < -1

HardTanh[k](t) := 4t if —1<t[k] <+1

tlk — +1] otherwise

t+ péx ift[k] < —p
SoftShrink[p, k] (t) :={t[k — 0] if —p<tlk]<p

t— pex otherwise

All three functions are continuous.

In general, one can approximate any continuous function R — R (including
other activation functions) using PWL functions. Based on the universal approxi-
mation property (Theorem 4.3.3), the error of the approximation can be bounded
arbitrarily tight given enough regions. An example is shown in Figure 5.5 that
approximates the swish [RZL17] function with an increasing number of regions.

5.1.3 Maximum and Minimum

In the realm of PWL functions, maximum and minimum are perhaps the most fun-
damental functions, as many normal forms for PWL functions are built from these
(Section 2.3). With maximum, one can easily define convex functions and with
minimum concave ones. We may define them in Afflang as follows:

max(ty, tp) := if (t; — £ < 0) then t; else t;
min(ty, tp) (= if (t; — £, <0) then t; else iy

An n-ary application of the maximum can be defined by nesting the binary version
in a way that reassembles a tournament tree:

max(ty,...t,) = max (max(tl, oo b)), max (B, . .,tn))
min(ty,...t,) =min (min(tl, oo b),min(teg, .. .,tn))

, = gllog,n1-1
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where r is the biggest power of two that is smaller than n.

5.1.4 Argmax and Softmax

Preliminaries (Softmax). Another function that is very important in deep learn-
ing, specifically in classification tasks, is the softmax: R — (0, 1)K function defined
as:

eXk

softmax(x)y := W .
i=1

It transforms the real input vector ¥ € RX into a normalized vector of probabilities
(0, 1)X, implying a probability distribution over K possible outcomes. Therefore, it
is frequently used in multiclass classification settings, such as multinomial logistic
regression or DNNs.

It integrates well into the gradient-based optimization of DNNs due to its dif-
ferentiability. Additionally, properties like monotonicity and its closeness to log
probabilities are beneficial for convergence during training. In DNNs trained for
classification over K categories, it is typically added as the last layer to transform the
emitted real vectors (logits) into probabilities. During (supervised) training, the loss
is computed over the probability vector with respect to the labels, while at evalua-
tion, a winner-takes-it-all rule is applied to derive the predicted class ¢ € {1,...,K}.
Therefore, it is indistinguishable from the PWL argmax function at evaluation. How-
ever, when it is used for its probabilistic interpretation, like in attention heads, it
cannot be replaced as easily. 524

We define the argmax for a term t € /"™ as a tournament tree using a
recursive definition based on two indices k; and k, with1 <k, <k; <m+ 1:

argmax(t) := argmax[2, 1](t)

argmax|k; + 1, k(] (¢) ift[ks] —t[k1]] SOAk; <m
argmax[ky, ko] (t) := § argmax[k; + 1, ko] (¢) iftlko] —t[ki] > 0Nk <m

ks otherwise

The indices k; and k; list the two components of the input vector that are compared
in this round, where the winner will proceed to the next round. The first index k;
denotes the indices up to which all rounds have been performed. The second index
k, < k; denotes the current ongoing maximum value of all previous rounds, i.e.,
of indices 1 to k; — 1. And m denotes the number of components in t, i.e., t will
evaluate to a vector R™. This definition is carefully designed to return the first (i.e.,
smallest) index that contains the maximal element of ¢ in case of ties. For example,
in the vector (3,4, 1,4) index 2 would be returned instead of index 4.

Example 5.1.2. Let’s evaluate the argmax definition for the vector ¥ = (3,2,4, 1).
As the complete program is long and therefore hard to read, we just follow the path
that is relevant for the concrete input o. Therefore, we only expand the necessary
mMacros:
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Figure 5.6: Spiral dataset and decision boundary of a trained FNN.

argmax|2, 1] (9)
if (v — vy < 0) then argmax|3,1](9) else argmax|[3,2](d)

argmax (o)

.f R
SN argmax[3, 1] (0)
= if (v3 — 0y < 0) then argmax[4, 1](7) else argmax[4,3](0)

ify -
—> argmax[4, 3] (0)
= if (v4 —v3 < 0) then argmax|[5,3](7) else argmax|5, 4] (0)

" }
o argmax[5, 3] (0)

= 03

So the maximum is computed to be at index three, which is correct.

Concat. Concatenation can be useful in DNNs to combine the result of indepen-
dent computations that should be processed together from this point forwards. It
can be quickly defined using block matrices (t; € &/ 7™, t, € o/ "7™2);

Ot
In, | 2

Here, we use the fact that in Afflang vectors can easily change their length when
multiplied with the right matrix. This operation can be interpreted as a product,
hence the symbol Q.

Iy,

t +
0 1

t1®tz:=[

Example 5.1.3. Now we conclude this section with a small FNN that was trained
on a two-dimensional synthetic dataset. First, the dataset consists of points from two
intertwined spirals with randomly added noise (Figure 5.6a). For an angle 8 € (0, 37),
the red and blue spirals are described by:

r=(—cos(0) -6, sin(6)-0)

b=( cos(f)-6,—sin(0) - 0)
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Figure 5.7: Decisions implied by each neuron of the spiral DNN along the path that the
point p = (—2.56, —2.49) takes. Decisions diverging from this path are left out for readability.

The task is to separate the red points from the blue points. As can be seen, they are
effectively half a circle apart. Then, a fully-connected feed-forward neural network
consisting of two hidden layers with five neurons each and ReLU activation is trained
over this datatset. Here we may skip training details. The resulting classifier achieves
an accuracy of 100% on training and test set. The learned decision function is shown
in Figure 5.6.

Consider the point p = (—2.56, —2.49), which is classified as “red” by the DNN.
When passing p through the layers of the network, some ReLUs will be active when
the value is greater than zero and some will be inactive when the value is lower
than or equal to zero. For p, these activation patterns of the hidden neurons can
be expressed as (i, a, a, i) and (i, a, a, a) where a stands for active and i for inactive.
Alternatively, one can visualize the effect by plotting only the edges of the DNN that
go out of active neurons:

In the Afflang encoding of the DNN, we can find the active and inactive neurons
directly: the corresponding condition (w, 1) < 0 in the if expression is false when
the neuron is active and true otherwise. The mapping from if expressions to neurons
is also direct: the nesting level of the if expression corresponds to the position of the
neuron in the DNN. The path p takes through the Afflang encoding is visualized as
a tree in Figure 5.7. In Chapter 6, it will be show how such representations can be
generated from an Afflang program.

We have seen how many foundational components of FNNs can be encoded in
Afflang programs, by which we also proved their piecewise linearity. With that we
prepared them for a thorough analysis with formal methods, which will be explored
starting with symbolic execution in Section 6.1.
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Figure 5.8: Example of a convolution step over a 1 X 4 X 4 input image with a kernel of
shape 1 1% 3 X 3. The receptive field (red) selects a 3 X 3 window of values from the image,
which are then convolved with the filter resulting in a linear combination. The resulting
value makes up one pixel z;; in the output. The channel indices are left out for readability
purposes.

5.2 Convolutional Neural Networks

While FNNs establish important concepts and methods for deep learning, other ar-
chitectures expand on their ideas and bring them to specific application domains.
CNNss were one of the first specialized architectures focusing on image data. Con-
volutions extract patterns from images, like edges, by sliding a fixed window of
coefficients, called kernel or filter, over the image. Although many interesting fil-
ters were handcrafted by humans, the true power of DL comes by parameterizing
these filters so that end-to-end optimization can be applied. CNNs are further im-
proved with techniques like padding, pooling, dropout, normalization, and residual
connections. A detailed introduction is given in Section 2.4.2 of the preliminaries.

In this section, we will use tensor notation—a concise and efficient way to specify
index-based access to multi-dimensional arrays. Tensor notation is often used in
the field of CNNs to represent data—like input images, feature maps, and kernels—
typically featuring three to four indices. All arrays are assumed to be stored and
indexed in row-major order. As discussed in Section 2.4.1, multi-dimensional arrays
can be emulated by one-dimensional arrays by converting the indices accordingly.
Thus, to ease notation, we use the tensor notation and expect that the indices are
transformed to one-dimensional arrays to be compatible with the definitions of
Afflang.

5.2.1 Convolution

To give a brief recapitulation, we outlined step-by-step the different convolutions
that lead to strided, multichannel convolution for three-dimensional input arrays
iP1V (Figure 5.8). It is expressed mathematically as:

F F
Z2%h) = Z Z (=D +pus(j-D+vpafpy (2.6 revisited)

where k%A#V is a four-dimensional filter or kernel of learnable parameters and z%*/

is the resulting output image (with channels).
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As discussed there, strided, multichannel convolution is a linear operation and
can therefore be expressed as a matrix, in this specific case a Toeplitz matrix (see
Equation (2.3) on page 24). Although the conversion to Toeplitz matrices is intrigu-
ing, it results in very large matrices as it scales almost quadratic with the input
size of the image. Let us illustrate this on a concrete example by analyzing the first
convolutional layer of the popular AlexNet released in 2011. This layer has 3 input
channels, 96 output channels, and a kernel of size 11 X 11. It expects an input image
of shape 3 X 224 x 224 and produces an output of shape 96 x 54 x 54. Converted
to a Toeplitz matrix, it would have around 42 - 10° elements, out of which more
than 54 - 10° would be non-zero. It would be very costly even when stored as a
sparse matrix. Note that this does only concern the representational overhead of the
convolution layer, i.e., this price is paid even when we would analyze the network
for a constant input. On the other hand, it still represents the same linear function,
so it would not introduce new linear regions.

As the conversion to a Toeplitz matrix is too costly, implementations typically
take a different route. To make use of the highly optimized matrix multiplication
algorithms, the computation is still posed as a matrix-matrix product, however, with
more involved rewriting of both the kernel and the input image. One such approach,
called im2col, is presented in the next paragraph for the reader interested in imple-
mentation details. However, these details are not required for the understanding of
the rest of the thesis.

From a pure mathematical point of view, the fact that convolution is linear is
sufficient, as any proof over Afflang must prove the property at hand for the affine
construct of the core language, from which its validity for convolution automatically
follows. With Equation (2.6) we also have a specific, constructive formula that tells
us what we can expect as the output of a convolutional layer. Thus we define

Conv[k*PHY s](t) := C(k, s)t

where C(k, s) is the corresponding Toeplitz matrix; while keeping in mind that the
actual implementation is optimized.

Excursion (Im2Col). Direct computation of convolution is often inefficient due to
repeated access to overlapping regions in the input I. The imZ2col (image to columns)
technique is commonly used to optimize this process. Notice that each convolution
essentially corresponds to the dot product of the kernel with a sliding window of
values from the input. This window is shifted over both axes of the input according
to the stride. In im2col, the input tensor I is rearranged into a matrix I where each
column represents C;, - F - F values for one such sliding window. This reshaped input
matrix I has dimensions (Ciy, - F - F) X (Houz - Wout), allowing the entire convolution
to be computed as a single matrix multiplication:

IxK=KI

where the kernel tensor K is reinterpreted as shape Cyyy X (Cip, - F - F).

From the desired shape (Cj, - F - F) X (Hpy; - Woy;) We can derive that each
column of I corresponds to one receptive field of the convolution (respectively the
chaining of C;,, many receptive fields), thus for each column of I the receptive field
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Figure 5.9: Example of mirror padding applied to a 1 X 4 X 4 input image. Here P = 1 and
Q =1 meaning that only one pixel is added as padding in each of the four directions.

does not move and has therefore a fixed form. Since the height F and width F of
the field are also fixed it is uniquely determined by the starting coordinates (i, j)
inside the image. And as these stay fixed for the entire column these coordinates
only dependent on the column index of I. The following formulas are easier to write
with zero-based indexing. Assume the column index has value ¢ = iW,,; + j with
J < Wour, then the receptive field begins at (i, j). This follows from row-major order,
which results exactly in these lexicographic access patterns where the lowest index
is incremented the most and when it reaches its maximum, it increments the next
highest and is reset to zero. Next, we calculate the offset inside this receptive field.
Assume the row index is r = yF + v with v < F, then the relative offset inside the
kernel is (g, v). Finally, the channel number states how many kernels of size F* must
be skipped. This results in the following formula for computing the values:

T,BF2 HUF+V,iWour+] _ pBp+iv+]

where each variable has the ranges

0< B <Cip 0<i<Hyy
0<pu<F 0<j<Wyu
0<v<F

5.2.2 Padding

Preliminaries (Padding). When applying convolution, the output image shrinks
with respect to the input as the receptive field F X F must be contained completely
in the input. Therefore, not all pixels appear in the same number of receptive fields:
While central pixels appear in F> many receptive fields (essentially one time at each
position of the field), border pixels appear at most in F many, and corner pixels in
exactly one. This asymmetry can cause problems such as information loss.

A simple technique to mitigate this is to pad the borders of the image. There are
different methods for deciding what values are used as padding: One can simply fill
the margin with constant values such as zero, or one can reflect or wrap the original
image (Figure 5.9). ®
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Figure 5.10: Example of 2 X 2 max pooling applied to a 1 X 4 X 4 input image. In the second
plane, maximal values are highlighted while the other three (smaller) values of the window
are grayed out. The output only corresponds to the maximum value of each window in the
same order.

For an input tensor x**¥ (where a € [Ci,], p € [H], v € [W]), we define in
the padding operations in Afflang with a horizontal padding of Q € N pixels and a
vertical of P € N pixels to either sideas (-P <i < H+ P, -Q < j < W + Q):

x®hJ ifOo<i<HAO<j<W

PadZero[P, Q] (x)**P/*Q .= .
0 otherwise

PadReflect[P, Q] (x)%+H/+Q .= x*")"  where

2—i if —P<i<0
i =11 ifo<i<H
2H —i ifH<i<H+P
2—j if —-Q0<j<o0
j =47 ifo<j<w
2W — j fW<j<W+Q

It is important to note that all case distinctions only concern the index and do not
introduce conditional branches based on the value of the input. Therefore, they only
have one linear region.

5.2.3 Max Pooling

¢ Preliminaries (Pooling). Max Pooling [LeC+98] is a downsampling technique
that also divides the input image into square regions F X F over which it computes
the maximum (Figure 5.10). In contrast to convolution, the stride is usually not one,
but the size of the receptive field F. Thus, it divides the input into non-overlapping
regions while still covering the complete image. Its output has therefore shape

H,,; = H Wour = w
out — F out — F

The max pooling operation is permutation invariant, meaning the order of pixels
inside each receptive field is irrelevant. A special case is vertical or horizontal shift
of elements. 524
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Similar to ReLU, we define Max Pooling in Afflang as a partial function with
a compile-time parameter k such that optimizations may be applied to individual
applications. The input term ¢ € o7 is interpreted as a flattend vector, which means
that the typical grid indices of image data are explicitly converted below through
p and [. It contains, as usual, the whole input from which the receptive field must
be extracted. The start of the receptive field in ¢ is denoted by (i, j) and has size
F X F. The relative internal offset from the start of the receptive field is given by
(¢, v). Similarly to the argmax definition, the index k denotes all elements which
have been checked in previous cases (note that the values of k increase continuously
and are later converted to the respective internal offset (g, v)). The index I denotes
the current maximal value.

MaxPool[i, j](t) = MaxPool[i, j, 2, (i — )W + j](¢)
MaxPool[i, j,k + 1, p](t) ift[I] —t[p] <OAKk < F?
MaxPooll[i, j, k, I](t) = {MaxPoolli, j, k + 1,1](t) if t[1] — t[p] > 0 Ak < F?

t[!1] otherwise
k-1

-

v=(k—-1) modF

p=>{+p-1DW+j+v

The values adhere to the following ranges (H height, W width, F kernel size):

1<pu<F 1<i<H
1<v<F 1<j<W
1<k<F?

5.2.4 Normalization

Preliminaries (Normalization). Over the last decades, the (technical) realiza-
tion of deeper neural networks was an import stepping stone in increasing their
performance. Through their additional depth, it is assumed that networks can learn
hierarchical patterns, where each layer contributes to one level of the hierarchy.
It was further shown that deeper networks can, in theory, express more complex
functions than comparable shallow networks [Goo+13]. At the same time, deeper
networks introduce practical problems like numeric stability and gradient stability.
For example, as the computation of the gradient of a network requires the application
of the chain rule for each layer, deeper networks are more vulnerable to vanishing
or exploding gradients.

Another problem that can occur is internal covariate shift where the networks
manipulation of the input data through the layers changes their distribution, which
can cause problems.
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A simple yet effective technique to counteract these trends in deeper networks
is to introduce normalization layers [Iof15], which normalize the input mini-batches
with different methods. For example, batch normalization is defined as [GBC16]:

1 X
.u:Nin
i=1

1 N
2 _ _ - L 2
0‘N—1Zi=1(x’ 2
v
=y—— +
y=r— p

where variance is here unbiased (Bessel’s correction) like in PyTorch and y, § are
learnable parameters. This is typically computed for each component of the input
independently. The running index i iterates over the different samples contained in
the current mini-batch, hence the name batch normalization. ¥

Normalization layers again fall into the category of functions that behave differ-
ently during training and evaluation. In evaluation mode, the mean y and standard
deviation o are no longer actively computed for each batch, but are precomputed
over the training set and therefore fixed. The parameters y and f are, as all learnable
parameters, also fixed during evaluation. Therefore, these layers simplify to affine
functions after training has completed.

5.2.5 Dropout

¢ Preliminaries (Dropout). Dropout [Sri+14] is a simple yet effective regulariza-
tion method that makes the neural network less likely to overfit. It is also the DL
equivalent of ensemble methods, as it dynamically removes different parts of the
network from training [GBC16]. Its implementation is simple: draw a Bernoulli
vector r ~ Bernoulli(1 — p) with probability 1 — p (so p € [0, 1] is the probability
that a neuron is zeroed) and multiply it elementwise with the input.

y=x0r

W
This operation is completely disabled in evaluation mode and does therefore not
require any attention.

5.2.6 Residual Connections

¢ Preliminaries (Residual Connections). Residual or skip connections [He+16]
are a simple yet effective tool to improve gradient flow through deeper neural net-
works. They bypass the instructions of a layer, essentially acting as the identity
function, and provide the value after the layer. The final value is then computed by
an aggregation function, usually addition, that combines the effect of the layer with
the original input. As such, the gradient becomes more stable, as deeper layers are
no longer only depending the final value after all previous layers, but also through
the skip connections by a much shorter path. In turn, these layers are more open to
parameter updates by gradient descent. 524
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In Afflang, assuming ¢’ € &/™~™ is a layer that should be equipped with a skip
connection, it can be encoded as (t € &/"*7™):

skip(t')(t) = (t' ot) + ¢

5.3 Outlook: Recurrent Neural Networks

The family of Recurrent Neural Networks is specialized to handle sequential data
like time series or natural language. To adapt to input of variable length, they use
a recurrent structure that is unrolled as needed. Data can also flow backwards to
allow that new data can be seen in light of previous elements of the sequence. A
detailed introduction is given in Section 2.4.3.

5.3.1 Memory Model

While expression terms currently include a lot of duplicate subexpressions, one
can simplify them by allowing variable assignments. This in turn complicates the
language as one has to store multiple values and also define special variables for the
initial input value and for the output vector. It, however, significantly simplifies the
definition of memory cells.

Definition 5.3.1 (Memory Extension of Afflang). In the BNF of Afflang, we add a
new construct

E:|%

where ¥ is the set of variable names. The special variable ¥ € ¥ is read-only
and always stands for the input vector. Whenever variables from 7" appear in
an Afflang program, we write them in Fraktur, e.g., ¥,1,3. Two new constructs
are introduced to Afflang for memory management. The assignment is the first
statement of Afflang, and the expression block allows performing statements as
long as they are (eventually) followed by an expression.

| {SSE}
V:i=E

S
The semantics are close to the usual definitions of these operators.

{t,0) = (t',0")

(x :=t,0) N (x:=1t',0")

assign N
(x:=7,0) BN (e, 0[x — 1])

(5,0) = (s',0")

({s;t} o) = ({s's1},0")

(et} 0) = (t,0)
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Notice that an expression block does not introduce a new scope, as we have no
variable declarations. For completeness, the typing rules are also extended

F'rt':m I{x:m}rt:n
IF't{x:=t';t}:n
We may refrain from writing curly braces in nested expression blocks for conve-
nience reasons:

{s1:{s2st}} ={s1:5251}

5.3.2 Unrolling Recurrences

With this extension we can write simple RNNs naturally. Consider the following
recurrence defining an example RNN:

B®) = ReLU (Ux®) + Wh('™) + )
§) = softmax (Vh(t) + E)

It may be written in Afflang as

0 b := Relu (Ui(i)+Wf)+l;);5:=5®(argmaxV6+E);r(z’+l) ifi<t
r(i) :=

) ifi>t
The notation can get a bit convoluted as language constructs are mixed with an
outer recursive definition that is neither part of the language nor possible to express
with language instructions. For that matter, we introduce a new instruction that
does not alter the expressiveness of Afflang on a language level, but still makes it

possible to encode new constructions.

Definition 5.3.2 (For Loop Extension of Afflang). The syntax of Afflang is extended
by a finite for loop:

Su=.--|foriinfk..n) S
where k,n € N with k < n are constant numbers that neither depend on the input
nor can be substituted by macros. It is associated with the following semantic rules

k<n

(Foriin[k .. n) s,0) 2 ((s[i k] s foriin[k+1..n) s} o)

k>n

(foriin[k .. n) s o) Lntold, (e, 0)

At first glance, the definition of the for loop may seem to contradict the expression
focus of Afflang. However, it actually gives more flexibility when introduced as
statement instead of an expression. If one wants to repeat an expression ¢ multiple
times, where variable 3 is treated as input inside ¢, it can be written as:

{foriin[1..n) 3=t;3}

where 3 acts as an accumulator. The mentioned flexibility comes from the fact that
the user can individually choose what variables act as accumulators throughout the
iterations, which would not be the case when the for loop would be implemented
as an expression, as then the accumulator would be part of the language definition.
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Table 5.1: List of compatible ONNX operators. Legend: (x) denotes operators that are only
supported in evaluation mode, () denotes operators where not all ONNX attributes are
supported. Operators with explicit mentioning of “axis” or “dtype” attributes are marked

with ().

(a) Linear operators of ONNX (b) Piecewise linear operators of ONNX
Operator Supported Operator Supported
Add v Abs v
BatchNormalization Vel And v
Concat v ArgMax VE
Constant E ArgMin E
Conv val Clip v
CumSum vE HardSigmoid v
Div v Hardmax V&
Dropout va If v
EyeLike E LSTM e
Gemm v LeakyRelu v
Identity v LessOrEqual v
MatMul v Max v
Mul v MaxPool val
Neg v Min v
Pad VAE: PRelu v
ReduceSum i RNN val
Slice E Relu V4
Sub v ThresholdedRelu v
Sum v Where vai
Transpose v

5.4 Comparison with ONNX

The ONNX language allows the specification of complex dataflow graphs for express-
ing modern neural network architectures in a modular fashion. The nodes of these
graphs are the ONNX operators specifying different building blocks used in DNNs
like activation functions, matrix multiplication, or even long short-term memory
(LSTM) cells. While some operators are simple low level routines which perform
one elementary function, like “Mul” or “If”, others are complex high level routines,
like “RNN” or “LSTM”. Notably, these operators are not strictly minimal, as, e.g.,
“ReLU” can be built from “Max”, “Constant”, and “CastLike”. The edges of the graph
define how the output from one operator flows to the input of another. They can be
used to model diverging and joining dataflow as, e.g., is part of residual connections
or inception modules. Data within ONNX is modeled as multi-dimensional tensors
where multiple underlying element types, such as boolean, integer, unsigned integer,
and floating-point, are supported.

The edges in an ONNX graph can be represented in Afflang using the concate-
nation operator ®, followed by an aggregation function. In many cases, addition is
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used for aggregation, in which case the diverging dataflow can be directly modeled
in Afflang as:
oAb+ iy,

Many of the ONNX operators are PWL and can therefore be mapped to Afflang
based on its expressiveness (Theorem 4.3.1). Futhermore, we have seen the concrete
implementation of many ONNX operators in this chapter. Tables 5.1a and 5.1b list
ONNX operators compatible with Afflang.

Tensors can be implemented in Afflang, as was demonstrated in Section 5.2
where CNNs were encoded in Afflang. However, to increase readability, most en-
codings presented in this thesis were deliberately not stated for multi-dimensional
tensors, but for one-dimensional vectors as inputs and outputs. Therefore, ONNX
operators like “ConstantOfShape”, “Cast”, or “Flatten” are omitted from the tables, as
these were not explicitly discussed here. Consequently, in Table 5.1a the attributes
“axis” and “dtype” are not taken into account for the use of (), as otherwise all op-
erators would be marked with it. For that the symbol (%) is used. For example, the
operator “Conv” also supports setting the dilation of the convolution, which was
not discussed in Section 5.2 explicitly, therefore the mark 7 is applied. On the other
hand, the operator “Constant” also supports datatypes like strings, therefore the
symbol i is added.

Similarly, operators that can be well-approximated by PWL functions, such as
“Swish”, are similarly excluded. Depending on the use case, the approximation error
of PWL approximations—such as the presented HardSigmoid—may be acceptable, or
can be acceptable when accompanied by a corresponding error estimation. As this
was not discussed here, these operators are not listed.

For “PRelu”, the ONNX implementation expects the slope for negative inputs
as an additional input argument, sourcing the drawing of a random vector out.
Therefore, the operator has the same behavior during training and testing, but the
given slope would differ between the two phases as explained in Section 5.1.

—_— e o e——————
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CHAPTER

Distillation into Surrogate
Models

In the previous sections, we have defined a new imperative language that can express
PWL functions, especially including PWL DNNs. We extended the core language
with syntactic sugar for simplifying reasoning about it and to bring it closer to
standard mathematical syntax. In the end, it allowed to define popular activation
functions from DL, such as ReLU or HardSigmoid, in a concise and clear way, while
at the same time having a unique representation as a code fragment of the lan-
guage. All these steps were stated constructively, meaning their implementation is
straightforward.

In Section 6.1, we will build on that and define symbolic execution for the lan-
guage. For that, we will show how affine functions and affine predicates can be
lifted over the language. After that, Section 6.2 presents advanced analysis meth-
ods. Finally, the CFG is rewritten into a decision graph structure (Section 6.3), and
algebraic operations are defined over this structure.

6.1 Symbolic Execution

Symbolic Execution [Kin76] is a technique in (formal) program analysis that treats
the inputs to a program as variables (symbols) and proceeds with an execution
that keeps track of all updates to those variables in terms of (symbolic) formulas
(dataflow). The control flow of the program in question cannot be directly inferred
from the variables, as these correspond to formulas instead of concrete values. In-
stead, one either explores all possible program paths or uses techniques like SMT
solving to determine which paths can possibly be reached. As a result, a graph
called control flow graph (CFG) emerges where every (feasible) branch is logged
with corresponding necessary conditions (path conditions).

Based on the profile of DNNs presented in Section 2.4, a natural representation
of a DNN for symbolic execution are affine functions ¥ — WX + b. These are
battle-proven in the realm of linear algebra and are both compositional and memory
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efficient. The goal of the following calculus is to transform Afflang programs (and
with that all associated DNNs) into affine functions under boundary conditions. Such
conditions are necessary to capture the non-linearity of the activation functions.
Many activation functions are PWL, meaning that the boundary conditions are
affine predicates. In these cases, also the conditions fall under the compositionality
of linear algebra. For a comprehensive introduction to linear algebra see Section 2.1.

6.1.1 Overview

A central building block of this calculus are configurations of the form [Plo04], which
extend the previous configurations:

<program, path condition, store>

As in the former model, the program t € <7, is a (partially evaluated) Afflang term.
The path condition is a new component. It is a formula over affine predicates with
negation that characterizes over which inputs the derivation holds true. Finally, the
store o: ¥V — (R* — R*) models the effect of the instructions for the given path
(as characterized by the path conditions) for each variable. Now it will store affine
functions instead of vectors.

In this model, each configuration explores one concrete program path, which
is uniquely characterized by its path condition. To describe the whole program, all
paths must be explored. As we have discussed in Section 4.3, there are only finitely
many paths in Afflang programs. This will still be the case for symbolic execution.

6.1.2 Lifting

As already mentioned, for symbolic execution, we need to track the value of variables
(in our case subexpressions) symbolically through formulas. To achieve that, we now
define all operations, which occur in the SOS rules specifying Afflang’s semantics
(Definitions 4.2.3, 4.4.1, 5.3.1, and 5.3.2), for affine functions a: R* — R™* in place
of vectors ¥ € R*. Concretely, every term now evaluates to an affine function. So
each occurrence of 7 in the rules is now replaced by an affine function a and all
operations (such as matrix multiplication) must be updated to reflect that.

In fact, the transition is straightforward, as one can always lift operations on
vectors from R™ to affine functions R” — R™ [GS21]. The following theorem is an
adaptation of [AP I: [Sch+23]]:

Theorem 6.1.1 (Lifting). Any function g: R™ X --- X R™ — R™ can be lifted to
G:R" > R")Xx---x(R* - R") - (R" — R™) where the arguments to G
are affine functions R” — R such that

Glay,...,a)(X) == g(a1(X),. .., (X))

Essential for this construction is the concept of higher-order functions [Cur+58]: The
lifted function G expects an argument X € R" and passes it on to all the «; functions,
which then return an element from R™. These results are then passed on to g and
thus producing the final result from R™. To be of practical relevance, we must
consider how we can represent G, as a literal interpretation of the above definition
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would require higher-order functions. For that, let us recall what instructions are
part of Afflang that actually compute linear algebra terms (instead to the ones that
correspond to term rewriting):

- Wa+¢
-—aZ<b
- a1+

Where a, ay, and a; are affine functions, W is a type compatible matrix, and ¢ and
b are type compatible vectors. The account of the first and last instructions was
already discussed in the preliminaries (Theorem 2.1.11) where it was shown that the
resulting affine function can be computed independently from the input value. In
the second case, a new affine predicate is formed:

(R>WF+b)<¢ = Wu<(@-b)

Composition To avoid repeating too many rules, we now define a composition
rule for subterms. The desired semantics should be clear from the previous defini-
tions: We evaluate the subterms in the order that they appear in the term. For that,
we define the first reducible subexpression as follows:

Definition 6.1.2 (Fredux). A fredux is the first reducible subexpression of a term, if it
exists. For Afflang, we define (t € <7, 0 € R*):

Fredux(Mt + ¢) = {t}
Fredux(Mo + ¢) = {}
Fredux(%) = {}
Fredux(t; + t5) = {t1}
Fredux(o; + t;) = {t,}
Fredux(o; + 0,) = {}
Fredux(if (t < l;) then s; else sp) = {t}
Fredux(if (v < l;) then s; else sy) = {}
Fredux({s;t}) = {s}
Fredux({e;t}) = {}
Fredux (¥ :=t) = {t}
Fredux(% :=9) = {}

Then composition can be stated as

(t',m,0) RN ", 7', 0") t’ € Fredux(t)

(t,,0) >, ({t[t"]t'], 7, 0")

where [t /t’] denotes, as usual, the substitution of ¢’ in place of ¢’ (see [Plo04]).
Since this rule might be applied again in its own premise, we could also directly

75



6. DISTILLATION INTO SURROGATE MODELS

allow the reduction of any subterm that is in the transitive closure of the fredux
relation. Concretely, the closure Fredux” is made of the elements:

t' € Fredux*(t) = Fredux(t’) C Fredux™(t)

Now we use the meta symbol « for a completely evaluated term instead of 7 in
order to remind ourselves that in symbolic execution, all terms evaluate to affine
functions.

a’=Wa+3

<Wa+0710') (a T, 0)
(if (a < l;) then s; else sy, 71, 0) i, (s,TANa < l; o)
if
(if (a < b) then sy else sy, 1, 0) — (s3, 1 A =(a < b) o)

&, m, (7) (o‘(x) T,0)

a3 = a1+ ay

(o + ag, 7, 0) <053,7T o)

(x: —0(7T6>%<6ﬂ'0‘[x}—>(1]>

{e;t}, m, 0') (t T,0)

Let us take a look at why only the if rule changes path conditions. For the mem rule,
we only access the result of a computation that has already taken place, therefore
it does not introduce any branches, even when the term whose result is stored in
the variable does branch. In the add rule, one might expect that the path conditions
must change, as adding two PWL functions can result in a PWL function where the
number of linear regions is the product of the number of regions of the addends.
This is implicit in the way we evaluate the sum: both terms are evaluated before
their sum is taken. So each path corresponds to the conjunction of one of the path
conditions of the first addend with one of the second. So the total number of paths
and configurations, respectively, is indeed the product of the paths of each addend.
For assign, the path associated with the term that is assigned to the variable was
again first evaluated, so all respective conditions were already added to .

To summarize, the path conditions track the internal state of the program and
not the observable state from outside. Therefore, whenever any term is evaluated
that has more than one linear region, the configurations will reflect this and also
diverge. Even before the result of the computation is ever used. For some cases, this
might be finer than necessary, e.g., when a variable is dead.

Example 6.1.3. Now we briefly apply these rules to the partial ReLU term for the
k-th neuron.

(if (&% < 0) then Ri(0)¥ else ¥, T, id)

The two derivations for this configuration are shown in Figure 6.1.
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(if (6" < 0) then Rk (0)% else ¥, T, ¥ > id)
mem
(if (¢, id < 0) then Ri(0)¥ else ¥, T, ¥ — id)

lin

(if (x > x; < 0) then R (0)% else ¥, T, ¥ — id)
if, ify
(Ri(0)F, T Ax <0, ¥ id) & T A=(x <0), ¥ id)
mem mem
(Re(0)id, TAXe <0, o id)  (id T A =(x <0), ¥ > id)

lin

(x = Ri(0)x, T Axp <0, ¥ > id)

Figure 6.1: Two derivations for Relu using the symbolic SOS rules. The shared prefix of
both derivations is aggregated into a tree.

6.1.3 Lifting of Tensor Operations

For convolution, input data is represented as tensors. The principles of lifting gen-
eralize also to tensors in form of multiaffine functions, which will be described in
the following. Since the inputs and outputs of multichannel convolution are typi-
cally order three tensors, the lifting now needs to be a (multi-)affine function with
type RCm*HXW _ RCourxHourXWour - Although the notation will require consider-
ably more indices (a total of six), the core idea is the same as for the previous cases.
There, a 1D input vector is multiplied by a matrix and shifted by a bias vector, which
is typically denoted as:
j=Wx+b

Another view would be that each output value is the result of a linear combination
of the input with a set of coefficients stored in W:

Yi = WinX1p + o+ WinXn + b

This idea generalizes to higher dimensions more easily. For each position (S, y, v)
of the output Y of the affine function, a linear combination is made with the order
three input tensor X and coefficients from some tensor W:

Cin H W
f: yﬁ’”"’ = Z Z Z wf".u’.vxk”’J + bPrY
A j
k=1 i=1 j=1

where f € [Cout], 1t € [Hout], and v € [W,,;]. Now that the output tensor Y is
determined, it is beneficial to change the view from each element of Y to slices: for
each output channel f it is an image of shape Hy,,; X Wy, which may be notated as

yﬁ,:,:
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and for such two-dimensional images we defined (strided) convolution.

2% — (Conv(k“’ﬁ’/”", s)o f)a,:,:
Cout

— Z (yﬁ,:,: *g ka,ﬁ,:,:)
p=1

Now we plug in the definition of Y, which is the result of applying the multiaffine
function f to X

Cout Cin H W o
2% — Z Z Zwﬁ,;}xk,l,j + bﬂ,:,: *g ka,ﬁ,:,:

in H
zo:,:,: — Z ((xk,i,jwﬁjii,:i *g ka,ﬁ,:,:) + (bﬁ,:,: * ka,ﬂ,:,:))

Now, each x**/ € R is a scalar (in contrast to wfu and k%8> which are order two

tensors) and can be factored out.

We can express the convolution of a multiaffine function as convolutions over the
weights of the function by changing the order of the summations

Cin H W Cout Cout
2 Z kot Z wﬁu L Z L LAY
k=1 i=1 j=1 p=1 B=1
Cin H W
— Z Z (uZ’:”.xk"’f + c(x,:,:)
LJj
k=1 i=1 j=1

Where u,‘f,] is the updated weight tensor and ¢%*>* the updated bias term of the
multiaffine function.

6.2 Advanced Analysis Methods

In this section, we extend the syntax of Afflang again to incorporate new paradigms
suitable for expressing analysis tasks. Afflang already contains all necessary build-
ing blocks to fix some inputs to concrete constant values while others stay symbolic,
thus enabling concolic execution [GKS05]. Preconditions will be implemented in
Afflang by adding support for expressing partial functions, which enables the re-
striction to inputs that satisfy the precondition. As a result, it will be possible to
append or prepend certain code blocks to an existing Afflang program to change
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its semantics to reflect a given analysis while powered by the previously defined
symbolic execution.

Originally, these concepts were presented in [AP II: [Nol+23]] (concolic mode
was later covered more explicitly in [AP V: [SS24]]). In these works, the ideas
were directly defined for AffTrees, which are here introduced in Section 6.3. In the
following, both techniques will be introduced for Afflang.

6.2.1 Concolic Execution

While symbolic execution is in principle an effective tool to generate abstract graphs
that capture all possible execution paths of the program, which can be used to decide
semantic properties, its scalability is limited due to a phenomenon called path explo-
sion. Even in the case of Afflang, we have seen that the number of paths through
the program is exponential in the program size. As such, unconstrained symbolic
execution can quickly become practically infeasible. To mitigate this fact, concolic
execution was introduced [GKS05; SMAO05; Cad+08], which combines concrete and
symbolic execution to achieve a best-of-both-worlds solution. In this analysis tech-
nique, parts of the input are fixed while others are treated symbolically. The constant
parts correspond to a normal (concrete) execution of the program, so branching be-
havior only depending on these values can be fully computed, and only one path
has to be explored. On the other hand, all branches including the value of at least
one symbolic variable, are treated as in symbolic execution. Depending on the ratio
between fixed and symbolic variables as well as their respective importance in the
program, concolic execution can achieve significantly better performance, as fewer
branches have to be explored.!

For Afflang, concolic execution can benefit from linear algebra concepts like
subspaces and orthogonality, as we will now illustrate. Starting simple, suppose we
have an Afflang program t € <72 and a concrete input vector (cy, ¢z, ¢3,¢c4)" € R,
If we want to use its second and third element and let the first and fourth be symbolic,
ie.,

X3
C2
C3
Xy

o>
I

with symbolic variables X; and X4, then we can simply append a corresponding
affine function to t. This function f: R? — R* is given by

10 0 X1
- 0 0 - Co Co
= . + =
f(X) 0 0 * C3 C3
0 1 0 X2
——— ——
= :E

In general, another benefit is also that the representation of the symbolic variables, which are
SMT formulas, can be shorter and can therefore result in faster solving. Specifically in Afflang, the
SMT formulas are actually linear programs and the effect of concolic execution is that the programs
contain fewer variables and inequalities, which positively affects the solving time.
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The Afflang program (Wt + l;) € /?7?% then already implements the desired con-
colic execution. The forwarding and simplifying of constants happens naturally
through the previously defined semantics. More generally, when we have a vector
¢ € R" of observations and want to keep the indices I C [n], then we first define a

mask
{1 ifiel
m; =

0 otherwise

and define its negation as m; = 1 — m;. Then the desired values for the Afflang
expression
Wt+b

areb=mocandW =m O I, where zero columns have been removed.?

While this approach fits tabular data well, where each component (feature) of
the input vector has a clear and distinct interpretation, it can be improved for other
input data like pixels in images. Here, we may also analyze what happens when we
change multiple pixels in a dependent way, for example, if we evenly increase the
brightness of the input image. Here again the theory of linear algebra brings suitable
tools, for example, with the concept of linear independence, rank, and orthogonality.

Assume we are interested in all inputs of an r-dimensional (affine) subspace
U C R”" spanned by an orthonormal basis u, . .., %, and an origin 0 (using affine
coordinates). That means we have coupled the inputs from R" in such a way that
only r degrees of freedom remain. Then we can define

f(x) = [Jl LT,] X+
where i € U is the unique vector with the shortest distance to U

y = arg min||X|| .
XeU
This mapping f: R” — R" is affine, injective, distance-preserving, and its image is
equal to U. Thus, when we prepend f to an Afflang term t, we essentially restrict ¢
to inputs from U.

Although it is not strictly necessary that the basis #, ..., %, is orthonormal
and that 7 has the shortest distance to U, it (i) makes the representation as unique
as possible and (ii) results in desirable properties of the mapping, like preserving
distances. Also, every basis can be converted to an orthonormal basis with Gram-
Schmidt and 3 can always be minimized, so these restrictions can always be satisfied.

Example 6.2.1 (PCA). A general approach for reducing the dimensionality and
with that the complexity of the verification task is Principal Component Analysis
(PCA). PCA is a well-known technique for reducing the dimensionality of input
signals through a linear transformation. More importantly for our approach, PCA
is an orthogonal transformation, and can therefore be used as discussed above. Let
the row vectors of U be the principal components of the dataset, then U'U is an
orthogonal projection matrix. For dimensionality reduction, typically only the first

%In the context of analyzing neural networks, it is especially interesting when ¢ is realistic, e.g., is
in-distribution.
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k < n rows of U are considered, giving a non-square matrix Uy € R¥*". Through
its projection matrix U; U it gives rise to the subspace

Ur = {UUkx | ¥ € R" }
={UE|iert} cm

This linear subspace should be shifted by the mean g, which results in the affine sub-
space Uy + p. To summarize, with this approach we can create a lower-dimensional
(affine) subspace Uy + p that is embedded in the full input space R". By construction,
this subspace includes the most important directions of the data, i.e., the principal
component axes sorted by explained variance. On the other hand, as it is a lower-
dimensional subspace, appending the affine projection into the space to an Afflang
program realizes concolic execution, which is faster than full symbolic execution.
That is, we focus computational resources on the most promising input regions. An
analysis of DNN robustness with this approach was presented in [AP II: [Nol+23]].

6.2.2 Preconditions

Preconditions are very important in the verification of DNN, as their input space is
almost always unstructured (subsymbolic): In contrast to previous machine learning
(ML) approaches, DNNs no longer receive features (like human concepts) as inputs,
but instead high-dimensional, raw, sensor-like data. For example, all H - W pixels
of an image or n-grams of a document of text. This results in two challenges for
verification of universally quantified formulas over the whole input space:

(i) The first problem is that the input space R” is unbounded,® which makes no
sense for most application domains. For example, in case of images, the colors are
typically in the range [0, 255], which are somewhat calibrated at human perception.

(ii) The input space includes representations that are ill-formed, for example, an
image consisting solely of noise. Even a completely white image cannot meaning-
fully represent an object for classification.? It is not hard to imagine that one can
find counterexamples to almost any semantic property of DNNs in these ill-formed
inputs. Excluding them in analyses is therefore important.

In ML, it is generally believed that proper input data lies on a much lower-
dimensional manifold embedded in the complete input space [BCV13]. Adding
noise to a valid input image is seen as an orthogonal transformation with respect
to the data manifold.> This aspect can be formalized with measure theory. This
concludes the motivation for precondition-based verification of DNNs, now we
define it formally.

Definition 6.2.2 (Precondition Verification). Let Q, ..., Qp, be a set of bounded, non-
overlapping, and convex polytopes Q; C R" and let 2 = UT"  Q; denote their union,

3We may consider the bounds of their representation on GPUs, which typically is a 16-bit or 32-bit
float (half-precision and single-precision IEEE 754). The former has a maximum value of 65504, the
latter of ~ 10%.

“That is not to say that such an image cannot appear in real life applications (sensor bugs, imaging
a strong light source, etc.). Nevertheless, without further information, the image itself cannot be
mapped to a distinct physical object.

>More precisely, it is a vector field that points towards the nearest point on the data manifold.
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then precondition-based verification of a DNN .4 is the process of checking whether
the formula

vf(;? €2 = g% /(f)))

holds for some semantic property ¢.

Checking the property can be decomposed into m separate tasks (i € [m]):
VE(Fe 0 = ¢(® (D))

Now the question remains on how the regions are chosen. For some analysis
tasks, the regions are based on the #; or £, norm. Alternatively, one can choose the
regions Q; such that they represent the most likely data using either analytical or
statistical methods. Suppose the input space has a known probability distribution
with density function f and probability measure P. For choosing the distinct regions
Q;, one can use the measure P:

P(2) =) P(Q))
i=1
Generally, sets with higher probability density would be preferable, which could be
derived from level sets of the corresponding density function f, i.e.,
D ={xeR"|f(x)>c}

for some constant ¢ € R. Ifthat is not feasible, another approach could be minimizing
the Lebesgue measure y of 2:

min y(2) suchthat P(2) =

for some given constant p € (0, 1). Note that the connected components of 2 are
not necessarily polyhedral in this formulation.

This leads to another extension of Afflang for enabling the encoding of partial
functions R" < R™ that are not defined for every input point.

Definition 6.2.3 (Partial Evaluation Extension of Afflang). Afflang terms are ex-
tended by a new symbol I (syntax of bottom) that is an expression:

E=|J_|_

It symbolizes that the program is undefined for the given input. On a semantic level,
it translates to the symbol L (semantics of bottom), which we add to 7,:

def
(I, 7,0y —> e, (L, 1,0)

Here, L in the path condition refers to logic false. When L appears as a subterm, it
acts as a persistent state, i.e., applying any instruction to it results again in the value
L:

<WJ_+C7TO'> <J_7'L'O'>
df(L< b) then s; else sy, 7, 0') = (1,7, 0)
(L+tm, 0') = (1, 7,0)

(a+J_71'6) = (1, 7,0)
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While these are the rules for symbolic execution, the rules for normal execution are
identical after removing the path condition 7 from each configuration.

This extension allows us to prepend a convex precondition Q € R"” to an Afflang
program t € /"™ in the following way. First, define Q in terms of an affine
predicate Au < b. Then the precondition can be applied to ¢ as

if (Al,;i < bl) then
if (Az,;i < bz) then

if (Ag:¥ < bg) thent
else Il else 1l --- else 1L

This analysis method was used in [AP II: [Nol+23]] to analyze the robustness of
DNNs. There, preconditions were directly defined for AffTrees, while here they are
defined for the intermediate Afflang language.

6.2.3 Postconditions

Similar to preconditions, Afflang already provides the facilities to apply any PWL
postcondition g to an Afflang term ¢t € .&/"~™ simply by composing it:

got .

As demonstrated in the previous sections, g can also be a partial function or represent
a polyhedral set Q € R” in the form of an indicator function:

g(£)={1 if¥eQ

0 else
In the second case, the corresponding Afflang term would be
if (Al’;i < bl) then

if (Az,;i < bz) then

if (Ag.¥ < bg) then 1

else0else0 --- else0

where Q = Models(Au < l;). In case the original input is required for verifying the
postcondition, one can add a skip connection around ¢ and aggregate the two paths
with concatenation:

go(I®1)
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6.3 Faithful Surrogate Trees

AffTrees or TADS [AP I: [Sch+23]], [AP II: [Nol+23]], [AP IV: [SN23]] are a decision
tree structure specialized to represent PWL functions. They have a simple structure:
all decision nodes are affine predicates and all terminal nodes are affine functions.
They also inherit many algebraic properties and compositionality from algebraic
decision diagrams (ADDs). In the following, we will formally define AffTrees be-
fore we proceed with the transformation from Afflang to AffTrees. The following
definition is based on [AP IV: [SN23]]:

Definition 6.3.1 (AffTree). An AffTree T = (N, —, () is a labeled binary tree with
root (. Its nodes N and transitions — C N X {0, 1} X N induce a decision structure
consisting of the following two node types:

Decisions are affine predicates ¢ = (w,u) + b < 0. Decision nodes have two
successors, one if the condition is satisfied and one if not.

Terminals are affine functions a(¥) = W + b. Eponymously, they have no outgo-
ing transitions.

All affine functions « and affine predicates g in an AffTree have the same input
space R™. All terminals « also have the same output space R™. Both spaces are
determined by the considered neural network. We define the set of all AffTrees
with input dimension n and output dimension m as "™,

AffTrees are sequentially evaluated like decision trees [AP IV: [SN23]]:

Definition 6.3.2 (AffTree Evaluation). The semantic functional of AffTrees
[-1: 77" - ®" —>R"

is inductively defined as

[q] (%) == [p] (%) if g(¥) < 0 where p is uniquely defined by ¢ N P

[qll ) = [p] (%) if g(X) > 0 where p is uniquely defined by ¢ 4 p
[a] (%) := a(X) ifa /

for an AffTree T = (N, —, (), with ¢, p, « € N. For convenience, we introduce the
shorthand T (%) := [{](%).

AffTrees are a symbolic representation of a piecewise linear neural network
based on its acyclic CFG. They collect the path constraints from symbolic execution
and arrange them in a decision tree. Each path in an AffTree corresponds to one
linear region of the network. At the end of each path lies a terminal node that stores
the respective affine function of the region.
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6.3.1 Graph Rewritting

To define the CFG for our language, we need to consider nine rules. Out of these nine,
only two ‘if-then-else’ rules branch. For the remaining seven rules, the control flow
is simple, as four correspond to subterm evaluation, two of these just correspond
to arithmetic computations, and one to value lookup. For a given Afflang term
t € @/™>™ the initial configuration for symbolic execution is (t, T,¥ + id). The
full CFG can be defined recursively over the observable symbols A as follows:

Definition 6.3.3. The transition system defined by the SOS derivation operator
—: I'X A — T from Afflang can be rewritten into a decision tree by the function

vl —>9

recursively defined over a configuration ¢ = (t,p A 7,0) as (w € A\ {if;, if}):

¢S = v(c) =v(c)

if if
c LN ¢t Ac -, cr = v(c) = (m,v(cr),v(cy))

c=@mo)c = vic)=0
For an Afflang term t € &/"~™ we define the shorthand
v(t) = v({t, T, % — id))

From this definition, we can clearly see that v descents along the relation —, which
terminates. Further, we know that derivation sequences from — are unique, and
thus v is well-defined.

Lemma 6.3.4. For any Afflang term t € o7, the corresponding AffTree v(t) exists
and is uniquely determined.

An alternative way of defining the CFG is based on the existing path conditions
inside the configurations. We can organize all path conditions into a tree (N, E, T):

c—>"{t,m,oc) = meN
peENA(PpA-T)eN = (§,0,0 A—mr) €E
peNA(PpAT)EN = (), L,pAT)€EE

To see that this leads indeed to a tree, notice that path conditions increase
monotonously throughout all nine rules, i.e., whenever the path condition is
changed it is by adding a new conjunction clause to the existing path condition.
Further, each state of N keeps an exact log of all its preceding states and is therefore
unique. Finally, to simplify reasoning over the tree, we rename the states after the
next branch condition through the following bijection:

(1,¢)  if(pLpAT)EE

(@, 9) if (4, ¢, o) is terminal

f(¢)={

For a precise definition, we may keep the original name as the second element of the
pair, but only visualize the first one. Otherwise, nodes with the same name might
be identified, which could impact the graph structure.
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Size. The length of any execution path (with respect to the CFG) is clearly only
influenced by if-then-else expressions, has can be seen in Definition 6.3.3. And
since a path can only explore either branch of an if-then-else expression, it follows
that its length is determined by the number of (nested) if-then-else expressions
along its path. Formalized, this leads to the following inductively defined function

height: &/ — N:
height(%) := 0
height(Wt + ¢) := height(t)
height(if (t < b) then s; else s,) := height(t) + max{height(s;), height(sy)} + 1
height(t; + ;) := height(t;) + height(t,)
height(% :=t) := height(t)
height({s ; t}) := height(s) + height(t)
The depth of the CFG is therefore most influenced by if; add, and seq instructions.
When only the first three instructions are used, which are already sufficient to

express all PWL functions, the depth of the CFG is smaller than the length of its
program, a very interesting and unusual property.

Lemma 6.3.5. For any Afflang term ¢t € o7, it holds that for any valid derivation
sequence (w € A*):
(t, T, % id) = (', 71,0)

the path condition 7 has at most height(¢#) many conjunction clauses.

Corollary 6.3.6. For any Afflang term t € o7, the size of the corresponding AffTree
is upper bounded by

| v ( t) | terminals < Zheight (t)

[V(£) Inodes < 2D+ _ g

Decidability and Complexity. In the AffTree, all path conditions are affine
predicates of the form Au < b. Thus, the path conditions are of a simpler kind than
those of typical program analysis. To check whether such a formula is satisfiable
(respectively if the path is feasible), it is sufficient to use LP solving methods, such
as the simplex algorithm or the interior points method. As a result, the problem of
path feasibility is decidable in polynomial time for AffTrees.

This leads to the following rather comfortable result:

Theorem 6.3.7. Let ¢ be a property that is decidable for a convex polytope Q € R?
in time T(r,d) where d is the dimension of the input space and r the number of
constraints of the input polytope. Let t € &/"~™ be an Afflang term. Then one can
decide the following implication

VX (X € C = ¢(X,t(X)))
with the worst-case runtime

o (T(q +hn)- zh)
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+1.00 $0 +0.00 $1 < +0.00

+0.00 +1.00 $0 +0.00 $1‘

+0.00 +0.10 $0 +0.00 $1‘

(a) Plot of (partial) Leaky ReLU (b) AffTree of (partial) Leaky ReLU

-1.00 $0 +0.00 $1 < -3.00

+0.50 +0.17 $0 +0.00 $1‘

+0.00

(c) Plot of (partial) Hard Sigmoid (d) AffTree of (partial) Hard Sigmoid

Figure 6.2: Plots and AffTrees of PWL activation functions. The AffTree is a direct result
of applying v on the Afflang encodings of the respective function.

where C is a convex polytope with g constraints and A = height(t) is the maximal
depth of the AffTree of t.

Finally, components of neural networks can be distilled into equivalent AffTrees
through v. For the case of the activation functions Leaky ReLU and Hard Sigmoid, an
example is shown in Figure 6.2. One can see that the AffTrees show the respective
function in a concise manner.

6.3.2 Algebraic Properties

AffTrees have a rich algebraic structure, which they inherit from PWL functions.
Indeed, as each path characterizes one linear region, the extensive theory of linear
algebra can be leveraged in many ways.

Algorithmically, one general, abstract schema is the basis for implementing
many (binary) operations on AffTrees, such as function composition, addition, or
equality. The schema is a direct consequence of the fact that AffTrees are decision
trees with two kinds of nodes—inner nodes and terminal nodes representing affine
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predicates and affine functions, respectively—and therefore need one update func-
tion for each kind. The following schema is a generalization of the one presented in
[AP I: [Sch+23]].

Definition 6.3.8. Let @ and f denote two update functions for inner and terminal
nodes of an AffTree. Further, let t,t, € 7 be two AffTrees, then their af-
composition ¢; Og g 7 is defined as:

nOgpn = p(n',n)
nOgp (p,Lr) = (a(p,n),nOgp l,nOyp 1)
(p, l, r) Da’ﬁ t = (p,l Daﬁ t,r Da’ﬁ t)

where n, n” are terminal nodes and (p, [, r) represents an inner node with predicate
p and left child [ and right child r.

This schema can be realized through a depth-first search in the first tree until a
terminal n is reached, which is stored for reference. Then, another depth-first search
is performed for the second tree. Here, all encountered inner nodes p are updated
by a(p,n) and then added to the first tree as a subtree under n. When a terminal
n’ is reached, it is instead updated with S(n’, n). Optionally, one might check for
infeasible edges before adding new nodes.

In case of addition, this schema can be directly applied:

t+t =t 0p 4t

where

m(x,y) =x

To see why this works, it can be helpful to recapitulate the semantics of addition for
two PWL functions f,g: R" — R™:

(f +9)(X) = f(X) +g(x)

One can directly identify that the evaluation of f is independent from the evaluation
of g and vice versa. Next, we look at the linear regions of f + g. From the above
equality we can conclude that when f and g are linear on Q C R", then so is
f +g. When 2 is a polyhedral partition of f and % is a polyhedral partition of
g, then 2 N Z is a polyhedral partition of f + g. An example of this can be seen
in the superposition of the wave functions discussed in Example 4.1.2 (page 38).
Intersection of polytopes corresponds to conjunction of the corresponding affine
predicates:
Models(7;) N Models(y) = Models(m; A 73)

And finally, conjunction of predicates can be achieved in AffTrees by concatenating
the paths. In a similar way, one can define other algebraic operations, such as
subtraction, multiplication, or division.

For the case of function composition, evaluation is no longer independent:

(feg)(®) = f(9(x))
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Here, g acts essentially as a ‘lens’ that transforms how f perceives the input space.
Keeping in mind that g is PWL, then for a local region it is indeed affine and affine
functions are geometric transformations. So the metaphor with the lens is actually
not that far of. Therefore, composition can be implemented by

tot' :=t 0o t’

The a update of a an inner node p from t’ with a terminal n from t is a form of
composition. Since p is an affine predicate and n is an affine function

(p on)(X) = p(n(x))

is again an affine predicate. In this manner, the lens-effect is realized. The compo-
sition of the terminals is straightforward. The ability to compute sequential com-
position directly on AffTrees is essential for the algebraic properties discussed in
Figure 3.2 (page 33). With that we have [AP I: [Sch+23]]:

v(ti o ty) = v(ty) ov(tz) .

This in turn also means that we can directly apply any Afflang term ¢ € .2/ to an
existing AffTree T € .7 by computing:

v(t)oT .
Finally, relations like equality can also be expressed in this schema:
t=ti=t0O-t
A derived concept called epsilon-equality can be stated as
[t; — 1| <€
where t < € can be implemented in Afflang simply as
if (t <€) then1lelseO .

Algebraic properties of AffTrees are discussed in depth in [AP I: [Sch+23]].

—_— o o e—————
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CHAPTER

Semantics-Preserving
Optimizations

In the previous part, we have seen how symbolic execution can be applied to a
number of deep neural network architectures. We proceeded to define a tree rep-
resentation (AffTree) based on the CFG of symbolic execution in such a manner
that the resulting decision tree acts as a faithful yet interpretable surrogate model
(FISM) of the original network. Further, we proved various semantic and algebraic
properties of these structures.

Now we want to focus on a practical realization of the computation of these
decision trees. Specifically, this section will discuss optimizations for the distillation
approach that impact the running time and memory complexity. As we will see,
both aspects are closely related, as the computation is polynomially bounded with
respect to the size of the computed decision tree.

In the SOS rules of the calculus, we have seen that the symbolic execution treats
the parallel application of the independent activation functions in a sequential and
thus conditional way. As such, the number of branches is not additive but multi-
plicative, which results in an overall exponential growth with respect to the number
of hidden neurons with branching activation functions. The number of branches/re-
gions per activation function defines the base of this exponent. Using the general
model of the fully-connected neural network architecture

N =opoh_j0---0010h

where h; are affine functions and o, are non-affine activation functions (¢ € [L —1]).
Assume that all activation functions o, are PWL and are an element-wise application
of some underlying function¢: R — R, i.e,,

a(¥) = (6(x1),6(x2), . .., g (xn))"

For example, ReLU is an element-wise application of ¢(x) = max{x, 0}. Then each ¢
must also be PWL with linear regions Qy, . . ., Qx € R and associated linear functions
{1, ..., . Essentially, that means each ¢ consists of up to k linear functions, which
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it can attain for some regions of the input. In the case of ReLU, the regions are
Q1 = (—=0,0] and Q, = (0, ) and the linear functions are £;(x) = 0 and £ (x) = x.
Now, define a new function 5 that takes on the linear function of the index it is
given:

n(i)(x) = ;(x) =m; - x

So with the index i we can select the appropriate linear function. Using the charac-
teristic function, we can then restrict each of them again to their domain:

¢(x)=I(x€ Q1) i+ - +1(x€Q) b

Then we can characterize each activation function by a tuple @ € [k]" of numbers
from 1 to k:

n(a)(X) = (n(ay) (x1), n(az)(xz), ..., n(an) (x,))"
= (Mg, X1, Mg, X2, - ., Mg, Xn)'

Zr?la(Df

From there, one can apply the same concept to all hidden layers to describe the
network:

JV((Tl, .. -,an—l) =0Lo° UL—l(af—l) SIS ’71(51) o hy

The collection of all @; corresponds to an activation pattern of the network that
fixes all PWL components to one of their linear regions. As a result, the whole
composition is linear. Since the network is guaranteed to be linear for each activation
pattern, it is clear that the number of activation patterns is at least as large as the
number of linear regions. It is also strictly larger, which can be seen by setting
the last activation function to the constant zero function. Then, the network has
only one linear region, but can have arbitrarily many activation patterns. When all
activation functions have k regions, the total number of activation patterns is

kn1+---+nL,1

where n; is the number of neurons in the i-th (hidden) layer.
However, not all activation patterns are attainable be the network. Consider the
simple example:
ReLU(3ReLU(x) + 2)

It is impossible for the outer ReLU to be in the region (—oo, 0] while the inner ReLU
is in region (0, c0), as both share a clear dependency on the initial value of x. It is
possible to characterize what initial values of x must be given such that a specific
region is attained. In this case, the predicates are:

x>0A3x+2<0

which are infeasible. These predicates are exactly the ones that were computed in
the symbolic execution in Section 6.1. Thus, there is a one-to-one correspondence
between activation patterns and the paths in AffTrees.

The exponential growth of activation patterns is problematic, as the number
of neurons tends to be large and is increasing more and more in state-of-the-art
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models. This is not surprising, as it is assumed that deep neural networks with more
neurons can (i) express a wider family of functions, and (ii) have better convergence
to minima in the loss space (lottery ticket hypothesis) [FC18]. Thus, it is important
to consider how one can reduce the number of branches that are considered. For
that, one can either (a) follow a semantics-preserving approach, which is generally
preferable based on the requirements stated in Section 1.1.4, or (b) look at more
aggressive reduction methods that alter the semantics. In the latter case, we still
want to be able to analyze the network, thus one needs formulas to bound the
introduced error. Here we will focus on semantics-preserving optimizations. The
already discussed concolic execution and preconditions (Section 6.2) are correct but
not complete analyses, which can also be seen as a form of optimization.

In general, when trying to reduce the number of branches without altering the
represented semantics, one needs to find redundancies in the current representation.
For that, we will consider techniques of reducing redundancy in the decision tree
representation, which have been proposed in the context of program analysis or
decision diagrams. We will see how these optimizations play out for AffTrees, which
are in many ways different from typical decision trees. With respect to decision trees,
the following properties are distinct to our problem:

— The domain of possible predicates is uncountable

— The domain of possible terminal values (affine functions) is uncountable (be-
fore classification)

The probability that any two predicates are the same is equal to zero
Predicates interact with each other due to semantic dependency

Predicates and terminals interact with each other due to semantic dependency

With respect to program analysis (especially symbolic execution), the following
points differ from the typical case:

— The value of all variables can be stated as an affine formula

- Feasibility checks are decidable in polynomial time (linear program (LP) solv-
ing)

- The CFG is acyclic (for RNNs after unrolling)

7.1 Identifying and Pruning Infeasible Paths

In a labeled graph (N, E, {), a path ({,vy,...,0,) is called infeasible when the con-
junction of all decisions on that path is not satisfiable:

n
Models (/\ ni) =0

i=1
As no input could ever take such a path due to contradictory constraints, these paths
can be safely removed from the graph (N, E, {') without altering its semantics (i.e.,
without changing the represented PWL function). Infeasible path elimination is
the corresponding optimization that prunes infeasible paths in a graph or program.
While it is mostly discussed in the setting of program optimization and symbolic
execution, the optimization is also applicable to decision structures, such as ADDs,
where predicates share semantic dependencies [AP III: [Mur+23]].
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7.1.1 General Definition

Historically, infeasible path elimination was first considered in form of eliminating
partial and total redundancies in programs. The following definition is based on
[MR79]:

Definition 7.1.1 (Partial and Total Redundancy). In alabeled graph (N, E, {), an edge
e = (v,l,u) € E with associated predicate r is partially redundant iff there exists at
least one path p = ({, vy, ..., v, 0) from the root node ¢ to the edge e with associated
path condition P such that the logical formula

V¥ e R" : P(¥) = n(X)

is valid. Conversely, the edge e is totally redundant if the same property holds for
all paths p from the root node { to the edge e.

While totally redundant edges can be removed safely from the graph without chang-
ing the represented function, partial redundancy is harder to remove [Ste96]. When
the considered graph is a tree, the notion of partial and total redundancy coincide, as
every node is then reachable from the root node by exactly one path. A very similar
concept is called infeasibility, where an edge e is infeasible iff

V¥ e R" : P(X) = -n(X)

holds. For binary tree structures where the outgoing edges of any node have mutual
exclusive predicates of the form 7 and -, it is the case that one edge is redundant iff
the other is infeasible. In such cases, we can remove the infeasible edge and forward
or skip the redundant edge and thereby remove the associated node altogether. The
subtree of the infeasible edge, if present, is also infeasible by the transitivity of the
infeasible relation and can therefore be removed without altering the represented
function.

7.1.2 Infeasible Paths in Decision Trees

With these observations it becomes clear that infeasible path elimination can have
a significant optimization potential depending on how many paths are infeasible.
In a tree, paths can be identified with nodes, therefore the optimization potential is
dependent on how many nodes are infeasible and also their position within the tree
(i.e., distance to the root node). For example, consider that on the second level of
a tree already a path is infeasible, then (assuming a balanced tree) a quarter of the
tree is infeasible and can be pruned.

As all predicates in AffTrees are affine predicates, the path conditions P, which
are themselves just conjunctions of the individual occurring affine predicates along
the path, are again affine predicates. Therefore, each path implies a polytope in the
input domain of points that will follow the path correspondingly. When the path is
infeasible, this region is empty. The problem of determining feasibility can therefore
be reduced to solving a LP.
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Theorem 7.1.2. Let (N, E,{) €  be an AffTree and let p = ({, vy, ...,0,) be a path
of this tree with associated path condition P. The path p is infeasible iff the LP

min c¢'X

st.  P(X)
has no solutions (the choice of ¢ € R" is indifferent).

Let us consider a brief proof sketch. (Necessity) Proof by contradiction over the
cases: Suppose the program has an optimal solution, then it is a vertex of Models P
that satisfies P, so the path would be feasible. Suppose the program is unbounded,
then it would have infinitely many solutions (but no optimal solution). Then the set
Models P is unbounded in the direction where ¢ decreases and therefore not empty.
(Sufficiency) When P is infeasible, the associated polytope Models P is empty, so no
solutions exist.

Therefore, the problem of determining infeasibility can be solved in polynomial
time. A very similar LP can be used that gives more information about the structure
of the polytope:

Definition 7.1.3 (Chebyshev Center). For a polytope P C R" given by an inequality
AX < b, a Chebyshev center is one solution of the LP

X
0 1j-
max [ ] [r]
s.t. Ai,;)_(: + ||Al~,:||r <b;
r =0

where A; . is the i-th row of A. Each solution [55 r]T implies a maximally contained
sphere S with center point X € R" and radius r € R

S={yeR"||ly-Xx||<r}cpP

Maximally contained refers to the property that every sphere contained in P has a
radius not larger than r.

An example of using the Chebyshev centers for all (feasible) paths of an AffTree
is given in Figure 7.1. As the LP of the Chebyshev center only has one additional
variable with respect to Theorem 7.1.2, its asymptotic running time only marginally
increases with respect to the original LP. However, in practice algorithms usually
calculate the optimal solution of a linear program step-by-step. In many LP solvers
computing the solution is split into two phases [SZ15]:

1. Find a valid solution
2. Iteratively improve the current solution to converge to the optimal solution

Thus, having a constant cost function makes the whole second phase obsolete, im-
proving on the running time. By how much depends on the method and implemen-
tation of the LP solver, and should be measured.
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Figure 7.1: Example of enclosed inspheres (in blue) computed with the Chebyshev centers.
The example shows the partitioning (before argmax) for the same network depicted in the
spiral example in Figure 5.7.

7.1.3 Global Approach

We have identified a form of redundancy, called infeasibility, that concerns paths in
AffTrees. We also have determined how individual infeasible paths can be identified
by solving LPs. Next, we want to find a method for efficiently identifying all infeasi-
ble paths in an AffTree. While one could check each path of the tree individually,
this is not the most efficient way. Formally, this is based on the monotonicity of
infeasibility.

Lemma 7.1.4. In an AffTree (N, E, (), whenever a path ({,vy,...,v,) is infeasible,
then so is every continuation of this path ({,v1,...,0n, U1, ..., Um).

Therefore, paths should be checked for infeasibility in an order that respects the sub-
path relation (or, from the perspective of the nodes, respecting topological ordering).
This ensures that an infeasible prefix is found and eliminated from the tree before
any of the descendants of the path have been considered. Both depth-first search
and breadth-first search respect the subpath ordering. A naive implementation of
this approach, however, introduces a new problem: The total number of LPs solved
increases considerably. Suppose an AffTree has n > 1 terminal nodes, then the
number of all paths from the root node to a terminal is also n. However, the number
of paths from the root node to any other node in the tree is equal to 2n — 2.

This problem can be solved by storing the result from LP solving. When we
check the path (¢, vy, ..., v,) with associated path condition P for feasibility with an
LP solver, then we receive a solution x for P if the path is feasible. When v,, is not
a terminal node, it is an inner node with two children. Call them u; and u;. When
7 is the path condition from v, to u;, then - is the path condition from v, to us.
Through elementary logical transformations, one can show that the solution X to P
must hold for one of the two outgoing edges of v,:

PAT)X)VPA-T)X)=(PA(nV-m))(X)
= P(X)

98



7.1. Identifying and Pruning Infeasible Paths

Feasibility witness for
node v exists?

no
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condition?
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Path Infeasible. Path Feasible.
Delete complete Store solution to node
subtree v

Figure 7.2: Flow chart of the process of elimianting infeasible paths in an AffTree.

This leads to the improved approach: Whenever we reach the node v,,, we first check
if (X) is true.! If this is the case, the path ({, vy, . ..,vp, u;) is feasible. If this is not
the case, the path ({,vy,...,0,, us) is feasible. After that, we proceed to solve the
LP for the remaining path. We call X a witness for the feasibility of P and say that
uy or up inherit the solution from v,. With that, we can check infeasible paths in an
AffTree with n > 1 terminals by checking exactly n LPs. When the tree is balanced,
one can also easily compute the number of constraints for each of these n LPs. For
each k € [log, n], we solve

251 linear programs with k constraints

We also need to solve one additional LP with 1 constraint, as for the first two outgoing
edges of the root node no saved witness exist that could be inherited. The resulting
algorithm is depicted in Figure 7.2.

Finally, one can improve the performance by checking feasibility using depth-
first instead of breadth-first search. For one, because depth-first search is generally
more performant than breadth-first search on full binary trees (e.g., better space
complexity). Additionally, some LP solvers support adding a new constraint to a
solved LP, which can then be solved faster. For example, matrix factorizations and
tableaus can be reused or iteratively updated.

IThis operation can essentially be considered as “free” or ¢’(1) in comparison with LP solving.
Using a linear algebra library like BLAS, it can be computed by a single GEMM call.
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Figure 7.3: Comparison of layer-wise feasibility over AffTrees distilled from various DNNs.
Feasibility is computed as the percentage of splits in that layer that are infeasible. Each color
represents one specific network architecture (depth, width), for which 50 different initialized
DNNs were distilled. Their mean and 95% confidence intervals are reported.

7.1.4 Empirical Evaluation

To conclude, a few experiments are considered regarding the effectiveness of infea-
sible path elimination. In these experiments, AffTrees have been distilled for 3000
neural networks. The networks were trained with varying random seeds for initial-
ization, depth (2 — 4), and width (5 — 20). Further, the complete setup was repeated
for six datasets with different numbers of input features. Distillation was performed
iteratively by mapping each layer to an AffTree and then composing them. After
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each composition step, infeasible path elimination was applied. Figure 7.3 shows
the ratio of the number of nodes after infeasible path elimination over the number
of nodes before it was applied. In other words, the effect is shown with respect to
a doubling of nodes of the previous layer. Importantly, the effect is shown for each
layer after all previous layers have been pruned, therefore compound effects are
not included: When a node at layer 10 is infeasible but not pruned, it would have a
subtree of size 22° ~ 10° at the end. The experiments clearly show that:

Infeasible paths exist in all network architectures

Infeasibility increases with the depth of the network

The input dimension ny influences infeasibility

The width of previous layers influences infeasibility in the layers thereafter
Infeasible paths can only occur for the neurons in the first hidden layer when
their number surpasses the input dimension ng

SAECaIR S

The third point is a result of how many regions can occur in hyperplane arrange-
ments where the number of hyperplanes surpasses the dimension of the ambient
space [Zas81], which is studied for a while in the context of upper bounding the
number of linear regions of neural networks, e.g., [Mon+14]. The fourth item was
pointed out in [STR18], where it is called a bottleneck. The effect is well-known
and can be easily demonstrated when just considering linear functions. Suppose
f.9,h: R® — R3 are linear functions where f and h are invertible (have full rank)
and g has rank 2. Then, their composition

hogof

also has rank 2, i.e,, its image is a linear space with dimension 2 embedded in R?.
The lost dimensions through the bottleneck g cannot be recovered by the following
function h. Although the argument is more complicated for PWL functions, the
general concept can be mapped to that domain as well [STR18].

Overall, the experiments show that infeasible path elimination is a powerful,
semantics-preserving optimization that is applicable to a wide range of neural net-
works. As the number of pruned nodes depends on the input dimension, it is es-
pecially effective when combined with concolic execution. For larger networks,
non-semantics-preserving optimizations might be necessary.

7.2 Redundant Predicates

A decision can also be redundant in a different sense: when its left and right sub-
tree compute the same function under the possible inputs of the node. In ADDs,
the ordering of predicates results in a normal form that makes it easier to detect
semantic equivalency of subtrees through a syntactic comparison [Bry86]. Sorting
the predicates in AffTrees would come with great cost, as almost all of its predicates
are different. By the same argument, this form of redundancy—where two subtrees
compute the same function—is very unlikely to occur in real scenarios.

However, the argument changes for classification settings. Then, even when all
predicates of the tree are different, subtrees can compute the same function as long
as their terminals agree, which is more likely for this discrete domain. In such cases,

101



7. SEMANTICS-PRESERVING OPTIMIZATIONS
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(a) Full tree (b) Intermediate tree

(c) Optimized tree

Figure 7.4: Merging of equivalent subtrees results in a more efficient decision tree. On the
left: Full decision tree with 8 terminals belonging to three different classes as represented by
color. On the right: Reduced tree where semantically equivalent subtrees have been merged.

a simple bottom-up search can be already effective. For every second to last node in
an AffTree, check whether its left and right node (which are terminals) are equal. In
that case, replace the node with either of the terminals and remove the other. Nodes
should be considered in reverse topological order to ensure that the left and right
child have been simplified as much as possible. This is due to the fact that, in this
version of merging, only terminals can be merged.

An example of the result of applying this optimization to an AffTree for clas-
sification is shown in Figure 7.4. In the first pass of the third layer of nodes (the
four gray circles that each have a depth of two in the tree), merging is applied three
times. After that, the second layer is checked (two gray circles with a depth of one),
in which the first can be merged as both children are now also yellow terminals,
while the second cannot. In the first layer (root node), no merging can be performed.

After a preliminary empirical evaluation, it seems that merging rarely passes up
the tree for many layers, but instead can only be successfully applied to the last few
layers (as is to be expected). However, given that AffTrees are always full binary
trees, most of the nodes are located near the bottom of the tree anyway. Furthermore,
this optimization is fast, as it is linear in the number of nodes of the tree and only
performs two comparisons of matrices for each node.

7.3 Order of Operations

The order of operations can also influence the number of activation patterns. Con-
sider the equivalent terms

max{ReLU(x),ReLU(y)} = ReLU(max{x, y})
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While the left-hand side has the following eight activation patterns:

x<0AYy<0A0<Z0 = 0
Xx<0AYy<0A0>0 +— 0 7
x<0AYy>0A0<y > y
x<0AYy>0A0>y +— 0 7
x>0Ay<0Ax<0 +— 0 7
x>0Ay<0Ax>0 > x
x>0ANy>0Ax<y > y
x>0ANy>0Ax>y > x

where infeasible patterns are marked with , the right-hand side has only four:

x<yAy<0
x<yAy>0

x>yAx<0

%X o ' o

1111

x>yAx>0

As this simple example demonstrates, the order of operations can influence the
number of activation patterns.

There is currently no automated way to detect this form of redundancy in a
generic way. It is also not appearing often, as usually learnable parameters are
inbetween the application of such functions, i.e., maximum and ReLU are often used
as activation functions. However, for example in CNNs, Max Pooling and ReLU
are sometimes used in direct succession. In such cases, their order can easily be
improved manually for efficiency.

—_— e O e————
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CHAPTER

Use Cases:
Explainability Applications

This section demonstrates how the presented theory, in particular the faithful dis-
tillation approach of Chapter 6 and the optimizations of Chapter 7, can be used
in different practical scenarios to gain explanatory information [Lan+21]. For that,
this thesis is accompanied by the tool Affinitree!, which is an open-source Rust
implementation for the faithful distillation of neural networks. Affinitree is de-
signed to be modular and compositional, supporting the framework mindset: Users
can choose from the building blocks Affinitree provides to create their own inter-
pretability pipeline to express many different kinds of analyses (e.g. based on slices
Figure 8.1). Where necessary, users can also easily define their own blocks, such
as custom activation functions. The extracted surrogate models correspond to the
presented AffTrees (Section 6.3), guaranteeing that, on a mathematical level, the
resulting information is always correct. Instead of constructing the full tree, users
can choose, on a case-by-case basis, to focus on specific regions of the input, thereby
trading off completeness for execution time (Section 6.2).

Each of the following scenarios highlights how Affinitree can be used in con-
junction with established tools and techniques from data analysis, dimensionality
reduction, and visualization to achieve interpretability. These examples follow a
holistic approach, illustrating both Affinitree’s capabilities and its interoperability
with established techniques.

All experiments described in this chapter were conducted using Affinitree on
an AMD EPYC 7763 CPU with 256 cores a 2.45 GHz and 2 TB of RAM. The training
of DNNs was done with PyTorch on an NVIDIA GeForce RTX 3090 GPU.

In [AP V: [SS24]], similarly designed experiments were already presented. The
following discussion differs from it in the following ways: A new in-depth introduc-
tion to the respective settings has been added, presenting technical details about
fairness and adversarial attacks, as well as background information about the in-
volved datasets. For fairness, a new scenario based on a synthetic dataset is added.

Ihttps://github.com/Conturing/affinitree-py
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Preconditions DNN Concolic Surrogate Models Disparity Model

RS

composition with folding & pruning algebraic manipulation and visualization

Figure 8.1: Overview of the general interpretation pipeline in Affinitree for slice-based
visualizations. Preconditions can be added that restrict the input space. Then follows a
standard distillation layer-by-layer with optimizations. For each precondition, a separate
tree is produced. For the disparity model, the difference of these trees is calculated using
their algebraic properties. Slightly improved version of a figure published in [AP V: [SS24]].

For the second fairness scenario, UCI adult, the same experiments are reported as
in [AP V: [SS24]]. For the robustness scenario, experiments were repeated with a
different adversarial attack method. An artifact is available for the experiments of
[AP V: [SS24]] at https://zenodo.org/records/12707712.

8.1 Fairness Analysis

Problem Definition. Algorithmic fairness has recently received much attention
motivated by the increasing large scale application of (artificial intelligence (AI))
software systems in safety-critical areas [WZZ22]. Fairness involves addressing
systematic disparities in error rates or other conditional probabilities across sub-
populations differing in a sensitive attribute [Meh+21; Olt+19]. One popular metric,
demographic parity, states that the model predicts a positive outcome for equally
many inputs across all demographic groups (e.g., men and woman). Formally, it
is the difference between the positive rate (PR) between two groups differing in a
sensitive attribute x,, which can be stated as:

|P(R(X) =1 x5 =0) = P(h(X) =1 | x; = 1)

where h(X) = 1refers to a positive prediction for the random variable X by the DNN
h. These probabilities are typically estimated using their empirical counterparts, i.e.,
derived from finite samples, such as the training set.

DNNss are particularly susceptible to fairness issues due to their chaotic nature
and reliance on good training data (as pointed out by the saying “garbage in, garbage
out”). Achieving fairness in DNNs remains an open but rewarding challenge, as it
is a prerequisite for the adoption of DNNss in safety-critical applications. Not only
does it foster an ethical and responsible use, but it is also necessary to comply with
legal regulations (specifically EU non-discrimination law [WMR21], American an-
tidiscrimination law [BS16]; more generally GDPR [GF17], liability [Bor23; Vla14]).
Existing strategies to mitigate bias in DNNs include (i) regularization, (ii) data pre-
processing, and (iii) retraining with extended datasets [Loh+22].
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8.1. Fairness Analysis

The following two subsections each present a fairness evaluation case demon-
strating Affinitree’s capabilities in these matters. In Section 8.1.1, a synthetic
dataset is introduced with three input attributes, out of which one is protected. The
data distribution is chosen to be simple to follow, and the optimal decision boundary
is a hyperplane. As such, the number of external factors that can affect the perfor-
mance and behavior of trained DNNs over this dataset is limited, which makes it an
optimal introduction case. Due to its low dimensionality, it is possible to visualize
and analyze the fairness performance of trained DNNs across the complete input
space. In contrast, Section 8.1.2 uses an established dataset based on real-world
census data to train a DNN. The dataset features greater complexity, such as com-
plex data distributions, spurious correlations, and class imbalance. Consequently,
the analysis of trained models is harder to comprehend and also more challenging.
Given the higher input dimensionality, a direct visualization of the complete input
space is impossible. Instead, Affinitree’s concolic mode is utilized to create plots
of two-dimensional slices of the input space. While holistic fairness performance
cannot be visualized, one can instead judge individual fairness along each slice.

8.1.1 Synthetic Dataset: Logistic Model with Bias

To start, let us consider a toy example that illustrates the technical aspects of the
distillation-based approach to fairness analysis, while being easier to follow than
noisy, high-dimensional real world data. For that, we construct a synthetic dataset
based on a stochastic model with a built-in bias. This ensures a controlled envi-
ronment with predictable outcomes while at the same time simulating two realis-
tic sources of bias: historic bias and representation bias [Meh+21]. Concretely, the
dataset will exhibit a linear correlation between the three input features and the
target prediction.

Dataset. The setting of our synthetic dataset is placed at a bank that wants to use
a DNN to automate deciding loan approvals based on three features they deemed
relevant: yearly income (ranging from 25 to 120, in thousands of dollars), age (18-70
years), and gender (0 encoding ‘male’ and 1 encoding ‘female’).? Suppose that the
past behavior of human operators in this bank can be modeled by the following
stochastic model that states the probability of loan approval:

p(loan) = 6(0.5 - income + 0.08 - age — 4.0 - gender — 30)

where o(x) = ﬁ: R — (0,1) is the sigmoid function. Stochastic models of this
form, e.g., where the probability is given by the application of the sigmoid function
over a linear combination of features, are known as logistic models [HLS13]. When
factoring in the ranges of the features, yearly income has the most discriminatory
power w.r.t. loan approval. Next, age has only a slight impact on the loan approval.
Finally, the gender term has a non-zero coefficient, which shows that the (fictional)
loan approval practice of this bank is biased. In other words, the feature gender is

used to discriminate (in a technical sense) between individuals who get the loan

%For consistency with the following case based on the older UCI adult dataset, non-binary genders
were not added.
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and ones who do not. When this is indeed necessary for correct prediction—e.g.
gender might be useful when estimating the body height of an individual—it is
called explainable discrimination, otherwise it is called unexplainable discrimination
[Meh+21]. For the purposes of this hypothetical scenario, we define this term as
unexplainable discrimination based on poor decision-making of the bank in the past.
The intercept term is chosen to create a plausible decision boundary, which can be
directly stated as a formula by solving for p(loan) = 0.5:

income = 60 — 0.16 - age + 8.0 - gender . (8.1)

To complete the setting, we must also state the customer demographic of this bank,
i.e., select distributions of the three features income, age, and gender. To balance
simplicity with plausibility, the attributes gender and age are uniformly sampled
from their range, while yearly income is modelled by a log-normal distribution with
parameters p = In(40), 0 = 0.4. Based on these distributions, a dataset consisting
of 10000 points was created by randomly sampling from the described stochastic
model. The randomness is important to establish a realistic setting that also contains
spurious correlations.

Model. We train 50 DNNs A1), ... h39): R? — RZ each consisting of a single
hidden layer with 10 neurons and ReLU activations, initialized with different random
seeds using the Kaiming normal method. Each DNN is trained for 30 epochs over
batches of size 64 with cross entropy loss and the AdamW optimizer with learning
rate 0.01 and learn rate scheduling. This setup allows comparing the consistency and
variance of the analysis results over a series of models with the same architecture
but different initializations.

Interpretability. Using Affinitree, we analyze the trained DNNs individually to
investigate disparities in the decision-making of the models with respect to the pro-
tected attribute gender. For each DNN, we start by extracting the learned parameters
and layer structure into a universal format from NumPy for storing matrices, which
can then be read in again by Affinitree. Next, we define preconditions ¢ : R* — R3
(Section 6.2.2) for both values of the gender attribute, i.e., x; = m = 0 for male and
xs = f =1 for female, as follows:

X ifi<s
(pls = cl(x)), =1¢c ifi=s (8.2)
Xi-1 ifi>s

The other two features, age and income, are interpreted symbolically. Then, we
distill each DNN A(?) into one AffTree instance t”: R — {0,1} once with the
male (c = m) and once with the female precondition (¢ = f):

tc(i) = v(argmax o 5(h(i)) op[sc]) .

As each of the three functions in the above composition is piecewise linear, their
composition remains piecewise linear. Thus, the v function can be applied to distill
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Figure 8.2: Preimage partition of one of the fifty DNNs trained on the synthetic loan
approval dataset. The left plot shows the prediction of the DNN when the gender attribute
is set to male and on the right when it is set to female. One can clearly observe that the
decision boundaries (transition from blue to red) change depending on the value of the
gender attribute.

the term into an AffTree. In the resulting AffTree, an input X € R?, where x,
corresponds to the age and x; to the income, is passed sequentially through the
tree following a path of predicates of the form ayxy + a;x; < b with coefficients
ag, a1, b € R. When the predicate is true, the edge with label 1 is taken, otherwise
the edge with label 0. At the end of each path lies a terminal node, which in this
case stores the classification result in form of either the constant function X + 0 or
X + 1. In this way, the tree deterministically maps each input X to a corresponding
prediction h(¥) (x) of the original DNN A().

By traversing the tree tc(i) in depth-first order, one can efficiently compute the
path condition 7 for every path p = ({,...,v) in the tree from the root node { to
a terminal node v. Each pair (r, @), where « is the affine function associated with
v, defines a unique linear region of the piecewise linear DNN h under the specified
precondition. For classification tasks, « is always a constant function mapping inputs
to one of the classes ¢ € .

The preimage partition of the represented PWL function of an AffTree can then
be plotted based on these pairs each defining one linear region. For each region,
the vertices of the convex polytope & are computed, and the enclosed region is
shaded with a color corresponding to the class ¢ designated by «. Such a plot is
visualized in Figure 8.2, which depicts the preimage partitions for one of the fifty
DNNs considered, under both preconditions (male and female).

While we currently have 50 individual trees that we can compare pairwise with
each other, a global approach can be achieved by leveraging the algebraic properties
of AffTrees. We can aggregate all 50 models (1), ..., h5%) into a single tree, which
states for each input point X how many of the models predicted a positive or negative
outcome:

50
fs :Z(xl—>2x—l)0ts(’) .
i=1

Here, x — 2x — 1 is used to map predictions {0,1} to {-1,1}. Then, f;: R? —
{50, ...,50} states, as desired, the number of models that predict a positive outcome
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Figure 8.3: Overlay of the decision boundaries of 50 DNNs trained on the synthetic loan
approval dataset. Both plots show the prediction of a DNN for all inputs with ages 18-70
and income 30-90. The plots only differ in the value of the protected gender attribute. On
the left, gender is fixed to ‘male’ and on the right to ‘female’. One can clearly observe that
the decision boundaries (transition from blue to red) change consistently depending on the
value of the gender attribute across all 50 DNNs. Concretely, the loan for a woman of age
50 with a yearly income of 50 thousand dollars would be rejected by all models while a man
with the same age and income would be accepted. Both plots are generated by Affinitree.

minus the number of models that predict a negative outcome. As a result, the final
tree illustrates where the models agree or disagree, and also how much variance
they exhibit with respect to the decision boundary. In Figure 8.3, one can directly
see that all DNNss clearly replicated the bias from the dataset (as expected). We can
also see that the decision boundaries of most models agree and are similar to the
theoretic boundary of the stochastic model (Equation (8.1)). Additionally, the overall
variance is relatively low, as can be seen by the short white region. This shows that
in this case no algorithmic bias was involved, i.e., the bias is not a result of the model
architecture or a training artifact.

As we constructed the dataset by hand, we knew exactly what kind of bias was
contained in the training samples. In real applications, judging what kind of bias is
present is often not so easy. For completeness, we also trained a DNN without the
bias in the dataset and then the classification boundaries were very similar for both
genders (dotted line in Figure 8.2).

8.1.2 UCI Adult Dataset

The UCI Adult dataset is a popular dataset considered in many publications about
algorithmic fairness [Din+21].% In contrast to our synthetic dataset, it consists of
more features and has unbalanced classes, which introduce additional artifacts that
can result in biased models. Moreover, the dataset likely includes historic bias or
population bias, as the data was collected in 1994 and demographic parameters have

SWith 375936 views (on 22.01.2025), it is one of the most visited datasets on https://archive.ic
s.uci.edu/datasets.
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8.1. Fairness Analysis

changed since then. Affinitree offers a framework that facilitates the identification
and visual exploration of individual fairness [Dwo+12] violations. The following
discussion was already presented in [AP V: [SS24]].

Dataset. The UCI adult dataset [KB96] is a prominent dataset in the field of algo-
rithmic fairness [Din+21]. It consists of 14 attributes, out of which 6 are numeric and
8 are categorical. The aim is to predict whether an individual’s income surpasses
$50,000 (ny, = 2). It is based on the 1994 US Census and therefore includes many sen-
sitive attributes, like “Sex”, “Race”, and “Age”.* The dataset has inherent systematic
problems, which often lead to biased classifiers. Most notably, the dataset suffers
from class imbalance as it contains more instances with the attribute “Male” than
“Female” (sex); “White” than “Asian-Pac-Islander”, “Amer-Indian-Eskimo”, “Other”,
and “Black” (race); and “<50K” than “>50K” (target). In [Din+21], the issues of the
dataset were described as:

In 1994, the median US income was 26,000 dollars, and 50,000 dollars
corresponds to the 76th quantile of the income distribution, and the
88th and 89th quantiles of the income distribution for the Black and
female populations, respectively. Consequently, almost all of the Black
and female instances in the dataset fall below the threshold and models
trained on UCI adult tend to have substantially higher accuracies on
these subpopulations. ([Din+21])

Model. For this scenario,a DNN h: R® — R? consisting of four hidden layers, each
containing 10 neurons with ReLU activations, was trained for 20 epochs, achieving
83.50% accuracy on the test set. Before training, each numeric feature was individu-
ally standardized to have zero mean and unit variance:

All categorical attributes except “Sex” where removed to streamline the discussion.
The remaining categorical attribute (“Sex”) was one-hot encoded, resulting in an
input size of ny = 8. Training was conducted with the Adam optimizer with a learn
rate of 0.001 and a batch size of 64. Both NumPy and PyTorch were initialized with
the random seed 30 and the network’s weights were initialized with the Kaiming
normal method. Fairness regularization in form of Kullback-Leibler projection of
the true positive rate (TPR) from the fairret library [BDD23] was applied. TPR
was chosen as it can handle class imbalanced and is computationally efficient. The
updated loss used in training had the form:

Z(0,%, y) = og/ﬂcross-entropy(g, X, y)+4- E[KL(f*(X) | h(X))]

where f™ is a hypothetical model that adheres to the fairness criterion (here, equal-
ized TPR) and A € Ry is a hyperparameter. Based on empirical tests A = 2 was set.
The fairness regularization did indeed lower the disparity for five tested fairness
metrics, but also slightly reduced accuracy.

“These are the historic column names for the features of this dataset and might not align with
today’s terminology.
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Table 8.1: Fairness metrics for the considered DNN over the test set with respect to the
sensitive feature “Sex”. A consistent disparity can be observed across all metrics. Accuracy
scores are higher for females based on the class imbalance, as most female instances belong
to the class “<50K”.

Metric Disparity (|A%|) Female (%) Male (%)
Accuracy Parity [Ber+21] 13 92 79
Demographic Parity (PR) [Dwo+12] 20 3 23
Equal Opportunity (TPR) [HPS16] 21 23 54
Predictive Parity (FPR) [Cor+17] 9 1 10
Equalized Odds (max{TPR, FPR}) [HPS16] 21 23 54

A summary of popular fairness metrics [VR18; PS23] evaluated for this DNN
with respect to the sensitive attribute “Sex” is provided in Table 8.1. A consistent
disparity of the fairness metrics between the male and female subpopulation can be
observed. For these metrics, the following ratios from a confusion table are relevant:

Positive Rate (PR) is the proportion of all inputs predicted as positive by h among
the whole population.

True Positive Rate (TPR) is the proportion of inputs correctly predicted by h as
positive among those actually exceeding an income of $50K.

False Positive Rate (FPR) is the proportion of inputs erroneously predicted by h
as positive among those earning less than $50K.

The corresponding fairness metrics than state that these rates are equal for all sub-
populations, e.g., demographic parity demands equal PRs, and equal opportunity
demands equal TPRs. As can be seen in Table 8.1, the DNN consistently predicts
the positive outcome (defined as a yearly income exceeding 50K$) in favor of the
male demographic. The high disparity over the TPR and false positive rate (FPR)
indicates that (i) the model exhibits unexplainable discrimination and (ii) the model
appears more biased than the dataset itself, potentially indicating the introduction
of algorithmic bias during training, despite the application of fairness regularization.
Only the accuracy is higher (better) for the female subpopulation, which is likely
caused by the class imbalance.

Interpretability. With Affinitree, we can highlight specific instances of possible
bias or unfair treatment within the model’s decision-making process. For applying
it, let us formalize violations of individual fairness for our case, which states that
similar inputs differing in the sensitive attribute sex are treated differently by the
DNN #h:

h(xX[s — m]) # h(X[s — f]) (8.3)

where s € N denotes the sensitive feature, and X[s +— c¢]| sets attribute s of X
to the value ¢ € R. We directly extended this notion to input regions. A region
of disparity Q € R™ is an inclusion-maximal set such that all points in that set

112



8.1. Fairness Analysis

— naive
feasible (male)
—— feasible (female)
—— feasible + hypercube (male)
—— feasible + hypercube (female)

101 4

10° 4

107

105 4

Terminal Nodes

103

10! 4

T T T T T T T T T
0 5 10 15 20 25 30 35 40
Depth

Figure 8.4: Comparison of the number of terminal nodes of the discussed AffTrees in Equa-
tions (8.4) and (8.5) and their theoretical worst case (naive implementation). The different
optimization strategies successfully reduce the number of nodes without sacrificing correct-
ness. Published in [AP V: [SS24]].

satisfy Equation (8.3). Now, the regions of disparity of h are exactly the connected
components of the inputs that satisfy the following algebraic formula:

argmax o 8(h) o ¢[s — m] # argmax o §(h) o ¢[s — f] (8.4)

where ¢[s — c] is defined as in Equation (8.2). Both sides of the term are piecewise
linear and can therefore be distilled into an AffTree instance. Since only two classes
are involved here, one can compute equality (or the absence thereof) by subtracting
both sides. A result of 1 indicates a male advantage, of 0 that both agree (achieving
individual fairness), and of -1 a female advantage.

As discussed in Section 6.2.2, it is best to restrict the analysis of DNNs to probable
inputs. Since the data has been already normalized, a simple yet efficient convex
precondition is given by the hypercube P = [-1.0,1.0]® x [0.0, 1.0]%:

he = argmax o §(h) o I(P) o ¢[s > c]

where [(X) is a an Afflang program similar to the characteristic function of poly-
hedral set X (Section 6.2.2):

x ifxeX

il otherwise

I(X)(R) = {

Thus, the faithful distillation can be stated as:

Ldisparity = V(hm - hf)
= v(argmax) o v(6(h)) o v(I(P)) o v(p[s > m]) (8.5)
— v(argmax) o v(6(h)) o v(I(P)) o v(p[s = f])

This term can be encoded and executed in Affinitree, producing a tree that exactly
characterizes all regions of disparity.
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Figure 8.5: Visualization of extreme cases of disparity in two-dimensional slices aligned
with coordinate axes based on concolic execution by fixing values from test samples. Inspired
by [AP V: [SS24]].

This example showcases the efficacy of the distillation optimizations presented
in Chapter 7. Without any optimizations, a naive implementation would branch
on each of the 40 partial ReLUs, resulting in a total of 2% ~ 10'2 paths or 24! — 1
nodes in the tree. Instead, with optimizations the tree t,, has 81803 nodes and
tr has 10789 nodes, which correspond roughly to a reduction in size by a factor
of 26.88 - 10° and 203.82 - 10°, respectively. The final disparity model tdisparity Of
Equation (8.5) is computed from these two trees by subtraction, i.e., tgisparity = tm —s.
Without optimizations the resulting tree has |t;| - |t,| ~ 882 - 10° nodes, but with
optimizations only 808713 nodes, which corresponds roughly to a reduction in size
by a factor of 1091. In Figure 8.4, the number of terminal nodes after distilling the
first n partial ReLUs is shown for t,, and 7 with no optimizations m, with infeasible
path elimination mm, and with infeasible path elimination and precondition mm.

In order to produce visualizations as we previously did for the synthetic dataset
(e.g., the preimage partition), we have to modify the precondition, as the input
dimension is here six instead of two (already accounting that the gender attribute
is fixed). One of the axes, “fnlwgt” (final weight), is not suitable for visualization.
For visualization, we may select two of the remaining five attributes as axes of our
plot and must fix the other four attributes with some interesting values, which also
should make sense together. For example, the two attributes ‘hours-per-week’ and
‘age’ are correlated (statistically dependent), thus their values should be selected
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in a way that respects the underlying distribution. One simple yet effective way
to find such value pairs is by selecting training samples as source. Given a sample
Z € R® and a set of two axes I C [8] with s ¢ I, |I| = 2, one can define a function
Yr: R® - R? —» R8 as

N Xi ifiel
1(2)(%) ), = .
(v )l zZ; otherwise
For a fixed z, the function is linear and can be used for conclic execution as described
in Section 6.2.1. With that, we can define an AffTree t(Z,I): R> — {-1,0,1} that
characterizes violations of individual fairness along a two-dimensional slice I as
follows:

he(Z,I) = argmax o §(h) o I(P) o ¢ (Z[s + ¢])
t(Z1) = v(hm(Z 1) — h(Z1))

The pairs (a, 7) of terminals a with path condition 7 of this tree partition the input
space P C R? into convex regions where, depending on «, either individual fairness
(Equation (8.3)) is satisfied (¢ = 0), males have an advantage (« = 1), or females have
an advantage (o = —1).

We found that roughly 10% of samples from the training set and 13% from the
test set violate individual fairness according to Equation (8.3). For the 1314 samples
Z from the test set that violate individual fairness and all axis combinations I €
{{i,j} 1 0<i<j<6AILj# 1}, we distilled the AffTree t(z,I). Based on the
resulting trees, we computed the ratio between the areas of disparity to the overall
area (which is bounded by P):

p(U{ 7 € R?| t(Z,]) has a path with condition 7 and terminal « € {-1,1} })
u(P)

As all polytopes involved here are two-dimensional, their area can be computed
exactly by the shoelace formula. The highest ratio of 72% was found for sample
number 5053 with axis ‘age’ and ‘hours-per-week’ (Figure 8.5a). Although the DNN
was regularized to improve fairness, we saw a considerable disparity between the
areas that favored females to the ones that favored males, the latter being consider-
ably higher. The highest female advantage (6.85%) was found for sample number 94
with axis ‘age’ and ‘capital-gain’, which is visualized in Figure 8.5b.

8.2 Robustness Analysis

In this scenario, we use Affinitree to visually explore decision boundaries near
adversarial examples. For that, we distill decision trees of a fixed DNN using precon-
ditions that are built around adversarial examples. We show that, despite reasonable
accuracy scores on the test set, there exist directions o in the input space where
adversarials consistently occur, e.g., h(X + A7) # h(X) for a large range of A. Such
directions highlight systematical vulnerabilities of the DNN.
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Problem Definition. Adversarial examples are a well-known phenomenon of
DNNs that are often cited to highlight their chaotic nature [GSS14]. The most
popular form of adversarials are defined as:

Definition 8.2.1 (Adversarial Examples). Let h : R™ — R™ be a neural network, and
let X € R™ be a given point belonging to class c¢. An e-adversarial example is a point
Xadv € R™ with a maximal distance of € to the original point [|X — xagy || » < € but
which is incorrectly classified as belonging to a different class

h(xaay) # ¢
by the DNN .

This definition works for many different kinds of models, architectures, and datasets,
thanks to two key ideas: First, the ground truth for some point ¥ € R™ is known,
which is an information that cannot be extracted purely from the model k. This also
implies that the given point X is well-formed and has a unique label, i.e., it is not
some outlier like noise. Secondly, the adversarial example x,g, € R™ must lie close
in the space to X with respect to some [-norm, which entails that the adversarial
must share many semantic properties with the original point X. With this definition,
one can mechanically search for undesired semantical behavior of the model h while
only considering syntactical perturbations.

It is postulated that adversarial examples are, to some degree, the result of the
curse of dimensionality [Cha+19; Sha+18; God+23]. When the input space has a
high dimensionality, the distribution of training samples is sparse relative to their
enclosed volume, which in turn leaves regions in the input space where no training
data exists. In these regions where training samples are absent, interpolation is
by definition hard and the model must extrapolate, which is in general more error-
prone for all kinds of models. Now, when for some point X € R™ such a region lies
in direction g, it is reasonable to assume that along the line X + A with 1 € Ry
the probability of adversarials is increased. For illustrative purposes, one may think
geometrically of cone-shaped objects that emit in one direction from a point X where
no training sample can be found:

{X +Mi| A € Rso, (4,0) 2 [|u|[|5]] cos Omax } -

Theoretical work in this area [TKC22] has shown that adversarial examples tend to
reside in the orthogonal complement of the tangent space of the data manifold. In
this scenario, we will see further evidence that adversarial examples indeed span
over much larger regions.

Notably, other factors for the occurrence of adversarials have been identified as
well, which are, however, less relevant for the presented scenario. Linear models are
particularly vulnerable to adversarial examples, as demonstrated in [GSS14; Cub+17].
Since piecewise linear DNNs are locally linear, they inherit similar vulnerabilities.
Some publications also show that the smoothness of the decision boundary, or more
precisely, the Lipschitz constant of the network, plays a role in the frequency of
adversarial examples [Pau+21].

When a DNN is not specifically trained for robustness, it is usually not hard to
find adversarial examples. Many methods have been proposed for finding adversarial
examples in DNNs [AM138]:
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- Fast Gradient Sign Attack [GSS14], Fast Gradient I, [Miy+18]
— The Basic Iterative Method [KGB18]
- Carlini and Wagner Attacks [CW17]

For the generation of adversarial examples in this scenario, the Fast Gradient
I, [Miy+18] attack was chosen. The attack uses the loss function .# to guide the
search to regions where the DNN performs worse:

Vi Z(0,%,y)
”oniﬂ(e’ J_C: y)”Z

Xady = X + € - mask - (8.6)

Additionally, a binary mask was applied to fix all values that clearly belong to the
background to 0.

Dataset. For this example, we consider the Fashion MNIST dataset [XRV17],
which consists of 28 X 28 pixel grayscale images (ny = 784) representing ten cate-
gories of fashion articles (ny = 10):

- t-shirt

— trouser

- pullover
— dress

— coat

- sandal

— shirt

- sneaker

- bag

— ankle boot

The dataset is well-suited for the study of adversarial examples, as the perturbations
made can be visually inspected to ensure that the adversarial is still a valid input. In
contrast to MNIST, it is not linearly-separable and has a more complex structure.

Model. A DNN h: R% — R0 with three hidden layers, each containing 15 neu-
rons with ReLU activations, was trained on Fashion MNIST for 20 epochs, achieving
84.9% accuracy on the test set. Training was performed with the Adam optimizer
with a learning rate of 0.001 and batch sizes of 64 and data shuffling enabled. NumPy
and PyTorch were initalized with the random seed 42 and the network was initalized
using the Kaiming normal method. To compute the PCA over the dataset the imple-
mentation from SciPy was used. The Fast Gradient [, attack method identified 111
adversarial examples from 50000 training samples when setting a small perturbation
of € =0.01.

Interpretability. To visualize the decision boundaries near an adversarial exam-
ple xa4y, which must be erroneous to some degree, we again slice the input space
into interesting two-dimensional planes S(xzq,) C R7®* using concolic execution
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Figure 8.6: Preimage partition of slices centered at an adversarial example. Vertical axis
corresponds to the attack direction, horizontal axis to the first principal component.

(Section 6.2.1). From the theory of linear algebra, it is known that such a plane can
be represented as

S(xadv) = { Xagy + Aiti1 + Aoty | A1, 42 € R}

where 1,4, € R7* are linearly independent vectors. When the original point X
should be contained in this plane, one of those vectors must be proportional to
X — Xaav, 1.€., the attack direction. For Fast Gradient I, this direction is by Equa-
tion (8.6) equivalent to %2' The other direction can be chosen freely. For
a dataset with 784 dimensions it is hard to find single directions in the space that
captures the behavior well. One reasonable choice is the the first principal com-
ponent of the dataset, p¢y, as it is the direction along which most of the variance
of that dataset occurrs. Using standard linear algebra techniques, one can define a
distance-preserving, linear mapping ¢ (xzay): R? — S(xzay), which is the desired
precondition for our distillation:

¢ (Xaav) () = QY + Xaay
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where [55 — Xadv p_él] = QR is the QR-factorization of the spanning vectors, pro-
ducing an orthonormal matrix Q with the same image space.

To complete the process, a precondition (Section 6.2.2) is added to restrict inputs
to plausible values. For that, we add a hypercube [0, 1]7% as a constraint. When
putting the precondition after the conclic projection function, the constraints are
also sliced. Here this can be seen in the form that the added constraints are all
parallel to the axes, but the boundary of the slice will instead be a non-axis-aligned
convex polytope. With that we can now define an AffTree t(x.4,): R> — {0,...,9}
that corresponds to the network’s classification in the plane S(x.gy) as:

t(Xagy) = v(argmax o 8(h) o I([0, 1]784) o (p(x;dv))

Another benefit of the concolic execution is a faster execution time, as more paths
become infeasible, i.e., every path p where the implied polytope 7 € R™ does not
intersect the two-dimensional plane 7 N S(xaqy) = 0.

Following the same steps as in the previous two scenarios, we create a plot
of the two-dimensional slice S(x33,) N [0, 1]7®* centered at the adversarial example
(Figure 8.6). When looking at the reference images (the two images to the north, east,
south, and west of the central image), one can convince oneself that all perturbations
are indeed subtle to imperceptible. So we may note that all input images are not
degenerate edge cases (e.g., out-of-distribution data or random noise), but actually
depict valid clothing items. Nevertheless, the dress depicted in Figure 8.6¢ is also
seen as a t-shirt m and shirt m by the model. The ankle boot depicted in Figure 8.6b
is also seen as a sneaker m. The coat in Figure 8.6a is also seen as t-shirt m, bag

, and trouser m. And finally, minimal perturbations over the shirt in Figure 8.6d
result in predictions of pullovers m and coats m. While some of these mistakes are
understandable (on a first glance the dress can for example be mistaken as a t-shirt),
other confusions seem implausible (the coat is clearly not a bag or trouser). As stated
at the beginning, the plots also show that the attack direction points to a region
where many adversarial examples can be found.

8.3 Final Remarks

Two practical applications were presented that demonstrated how the theory of the
first part can be used in explainability settings. The computation of two-dimensional
slices with the concolic mode and infeasible path elimination combined rigorous
analysis with comprehensible visuals. While being a good start, future research
should provide additional methods for effectively utilizing the explanatory informa-
tion provided by AffTrees.

—_— e o —e—————
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CHAPTER

Related Work

This chapter lists related work to the topic of this thesis, i.e., to explain deep neu-
ral networks through faithful surrogate models. The field of explainable AT (XAI)
research is diverse, spanning many different concepts and paradigms. The survey
by Arrieta et al. [Arr+20] provides a comprehensive overview of XAI methods and
categorizes them into several taxonomies (Figures 6 and 11 are especially relevant).
Their general classification follows the same dimensions as the one already used in
Chapter 1.

There are ante-hoc [Spe22] or transparent model [Arr+20] or intrinsic [AB18]
methods that work with ML models that are inherently understandable or trans-
parent, such as logistic or linear regression, decision trees, rule-based systems, or
k-nearest neighbors. Other authors consider only a subset of them as explainable
[Gui+18; Lip18; Mol25]. Moreover, these systems are not applicable to all tasks. In
contrast, post-hoc explanations do not alter the model, but instead explain its deci-
sions or the complete model after training has finished. In this way, the model’s
performance is not influenced.

A popular post-hoc, local, model agnostic XAI technique is LIME (Local Inter-
pretable Model-Agnostic Explanations) [RSG16]. In this approach, a decision is
explained by sampling many small perturbations of the original input and training
a linear model over these. In this way, a local linear approximation of the original
model is created, from which explanations can be generated more easily.

SHAP (SHapley Additive exPlanations) [LL17] is another popular, model-
agnostic, local, post-hoc explainability method. It computes feature relevance
scores by applying the concept of Shapley values from game theory.

Another local, post-hoc technique that is mostly model-agnostic is called Layer-
wise Relevance Propagation (LRP) [Bac+15; Mon+19], which propagates relevance
scores backwards through the model. For that, the model is decomposed into layers
for which custom propagation rules are defined. Then going back from the predic-
tion, at each layer the importance of every input (e.g., neuron) is computed until the
input is reached. In the case of images, the relevance score is given for each input
pixel and can be overlaid with the original input.
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Especially in the context of image classification, heat maps and saliency maps
are an intuitive approach to highlight feature importance. These are again local,
post-hoc methods that are usually applied to DNNs. For DL systems, a common
approach is to infer relevance from the gradient g—fz of the input image x, such as gra-
dient explanations [SVZ13; Erh+09; Bae+10], gradient © input [Shr+16], integrated
gradient [STY17], GradCAM [Sel+17], and SmoothGrad [Smi+17].

A post-hoc approach specific to DNNs is Activation Maximization [NYC16],
which computes the input (usually an image) that results in the strongest activation
of a neuron. When applied to a neuron representing a class (like “grocery store”),
the method produces images that can be interpreted as representatives of the class
according to the DNN. In this way, the method highlights global properties of the
model.

Recently, it was shown that post-hoc methods often fail to capture the intricate
structure of DNNs, leading users to form false beliefs about the system [BKS17;
Rud19; MI22; INM19; LB20; Dim+20]. For example, in [Ade+18] it was shown that
certain proposed saliency maps are indifferent to changes in the parameter of a DNN.
In [Sla+20], it was shown that models can be altered to change LIME and SHAP
explanations while maintaining their accuracy and other performance metrics.

9.1 Theoretical Analysis of Linear Regions

Closely related to this work are methods that analyze PWL DNNs by decomposing
them into their linear regions. Such approaches can be found in theoretical publi-
cations that prove formal properties of DNNs and in works on explainability that
provide information about the internal logic of DNNs.

The PWL nature of ReLU neural networks was first studied in [PMB13; Mon+14].
These works proved the first upper bounds on the number of linear regions that ReLU
neural networks exhibit. Subsequent research [Rag+17; Mon17; Aro+18; STR18;
CGR22; Wan22; GEU24] derived tighter upper bounds and also provided lower
bounds for the worst case and also considered new activation functions and archi-
tectures. Beyond worst-case behavior, the analysis of [HR19b; HR19a] showed that,
on average, the number of linear regions observed over a one-dimensional line in
the input space only grows linearly and not exponentially with the number of neu-
rons. The properties of linear regions, such as the radius of the largest contained
sphere, are studied in [ZW20]. The authors show that training with dropout or batch
normalization considerably influences these properties, even when the classification
accuracy does not change. While polytopes can be relatively complex shapes, the
polytopes that make up the linear regions of trained DNNs are comparatively simple
[Fan+23]. Concretely, the average number of faces of these polytopes is bounded by
the input dimension and not by the depth of the network. In [Hin21], the authors
examine how linear regions are characterized by the state of all ReLUs in a neu-
ral network (also known as activation patterns or ReLU configurations), essentially
providing a global decomposition.
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9.2 Neural Network Verification
Neural network verification is the task of proving or disproving the formula
Xe¥ = Z(h(X))

where h is a DNN, ¢ a (convex) precondition, and & a (piecewise) linear property.
In this field, the branch-and-bound paradigm is often applied [Bun+20]. To improve
efficiency, abstract interpretation domains, such as boxes, zonotopes, polyhedra,
or star sets [Geh+18; Tra+19], can be used for bounding subproblems. When the
result is inconclusive, the subproblem is refined by branching. In the case of PWL
DNNS, branching can be naturally performed along the region boundaries of the
activation functions. For example, ReLU can be split into the regions (—oo, 0] and
(0, 00), on which it is linear and no longer contributes to the error during bounding.
In the worst case, branching occurs for all activation functions of the DNN, which
resembles the splitting done in an AffTree. However, the actual tree structure is
usually not directly stored in neural network verifiers. Popular tools that follow this
schema are nnenum [Bak21], a, S~-CROWN [Shi+24], ERAN [Li+20], and Marabou
[Kat+19] based on its integration of DeepPoly [Sin+19]. For an overview of their
strengths and weaknesses, see their scoring at the annual VNN COMP [Bri+23;
Bri+24]. The bounding procedure improves performance over a complete decom-
position, although bounding after every branch is also inefficient. Thus, heuristics
guide when and where to branch in the network, and how many activation functions
are branched at the same time [Bak21]. As the running time of the verification of
neural networks often depends on the number of their linear regions, regularization
can be used during training to reduce the number of regions while (hopefully) not
diminishing overall performance [BM22].

9.3 Decomposition for Explainability

In [Chu+18], the authors present an approach that decomposes neural networks
along their activation patterns into their linear components. They specifically study
the ReLU activation. In [Sud+20], ReLU DNNs are decomposed into their linear re-
gions for interpretability and diagnostics. The authors introduce linear profile plots
for analyzing the linear functions of these regions. In [Ayt22], additionally to FNNss,
now also CNNs and RNNs are decomposed into their linear components. The re-
sult is stored in a semantically-equivalent tree structure for explainability purposes.
Redundant predicates are removed from the trees. In [L]20], the authors show the
equivalence of oblique decision trees (ones were the predicates are linear inequal-
ities over input features) and ReLU neural networks. They use this connection to
train oblique decision trees with gradient descent, opening them to gradient-based
optimization techniques such as DropConnect. Also, they find the representation
in form of neural networks to be exponentially more efficient than a traditional
tree representation. In [NKA20], FNNs with ReLU activation are translated into
decision trees to increase interpretability. They also present an improved version
of the C-Net algorithm to extract decision rules from trained DNNs. The authors of
[BB20] apply max-affine spline operators from approximation theory to represent
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FNNs, CNNs, and RNNs. In the case of neural controllers, rule or tree extraction
is especially interesting [LV23]. The PWL structure of DNNs can also be used for
reversing engineering [RK20]. From the way the bounding hyperplanes of the un-
derlying function bent one can deduce how deep they occur within the network,
allowing to (re)construct a DNN from a PWL function.

A visual analysis for CNNs is presented in [Jia+20], where multiple visualizations
are provided based on the fully connected classifier at the end of CNNs. These
visualizations are computed based on a surrogate decision tree that is distilled based
on rule extraction methods. Its inputs, which are the result of previous convolution
and pooling layers, are converted to human concepts based on network dissection
methods.

9.4 Tool Support

Gopinath et. al. [Gop+18] present a translation of neural networks into imperative
programs, to which one can apply classic symbolic and concolic execution. They
present their method on a CNN, where they use concolic execution to analyze the
effect of changing individual pixels in the input.

The tool DeepConcolic [Sun+18b; Sun+18a] uses symbolic and concrete execu-
tion to derive interesting inputs .7 with respect to a formal metric, called coverage
metric. Examples include Lipschitz Continuity, Neuron Coverage, Sign Sign Cover-
age, and Neuron Boundary Coverage. The set of points is iteratively increased based
on heuristics and symbolic execution.

The tool NeuroSPF [Usm+21] translates a DNN (FNN or CNN) into an equivalent
Java program, where the primitives, such as convolution, are hardcoded with nested
for loops, while the weights can be loaded. The Java program is then be analyzed
with the Symbolic Path Finder (SPF), which supports both concolic and symbolic
execution. To demonstrate the tool, the authors fix all but a central pixel in an
MNIST image and show how NeuroSPF finds adversarial examples by modifying
this pixel.

The tool SplineCam [Hum+23] is specialized for the visualization of DNNs (FNN
or CNN) by using a graph-based domain for representing the preimage partition.
Instead for storing the faces (i.e., hyperplanes) of the polytopes of the input par-
tition, they store the vertices. Therefore, the approach scales exponentially with
the input dimension of the network. However, when analyzing the network for
two-dimensional slices of the input space, the method is fast, making it well suited
for visualizations.
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CHAPTER

Conclusion and Outlook

This chapter summarizes the results of this thesis in Section 10.1. Finally, Section 10.2
provides an outlook into future research for the presented techniques.

10.1 Conclusion

In this thesis, a faithful and modular approach for the distillation of deep neural net-
works into decision trees was presented. To achieve this, a sequence of intermediate
languages was defined, each optimized for certain aspects of the pipeline. At the
start of this sequence stands Afflang, which bundles many different DL primitives
into a single, minimal, and imperative language. Through explicit constructions, it
was shown how popular PWL operators of the ONNX framework can be encoded in
Afflang. In this way, activation functions, such as ReLU, Leaky ReLU, Abs, and Hard
Sigmoid, were encoded in Afflang, as well as other primitives, such as the argmax
function, concatenation, convolution, max pooling, padding, and residual connec-
tions. Implementing additional PWL primitives is straightforward in Afflang. It was
also briefly mentioned how non-PWL functions can be approximated by PWL func-
tions, as they are universal function approximators. A concise analysis of Afflang
laid out its formal properties, like its expressiveness, continuity, and type correct-
ness.

Building on this, a calculus of SOS rules was defined that implements symbolic
execution for Afflang based on lifting vector and tensor operations to operations
over affine functions. The result of applying symbolic execution is a CFG that is in
this specific case a finite tree. By refining this finite model of the complete seman-
tics of the Afflang program—and therefore also of DNNs that can be encoded in
Afflang—one obtains a concise model that builds the foundation for further analysis.

Concolic execution and preconditions can both be applied to Afflang by using
affine functions and leveraging function composition and infeasible path elimination.

The resulting tree, called AffTree, is equipped with a suit of algebraic operations,
such as function composition, addition, and equality, by selectively applying the
theory of ADDs to the decision tree. In this way, AffTrees form an efficient and
modular model to represent the semantics of PWL DNNs. Applying a technique
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from program analysis, called infeasible path elimination, ensures that redundancies
are eliminated in AffTrees.

In the resulting framework, a lookup table is created from DL primitives to
AffTrees, where the effect of the intermediate language Afflang is hardcoded. In
this way, at runtime one does no longer need to translate the network multiple times,
but has instead a direct mapping. Through the decomposition into essential building
blocks, the compositional and algebraic properties of the framework can be fully
utilized, and through the built-in optimizations, the process can identify and prune
redundancies early on. This framework is implemented in the tool Affinitree,
which is available for Python and Rust.

For the purposes of explainability, AffTrees are a FISM that provides explanatory
information for trained DNNs. In the experiments, it was shown how AffTrees
can be employed as a post-hoc explainability method to either explain individual
outcomes or the complete model in contexts like fairness or adversarial robustness.

Although the method works well for small networks, scaling to larger networks
is naturally more challenging. The application of formal and rigorous methods is
always computationally more involved than approximate solutions, and like normal
symbolic execution, this approach also suffers from the state-space-explosion problem.
In the case of DNNSs, it was proven that their verification is NP-complete [Kat+17],
highlighting the scalability limits of this approach. On the one hand, on average,
the number of linear regions that trained DNNs exhibit is far below the worst case,
providing an opportunity for optimization. On the other hand, even with an efficient
data structure and infeasible path elimination, the process of identifying and pruning
infeasible activation patterns requires solving many LPs, which can be expensive
when the network gets larger.

Overall, this thesis provides a crucial contribution for the endeavor of “opening
the black box” in the context of DNNs. The initial goal of providing the complete
semantic function of otherwise opaque DNNs in an accessible and efficient data
structure was achieved. The semantic functions of otherwise opaque DNNs can be
distilled into faithful surrogate models, allowing further analysis in a traceable way.
The efficiency and modularity of the approach provides a foundational framework
that invites future researchers to build their own analysis on top of it.

10.2 Future Work

The presented framework opens up many new possibilities for the explanation of
DNNs. In the case of fairness, the algebraic properties were used to evaluate the
behavior of the model under different values of protected attributes. Going further,
it would be interesting to see how other formal concepts can be applied to AffTrees
for explainability. Preliminary experiments showed already that notions like the
Lipschitz constant can be applied to AffTrees. When L(+) is the Lipschitz constant
of a continuous function, then the following identity provides a simple upper bound:

L(fog) <L(f) - L(g)

This technique can be directly applied to the distillation of AffTrees, which also
uses function composition. In this way, the upper bound can be refined as needed.
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Another such formal notion is based on violations of injectivity. In [Mon17], a crucial
observation was made that the layers of DNNs successively fold their input space
such that it becomes easier to separate differently labeled samples. With the sequen-
tial composition of AffTrees, it is possible to compute exactly which inputs are
mapped to the same output by a layer, essentially violating injectivity. Computing
these allows a rigorous definition of what inputs the DNN identifies as equivalent,
or more precisely, as indistinguishable. Their computation is already possible, but
additional research is needed to filter and visualize them in a comprehensible man-
ner.

It would also be interesting to apply logic explanations, such as abductive and
inflated explanations, in the context of AffTrees. In [MSS24a; MSS24b], we applied
logic explanations to Random Forest (RF) and boosted tree models. There, the forests
are also distilled into a single ADD or tree model that is semantically equivalent
to the original ensemble. Based in this distilled model, logic explanations can be
computed using graph algorithms and interval propagation. In principle, the same
methods can be applied to AffTrees, however, as the predicates are more complex
(not axis-aligned), the method must be adapted. In this way, aspects of the full
AffTree could be reduced into a comprehensible but sound logic explanation.

In similar (branch-and-bound) verification approaches, the use of abstract inter-
pretation and CEGAR-like refinement loops plays an essential role in their current
performance [Bak21]. Thinking this further, possible future work might discover
abstract interpretation domains that are suitable in the context of explainability. It
could be that for certain desiderata domains exists that are fully abstract, i.e., being
as precise as necessary for checking the desiderata satisfaction but not anymore
than that. Discovering such domains would increase scalability considerably.

Future research might explore how these explanatory information can be pro-
cessed in a way that they increase understanding in stakeholders. Specifically for
stakeholders with little prior knowledge, forms of abstraction and visualization are
required to increase their accessibility. For a complete framework that includes ex-
planations tailored to the needs of different stakeholders, domain experts need to be
part of the solution. For finding reductions and abstractions from the mathematical
nature of AffTrees and their formal properties, researchers from psychology and
philosophy can help.
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