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Zusammenfassung

In vielen praxisnahen Geschäftsanwendungen sind Daten von Natur aus unausge-
wogen: Bestimmte Klassen treten wesentlich seltener auf als andere, was konven-
tionelle Machine-Learning-Modelle vor erhebliche Herausforderungen stellt. Diese
Modelle zeigen häufig eine schlechtere Leistung bei unterrepräsentierten Klassen, ger-
ade jenen, die für Entscheidungen in kritischen Anwendungsgebieten wie Cybersicher-
heit, medizinischer Diagnostik, Fehlererkennung und anderen besonders entscheidend
sein können.

Diese Arbeit befasst sich mit dem Problem der Multiklassenklassifikation auf unaus-
gewogenen strukturierten Datensätzen, indem eine allgemeine neuronale Netzwerkar-
chitektur entwickelt wird, die ohne domänenspezifische Anpassung in unterschiedlich-
sten Anwendungsfällen einsetzbar ist. Die vorgeschlagene Architektur wird mit an-
deren gängigen, modernen Ansätzen verglichen und anhand von vier öffentlich ver-
fügbaren Datensätzen (KDD-99, Darknet, Shuttle und Covertype) evaluiert, die jeweils
eine einzigartige Kombination aus Dimensionalität, Umfang und Grad der Unausge-
wogenheit darstellen.

Die Ergebnisse zeigen, dass bestimmte architektonische Entscheidungen (darunter
auch die in dieser Arbeit eingeführten "Random Mixing Layers") eine starke Leistung
auf strukturierten unausgewogenen Datensätzen ermöglichen, während gleichzeitig
die Recheneffizienz auf gängiger Verbraucher-Hardware gewahrt bleibt. Die endgültige
Architektur (einschließlich der Zwischenschritte und der verwendeten Datensätze)
wird als Open Source veröffentlicht, um die Reproduzierbarkeit und Anwendung in
akademischen, industriellen und öffentlichen Domänen zu unterstützen.
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Abstract

In many real-world business cases, data is inherently imbalanced: certain classes occur
far less frequently than others, posing significant challenges to conventional machine
learning models. These models often underperform on minority classes, which can be
the most critical for decision-making in domains such as cybersecurity, medical diag-
nostics, fault detection, and others.

This thesis addresses the problem of multi-class classification on imbalanced struc-
tured datasets by developing a general-purpose neural network architecture that can be
applied across diverse use-cases without domain-specific tuning. The proposed archi-
tecture is also compared to other commonly used contemporary approaches and bench-
marked on four publicly available datasets (KDD-99, Darknet, Shuttle, and Covertype),
each representing a unique combination of dimensionality, size, and imbalance severity.

The results demonstrate that specific architectural choices, including Random Mix-
ing Layers introduced in this work, can yield strong performance across structured im-
balanced datasets while maintaining computational efficiency on common consumer-
grade hardware. The final architecture (including the intermediary steps and the used
datasets) is released as open-source to support reproducibility and application across
academic, industrial, and public domains.
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1 Introduction

1 Introduction

In many real-world applications, data is inherently imbalanced, meaning that certain
classes occur far less frequently than others. This phenomenon is particularly evident
in the modern data-driven socioeconomic system, where private businesses and public
organizations must make critical decisions based on skewed datasets. The presence
of class imbalance poses significant challenges in machine learning, particularly in the
domain of supervised learning, where classification models are often biased towards
the majority class. This leads to models that fail to correctly identify minority class
instances, thereby diminishing their practical utility.

There exist many examples where the minority classes–often the most important
ones–can be easily overlooked by standard machine learning models. In the private
sector, cybersecurity and network safety [WSL23] [BGJ20] are two of the most notable
applications: each business and public institution is, of course, interested in detecting
as many attacks on its infrastructure as possible. An undetected attack in this example
could lead to severe financial and reputational damage, yet many intrusion detection
models struggle due to the limited number of attack examples available in training data.
And, since each attack is unlike the other, it is also important for machine learning
models to be able to classify network accesses in not only "benign" and "malign" types,
but also in different classes of attacks, like e.g. Denial of Service (DoS) or brute-forcing
user passwords.

Similarly, the management of equipment health and fault diagnosis [Ren+23] is an-
other field where it becomes ever more important to analyze large data structures for
root causes and classify data points based on a few significant factors. Fault detection
is critical in sectors such as aerospace, manufacturing, and healthcare, where an unde-
tected failure could lead to catastrophic consequences.

Beyond these examples, biological taxonomy classification [SR20] [LQG21] and
medical applications like diagnosis and screening of rare diseases [KCP11] [Liu+22] also
highlight the importance of such approaches in public health. Many life-threatening
conditions, such as rare cancers or genetic disorders, are naturally underrepresented in
medical datasets. If machine learning models are not properly adjusted for class imbal-
ance, they may fail to identify these diseases, leading to misdiagnosis and inadequate
treatment.

There are even cases like oil spill [KHM98] and forest fire [Lai+22] detection, where
not recognizing the underrepresented class, e.g., oil spills, is more detrimental than
falsely recognizing normal data points as anomalies. If left undetected, oil spills and
wildfires pose grave ecological and economic threats–at the same time, misidentifying
normal surfaces as oil spills or mistakenly classifying harmless events as fires could lead
to a waste of valuable first respondent resources.

Addressing this imbalance is crucial, as failing to do so can lead to biased
predictions, poor generalization, suboptimal decision-making, and, ultimately, life-
threatening situations. Neural Network (NN) architectures designed specifically for
multi-class imbalanced datasets are therefore becoming an essential research focus,
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1 Introduction

aiming to improve model performance while ensuring fair and reliable predictions.
While significant progress has been made in handling such datasets through resam-
pling techniques, cost-sensitive learning, and ensemble methods, deep learning solu-
tions for classification in imbalanced data remain relatively underdeveloped. Existing
approaches, though valuable, often require manual tuning, careful preprocessing, or
domain-specific adaptations, which limits their general applicability. More importantly,
no single method has emerged as a definitive solution, as class imbalance remains a
persistent challenge in real-world applications across numerous domains. This gap ne-
cessitates the development of novel NN architectures that can generalize well across
various imbalanced structured (i.e. tabular) datasets.

This thesis, as such, focuses on building a universal NN architecture that can be
applied to a variety of imbalanced structured datasets with high efficiency, regardless
of the dataset’s distribution, origin, and real-life application. The goal is to develop
an adaptable model that mitigates the limitations of traditional approaches and tailors
them to skewed datasets by incorporating thoroughly benchmarked architectural ad-
justments.

Contemporary research is often constrained to very specific use cases, developing ar-
chitectures that are applied to one specific dataset and one specific application [KCP11]
[LQG21] [Lai+22]. Often, however, especially in yet unknown applications, there is a
large gap in research about possibly applicable methods. This problem is even more
prevalent for businesses that find new, novel and yet unresearched use cases. The need
for a generalizable solution is therefore pressing, as businesses and researchers require
adaptable models that can be deployed across various domains with minimal reconfig-
uration.

In the recent few decades, there has indeed been considerable development of
NNs for purposes of multi-class classification. Most of these, like the recent ResNeSt
[Zha+20], RegNet [Xu+21], and ConvNeXt V2 [Woo+23], are, however, aimed at solv-
ing problems in the field of computer vision: classifying an object portrayed in an input
image into a specific label. These NNs are notable for the fact that, during training,
they usually receive balanced input data, due to the nature of benchmark datasets like
CIFAR-100 [Kri09] and MNIST [LCB94]. However, in many real-world applications,
structured datasets suffer from extreme class imbalances that require specialized strate-
gies for achieving robust classification performance.

The research papers that look at convolutional NNs and modifications thereof not
just as a way to classify images are, as of yet, few and far between. This creates a signif-
icant barrier to entry for practitioners and researchers who wish to build upon existing
methodologies. The lack of standardized, openly accessible models limits the impact of
research findings and hinders progress in both academic and industrial settings.

Another gap in contemporary research that motivates this thesis is thus the lack
of high-quality open-source solutions stemming from contemporary research. Many
papers that concern themselves with developing predictive models for imbalanced
datasets do not provide their models and training code publicly [HLS22] [BGJ20] [SR20]
[Liu+22]. Inevitably, this leads to modern research providing comparatively limited
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1 Introduction

value to the scientific, social, and economic progress of society. What’s more, research
results that cannot be replicated have been a heated topic in scientific research for al-
most a decade [Bak16]. The scientific community has recently started demanding a lot
more diligence in such matters [HWS20], and with great results: research on the reuse
of research artifacts shows an increase in availability and quality of research artifacts
[Win+22] [Bal+23].

As such, a secondary goal of this thesis is to provide an open-source implementation
of the developed universal NN architecture, thus further supporting the move towards
replicability in public research and providing a benefit to economic and public actors
that may find this research and its results to be of practical use.

In summary, the ultimate aim of the thesis reads as follows:

To build a universal open-source NN architecture that can be efficiently applied to
a variety of imbalanced structured datasets, regardless of the dataset’s distribution,
origin, and real-life application.

To this end, the thesis benchmarks 39 different iterations of a NN architecture, each
with different approaches to mediating the imbalance of training data, on 4 different
imbalanced datasets, each with distinct use cases, class distributions, and sizes, and in
doing so determines the best universal architecture for solving multi-class classification
problems in imbalanced multivariate data that can be run on almost any contemporary
user-grade machine without a need for large investments into computational centers.

Additionally, to support the secondary goal of this thesis, both the datasets and the
code used to generate the predictive models and plots will be uploaded to an online
repository for others to reuse this research in their own projects or to run their own
benchmarks and thus assert the correctness of the thesis’ results.

3



2 Theoretical Background

2 Theoretical Background

The technologies used to classify the multi-class datasets described in this chapter can
be divided into three main categories:

1. Learning Classifier System (LCS)

2. Boosting Algorithm (BA)

3. Neural Network (NN)

Each of them can be applied to a structured dataset with (usually) exclusively nu-
merical data, where this data is organized into a table. Each row (i.e. data point) of
such datasets has a set of values for the described features and a category for said set
of values. The classifying technologies can then be trained using these datasets in or-
der to learn the connections between the categories (also known as labels or classes) and
the features’ values. These trained models can then be applied to similarly-structured
datasets and, for each new data point, "predict" which class it will be assigned to.

What follows in this chapter is a description of each of the aforementioned three
different technologies. After that description, this chapter provides information on the
intricacies of training NNs, and explains the datasets used to benchmark the aforemen-
tioned technologies. Finally, this chapter describes the used datasets, the methods used
for resampling the datasets, and how the quality of different approaches is measured in
this work.

2.1 Learning Classifier Systems

One of the more simple to understand multi-class classifiers is the LCS.
The foundational block of a LCS is a so-called rule, also known as a classifier [UM09].

A formal representation of how a rule looks like is shown in Figure 1.

# # #

Feature 1 2 3 4 5 6

> 1, 5 ≤ 0 > −1

Classification

normal

Condition

Figure 1: Rule in a LCS

A rule has two main parts: the condition and the classification. In the above case of
the rule in Figure 1, the rule would classify a data point into the "normal" class if:

1. Its first feature’s value was > 1, 5

4



2 Theoretical Background

2. Its third feature’s value was ≤ 0

3. Its sixth feature’s value was > −1

The second, fourth, and fifth features’ values would not matter, as these are marked
as wildcards, here portrayed using the "#" symbol.

A LCS uses a set of these rules to make its final decision. Each of these rules in a LCS
has its own metrics such as numerosity, accuracy, fitness, and others that help the LCS
to weight them. Through this, the LCS can define which rules have proven themselves
to be more or less accurate during the training process.

This set of rules in a LCS is called the rule-set, and it can always be viewed by the
user. This has made LCS models especially useful in the field of E (XAI), since decision
makers can always visualize the reasoning of the model that made it classify a data
point into a specific label.

During the training process, the LCS processes one data point after the other in an
iterative manner. This instance is compared for matches among the rule-set: if there are
rules that match the data point’s condition, then these are placed into the match-set.

If there are no matches (for example during the first few training iterations), then the
covering mechanism comes into play. During covering, the training instance is taken as
the starting point of the new rule. Then the mechanism sets some attributes of the condi-
tion to wildcards, and saves this new rule in the rule-set. This mechanism is sometimes
called Smart Population Initialisation [UGM14].

Then the match-set is divided into two parts based on the conditions of both the
training data point and the rules of the match-set: those rules whose conditions match
that of the data point’s are moved into the correct-set, while the others are moved into
the incorrect-set. Depending on which of the two sets the rules landed in, they receive
either an improvement to their metrics (e.g. numerosity and accuracy), or a reduction
of those.

After this come different steps that aim to increase the diversity of the rule-set. Some
of the most common are:

• Subsumption: if the correct-set contains two rules such that one’s condition is fully
covered by that of the other rule (i.e. if the second rule has more wildcards,
whereas the first rule specifies these wildcard attributes), then the second rule
"subsumes" the first rule by absorbing its numerosity and adding it to itself. The
more specific rule then gets deleted from the rule-set.

• Genetic Algorithm: two rules from the rule-set are selected as parent rules. The
child rule gets created as a result of randomly selecting whether it gets to keep the
condition from the first or the second parent rule for each of the condition’s values.

• Deletion: if a rule is decided to be too uncommon and/or inaccurate based on its
metrics, the LCS may decide to remove it from the rule-set.

After all instances are processed, the LCS outputs its final model that can be used to
make predictions for unlabeled structured data.
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2 Theoretical Background

2.2 Boosting Algorithms

Boosting is a machine learning technique designed to improve the accuracy and robust-
ness of predictive models by combining multiple so-called weak learners to create a strong
learner model. The key idea behind boosting is to train this model sequentially, where
each subsequent iteration of the model corrects the mistakes of the previous ones.

Each model learns from the errors of its predecessor, placing greater emphasis on
misclassified examples. This is achieved by granting a greater weight to misclassified
instances, ensuring that challenging cases receive more attention in subsequent rounds.
As a result, boosting produces a strong classifier that is highly accurate and capable of
capturing complex patterns in data. This iterative process allows boosting algorithms
to focus on difficult-to-classify instances, leading to improved generalization and per-
formance.

Weak learners are the classification models that perform slightly better than random
chance (an example of such a weak learner would be a decision tree with a small depth).
Such small models are commonly used due to their simplicity and ability to capture
non-linear relationships. Each weak learner contributes to the final prediction, and they
are combined through a weighted voting or aggregation process, where more accurate
learners receive higher influence. This adaptive weighting mechanism ensures that the
overall predictive performance improves over time.

Despite the similarity between these approaches provided by BAs and LCS–both
basing themselves on large sets of simple weighted classifiers–there are also many dif-
ferences. A LCS is a rule-based system that evolves a population of classifiers using
reinforcement learning and genetic algorithms: LCS models focus on discovering and
maintaining a diverse set of rules for decision making, rather than combining weak clas-
sifiers to improve performance. In this way, a LCS is based on a more random approach
than boosting, which iteratively adjusts weights to focus on misclassified examples.

A major advantage of boosting is therefore its ability to achieve high accuracy by
focusing on difficult cases that other models might overlook. Thanks to this, it is widely
used in many classification tasks and is particularly effective for handling imbalanced
datasets.

Two of the most commonly used contemporary BAs are CatBoost and XGBoost.
CatBoost (Categorical Boosting), developed by Yandex, is a BA specifically designed

to handle categorical data efficiently while mitigating common issues such as overfitting
and slow training [Pro+19].

CatBoost retains the fundamental principles of boosting while introducing some en-
hancements that make it more effective on datasets with categorical variables:

• Oblivious Decision Trees: Unlike traditional decision trees, an oblivious tree enforces
a splitting condition on the same feature for all nodes in a row, resulting in a highly
structured and symmetric tree architecture [Koh94] [FM16].

• Ordered Boosting: A well-known challenge in machine learning is target leakage,
which occurs when the model learns from data that would not be available at the

6



2 Theoretical Background

time of prediction [Sas+23]. To address this, CatBoost employs a technique called
ordered boosting, where each tree is trained using data that was available before it
in the training sequence. By ensuring that a data point is never used to inform the
predictions of earlier trees, ordered boosting reduces the risk of overfitting.

• Encoding of Categorical Features: Instead of transforming categorical features into
high-dimensional sparse vectors (i.e. one-hot encoding), CatBoost replaces them
with statistical representations based on the target variable [Pro+19].

• Reduction of Hyperparameters: CatBoost is designed to require minimal hyperpa-
rameter tuning, making it more accessible compared to other gradient boosting
frameworks [Pro+19].

CatBoost thus represents an easily applicable tool for multi-class classification, par-
ticularly for datasets containing categorical variables where these variables have not yet
been preprocessed using methods like one-hot encoding.

XGBoost (Extreme Gradient Boosting) is an earlier high-performance, scalable ma-
chine learning algorithm developed in 2016 [CG16]. It introduces several enhance-
ments, including parallel computation and built-in regularization techniques which
make XGBoost one of the most widely used algorithms for structured data tasks.

XGBoost builds upon the traditional gradient BA framework while incorporating
novel optimizations to improve computational efficiency and predictive quality:

• Weighted Quantile Sketch Algorithm: When a decision tree tries to split data, it needs
to find the best point to split a feature (e.g., if a feature is "age," it might decide
to split at 30 years old vs. everything else). For small datasets, this is easy–one
must only sort all values and try different split points. But for large datasets with
millions of rows, sorting all values is too slow and memory-intensive. Instead,
XGBoost groups numerical values into small buckets (e.g., instead of keeping ev-
ery age, it groups them into ranges like 18-25, 26-35, etc.), assigns weights to these
buckets based on how many data points fall into them, and selects the most repre-
sentative points for splitting. This allows XGBoost to efficiently find the best split
points for numerical features, improving scalability on large datasets [CG16].

• Sparsity-aware Split Finding: Real-world datasets often contain missing values or
lots of zeros. Most decision trees struggle with missing data because they require
filling in missing values before training (which can introduce bias). Instead of
filling values in, XGBoost assigns missing values to whichever side of the tree split
leads to a lower training loss (i.e. whichever path improves accuracy) [CG16].

• Gradient Boosting with Second-Order Approximation: In regular boosting approaches,
decision trees are built by minimizing classification errors using gradients (first
derivatives). However, this doesn’t always provide the best guidance–sometimes,
it’s also necessary to know how fast the gradient is changing to make better up-
dates. XGBoost thus also uses the curvature (i.e. second derivative, or Hessian) to
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2 Theoretical Background

make better adjustments to its tree splits and to more accurately adjust the mea-
sure by which it changes the criteria inside of a tree node (i.e. adjust the step size).
This in turn allows XGBoost to converge faster and to reach an optimal solution
sooner [CG16].

• Regularization to Reduce Overfitting: Gradient boosting can create very deep, com-
plex trees that perfectly fit the training data but fail to generalize to new data. To
combat this, XGBoost adds a penalty when trees get too complex.

The model makes predictions using the additive approach:

ŷi = ϕ(xi) =
K∑
k=1

fk(xi), fk ∈ F

Where:

– ŷi = ϕ(xi) is the predicted output for the i-th sample;

– fk(xi) represents the k-th decision tree;

– F is the space of regression trees;

– K is the total number of trees in the model.

The learning process thus minimizes the following objective function:

L(ϕ) =
n∑

i=1

l(yi, ŷi) +
K∑
k=1

Ω(fk)

Where:

– l(yi, ŷi) is the loss function measuring the difference between the predicted
output ŷi and the true value yi;

– Ω(fk) is the regularization term that penalizes complex trees.

The regularization function Ω(f) is designed to control tree complexity and pre-
vent overfitting, and is defined as:

Ω(f) = γT +
1

2
λ

T∑
j=1

w2
j

Where:

– T is the number of leaf nodes in the tree;

– wj is the weight assigned to the j-th leaf;

– γ controls the penalty for having more leaves (encourages simpler trees);
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– λ controls the L2 penalty on leaf weights (and thus prevents over-reliance on
just a few leaves).

Regularization thus discourages overly complex trees and smooths leaf weights,
reducing overfitting.

• Parallelized and Optimized Training: Unlike traditional boosting methods that con-
struct trees sequentially, XGBoost is designed for parallel computation, allowing it
to train much faster on large datasets. XGBoost stores data in a compressed colum-
nar format, allowing for efficient memory access and cache utilization, being able
to process large datasets in batches, and enabling training on machines with lim-
ited Random Access Memory (RAM)–an important factor to consider when choos-
ing between different BAs.

XGBoost thus represents a well-refined algorithm that ensures good generalization
on large datasets, while also being optimized for speed and memory efficiency.

Many studies have been conducted on which of the two aforementioned BAs is the
most optimal. The general consensus is that there is no universally "best" algorithm,
and that the choice depends on the specific dataset characteristics and application re-
quirements [BCM21]. The datasets being considered in the scope of this work, however,
are all large (and, in some cases that will be explored later, exceptionally so), totaling
well over 40000 entries each. For datasets like these, research has shown XGBoost to
be the most optimal solution when compared to CatBoost, boasting an improvement of
about 5% on average in absolute terms [Bol+23].

Moreover, the nature of the datasets being considered in this thesis (which will be
introduced in a later chapter) demanded a unified common approach to encoding their
data, and the categorical features were thus all converted into numerical ones using
one-hot encoding.

Both of these factors combined ultimately made the argument for only considering
XGBoost in the scope of this thesis, as it is an algorithm better suited for large datasets
and for numerical and one-hot encoded features.

2.3 Neural Networks

NNs have become one of the most important tools in modern machine learning, en-
abling significant breakthroughs in areas ranging from image recognition to natural
language processing. At their core, NNs are mathematical models designed to recog-
nize patterns, learn from data, and make predictions. NNs have revolutionized artifi-
cial intelligence (and, in many ways, pioneered the term) because they can handle vast
amounts of data and uncover patterns that traditional algorithms struggle to detect.
Unlike traditional machine learning models, which often rely on explicitly programmed
rules, NNs have the ability to extract complex relationships from data by adjusting in-
ternal parameters through an iterative learning process [GBC16].
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The fundamental idea behind NNs is inspired by the human brain [Hay09]. The
brain consists of billions of interconnected neurons that transmit signals to process in-
formation. While NNs are vastly simplified versions of this biological system, they
follow a similar principle. At its core, a NN is a mathematical system designed to ap-
proximate complex functions. Given a set of inputs, it processes them through multiple
transformations to produce an output that best fits the expected result.

The fundamental building block of a NN is the neuron (also called a node) [GBC16].
A neuron takes in one or more numerical inputs, applies a weight to each input, sums
them up, and then passes the result through an activation function–a mathematical trans-
formation that determines whether the neuron "activates" and passes information for-
ward. This process mimics the commonly accepted way that biological neurons trans-
mit signals in the brain, where only significant inputs trigger a response.

Neurons are organized into layers, forming the overall structure of a NN [GBC16].
These layers define how information flows from raw data to the final output:

• Input Layer: This is where the network receives data. Each neuron in the input
layer corresponds to a single feature in the dataset (e.g. pixel values in an image,
words in a sentence, or sensor readings in a machine). The input layer does not
modify the data, but simply passes it forward.

• Hidden Layers: These are the core of the network where computation happens.
Each neuron in a hidden layer takes weighted inputs from the previous layer, ap-
plies an activation function, and transmits the result forward. Generally, the more
hidden layers a network has, the more complex relationships it can learn.

• Output Layer: This is the final layer, where the network produces its prediction.
The number of neurons in this layer depends on the task–if it’s a binary classifica-
tion, there is typically one neuron (outputting a probability), while in multi-class
classification–which is the use-case in this thesis–there are multiple neurons, each
representing a class.

By tuning the weights and biases of the neurons, the NN learns the best way to map
inputs to outputs.

Once a NN is created, it takes in new data and produces a prediction. This process,
known as forward propagation, is how information flows through the network [RHW86].

An example of forward propagation would be using a NN to predict the price of
a house based on features such as location, size, and age. Each of these features is an
input neuron. These inputs are passed to the first hidden layer, where each neuron
calculates a weighted sum of the inputs, applies an activation function, and passes the
result forward. This process repeats through multiple hidden layers, each one of these
further refining the information. Finally, the output layer produces a prediction–in this
case, the estimated house price.

Mathematically, for each neuron, the output value z is calculated as:
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z =
n∑
1

wixi + b

Where:

• xi are the inputs;

• wi are the input weights;

• n is the amount of inputs in the neuron;

• b is the bias (or correction factor).

This value is then passed through an activation function to introduce non-linearity
and moves layer by layer until it reaches the output, which outputs the final prediction.

After making a prediction–which during initialization of the NN is most likely
inaccurate–the NN needs to determine how wrong it was and to adjust accordingly.
This is done using a process called backpropagation, which allows the network to learn
from its mistakes [RHW86].

The first step is calculating how far off the prediction is from the actual value. This
is done using a loss function, which quantifies the error.

If one were to thus predict house prices, the Mean Squared Error (MSE) loss function
might be used:

Loss =
1

n

n∑
i=1

(yi − ŷi)
2

Where:

• yi is the actual price in the training dataset;

• ŷi is the price predicted by the NN.

The larger the loss, the worse the prediction.
The network then needs to adjust its weights to reduce the calculated error. This

is done using gradient descent, an optimization algorithm that finds the direction in
which the weights should move to minimize the loss [Lec+98].

Mathematically, gradient descent updates the weights as follows:

wnew = wold − α
∂Loss
∂wold

Where:

• wnew is the updated weight;

• wold is the current weight (i.e. the old value before updating);
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• α is the learning rate (e.g. 0,01 or 0,001) that controls how big the adjustment is;

• ∂Loss

∂wold
is the gradient, i.e. the derivative of the loss function with respect to the

weight wold.

The NN then repeats this process however many times necessary, tweaking weights
a little bit each time. Over time, through trial and error, the predictions become more
accurate.

NNs, despite their complexity, offer several advantages when dealing with imbal-
anced datasets. Traditional machine learning models often favor the majority class
while ignoring underrepresented categories. NNs, however, have several character-
istics that make them well-suited for handling such imbalances.

Unlike traditional models that rely on predefined rules or simple statistical relation-
ships, NNs can capture intricate patterns in data. NNs can also automatically learn fea-
ture representations that emphasize important characteristics of the data. This means
that, even if the minority class has only a few samples, the NN can still extract mean-
ingful information to distinguish it from the majority class [JK19].

In addition, NNs can be combined with other techniques, such as BAs or cost-
sensitive learning, to further enhance performance [Jia+23]–something that will in fact
be considered in the scope of this work. By leveraging multiple approaches, NNs can
adapt to imbalanced datasets in ways that traditional models cannot.

2.4 Model Training

There exist many elements of NNs that can be tweaked for maximum efficiency on
specific datasets and for specific use-cases. This section further highlights the most
relevant ones that are used and tweaked in the scope of this work.

2.4.1 Batch Sizes

In the context of training NNs, the term batch size refers to the number of training exam-
ples utilized in one iteration of model training.

When training a NN, data is typically divided into smaller subsets called batches.
This approach contrasts with using the entire dataset at once, known as Batch Gradient
Descent (BGD), or utilizing a single training example at each iteration, known as stochas-
tic gradient descent.

The choice of batch size can significantly impact both the performance and speed of
NN training. Smaller batch sizes often lead to more noisy gradients, which can help es-
cape local gradient minima and potentially lead to better generalization on unseen data.
However, they also result in longer training times due to more frequent weight updates
and increased computational overhead. Conversely, larger batch sizes provide more
stable gradient estimates but may converge to sharper minima in the loss landscape,
which can negatively affect generalization [Kes+16].

Choosing an appropriate batch size involves balancing several factors:
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• Generalization vs. Convergence: Smaller batches tend to improve generalization by
introducing noise into the optimization process. In contrast, larger batches may
converge faster, but risk overfitting.

• Training Speed: Larger batch sizes can take advantage of parallel processing capa-
bilities of modern hardware (e.g., GPUs or TPUs), leading to faster computation
per epoch. However, this advantage must be weighed against potential degrada-
tion in model accuracy.

• Memory Constraints: The available memory on hardware will limit how large a
batch size can be used without causing errors during computation due to lack of
operational memory.

To determine an optimal batch size for a specific task, users often employ empirical
methods such as grid search or trial-and-error approaches while monitoring validation
performance metrics [Smi17]. It is common practice to start with smaller batch sizes
(e.g., 32 or 64) and gradually increase them based on observed performance until reach-
ing a point where further increases do not yield significant improvements.

Selecting an appropriate batch size thus requires careful consideration of its effects
on both model convergence speed and generalization ability and hardware limitations,
which will also be observed in later chapters of this work.

2.4.2 Train, Test, and Validation Splits

In the process of training NNs, it is essential to divide the available dataset into dis-
tinct subsets: the training set, the validation set, and the test set. Each of these subsets
serves a unique purpose in ensuring that the model is trained effectively and evaluated
accurately.

• Training Set: This subset is used to train the NN. During training, the model
learns patterns from this data by adjusting its weights based on the input fea-
tures and corresponding target outputs. The more diverse and representative this
dataset is of real-world scenarios, the better the model can generalize.

• Validation Set: The validation set can (yet doesn’t have to) be utilized during
training to fine-tune hyperparameters (e.g. learning rate and batch size) and make
decisions about model architecture (e.g. number of layers). Moreover, it is also
common to use the validation set as the actual "benchmark" dataset on which the
trained model is applied in each epoch, in order to, for example, calculate the
loss on the validation set and determine if the model should halt training after its
improvement and classification quality plateaus.

• Test Set: Finally, after completing training and validation processes, the test set
provides an unbiased evaluation of the final model’s performance. It is crucial
that this dataset remains untouched during both training and validation phases to
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ensure that results reflect true predictive capability rather than memorization of
specific examples.

A common practice in machine learning is to use an 80-20 split for dividing datasets
into training and testing sets respectively; that is, to use 80% of data for training pur-
poses and 20% for testing [Tan+21]. This ratio strikes a balance between having suffi-
cient data to train models effectively while retaining enough samples for reliable per-
formance assessment.

Moreover, some users also allocate a portion of their dataset (often around 10-15%)
as a validation set within that 80% allocated for training [Koh95]. Thus a typical distri-
bution might look as such:

• Training Set: 70-80%

• Validation Set: 10-15%

• Test Set: 10-20%

This division ensures robust evaluation metrics while maximizing information ex-
traction from available data. Users, however, must be careful to make sure that each
of the three datasets has samples from each class when considering multi-class classi-
fication problems (especially in imbalanced datasets), otherwise the model risks being
unable to learn important patterns in the data.

2.4.3 Activation Functions

Activation functions are a crucial component in the architecture of NNs, serving as the
mathematical gatekeepers that determine whether a neuron should be activated or not.
They introduce non-linearity into the model, allowing NNs to learn complex patterns
and relationships within the data. Without activation functions, a deep NN would es-
sentially behave like a linear regression model, regardless of how many layers it has,
thus limiting its capacity to capture intricate structures in datasets.

During the training of NNs, activation functions play several key roles:

• Non-linearity: They enable the network to combine inputs in non-linear ways,
which is essential for learning from complex datasets.

• Gradient Flow: Activation functions affect how gradients propagate back through
the network during the training process. This can significantly influence conver-
gence speed and overall performance.

• Output Range Control: Different activation functions constrain outputs to specific
ranges (e.g. between 0 and 1 or -1 and 1), which can be beneficial depending on
the task at hand.
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Several activation functions are widely used in practice, each with its own charac-
teristics:

1. Sigmoid Function:

f(x) =
1

1 + e−x

The sigmoid function maps input values to an output range between 0 and 1.
While historically popular for binary classification tasks, it suffers from issues such
as vanishing gradients when inputs become too large or too small.

2. Hyperbolic Tangent (tanh):

f(x) = tanh(x) =
ex − e−x

ex + e−x

The tanh function is similar to the sigmoid, but maps inputs to a range between
-1 and 1. It generally performs better than sigmoid because it is zero-centered;
however, it still faces vanishing gradient problems.

3. Rectified Linear Unit (ReLU):

f(x) = max(0, x)

ReLU is one of the most commonly used activation functions today due to its sim-
plicity and effectiveness. It behaves much like the sigmoid function: ReLU outputs
zero for negative inputs and passes positive inputs unchanged. This helps miti-
gate vanishing gradient issues, but can lead to the "dying ReLU" problem where
neurons become inactive during training. Though it is sometimes accepted that
the sigmoid function is better at imitating the neuron response in organic brain
matter, ReLU is used more often as the more computationally efficient alternative
that provides a similar enough performance.

4. Leaky Rectified Linear Unit (Leaky ReLU):

f(x) =

{
x if x > 0

αx if x ≤ 0

Where α is a near-zero propagation factor.

Leaky ReLU addresses some limitations of standard ReLU by allowing a small,
non-zero gradient when the input is negative. This prevents neurons from becom-
ing inactive during training while still maintaining much of ReLU’s benefits.

5. Gaussian Error Linear Unit (GELU):

f(x) = x · Φ(x)
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Where Φ(x) is defined as:

Φ(x) = P (Z < x) =
1

2

(
1 + erf

(
x√
2

))
GELU combines properties of both linear units and probabilistic models by apply-
ing a Gaussian distribution scaling factor to its output (f(x) = x ·Φ(x), where Φ(x)
is the cumulative distribution function of a standard normal distribution).

In terms of performance across different tasks and architectures, various studies
have highlighted differences among these activation functions:

• A comparative analysis by Huang et al.demonstrated that ReLU outperforms tra-
ditional sigmoid and tanh activations in deep convolutional networks due to faster
convergence times [Hua+17].

• However, recent work by Dumoulin and Visin indicates that while ReLU works
well for many applications, GELU can lead to superior performance in trans-
former models due to its ability to provide more informative gradients throughout
training [DV16].

• In Kumar et al., experiments showed that using GELU instead of ReLU resulted in
improved accuracy on benchmark datasets across various architectures including
ResNet and DenseNet [KGS22].

Recent studies thus suggest that GELU provides smoother gradients compared to
ReLU and improves convergence rates in deeper networks. Unlike ReLU, it allows
some small negative values to pass through, helping gradient flow. Therefore, within
the scope of this work, GELU will be employed as the primary activation function due to
its demonstrated efficacy in enhancing model performance during training–whenever
any activation function is to be employed at all.

2.4.4 Loss Functions and Class Weights

Selecting an appropriate loss function is crucial for effective training, especially in sce-
narios involving imbalanced datasets. Common loss functions used in multi-class clas-
sification problems include:

1. Categorical Cross-Entropy:

L(y, ŷ) = −
C∑
i=1

yi log(ŷi)

Where:
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• yi represents the true label for class i, which takes a value of 1 if the sample
belongs to class i, and 0 otherwise;

• ŷi is the predicted probability of the sample belonging to class i;

• C is the number of classes.

This loss function is commonly used for multi-class classification tasks where each
sample belongs to one class. It measures the dissimilarity between the predicted
probability distribution and the true (one-hot encoded) distribution.

2. Weighted Categorical Cross-Entropy:

L(y, ŷ) = −
C∑
i=1

wiyi log(ŷi)

Where wi represents the weight of class i given to the loss function.

This variant extends categorical cross-entropy by incorporating weights that can
be assigned to each class. This approach helps address class imbalance directly by
penalizing misclassifications of minority classes more heavily.

3. Focal Loss (FL):

L(y, ŷ) = −
C∑
i=1

α(1− ŷi)
γyi log(ŷi)

Where:

• γ is the focusing parameter to be tuned during training;

• α is a constant that balances the importance of samples, which adjusts how
much emphasis is placed on different classes during training.

FL modifies categorical cross-entropy to place more focus on hard-to-classify ex-
amples while down-weighting easy-to-classify examples, in which it is similar to
the weighted categorical cross-entropy. This characteristic makes it particularly
useful for imbalanced datasets.

4. Highly Adaptive Focal Loss (HAFL):

L(yi, ŷi) = −α(1− pt)
γ∗

adaptation log(pt)

Where:

• pt denotes the predicted probability for the true class.
If yi = 1, then pt = ŷi; otherwise, if yi = 0, it corresponds to the predicted
probability for other classes;
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• γ∗
adaptation is the adaptive attenuation factor that changes dynamically based

on model training progress.

The attentuation factor γ∗
adaptation can be computed the following way:

γ∗
adaptation = γstartγ

∗
epochγ

∗
balanceγ

∗
precision

= γstart
1√
β

√
numsi

max(numsj)
(log(

precisioni

max(precisionj)
+ 1) + 0, 5)

Where:

• β is the number of iterations;

• numsi is the number of samples in the ith class;

• max(numsj) is the number of samples in the class with the most samples;

• precisioni is the average training accuracy of the ith category’s samples;

• max(precisionj) is the average training accuracy of the best training cate-
gory’s samples.

HAFL is the most recent of the mentioned loss functions, developed by Jiang et
al. [Jia+23], and promises great improvements to the classification accuracy by
ensuring that the model maintains lasting attention to the minority samples.

In practice, modern frameworks like Tensorflow [Mar+15] also allow users to pass a
list of class weights during training when using standard loss functions like categorical
cros-entropy. By specifying weights corresponding to each class, users can therefore
inform the NN about their importance relative to one another without having to define
new weighted functions, if such aren’t pre-implemented in the used frameworks.

This approach–using either tailored loss functions or class weights–enables models
to more effectively handle imbalances present in real-world datasets.

2.4.5 Stopping Criteria

At some point, continuing to update the weights inside a NN either stops improving
the model or even starts making it worse. This is when so-called stopping criteria come
into play: these halt training after a certain condition is met.

There are several common stopping criteria:

1. Convergence of the Loss Function: If the loss stops decreasing significantly from one
iteration to the next, the network is considered to have converged. A common
example of this is the so-called patience: if the loss doesn’t improved after a given
number of epochs, then the NN stops training.
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2. Vanishing Gradients: During backpropagation, if the gradients become too small,
weight updates slow down, and learning practically stops. This halting can be
sped up via a criterion that halts training when the gradient drops below a given
value.

3. Number of Epochs: Since training NNs often takes a lot of time, the user can define
a hard criterion of e.g. 100 epochs, after which the NN halts training.

In practice, it’s also possible to combine multiple stopping criteria.
For example, a user can set a hard limit of 100 epochs, while also adding another

criterion which halts training if the NN reaches a convergence of the loss function before
reaching the 100th epoch.

2.5 Benchmark Datasets

In order to benchmark and thus determine how well the developed approaches perform
over time, they would naturally have to be applied to different structured datasets, split
in two subsets: the training subset, and the testing subset.

Since the stated problem focuses on imbalanced datasets, four datasets were chosen
that were freely available online at the time of writing and that best fit this criterion.

The first dataset accessed was the KDD Cup 1999 (KDD-99) dataset [Sto+99]. It was
originally created for the Third International Knowledge Discovery and Data Mining
Tools Competition in 1999. It was designed specifically to benchmark Intrusion Detec-
tion Systems (IDS), focusing on identifying potential threats and anomalous activity in
a network. As a result, the dataset is highly imbalanced, with the majority of data repre-
senting normal network traffic and several minority classes representing different types
of network intrusions, such as DoS attacks, unauthorized access, and other forms of
cyber attacks. The KDD-99 dataset is structured in tabular form, with each record rep-
resenting a network connection and 41 associated features. These features include both
continuous and categorical attributes, ranging from basic network attributes (e.g. pro-
tocol type, service, source bytes) to traffic content and traffic time-based attributes (e.g.
number of connections to the same host). The original dataset contains over 4,8 million
records in total, providing a substantial sample size for evaluating machine learning
models on large-scale imbalanced data.

The second accessed dataset was CIC-Darknet2020 (Darknet) [LKR20]. This dataset
was developed by the Canadian Institute for Cybersecurity (CIC) to support research
on detecting malicious activities within the Darknet, which encompasses hidden on-
line networks used for both legitimate and illicit activities. Unlike traditional network
datasets, CIC-Darknet2020 focuses specifically on identifying behaviors and patterns
associated with Darknet traffic, making it valuable for cybersecurity applications in ar-
eas like intrusion detection and anomaly detection. Given the nature of Darknet traffic,
the dataset is also highly imbalanced, with benign connections representing the ma-
jority class and various types of Darknet connections making up the minority classes.
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The dataset consists of records with more than 80 features per data point, capturing a
wide range of network characteristics, such as packet lengths, header information, and
time-based attributes. These features are designed to help machine learning models dif-
ferentiate between normal and malicious behavior. With over 158 thousand entries, this
dataset is the third largest and provides a good basis for training on varied data for each
provided class.

The dataset that was accessed third was the Covertype dataset [Bla98]. This dataset
was originally compiled by the U.S. Forest Service and researchers at Colorado State
University to predict the type of forest cover, or vegetation, based on cartographic and
environmental features. The Covertype dataset is moderately imbalanced, with the ma-
jority class (lodgepole pine) representing over 48% of the data and the remaining classes
covering various forest types, such as fir, aspen, and cottonwood, each with consider-
ably fewer samples. This distribution makes it suitable for testing approaches aimed
at handling slightly less skewed imbalances than in the previous two datasets. The
Covertype dataset consists of more than 581 thousand records, each with 54 features
that capture a variety of factors, including soil type, elevation, slope, and climate char-
acteristics. These features are a mix of continuous, ordinal, and categorical variables,
providing a diverse set of training attributes.

The fourth accessed dataset was the Statlog (Shuttle) dataset [BM98]. Originally
part of the Statlog Project, the Shuttle dataset was specifically created to classify shuttle
data from NASA’s space missions. This dataset is the third most imbalanced dataset in
this work’s line-up, with the majority class comprising over 78% of the samples. The
dataset has nine numerical features, including measurements of positional, velocity, and
telemetry data related to the shuttle’s operations. Each record is classified into one of
seven categories, with the minority classes representing unusual or abnormal condi-
tions that may require additional attention. With approximately 58 thousand records,
this dataset represents the smallest of all that will be benchmarked against, which makes
it important insofar as measuring of the developed methods is concerned.

The four listed datasets were chosen due to their freedom of access and usage in sci-
entific research. Unfortunately, most if not all imbalanced anomaly detection datasets
that accurately reflect real business cases like card fraud and sensor data are not avail-
able for researchers outside of the concerned institutions (financial, logistical, industrial
and otherwise) that have access to this data, especially not in a pre-labeled form.

Regardless, these four datasets provide a good and varied basis against which the
developed approaches can be benchmarked: some being larger in both size and dimen-
sionality, and some being less imbalanced than others.

2.6 Resampling Algorithms

Imbalanced datasets, like the ones introduced in the previous section, provide users
with a plethora of challenges when it comes to achieving good accuracy on all classes.
This imbalance, if approached improperly, can lead to biased models that favor the
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majority class. While such models will still achieve a good accuracy when weighted for
class sizes, the accuracy on underrepresented classes may still be close to zero.

Earlier sections looked at the different loss functions that may solve this issue.
Another solution is presented by resampling algorithms. Resampling algorithms miti-

gate this issue by modifying the original training dataset, most often by generating new
synthetic instances from the original set.

Of such algorithms, the most notable ones (and the ones considered in the scope of
this work) will be described below.

• Synthetic Minority Over-sampling Technique (SMOTE):

This method generates synthetic samples for the minority class by interpolating
between existing instances. The primary idea behind SMOTE is to create new,
synthetic examples rather than to simply duplicate existing ones, which helps in
enhancing the decision boundary and improving model generalization [Bow+02].

The process of generating synthetic samples involves several steps:

1. For each instance xi in the minority class, randomly select k nearest neighbors
from the same class using a distance metric (e.g. the Euclidean distance).

2. For each selected neighbor xj
i , where j = 1, 2, . . . , k, generate a synthetic sam-

ple xsynthetic using the following formula:

xsynthetic = xi + λ(xj
i − xi)

Where λ is a random number uniformly drawn from the interval [0, 1].
This equation essentially creates a point along the interval between xi and its
neighbor xj

i .

3. Repeat the process in steps 1-2 until a desired level of oversampling is
achieved.

By employing this technique, SMOTE effectively increases the representation of
minority classes in imbalanced datasets while preserving their underlying distri-
bution characteristics. It mitigates overfitting associated with simple duplication,
though it may also produce false new data points if the underlying distributions
on some feature values don’t follow the normal distribution, but e.g. a version of
a bimodal distribution instead.

• BorderlineSMOTE:

An extension of the original SMOTE algorithm is BorderlineSMOTE, which fo-
cuses on generating synthetic samples specifically for instances that lie near the
decision boundary between classes. The rationale behind this approach is that
instances close to the boundary are often more informative and critical for im-
proving classifier performance [HWM05].

The BorderlineSMOTE algorithm operates as follows:
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1. Identify borderline instances in the data. An instance is classified as a border-
line instance if at least half of its k nearest neighbors belong to the majority
class.

2. For each borderline instance xi, identify its k nearest neighbors and generate
synthetic samples using the same approach as described for SMOTE.

3. Repeat the process in step 2 until a desired level of oversampling is achieved
for all identified borderline instances.

By concentrating on borderline instances, BorderlineSMOTE aims to improve ro-
bustness by providing more relevant data points that can help refine decision
boundaries. It slightly reduces the risk of generating noise by not randomly sam-
pling from all minority instances, which may thus lead to better classification per-
formance.

• SMOTE for Nominal and Continuous Features (SMOTE-NC):

While traditional SMOTE effectively handles datasets with continuous features,
it struggles with nominal (categorical) features. To address this limitation, the
SMOTE-NC algorithm was developed to generate synthetic samples in datasets
that contain both types of features.

When generating synthetic samples, SMOTE-NC distinguishes between continu-
ous and categorical data:

– For continuous features, synthetic values are generated using a similar ap-
proach to traditional SMOTE.

– For nominal features, instead of interpolation, a random selection process is
employed. Each nominal feature is given the value occurring in the majority
of its k-nearest neighbors.

The generated synthetic sample thus combines both the newly created continuous
values and randomly chosen nominal values to form a complete new instance.

By accommodating both categorical and numerical features, SMOTE-NC provides
a more versatile solution for imbalanced datasets containing mixed data types–
though the random selection of categorical features may again lead to creation of
data points that fail to represent the truth.

• KMeansSMOTE:

KMeansSMOTE incorporates clustering techniques to improve the generation of
synthetic samples for minority classes [DBL18].

The KMeansSMOTE algorithm operates as follows:

1. The first step involves applying the K-means clustering algorithm to group
instances from the dataset into k clusters.
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2. After this, the algorithm filters clusters to only consider those dominated by
the minority classes.

3. For each cluster identified in the previous step, KMeansSMOTE generates
synthetic samples using a modified version of the SMOTE approach:

– For each instance xi within a cluster, its k′ nearest neighbors are deter-
mined (where k′ can be different from k if specified so during initializa-
tion);

– Synthetic samples are then created based on these neighbors using the
aforementioned formula used for SMOTE.

The process then continues until a desired level of oversampling is achieved for
all clusters.

By generating synthetic samples based on clusters, KMeansSMOTE aims to cap-
ture variations present in different sub-regions of feature space and to avoid the
problem of oversampling over bimodal distributions. The primary advantage of
KMeansSMOTE therefore lies in its focus on creating synthetic examples that re-
flect the local data distributions.

• Support Vector Machine SMOTE (SVMSMOTE):

SVMSMOTE is a variant of the SMOTE algorithm that leverages support vector
machines (SVMs) to enhance the generation of synthetic samples for minority
classes. The goal is to create more informative synthetic instances by consider-
ing the decision boundary defined by SVMs [NCK11].

The algorithm operates as follows:

1. Train a SVM classifier using the available data. The resulting classifier aims
to find hyperplanes that best separate the classes in feature space.

2. After training the SVM, the algorithm identifies support vectors. These lie
closest to the decision boundary and are essential for defining its position, as
they approximate the decision boundary needed for oversampling.

3. With the support vectors identified, the algorithm generates new data in-
stances along the lines joining each minority class support vector with a num-
ber of its nearest neighbors.

SVMSMOTE thus aims to produce synthetic samples are strategically positioned
near critical decision boundaries in the feature space.

• Adaptive Synthetic Sampling (ADASYN):

ADASYN is another resampling technique designed to address class imbalance
by adaptively generating synthetic samples for the minority class. Unlike tradi-
tional methods that apply a uniform approach to oversampling, ADASYN focuses
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on generating samples in a way that reflects the local distribution and density of
minority instances [He+08].

This algorithm operates as follows:

1. Calculate the distribution of instances in both the minority and majority
classes (in order to identify regions where the minority class is underrepre-
sented and to determine how many synthetic samples need to be generated).

2. For each instance xi in the minority classes, ADASYN assesses its k near-
est neighbors. The algorithm then calculates the ratio of neighbors from the
largest class to the total amount of neighbors. Instances with a higher ratio of
majority neighbors are considered more difficult to classify.

3. Based on the difficulty level determined in the previous step, ADASYN as-
signs a weight wi to each minority instance xi. This weight indicates how
many synthetic samples should be generated for that instance.
The number of synthetic samples ni for each such instance can be computed
as follows:

ni = wiN

Where N is the total number of desired new samples.

4. Similar to SMOTE, the algorithm creates new synthetic samples until the sat-
uration condition is met.

ADASYN’s stated goal is to provide more relevant data points and to thus shift
the classifier decision boundary to be more focused on those difficult to learn ex-
amples [He+08].

It should be noted that all resampling algorithms can introduce considerable noise
if not carefully applied. If the distributions of some features follow unusual distribu-
tions with multiple "peaks", the algorithms may have difficulty creating new data points
that represent the true underlying distribution in the original data. Therefore, as will
also be seen in this work, it is often necessary to combine those algorithms with other
techniques to achieve the most optimal results–if these algorithms are to be used at all.

2.7 Evaluation Metrics

Different evaluation metrics provide insights into different aspects of classification per-
formance, including precision, recall, and overall balance in prediction. Choosing the
right evaluation metrics is imperative due to the imbalanced nature of the benchmarked
datasets.

In standard classification problems, overall accuracy might be a sufficient measure
of performance. However, in highly imbalanced datasets, accuracy alone can be mis-
leading, as a model could achieve high accuracy by simply predicting the majority class

24



2 Theoretical Background

most of the time. Therefore, evaluation metrics must capture both the general predictive
performance of the model and its effectiveness in correctly identifying minority classes.
Metrics such as macro-averaged precision, recall, and F1 score provide a more balanced
assessment, ensuring that the classifier’s ability to predict underrepresented classes is
also properly evaluated.

At the same time, weighted metrics cannot be excluded completely–in real-life cases,
frequent misclassifications of overrepresented classes may lead to false decision-making
and even to wasteful use of resources, like for example if too many normal water sur-
faces are classified as oil spills.

As such, this work uses eight different evaluation metrics for evaluating model qual-
ity:

1. F2 Score:
F2 = (1 + 22) · Precision · Recall

(22 · Precision) + Recall

Where:

• Precision measures the proportion of true positive predictions out of all pos-
itive predictions made by the model:

Precision =
TP

TP + FP

• Recall (or Sensitivity) is the proportion of actual positive instances that were
correctly predicted by the model:

Recall =
TP

TP + FN

• TP (True Positives) is the number of correctly predicted positive instances.

• FP (False Positives) is the number of instances incorrectly classified as posi-
tive.

• FN (False Negatives) is the number of actual positive instances incorrectly
classified as negative.

The F2 score is a weighted harmonic mean of precision and recall, placing more
emphasis on recall.

Due to its nature, it puts more emphasis on not missing positives. An intuitive
interpretation of this can be found in the field of medicine: a doctor would rather
diagnose healthy patients as needing a check-up than miss actually sick people.

F2 ranges from 0 to 1. A score of 1 means perfect precision and recall.
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2. Matthews Correlation Coefficient (MCC):

MCC =
(TP · TN)− (FP · FN)√

(TP + FP )(TP + FN)(TN + FP )(TN + FN)

Where TN (True Negatives) is the number of correctly predicted negative in-
stances.

MCC is a balanced metric that takes into account true and false positives and neg-
atives. Unlike accuracy, which can be misleading in imbalanced datasets, MCC
ensures that the model is genuinely good at distinguishing both positive and neg-
ative cases.

MCC ranges from -1 (worst) to 1 (perfect), where 0 means the model is no better
than random guessing.

3. Macro Average Precision (MAP):

Macro Precision =
1

C

C∑
i=1

Precisioni

Where:

• C is the number of classes;

• Precisioni is the precision for class i.

Macro Average Precision ranges from 0 to 1 (1 being the best), and calculates the
mean precision across all classes without weighting by class frequency.

4. Weighted Average Precision (WAP):

Weighted Precision =
C∑
i=1

wi · Precisioni

Where wi is the proportion of instances in class i.

Weighted Average Precision ranges from 0 to 1 (1 being the best), and accounts for
class imbalance by weighting each class’s precision by its support.

5. Macro Average Recall (MAR) / Balanced Accuracy:

Macro Recall =
1

C

C∑
i=1

Recalli

Where Recalli is the Recall for class i. Macro Average Recall ranges from 0 to 1 (1
being the best), and computes the unweighted mean recall across all classes.
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6. Weighted Average Recall (WAR) / Accuracy:

Weighted Recall =
C∑
i=1

wi · Recalli

Weighted Average Recall ranges from 0 to 1 (1 being the best), and is similar to
Macro Recall, but weighted by class proportions.

7. Macro Average F1 Score (MAF1):

Macro F1 =
1

C

C∑
i=1

F1i

Where F1i = 2 · Precisioni·Recalli
Precisioni+Recalli

. The Macro Average F1 Score ranges from 0 to 1 (1
being the best), and is the mean of F1 scores computed for each class separately.

8. Weighted Average F1 Score (WAF1):

Weighted F1 =
C∑
i=1

wi · F1i

The Weighted F1 Score ranges from 0 to 1 (1 being the best), and weights each
class’s F1 score by its class proportion.
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3 Data Preparation

In order to benchmark the NN architectures against the four datasets presented in the
previous section, they first needed to be preprocessed.

The preprocessing began on the smallest of the four datasets, which was the Shuttle
dataset. Its original version published on the UCI Machine Learning Repository was
already divided into a training and testing dataset, with the former accounting for 80%
of the total uploaded volume and the latter for 20% of it. The original datasets already
had no intersections, meaning a reduced risk of skewed benchmarking results during
testing due to the model being applied to the same data as in the training dataset.

This commonly used 80-20 training-testing split is well-supported in machine learn-
ing research, as it typically offers a balance between having enough data to train a model
while still providing a significant holdout set to evaluate its performance effectively
[BCH24] [Tan+21]. In order to pursue a uniform approach to preprocessing the four
datasets, it was decided to first combine the two datasets in order to perform normal-
ization, and then to split the dataset back into the 80-20 training-testing form.

Since the original (now combined) dataset only included numerical features, it was
sufficient to standardize these features z by removing the mean and scaling to unit vari-
ance:

z =
x− u

s

Where:

• x is an original value of a given feature in a particular row;

• u is the mean of all samples of the given feature;

• s is the standard deviation of the training samples.

This centering and scaling all happen independently on each feature of the dataset.
Data normalization is a crucial preprocessing step in training NNs, as it significantly

enhances the model’s learning efficiency and overall performance. By normalizing data,
typically with a mean of zero and standard deviation of one, NNs can train faster and
achieve better generalization [SS97]. This effect occurs because normalization helps
balance feature scales, ensuring that the optimization process in deep learning models
doesn’t become biased through features with larger ranges–the opposite often leading
to unstable or poor convergence in most modern NN architectures [Sha+20].

After these two steps had been performed, the original dataset was transformed into
two datasets, training and testing. The data was split in a stratified fashion, making
sure that both datasets had the exact same distribution of class labels as the original
combined dataset. The resulting distributions can be observed in Table 1. The amount
of feature columns remained unchanged at a total of 9.

After the Shuttle dataset, the Covertype dataset was normalized. It had two kinds of
features: numerical features, much like in the Shuttle dataset, and categorical features.
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Shuttle Train Set

Label % Count
1 78,59 36469
4 15,35 7122
5 5,63 2614
3 0,30 137
2 0,09 40
7 0,02 10
6 0,02 8
Total 100% 46400

Shuttle Test Set

Label % Count
1 78,59 9117
4 15,35 1781
5 5,63 653
3 0,29 34
2 0,09 10
7 0,03 3
6 0,02 2
Total 100% 11600

Table 1: Shuttle Dataset Label Distributions

These latter features were already preprocessed using one-hot encoding, meaning that
each "feature" like e.g. soil type was split into a number of different columns, where, for
each particular row, only one of these columns’ values was set to 1 (i.e. the row had that
particular soil type), while all other columns in that row were set to 0. One-hot encoding
is widely used because it allows NNs to interpret categorical variables as binary vectors,
avoiding the misleading ordinal relationship that other encoding methods, like label
encoding, could impose [PK23]. While this method may lead to a large expansion in
the dataset’s volume in some cases, as will be seen when preprocessing another dataset,
it still remains indispensable for most NNs that work with numerical inputs [Fan+21],
which made it the encoding of choice in this work as well.

In addition to passing over the one-hot encoded features to the resulting datasets, the
numerical features were normalized in accordance with the aforementioned method.
After this, the full dataset was split according to the 80-20 rule. The resulting distribu-
tion can be seen in Table 2. In total, the resulting datasets had 54 feature columns.

The KDD-99 dataset provided a way larger challenge during preprocessing. The
overwhelming majority of the dataset (78%) was taken up by just two classes which
represented different kinds of online attacks: Smurf attacks (57%) and Neptune, or SYN
Flood, attacks (21%). In contrast, connections of the normal kind amounted to just under
20%, with all other >20 classes all accounting for less than 0,4% of the entire volume
each. While this distribution could be interesting in other development scenarios, the
technical limitations made this original dataset too unwieldy to be processed on user-
grade machines used in this work. As such, the first step was to remove all rows of the
original dataset which represented these two most common attack types, leading to the
"normal" class of values now being the overwhelming majority while also reducing the
total volume of the dataset, which would speed up later benchmarking. Despite this cut
in size, the KDD-99 dataset still remained the largest of all four.

The complete dataset was then preprocessed using the aforementioned steps. Nu-
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Covertype Train Set

Label % Count
2 48,77 226640
1 36,46 169472
3 6,15 28603
7 3,53 16408
6 2,99 13894
5 1,63 7594
4 0,47 2198
Total 100% 464809

Covertype Test Set

Label % Count
2 48,77 56661
1 36,46 42368
3 6,15 7151
7 3,53 4102
6 2,99 3473
5 1,63 1899
4 0,47 549
Total 100% 116203

Table 2: Covertype Dataset Label Distributions

merical features were normalized, while the categorical features were one-hot encoded.
Due to the underrepresentation of some class labels, it was also found that a simple

80-20 split along the class labels did not assure that each dataset would have at least one
representative of each class label. As such, for all classes that amounted to 3 or less total
entries, a list of rare classes was defined. For these rare classes, half of the total volume
was transferred to the training set, while the other half (i.e. 1 row) was transferred to
the testing set. Due to the specifics of training NNs using Tensorflow [Mar+15], the
library used in this work, it was necessary to make sure that each class had at least 2
representatives in the training dataset.

In total, the datasets resulting from these modifications had 126 feature columns,
making them the largest in terms of both size (amount of data points) and width
(amount of features).

Table 3 clearly demonstrates that these preprocessing steps, as much as they could,
assured a representation of each class in both datasets.

Lastly, the Darknet dataset was preprocessed.
The original dataset included 2 columns for class labels: the first column indicated

whether the connection type was "normal" (e.g. Non-Tor, Non-VPN etc.) or stemming
from the Darknet, while the second column indicated which type of connection it was
(VOIP, audio streaming, file transfer, peer-to-peer connections, etc.). Since the NNs
being benchmarked are designed with the intention of predicting only one class la-
bel, it was necessary to combine these two columns into one. In the end, the normal
connection types were all placed into one class named "Normal", while for the Dark-
net connection types the two label columns were combined, resulting in classes like
"Darknet_Audio-Streaming" and the like.

In addition, the original dataset also included timestamps. While the NNs bench-
marked in the course of this work are not designed to process time series data, focusing
instead on numerical commonalities between different data points that indicate their
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KDD-99 Train Set

Label % Count
normal. 95,50 778224
satan. 1,56 12714
ipsweep. 1,23 9985
portsweep. 1,02 8330
nmap. 0,23 1853
back. 0,22 1762
warezclient. 0,10 816
teardrop. 0,10 783
pod. 0,03 211
guess _passwd. 0,01 42
buffer _overflow. < 0,01 24
land. < 0,01 17
warezmaster. < 0,01 16
imap. < 0,01 10
rootkit. < 0,01 8
loadmodule. < 0,01 7
multihop. < 0,01 6
ftp _write. < 0,01 6
phf. < 0,01 3
perl. < 0,01 2
spy. < 0,01 2
Total 100% 814821

KDD-99 Test Set

Label % Count
normal. 95,50 194557
satan. 1,56 3178
ipsweep. 1,23 2496
portsweep. 1,02 2083
nmap. 0,23 463
back. 0,22 441
warezclient. 0,10 204
teardrop. 0,10 196
pod. 0,03 53
guess _passwd. 0,01 11
buffer _overflow. < 0,01 6
land. < 0,01 4
warezmaster. < 0,01 4
imap. < 0,01 2
rootkit. < 0,01 2
loadmodule. < 0,01 2
multihop. < 0,01 1
ftp _write. < 0,01 2
phf. < 0,01 1
perl. < 0,01 1
spy. < 0,01 1
Total 100% 203708

Table 3: KDD-99 Dataset Label Distributions

belonging to a particular class, this information can be useful if some classes have tem-
poral seasonality in them (e.g. if, for example, "Darknet_Browsing" occurs mostly dur-
ing the evenings). In order for models to be able to learn this seasonality and periodicity,
it is important to break down timestamps into interpretable granular features [DT18],
which is precisely what was done to this original feature of the Darknet dataset.

In addition, the usual preprocessing steps of one-hot encoding and normalization
were also performed on the categorical and numerical features, respectively.

After one-hot encoding was performed initially, it was noticed that the size of the
dataset exploded exponentially. This was due to the fact that some of the original fea-
tures (namely "Flow ID", "Src IP", and "Dst IP") had a huge number of different values.
Since these features had a large cardinality (i.e. there was a large variety of different
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IP addresses) and were encoded as categorical using one-hot encoding, the number of
columns of the resulting dataset would have been impossibly large, while also not pro-
viding enough useful information to the model. Since deep models (like the ones being
benchmarked here) tend to underperform on such high-cardinal data [Sig23], it was
decided to reduce the cardinality of these three features and only then one-hot encode
them. 1% was taken as the threshold: if a certain value of a given feature appeared in
less than 1% of the entire dataset, it would be combined into the new value "Other".
As all three features have limited expressive capacity, serving more as unique device
identifiers useful mostly for indicating suspicious repeat connections, it was decided
that these features’ cardinality could be reduced using the 1% rule without sacrificing
model accuracy.

After all preprocessing steps, the resulting datasets then included 103 different en-
coded feature columns and one class label column. Table 4 shows the class distribution
in the training and test datasets.

Darknet Train Set

Label % Count
Normal 84,67 107443
DN _AS1 8,37 10627
DN _C2 2,86 3633
DN _FT3 1,65 2088
DN _VOIP4 0,92 1172
DN _VS5 0,85 1077
DN _EM6 0,37 466
DN _BR7 0,17 210
DN _P2P8 0,14 176
Total 100% 126892

Darknet Test Set

Label % Count
Normal 84,67 26862
DN _AS1 8,37 2657
DN _C2 2,86 908
DN _FT3 1,65 522
DN _VOIP4 0,92 293
DN _VS5 0,85 269
DN _EM6 0,37 116
DN _BR7 0,17 53
DN _P2P8 0,14 44
Total 100% 31724

Table 4: Darknet Dataset Label Distributions
The label names were abbreviated to fit the page size. The full names are:

1 Darknet_Audio-Streaming, 2 Darknet_Chat, 3 Darknet_File-Transfer, 4 Darknet_VOIP,
5 Darknet_Video-Streaming, 6 Darknet_Email, 7 Darknet_Browsing, 8 Darknet_P2P

In the end, it was possible to convert all four datasets into a befitting form to be
processed by the different models, while also achieving an imbalanced distribution of
all data. It should also be noted that the imbalance varies from dataset to dataset. In
some datasets, like KDD-99, the majority class takes up more than 95% of all data, while
in others, like Covertype, that number is only 48%. Figure 6 and Figure 8 show the
diversity of these four datasets in form of pie charts.

This allows to test the developed deep models on a varied set of imbalanced class
distributions, thus helping develop a more robust architecture than if the benchmark
datasets all had the same distribution.
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4 Model Training

After the datasets were successfully preprocessed, attention was directed toward the
conceptualization and training of a suitable NN architecture.

The foundational inspiration for the architecture was derived from the work pre-
sented in [Jia+23]. In their research, Jiang et al. proposed an innovative hybrid approach
that combined NNs for feature extraction with BAs for subsequent classification tasks,
leveraging convolutional layers to extract spatial features. However, this methodology
was primarily designed for image-based datasets. For structured tabular datasets, such
as those considered in this thesis, their proposed framework relied solely on boosting
algorithms like XGBoost or CatBoost, bypassing NNs entirely.

Despite this limitation in their application to structured data, the idea of employ-
ing NNs as powerful feature extractors held significant promise. The ability of NNs to
learn complex, non-linear relationships from raw data made them an attractive candi-
date for extending Jiang et al.’s approach beyond its original scope. It was hypothesized
that incorporating a NN-based feature extraction pipeline into a model designed specif-
ically for tabular data could lead to improved performance when dealing with highly
imbalanced class distributions.

Thus, it was decided to adapt and extend this concept to structured datasets in order
to explore its potential benefits in scenarios where class imbalance is prevalent. Un-
like traditional Machine Learning (ML) models or standalone BAs–which often require
extensive manual feature engineering–the use of NNs allows for automated representa-
tion learning.

Three different hardware configurations were used for training and benchmarking
the resulting models:

1. Configuration 1 (Laptop):

• Central Processing Unit (CPU): AMD® Ryzen™ 7 3750H (Base speed: 2,30
Gigahertz (GHz))

• RAM: 16 Gigabyte (GB)

2. Configuration 2 (Laptop):

• CPU: Intel® Core™ i9-9980HK (Base speed: 2,40 GHz)

• RAM: 64 GB

3. Configuration 3 (Kaggle Server, specifications recorded at the time of benchmark-
ing and writing):

• CPU: Intel® Xeon® (Base speed: 2,20 GHz)

• RAM: 32 GB

33



4 Model Training

Graphics Processing Unit (GPU) acceleration was not used in the scope of this work
in order to better replicate the lowest common denominator on which these architec-
tures could be trained in real business applications–i.e. office computers and/or servers
without advanced hardware.

Despite the seeming differences between the hardware combinations, these do not
impact the quality of the trained models in any way, shape or form, with the only differ-
ences being the runtime needed to train the models, and the RAM available for loading
the datasets and training the models.

The construction of the NN model was carried out using the Python programming
language in version 3.12.3 [VD95]. The two main libraries used to develop the model
architecture were tensorflow in version 2.18.0 [Mar+15] and scikit-learn in ver-
sion 1.5.2 [Ped+11], with the other notable auxiliary libraries being numpy in version
1.26.4 [Har+20] and pandas in version 2.2.3 [McK+10]. The established nature and ex-
tensive support of Python and the used libraries made this ecosystem an ideal choice
for implementing and experimenting with the NN architecture. Aside from offering a
high-level framework (Keras) for defining the general architecture, this ecosystem also
offers lower-level functionalities that enable granular control over every aspect of model
development.

To begin the exploration phase, it was first decided to construct a rudimentary NN
architecture. The primary objective was to investigate the feasibility of random feature
extraction from structured datasets, without yet applying BAs for final classification.
Unlike traditional approaches that rely on predefined or domain-specific feature engi-
neering, this architecture aimed to leverage randomness as a mechanism for uncovering
latent patterns within structured data.

The core innovation lay in the use of rudimentary custom layers, which in this work
will be coined as "Random Mixing Layers". These layers were designed to extract random
combinations of features rather than adhering to the conventional sliding window ap-
proach commonly employed in image-based datasets. In image processing tasks, slid-
ing windows operate on neighboring pixels due to their inherent spatial relationships:
they extract the color values from these pixels and subsequently apply the required
transformations to extract some numerical feature from them. However, structured
datasets often exhibit correlations between non-adjacent columns–relationships that are
not easily captured by such methods. By allowing for the combination of features lo-
cated at different ends of a dataset, this architecture sought to exploit these potential
dependencies and ensure better generalization.

The architecture consisted of multiple layers, each serving distinct roles:

1. Input Layer: As in every NN, the input layer was responsible for loading the data
and feeding it to the next layer below it.

2. Random Mixing Layers: Next were two custom layers that generated random com-
binations of input features. Each layer randomly selected three features from the
output produced by the previous layer and combined them into new representa-
tions. This process was repeated 20 times per layer, resulting in 20 unique feature
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groups per iteration. These groups were then passed forward for further transfor-
mations.

3. Aggregation Layer: Following these initial stages of randomization came an aggre-
gation step where the outputs from all 20 feature groups were concatenated into a
single unified vector representation.

4. Feature Refinement Layers: To enhance representational power post-aggregation,
three fully connected dense layers were introduced. These layers employed ReLU
activation functions to refine extracted features further.

5. Output Layer: Finally came the output layer tasked with producing class predic-
tions via softmax activation functions applied across C distinct categories corre-
sponding directly with benchmarked dataset labels.

In initial attempts at construction of the NN, dropout layers were also utilized:
dropout randomly deactivates neurons during training iterations based on specified
probabilities (set initially to 20%), thereby encouraging robustness. It was quickly found
that, due to the imbalanced nature of the datasets, this approach only further limited the
efficacy of the NN, tossing out valuable rare correlations that may have indicated be-
longing to one of the underrepresented classes.

Training proceeded using an 80-20 train-validation split performed upon the prepro-
cessed training datasets. This facilitated real-time performance monitoring: validation
loss was used as a stopping criterion, whereby the NN would halt training if the loss
were to not improve over 10 training epochs.

The batch size was initially set to 32.
Due to the inherently randomized nature of training NNs, especially using the ran-

dom mixing layers described above, each architecture was benchmarked multiple times.
This approach was applied to each of the subsequent 39 architecture versions, which al-
lowed to gain a more accurate evaluation of the performance metrics and more insight
into the real efficacy of each model. The amount of such executions for each architecture
version and each dataset can be further observed in Table 47.

Table 5 shows the values of the eight different performance metrics for the first archi-
tecture iteration, as well as the average values for each dataset and over all 32 resulting
metrics.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9694 0.9170 0.9690 0.9699 0.9688 0.5686 0.5501 0.5289 0.8052
Covertype 0.4718 0.1506 0.4771 0.5338 0.4129 0.2434 0.1912 0.1617 0.3303
KDD-99 0.9573 0.3463 0.9364 0.9640 0.9476 0.1046 0.0848 0.0851 0.5533
Darknet 0.8501 0.2384 0.7818 0.8731 0.8186 0.2611 0.2476 0.2354 0.5383
Overall 0.5568

Table 5: Performance Metrics for Architecture Version 1
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The performance of the architecture showed to be promising, though also very much
open for improvement. This improvement would come in later iterations.

Initially, it was found that the training time for this architecture was much too large–
for faster comparisons between different architectures, the training approach had to
be optimized. As was mentioned previously in subsubsection 2.4.1, the batch size can
drastically impact the training speed. Smaller batch sizes, while generally better, can
result in much longer training times. It was thus attempted to increase the batch sizes
in order to strike the best balance between model performance and training speed.

In the second iteration, the batch size was increased to 256. Table 6 shows the per-
formance of the model after this change.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9297 0.7963 0.9242 0.9338 0.9251 0.4900 0.4227 0.4400 0.7327
Covertype 0.4814 0.1630 0.4395 0.5393 0.4272 0.2649 0.2042 0.1770 0.3371
KDD-99 0.9539 0.2695 0.9344 0.9609 0.9437 0.1176 0.0736 0.0763 0.5412
Darknet 0.8460 0.2680 0.7833 0.8656 0.8195 0.1839 0.1725 0.1720 0.5139
Overall 0.5312

Table 6: Performance Metrics for Architecture Version 2

It was found that the training took much less time, speeding up the process by a
factor of approximately 6,5 (though mileage may vary on other machines). As can be
seen in Table 6, the performance trade-off, while existent, was tolerable.

For the sake of completeness, however, other batch sizes were also tried. The third
version of the architecture attempted to utilize BGD, i.e. to utilize the entire dataset in
only one training batch. The results can be seen in Table 7.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.3524 0.1331 0.4671 0.3784 0.3385 0.2257 0.2220 0.1610 0.2848
Covertype 0.2802 0.0009 0.2873 0.3213 0.2462 0.1300 0.1358 0.0804 0.1853
KDD-99 0.9443 0.0167 0.9127 0.9527 0.9322 0.0461 0.0515 0.0475 0.4880
Darknet 0.5732 0.0998 0.5972 0.5815 0.5745 0.1158 0.1292 0.1001 0.3464
Overall 0.3261

Table 7: Performance Metrics for Architecture Version 3

Additionally, it was attempted to instead make the batch size equal 1% of the entire
dataset. This had the added benefit of dataset-agnosticism: the model would thus be
able to automatically set the batch size by itself depending on the total amount of entries
in the dataset. The motivation behind this idea was that e.g. a static batch size of 256
would perform better on a large dataset (where it would constitute but a small amount
of training samples) than in a dataset of 1000 total entries (where it would constitute
25% of the total dataset). As observed, smaller batch sizes usually tend to lead to bet-
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ter results [Kes+16]–the 1% approach would thus make sure that the batch size would
always be relatively small. The results of this can be observed in Table 8.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9515 0.8673 0.9524 0.9538 0.9494 0.5147 0.4601 0.4701 0.7649
Covertype 0.5184 0.2114 0.4554 0.5685 0.4695 0.2899 0.2265 0.2038 0.3679
KDD-99 0.9512 0.1373 0.9219 0.9590 0.9399 0.0616 0.0648 0.0623 0.5123
Darknet 0.8755 0.4421 0.8364 0.8910 0.8550 0.3138 0.2582 0.2638 0.5920
Overall 0.5593

Table 8: Performance Metrics for Architecture Version 4

Another concept that came up was the concept of stratified batching. The main idea
behind stratified batching is to ensure that each batch of data used for training contains
a representative distribution of the different classes present in the training dataset.

The 5th architecture iteration attempted to introduce this concept and evaluate its
usefulness. Due to the nature of the original datasets, it was necessary to set the batch
size to 10% of the original dataset–otherwise, the approach refused to work on such
overwhelmingly imbalanced datasets as KDD-99. Table 9 shows the performance of the
model after this concept was introduced.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.1906 0.0381 0.2820 0.2246 0.1745 0.0678 0.1432 0.0508 0.1464
Covertype 0.2714 0.0048 0.2482 0.2986 0.2524 0.0878 0.1491 0.0908 0.1754
KDD-99 0.7167 -0.0178 0.7273 0.7148 0.7201 0.0363 0.0452 0.0359 0.3723
Darknet 0.3119 0.0449 0.4574 0.3153 0.3337 0.0626 0.1119 0.0487 0.2108
Overall 0.2262

Table 9: Performance Metrics for Architecture Version 5

As can be seen above, the quality of the classification using the stratified batch ap-
proach dropped drastically. Indeed, as can be observed from the negative MCC for
KDD-99, the classification even managed to sometimes be worse than simple random
chance.

After the approach failed, it was attempted to test another percentage-based batch
size. This time, the batch size was set to 5% of the dataset: the results of this decision
can be observed in Table 10.

After running benchmarks for all these different batch sizes, it was clear that the
smallest batch size, 32, was the best batch size out of all the "static" batch sizes. General-
izing over all metrics, however, it was clear that using a batch size of 1% was overall the
best approach–both in terms of predictive quality and in terms of runtime. Therefore,
the following iterations all use a batch size of 1%.

In the next few iterations, an attempt was made at combating the imbalanced nature
of the datasets by applying rebalancing mechanisms. Though other resampling mech-

37



4 Model Training

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8431 0.4495 0.8000 0.8649 0.8165 0.3845 0.3525 0.3545 0.6082
Covertype 0.3959 0.0602 0.3496 0.4712 0.3286 0.1538 0.1563 0.1146 0.2538
KDD-99 0.9501 0.1473 0.9235 0.9581 0.9384 0.0836 0.0605 0.0625 0.5155
Darknet 0.8603 0.2846 0.7902 0.8814 0.8314 0.2487 0.2377 0.2350 0.5462
Overall 0.4809

Table 10: Performance Metrics for Architecture Version 6

anisms will yet be observed in later architecture versions, the next few ones dealt with
the standard SMOTE mechanism.

A unique challenge was posed by the datasets benchmarked in this work. The im-
balance between the different classes was so drastic that SMOTE and other similar ap-
proaches, if applied without limitations, all ran the risk of introducing too many arti-
facts into the dataset: after all, the most underrepresented class in the KDD-99 dataset
constitutes only 2 entries, which is exactly 389112 times less than the largest class. If one
were to apply SMOTE to the dataset without any limitations and/or downsampling
of the largest class, an introduction of more than 700 thousand entries of such a class
would inevitably lead to superfluous entries. What’s more, such a lack of limitations on
oversampling would blow up the dataset’s size by more than a factor of 20 (in the case
of KDD-99), which would in turn prohibit any kind of training on common user-grade
machines. And, since the goal of this work is to develop a general approach that can be
applied in any use-case regardless of the dataset’s nature, this kind of edge case had to
be kept in mind.

The 7th architecture version thus attempted to solve this problem via downsam-
pling: the largest class would be shrunk by a factor of 2, and then SMOTE would be
applied to oversample the other classes. The results of this can be seen in Table 11.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.7198 0.6710 0.9400 0.7138 0.7422 0.5578 0.7252 0.5394 0.7011
Covertype 0.2765 0.1305 0.4562 0.2804 0.3022 0.2117 0.3385 0.1786 0.2718
KDD-99 0.0095 0.0863 0.3870 0.0132 0.0100 0.0498 0.1453 0.0358 0.0921
Darknet 0.0934 0.1287 0.5423 0.0954 0.1239 0.1722 0.2912 0.1034 0.1938
Overall 0.3147

Table 11: Performance Metrics for Architecture Version 7

The performance was less than optimal. It was hypothesized that there was still a
large issue with model hallucination and introduction of artifacts into the dataset via ex-
tensive oversampling. In version 8, therefore, a more refined approach was attempted:
instead of halving the size of the largest class, this class would instead be downscaled
to the size of the second largest one, after which SMOTE would be applied again. Ta-
ble 12 shows the performance metrics calculated from testing this architecture on the
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four used datasets.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8607 0.7208 0.9509 0.8465 0.8880 0.5977 0.8396 0.6287 0.7916
Covertype 0.2257 0.0631 0.3993 0.2438 0.2269 0.1913 0.2216 0.1238 0.2119
KDD-99 0.0096 0.0175 0.3836 0.0131 0.0129 0.0260 0.0853 0.0063 0.0693
Darknet 0.1418 0.1450 0.5453 0.1461 0.1685 0.2162 0.4276 0.1790 0.2462
Overall 0.3298

Table 12: Performance Metrics for Architecture Version 8

A noticeable improvement could be observed. It was further hypothesized that,
instead of downscaling the largest class, a limit could be placed on the upscaling of all
other underrepresented classes. Here, the underrepresented classes would be upscaled
(at most) by a factor of 10000: the upscaling of a class, like in SMOTE, would halt once
the underrepresented class’ size reaches that of the largest class. This 9th architecture’s
performance is documented in Table 13.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.6816 0.4884 0.8802 0.6738 0.7182 0.4777 0.7446 0.4918 0.6445
Covertype 0.1552 0.0575 0.5017 0.1488 0.1928 0.2027 0.2458 0.1069 0.2014
KDD-99 0.0141 0.0822 0.3692 0.0171 0.0166 0.0616 0.1421 0.0388 0.0927
Darknet 0.3376 0.2375 0.7321 0.3314 0.3877 0.2764 0.4894 0.2447 0.3796
Overall 0.3296

Table 13: Performance Metrics for Architecture Version 9

The performance was promising. There was little to no drop in efficiency as com-
pared to the previous architecture, while the runtime was noticeably shortened via this
new limitation on upscaling. More experimentation followed: an even smaller factor
of 5000 was tested in the 10th version, which was subsequently benchmarked with the
results shown in Table 14.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8388 0.7159 0.9504 0.8232 0.8702 0.6000 0.8140 0.6123 0.7781
Covertype 0.1663 0.0576 0.3399 0.1715 0.1899 0.1589 0.2315 0.1063 0.1777
KDD-99 0.1025 0.0720 0.5775 0.0948 0.1369 0.0824 0.1965 0.0689 0.1664
Darknet 0.2725 0.1380 0.6696 0.2827 0.2912 0.1591 0.3864 0.1255 0.2906
Overall 0.3532

Table 14: Performance Metrics for Architecture Version 10

Finally, as shown in Table 15, an attempt was made to further reduce the upscaling
factor, this time to 2500.
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.6441 0.4562 0.8738 0.6296 0.6803 0.4095 0.5935 0.4014 0.5860
Covertype 0.1889 0.0522 0.3572 0.2052 0.1967 0.1881 0.2307 0.1177 0.1921
KDD-99 0.0039 0.0429 0.1972 0.0091 0.0040 0.0654 0.1323 0.0371 0.0615
Darknet 0.4155 0.2156 0.8697 0.3933 0.5002 0.2217 0.4628 0.1980 0.4096
Overall 0.3123

Table 15: Performance Metrics for Architecture Version 11

5000 ended up being the most optimal upscaling factor for SMOTE-like approaches,
which would be returned to in later architecture versions.

In the 12th version, another rebalancing approach was considered that was de-
scribed earlier in subsubsection 2.4.4. Instead of using a simple unweighted categorical
cross-entropy loss, the architecture would compute the class weights based on their dis-
tribution in the dataset, and then pass them to the training function. This would auto-
matically modify the cross-entropy loss and turn it into its weighted counterpart. In the
next, 13th architecture iteration, the attempt was made to instead define this weighted
categorical cross-entropy loss function by hand. A comparison of how these two ap-
proaches performed can be made upon observing Table 16 and Table 17.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8192 0.5858 0.8995 0.8130 0.8346 0.4632 0.7009 0.4773 0.6992
Covertype 0.1712 0.0647 0.3394 0.1997 0.1641 0.2046 0.2158 0.1201 0.1850
KDD-99 0.0525 0.0257 0.3825 0.0485 0.0718 0.0533 0.1026 0.0308 0.0960
Darknet 0.4152 0.2286 0.8635 0.4096 0.4838 0.2035 0.3623 0.1795 0.3932
Overall 0.3433

Table 16: Performance Metrics for Architecture Version 12

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8272 0.6684 0.9451 0.8111 0.8607 0.4903 0.6652 0.4857 0.7192
Covertype 0.1032 0.0555 0.4852 0.1248 0.1125 0.2091 0.2213 0.0779 0.1737
KDD-99 0.0468 0.0676 0.3808 0.0442 0.0636 0.0479 0.1268 0.0273 0.1006
Darknet 0.1885 0.1234 0.8568 0.1870 0.2362 0.1934 0.3736 0.1215 0.2851
Overall 0.3196

Table 17: Performance Metrics for Architecture Version 13

The weighted categorical cross-entropy loss has, on average, performed worse than
SMOTE. Architecture version 14 utilized another loss function instead, namely FL. As
explained earlier in subsubsection 2.4.4, it not only grants a larger weight to underrep-
resented classes, but in fact also down-weights easily classifiable classes. And, as can be
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observed from the performance of this approach in Table 18, FL was indeed the better
loss function.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8804 0.6456 0.8742 0.8919 0.8665 0.4017 0.3368 0.3477 0.6556
Covertype 0.4736 0.1437 0.4186 0.5339 0.4170 0.2132 0.1895 0.1596 0.3186
KDD-99 0.9462 0.0036 0.9127 0.9551 0.9331 0.0479 0.0476 0.0465 0.4866
Darknet 0.8315 0.1260 0.7582 0.8572 0.7965 0.1971 0.1407 0.1405 0.4810
Overall 0.4854

Table 18: Performance Metrics for Architecture Version 14

After experimenting with different mechanisms for balancing out the classification,
it was time to pivot the experimentation into another area. It was decided to first con-
tinue work on the architectures utilizing weighted categorical cross-entropy and FL.

Validation, while a useful mechanism in balanced datasets that promotes general-
ization and tests model quality along the way, has not yet been investigated properly in
the scope of this work by the current point. The only validation split utilized in the pre-
vious architecture versions was a simple 80-20 one-time on the training set. There was,
however, a large problem about this approach that became apparent at that point: the
split was not stratified, meaning that the model was essentially under constant risk of
training on incomplete data that did not include all classes. In other words, the training
set may have had classes that were not represented in the validation set, and vice versa,
which could have been reason for the middling performance of the previous architec-
tures.

An alternative was to be developed. Instead of applying only a single 80-20 valida-
tion split, a decision was made to instead try k-fold validation splitting. For e.g. k = 5,
this would mean splitting the dataset and training the model 5 separate times, while
using a different 20% of the full dataset as the validation set in each of the 5 iterations.
This way, the model would have the ability to train on the complete dataset, achieving
higher robustness and predictive ability. Furthermore, the mechanism was expanded
into a stratified 5-fold validation split, meaning that, in each of the 5 iterations, both the
training and the validation sets were made to follow the class distribution of the full
dataset being fed into the model.

Table 19 describes the quality of the resulting trained model after applying 5-fold
validation splitting in combination with weighted cross-entropy categorical loss.

And Table 20 shows the results of the 5-fold validation split applied in conjunction
with FL.

Naturally, training with a 5-fold validation split meant a way longer training time,
since each model would, on average, have to train 5 times as long in order to perform
validation on the entire training dataset. Following this, another hypothesis was made:
due to the imbalanced nature of the benchmark datasets, even a stratified validation
split was sometimes unable to place at least one sample of each class in both the training
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.7872 0.5462 0.9056 0.7789 0.8094 0.4456 0.5599 0.4158 0.6561
Covertype 0.1765 0.0597 0.4768 0.1935 0.1855 0.2144 0.2360 0.1054 0.2060
KDD-99 0.2971 0.0609 0.6992 0.2883 0.3278 0.0608 0.1094 0.0337 0.2346
Darknet 0.2726 0.1701 0.7931 0.2712 0.3149 0.1888 0.3530 0.1331 0.3121
Overall 0.3522

Table 19: Performance Metrics for Architecture Version 15

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9050 0.7147 0.8948 0.9126 0.8963 0.3935 0.3671 0.3732 0.6822
Covertype 0.4381 0.1028 0.4016 0.5083 0.3715 0.1915 0.1674 0.1334 0.2893
KDD-99 0.9489 0.1051 0.9177 0.9571 0.9368 0.0622 0.0608 0.0602 0.5061
Darknet 0.8376 0.1888 0.7613 0.8615 0.8048 0.1635 0.1586 0.1535 0.4912
Overall 0.4922

Table 20: Performance Metrics for Architecture Version 16

and validation sets, leading to worse predictive quality. What if, instead of performing
a validation split, one were to perform none at all, thus training the model on the entire
dataset prepared for the process?

This hypothesis was tested in architecture versions 17 and 18 with weighted cate-
gorical cross-entropy loss and FL, respectively. Table 21 and Table 22 provide insights
into the predictive quality of the resulting models.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.7661 0.4689 0.8410 0.7597 0.7861 0.4567 0.5565 0.4315 0.6333
Covertype 0.2072 0.0691 0.3520 0.2353 0.2042 0.1768 0.2166 0.1045 0.1957
KDD-99 0.0046 0.0574 0.5326 0.0121 0.0038 0.0571 0.1161 0.0314 0.1019
Darknet 0.1696 0.0905 0.8366 0.1707 0.2209 0.1539 0.3161 0.0742 0.2541
Overall 0.2962

Table 21: Performance Metrics for Architecture Version 17

These new architecture versions once again proved empirically that FL was the more
suitable loss function, at least when used with a pure NN without subsequent BA clas-
sification, with performances improving by around 15% when considering the average
over all metrics.

Interestingly, it was also found that a combination of FL with a lack of validation
splitting provided greater performance than the same architecture with validation split-
ting. Together with the fact that, on average, training the model without validation
splitting took 5 times less time than with validation splitting, it was concluded that the
architecture was much better served being trained on the complete training dataset in
one go. The performance improvement was more noticeable for the KDD-99 dataset,
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8808 0.6082 0.8605 0.8944 0.8645 0.4493 0.4037 0.4105 0.6715
Covertype 0.4232 0.0918 0.4658 0.5001 0.3523 0.2582 0.1548 0.1185 0.2956
KDD-99 0.9533 0.2811 0.9274 0.9604 0.9429 0.0811 0.0751 0.0735 0.5369
Darknet 0.8454 0.2271 0.7725 0.8676 0.8148 0.1830 0.1661 0.1658 0.5053
Overall 0.5023

Table 22: Performance Metrics for Architecture Version 18

most likely due to the great imbalance between the classes that made even a stratified
80-20 split impossible, likely leading to missing classes in either the training or the vali-
dation set.

This proved the hypothesis that training on the full dataset prepared for training
was the better option.

In order to check the other loss function considered in earlier versions, another ver-
sion of the architecture, version 19, was created. This one was identical to the now best
version, version 18, but used an unweighted categorical cross-entropy loss instead of
FL. Its performance measurements can be seen in Table 23.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9295 0.7899 0.9292 0.9341 0.9245 0.6268 0.5597 0.5736 0.7834
Covertype 0.4343 0.0980 0.4467 0.4993 0.3720 0.1953 0.1660 0.1314 0.2929
KDD-99 0.9501 0.1666 0.9195 0.9580 0.9384 0.0595 0.0633 0.0613 0.5146
Darknet 0.8621 0.3618 0.8163 0.8807 0.8377 0.3355 0.2308 0.2403 0.5706
Overall 0.5404

Table 23: Performance Metrics for Architecture Version 19

As can be seen, this architecture, contrary to earlier benchmarks, outperformed the
last version that used FL on most metrics, with one exception being those measuring
performance on the KDD-99 dataset. This could, however, be due to implementation
difficulties: the hand-made FL function may have been not as well-optimized as those
included into Tensorflow by default. Due to the lack of clarity as to which loss function
was the best, the 2 loss functions–categorical cross-entropy and FL–will be compared in
later iterations as well.

The next experiment would use yet another architecture in order to solidify some
other hypotheses. Architecture version 20 would be identical to version 18, but with
one tweak: it would use a batch size of 32 instead of 1%.

Table 24 shows the performance of this architecture.
This architecture once again proved that a utilization of smaller batch sizes leads to

much better results: the average improvement of performance metrics constituted 4%
in comparison to architecture version 18. Later architectures, due to time constraints,
would still utilize the larger batch size of 1%, but this once again proves that, if provided
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9524 0.8602 0.9480 0.9554 0.9490 0.6407 0.5322 0.5656 0.8004
Covertype 0.4314 0.0867 0.3971 0.5012 0.3652 0.2195 0.1674 0.1384 0.2884
KDD-99 0.9499 0.1730 0.9271 0.9577 0.9384 0.0925 0.0615 0.0610 0.5201
Darknet 0.8651 0.3955 0.8218 0.8812 0.8437 0.2611 0.2200 0.2212 0.5637
Overall 0.5432

Table 24: Performance Metrics for Architecture Version 20

with unlimited training time, the user would be better served utilizing smaller batch
sizes.

For the sake of attaining a complete picture, architecture version 19 was modified to
instead utilize 5-fold cross-validation, turning into architecture version 21 which can be
analyzed using Table 25.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9075 0.7349 0.9063 0.9133 0.9011 0.4080 0.3705 0.3769 0.6898
Covertype 0.4360 0.0932 0.3983 0.5045 0.3712 0.1759 0.1672 0.1322 0.2848
KDD-99 0.9494 0.1381 0.9197 0.9575 0.9378 0.0676 0.0647 0.0640 0.5123
Darknet 0.8312 0.1391 0.7495 0.8560 0.7972 0.1391 0.1359 0.1308 0.4724
Overall 0.4898

Table 25: Performance Metrics for Architecture Version 21

This benchmark once again discredited the k-fold validation approach. Not only
did it lead to larger training times, but the improvement in the trained model’s quality
was questionable at best–and in some cases led to an unmistakable downgrade. The
decrease in performance for the 21st iteration can be observed most for the Shuttle and
Darknet datasets–yet not so much for the KDD-99 dataset, as its benchmarks were likely
already way too low for a decrease to be noticeable.

The next steps were to benchmark the model trained with the help of resampling
algorithms–SMOTE and the like. As seen in previous architecture versions, these al-
gorithms perform best when limited in their ability to upscale the dataset: the best
performance was achieved when the resamplers increased the size of underrepresented
classes by at most a factor of 5000 (further limited by the size of the largest class).

First it was hypothesized that, as one of the more recent algorithms, ADASYN would
perform the best on the kind of data observed in section 3. Yet, after attempting to
rebalance the KDD-99 dataset, ADASYN output the following error message:

Not any neigbours belong to the majority class.
This case will induce a NaN case with a division by zero.
ADASYN is not suited for this specific dataset. Use SMOTE instead.
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The above error was likely caused by the spread-out distribution of samples in un-
derrepresented classes. This essentially discarded ADASYN from the list of potential
resampling algorithms.

Since all categorical features were already converted into numerical features using
one-hot encoding as described in section 3, SMOTE-NC was also not applicable.

The next algorithm was KMeansSMOTE: that algorithm was unable to find enough
sufficient samples for many classes of the Shuttle dataset. Such that it could be run in
the first place, the cluster balance threshold was set to 0–a dangerous precedent, since
this would classify each point as its own cluster. Despite that, the resampling of the
KDD-99 dataset still failed with the following error:

No clusters found with sufficient samples of class perl.
Try lowering the cluster_balance_threshold or increasing
the number of clusters.

Since the threshold was already minimal and there was no possibility to increase
the amount of clusters any higher (as there were only 2 entries for some classes in the
KDD-99 dataset), KMeansSMOTE was also discarded as a resampling algorithm.

Another resampling algorithm that initially showed large hopes was SVMSMOTE.
It turned out to be prohibitively slow–yet that wasn’t the largest issue.

The datasets Shuttle, Covertype and Darknet were indeed able to be resampled us-
ing this algorithm. When benchmarking a model architecture based on version 19 on
these datasets, almost all performance metrics were worse than for the original metrics
for version 19–the only exceptions were F2, WAR, and WAF1 of the Darknet dataset.

Yet the runtime of the algorithm must also be considered: resampling e.g. the Cover-
type dataset took over 12 hours. Though rebalancing the Shuttle and Darknet datasets
took less time, these, still, underperformed on almost all metrics. In a business context,
performance is one of the primal concerns of any use case: rebalancing approaches that
take ten times as much space and require days to run (slower than the other algorithms
by many factors) are anything but that.

Furthermore, SVMSMOTE, too, ran upon problems when resampling the KDD-99
dataset. The algorithm could not find any support vectors and considered all features
to be noise-like, which lead to an abrupt stop to the execution with the following error
message:

ValueError: All support vectors are considered as noise. SVM-
SMOTE is not adapted to your dataset. Try another SMOTE variant.

This left only 2 resampling algorithms introduced in subsection 2.6: SMOTE and
BorderlineSMOTE.

Architecture version 19 was thus modified to resample the dataset using SMOTE.
The resulting version 22 used SMOTE to resample the dataset, a NN with random mix-
ing layers to extract features, and a categorical cross-entropy loss. Furthermore, for the
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sake of experimentation, the architecture used a batch size of 0,5% in order to evaluate
the effects of such a batch size on the runtime required to train the model. Version 22
also used no validation splitting, training instead on the complete train set. Table 26
shows the performance of this architecture.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.7647 0.6062 0.9535 0.7407 0.8121 0.4620 0.7309 0.4534 0.6904
Covertype 0.1230 0.0551 0.3538 0.1348 0.1457 0.1773 0.2274 0.0918 0.1636
KDD-99 0.2056 0.0758 0.4798 0.1979 0.2411 0.0679 0.1799 0.0494 0.1872
Darknet 0.2167 0.1623 0.8752 0.2140 0.2695 0.2232 0.4628 0.1582 0.3227
Overall 0.3410

Table 26: Performance Metrics for Architecture Version 22

Though validation splitting was discarded previously, it was hypothesized that, per-
haps, a more prominent distribution of underrepresented classes resulting from this
rebalancing would remedy the problems observed on imbalanced datasets in earlier ar-
chitecture versions. Table 27 thus shows the performance of the same architecture, but
with a 5-fold validation split.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8288 0.7018 0.9387 0.8200 0.8538 0.5910 0.8753 0.6339 0.7804
Covertype 0.1964 0.0835 0.4659 0.2126 0.2101 0.2198 0.2749 0.1343 0.2247
KDD-99 0.2046 0.0755 0.4981 0.2008 0.2254 0.0694 0.1304 0.0441 0.1810
Darknet 0.2766 0.1740 0.8308 0.2671 0.3387 0.2190 0.4211 0.1652 0.3366
Overall 0.3807

Table 27: Performance Metrics for Architecture Version 23

The results were surprising: the performance of both architectures was worse than
that of version 19 that used no resampling algorithms at all.

To finish benchmarking all resampling algorithms, it was still needed to evaluate
the performance of the same architecture while using BorderlineSMOTE. Table 28 and
Table 29 describe how the versions 24 and 25 using BorderlineSMOTE performed with
and without 5-fold validation splitting, respectively.

The results were even more intriguing: the best performing architecture so far (of
those utilizing a resampling algorithm) turned out to be architecture number 24, which
used BorderlineSMOTE without validation splitting, yet it still underperformed version
19 that used no resampling techniques at all. One conclusion could be made, however:
BorderlineSMOTE performed better than simple SMOTE.

The next 2 architectures would thus evaluate BorderlineSMOTE using FL instead of
categorical cross-entropy loss. Their evaluation results are portrayed in Table 30 (with-
out validation splitting) and in Table 31 (with 5-fold validation splitting).
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.7286 0.5228 0.9204 0.7029 0.7795 0.4794 0.6009 0.4624 0.6496
Covertype 0.2521 0.0872 0.4414 0.2800 0.2492 0.2067 0.2844 0.1419 0.2429
KDD-99 0.9447 0.1096 0.9209 0.9523 0.9341 0.0860 0.0712 0.0680 0.5109
Darknet 0.3864 0.0614 0.7856 0.3719 0.4310 0.1684 0.2414 0.1063 0.3191
Overall 0.4306

Table 28: Performance Metrics for Architecture Version 24

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.6877 0.4956 0.9088 0.6628 0.7388 0.4719 0.5951 0.4537 0.6268
Covertype 0.1349 0.0519 0.4250 0.1443 0.1542 0.1911 0.2455 0.1001 0.1809
KDD-99 0.9517 0.2080 0.9245 0.9593 0.9405 0.0734 0.0668 0.0653 0.5237
Darknet 0.3013 0.0862 0.7451 0.2819 0.3602 0.1401 0.2542 0.0882 0.2822
Overall 0.4034

Table 29: Performance Metrics for Architecture Version 25

The best performing architecture version out of all those using SMOTE-like resam-
pling algorithms, as such, was that which used BorderlineSMOTE in conjunction with
FL without validation splitting. In fact, FL led to an increased performance in all cases
where BorderlineSMOTE was concerned. This would be kept in mind for later, but an-
other conclusion could be made in addition to this one: the architectures that utilized re-
sampling algorithms all underperformed the original architecture that they were based
on.

Consequently, the next few architecture versions would use no resampling algo-
rithms, and would instead use categorical cross-entropy loss.

It was noticed that the architectures developed so far underperformed almost all
conventional methods. A hypothesis was that this performance drawback was due to
the fixed size of filters in each random mixing layer, which was thus far equal to 20–
yet the KDD-99 dataset had 126 features in total. While these 20 convolutions (each
combining 3 features) had a chance of discovering unusual feature patterns, even in
the best case scenario they would only cover 60 features, which was less than half of
the entire dataset. On the contrary, datasets like Shuttle had only 9 features, and 20
filters were likely increasing the model complexity without much improvement to the
classification quality.

An attempt was made to use more filters, making the amount dependent on the
input vector size (i.e. the amount of feature columns): the architecture would sample 3
random features from the previous layer N times, with N depending on the previous
layer’s size. The idea was that this would make the feature generator, and thus the
classifier, more robust. However, the original (in many ways lackluster) implementation
had noticeable drawbacks that made it less efficient than hoped, and consumed so much
RAM that running this new model on the KDD-99 dataset was impossible on any of the
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.7889 0.6438 0.9559 0.7720 0.8254 0.5702 0.7022 0.5595 0.7272
Covertype 0.2599 0.0925 0.3869 0.2698 0.2756 0.1844 0.2777 0.1516 0.2373
KDD-99 0.9498 0.1490 0.9229 0.9579 0.9381 0.0754 0.0614 0.0607 0.5144
Darknet 0.3951 0.1077 0.7262 0.3751 0.4446 0.1682 0.2552 0.1350 0.3259
Overall 0.4512

Table 30: Performance Metrics for Architecture Version 26

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8106 0.6303 0.9428 0.7914 0.8480 0.5485 0.7035 0.8480 0.7654
Covertype 0.1590 0.0628 0.3292 0.1830 0.1605 0.1745 0.2436 0.1032 0.1770
KDD-99 0.9497 0.1428 0.9204 0.9577 0.9380 0.0647 0.0608 0.0603 0.5118
Darknet 0.2912 0.0857 0.8045 0.2712 0.3518 0.1646 0.2825 0.1051 0.2946
Overall 0.4372

Table 31: Performance Metrics for Architecture Version 27

3 machines used for this work.
Ultimately, the architecture involving random mixing layers had to be put to the

sidelines until further notice. In the last architecture version, a highly modified version
of it will still play a decisive role.

In the meantime, a new architectural approach was tested: one that took more inspi-
ration from conventional NNs used for image classification.

First an attempt was made to adapt ConvNeXt to this work’s use case, i.e. to struc-
tured datasets. ConvNeXt v2 is one of the most modern NNs built for image classi-
fication, promising some of the best performance out of all contemporary algorithms
[Woo+23].

ConvNeXt, however, much like any other visual NN, is built exclusively for rec-
ognizing images: every already existing framework that implements this model also
expects image data. Adapting the four datasets introduced in the scope of this work
to ConvNeXt’s expectations would mean modifying the data structure itself, either by
padding the missing values with zeroes or by first extracting some kinds of numerical
features that could then be plotted onto the three-dimensional width-height-color grid
used in image data. The quality of this approach would largely depend on the nature
of the dataset in question. Datasets like Shuttle (which has only 9 feature columns in
total) would probably have to be padded in order to avoid introducing unnecessary ar-
tifacts. Others, like KDD-99 (with 126 features), were under a much lower risk of artifact
introduction, but one that was still non-zero.

As such, the decision was made to instead improve on the original NN architecture
by taking heavy inspiration from ConvNeXt and similar visual NNs. At the first layer,
the commonly used spatial convolutional NN focuses on very simple details, like edges,
corners, and basic textures: filters slide around the image, computing new features from
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neighboring pixels. As the image moves through deeper layers, the NN starts to instead
combine these simple patterns into more complex shapes. Each layer is often smaller
than the previous one: convolutional filters are able to "combine" neighboring pixels
into one value that encodes some kind of feature.

Another idea was to make the NN architecture "dynamically dependent" on the
width of the structured dataset. The architecture would have max(2, ⌊ # features

10
⌋) convolu-

tional layers (with "# features" being the vector size), so the NN created for the Shuttle
dataset would have just 2 layers, while the NN used to process the KDD-99 dataset
would have 12.

The first convolutional layer would have 2(#features) filters, with each subsequent
layer having twice as little, but no less than 16 filters.

To further replicate the architecture or ConvNeXt, each convolutional layer would
have a batch normalization layer and a 0.2-dropout layer following it: the former would
re-center and re-scale the resulting features over each batch, while the latter would drop
20% of all neurons at random.

Finally, the lowest layer of the NN would apply a Softmax activation function for the
final classification. Softmax takes the raw values provided by the final convolutional
layer and transforms them into class probabilities. This way, instead of getting arbitrary
numbers, the NN outputs the likelihoods of the data point belonging to each class: the
most probable class becomes the final prediction.

Table 32 shows how this architecture performed when benchmarked against the four
datasets.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9616 0.9014 0.9662 0.9647 0.9590 0.5755 0.4941 0.5050 0.7909
Covertype 0.5535 0.2832 0.5131 0.6045 0.5068 0.2773 0.2849 0.2626 0.4107
KDD-99 0.9993 0.9923 0.9993 0.9993 0.9993 0.7950 0.7441 0.7640 0.9116
Darknet 0.5724 0.3271 0.8482 0.5943 0.5647 0.3217 0.3012 0.2634 0.4741
Overall 0.6468

Table 32: Performance Metrics for Architecture Version 28

The result was very promising: the performance of this new NN architecture blew
beyond that of all previous versions.

The 29th version attempted to simplify the NN even further. Instead of defining the
amount of layers to be max(2, ⌊ # features

10
⌋), it would instead be set to max(1, ⌊ # features

20
⌋), i.e.

two times less layers for each dataset. Table 33 provides insight into the performance of
this version.

This version turned out to be even better on almost all datasets–except Covertype. It
resulted in a NN that had just one layer for Shuttle, 2 layers for Covertype, 5 layers for
Darknet and 6 layers for KDD-99: while decreasing the complexity for KDD-99 and es-
pecially Darknet provided an incredible boost in classification quality, the classification
quality for Covertype decreased upon simplifying the NN. The performance on Shuttle,
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9749 0.9316 0.9731 0.9760 0.9737 0.5838 0.6022 0.5815 0.8246
Covertype 0.4869 0.1802 0.4875 0.5531 0.4252 0.2211 0.2210 0.1868 0.3452
KDD-99 0.9995 0.9939 0.9995 0.9995 0.9995 0.9419 0.8611 0.8914 0.9608
Darknet 0.8297 0.6565 0.9040 0.8428 0.8202 0.4674 0.3378 0.3312 0.6487
Overall 0.6948

Table 33: Performance Metrics for Architecture Version 29

while improving, did not improve by much in comparison to the first two datasets.
Another hypothesis was made: that making the depth of a NN dependent on the

amount of feature columns was counter-productive. Complex datasets would generate
incredibly deep networks that took an incredibly long amount of time to train, while
smaller datasets like Shuttle would have to do with 1 or 2 layers in total. What if,
instead of utilizing complex formulas for layer generation, one were to simply define a
set amount of convolutional layers? Table 34 shows the performance evaluation of such
an architecture that uses 4 convolutional layers.

In addition, the new architecture didn’t use dropout layers after each convolutional
layer, and instead used them only in the final step after the dense layer.

The formula for the amount of filters stayed the same as in versions 28 and 29. In
addition, instead of using ReLU as the activation function of choice, a switch was made
to GELU due to research into the differences between the two functions showing that
GELU often performs better than its rectified counterpart [DV16] [KGS22].

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9919 0.9793 0.9905 0.9926 0.9909 0.5367 0.4498 0.4573 0.7986
Covertype 0.7444 0.5962 0.7542 0.7510 0.7389 0.7008 0.5260 0.5441 0.6694
KDD-99 0.8631 0.6098 0.9962 0.8415 0.9034 0.5455 0.5158 0.4661 0.7177
Darknet 0.9883 0.9579 0.9886 0.9886 0.9880 0.9133 0.8616 0.8805 0.9458
Overall 0.7829

Table 34: Performance Metrics for Architecture Version 30

As suspected, the classification quality on the Covertype dataset noticeably im-
proved. The reduction in complexity also led to an improvement on Darknet’s clas-
sification, and a worsening for KDD-99.

It was further hypothesized that using 5 convolutional layers instead of 4 would
allow to strike the perfect middle ground between high complexity for simple datasets
and low complexity for large datasets. Table 35 shows the classification results of the
31st architecture version resulting from this thought.

The 31st architecture’s performance evaluation confirmed this hypothesis and led to
the best average of all metrics out of all architecture versions considered thus far.

The architecture could now be combined with the rebalancing approaches and algo-
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9923 0.9801 0.9912 0.9929 0.9913 0.5599 0.4584 0.4701 0.8045
Covertype 0.7438 0.5968 0.7522 0.7505 0.7385 0.6818 0.5209 0.5370 0.6652
KDD-99 0.9976 0.9745 0.9977 0.9978 0.9975 0.5974 0.5127 0.5374 0.8266
Darknet 0.9904 0.9652 0.9905 0.9905 0.9904 0.9143 0.8721 0.8897 0.9504
Overall 0.8117

Table 35: Performance Metrics for Architecture Version 31

rithms that proved their worth in previous versions and in scientific literature. Archi-
tecture version 32 was developed that based itself on the 31st one, with one distinction:
the training datasets were to be preprocessed using the BorderlineSMOTE algorithm. A
limitation was also set on how much the algorithm could upscale each class: each class
could be increased in size by a factor of 5000, and could become no larger than 10% of
the largest class (unless it was already larger than that before upscaling, in which case
it would receive no new data points). This latter cap was introduced in addition to the
former in order to further curb the occurrence of artifacts in upscaled data.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9920 0.9775 0.9926 0.9919 0.9921 0.7655 0.9473 0.8248 0.9355
Covertype 0.7801 0.6471 0.7848 0.7817 0.7800 0.6537 0.6823 0.6310 0.7176
KDD-99 0.9961 0.9568 0.9966 0.9960 0.9962 0.7087 0.7289 0.7066 0.8857
Darknet 0.9908 0.9666 0.9921 0.9907 0.9911 0.8706 0.9457 0.9004 0.9560
Overall 0.8737

Table 36: Performance Metrics for Architecture Version 32

Table 36 shows that this approach paid off: upscaling classes led to an increase in
classification quality for the entire architecture, proving that resampling algorithms do
indeed have their use when applied in conjunction with properly designed NNs.

In the next versions, a different boosting approach was considered instead of
BorderlineSMOTE. As opposed to using a Softmax activation function to classify the
features extracted by the NN, a BA was to be employed. Due to the considerations
mentioned above in subsection 2.2, the choice fell on XGBoost as the better perform-
ing algorithm when applied on large datasets [Bol+23]. The NN would thus only be
used for extracting features from the dataset, while XGBoost would learn from these
extracted features and perform the final classification. In addition, it was done away
with dropout layers entirely: motivation being that it risked dropping valuable features
that could help classify data points. Table 37 shows that this combination of a NN with
XGBoost performed even better than all earlier architectures.

The 34th architecture version attempted something even further: instead of using
XGBoost to classify data points based exclusively on the extracted features, the NN
would instead output the concatenation of the original features with the extracted fea-
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9995 0.9986 0.9995 0.9995 0.9995 0.9927 0.9450 0.9622 0.9871
Covertype 0.8877 0.8195 0.8883 0.8881 0.8876 0.8940 0.8503 0.8697 0.8731
KDD-99 0.9999 0.9984 0.9998 0.9999 0.9998 0.8700 0.7989 0.8257 0.9365
Darknet 0.9996 0.9984 0.9996 0.9996 0.9996 0.9894 0.9810 0.9849 0.9940
Overall 0.9477

Table 37: Performance Metrics for Architecture Version 33

tures, effectively extending the knowledge base available to XGBoost. After this, XG-
Boost would perform classification on the concatenated feature vector.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9998 0.9995 0.9998 0.9998 0.9998 0.9987 0.9270 0.9509 0.9844
Covertype 0.8963 0.8334 0.8968 0.8966 0.8962 0.9048 0.8660 0.8834 0.8842
KDD-99 0.9999 0.9986 0.9999 0.9999 0.9999 0.9254 0.8301 0.8647 0.9523
Darknet 0.9996 0.9987 0.9996 0.9996 0.9996 0.9916 0.9831 0.9871 0.9949
Overall 0.9539

Table 38: Performance Metrics for Architecture Version 34

As can be seen in Table 38, this approach proved to be more successful, which made
a lot of sense: more data is oftentimes better than less.

Finally, the next two versions–version 35 and version 36–used yet another rebal-
ancing approach. They extended the architecture version 31 (the one using a 5-layer
convolutional NN) with HAFL and FL, respectively, using the definitions of both loss
functions as described in subsubsection 2.4.4.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9912 0.9773 0.9900 0.9900 0.9903 0.5497 0.4548 0.4658 0.8011
Covertype 0.7285 0.5812 0.7471 0.7360 0.7249 0.6884 0.5392 0.5612 0.6633
KDD-99 0.9981 0.9795 0.9982 0.9982 0.9980 0.5991 0.5179 0.5447 0.8292
Darknet 0.9903 0.9646 0.9904 0.9904 0.9903 0.9103 0.8763 0.8911 0.9505
Overall 0.8110

Table 39: Performance Metrics for Architecture Version 35

As can be seen when comparing Table 35 with Table 39 and Table 40, only FL seemed
to provide tangible improvement to the classification quality. It must, however, be ad-
mitted that Tensorflow provided an out-of-the-box implementation of FL. HAFL, on
the other hand, had no such luxury. The original paper written by Xuezheng et al. pro-
vided no source code and no usable library that already implemented the function, so
it had to be reverse-engineered based on the mathematical definitions provided in the
paper [Jia+23]. It is therefore possible that the lackluster quality was a result of some
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9920 0.9790 0.9913 0.9926 0.9913 0.5981 0.4791 0.4999 0.8154
Covertype 0.7343 0.5776 0.7404 0.7401 0.7287 0.6907 0.4987 0.5187 0.6536
KDD-99 0.9994 0.9935 0.9994 0.9994 0.9994 0.9125 0.8440 0.8636 0.9514
Darknet 0.9890 0.9601 0.9890 0.9892 0.9889 0.9143 0.8612 0.8841 0.9470
Overall 0.8419

Table 40: Performance Metrics for Architecture Version 36

issues and oversights that occurred during development. Due to time constraints, how-
ever, it was impossible to refine the implementation until one could be satisfied with
the classification results.

By this point, it could be concluded that the 5-layer architecture was the most opti-
mal of the "deep" architectures in regards to the trade-off between classification quality
and runtime needed to train a model. It was also clear that, out of all resampling al-
gorithms, BorderlineSMOTE stood out as the one most applicable to the datasets in
question, and led to an improvement in classification quality. Furthermore, XGBoost
showed promise as a substitute to simple Softmax classification, further improving the
quality of the model. Lastly, it was obvious that FL also had a positive effect on clas-
sification quality; HAFL, unfortunately, performed worse, likely due to issues with the
reverse-engineered implementation.

Further experiments combined these three rebalancing approaches together with
the 5-layer NN. To start, architecture version 37 combined the 5-layer NN with
BorderlineSMOTE and XGBoost to see how well it would fare. Table 41 provides the
relevant performance metrics.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9994 0.9982 0.9995 0.9994 0.9994 0.9591 0.9820 0.9660 0.9879
Covertype 0.8923 0.8278 0.8936 0.8924 0.8925 0.8518 0.9039 0.8751 0.8787
KDD-99 0.9999 0.9985 0.9998 0.9999 0.9999 0.8642 0.8080 0.8270 0.9372
Darknet 0.9995 0.9983 0.9995 0.9995 0.9995 0.9906 0.9853 0.9878 0.9950
Overall 0.9497

Table 41: Performance Metrics for Architecture Version 37

This architecture indeed performed better than simply applying BorderlineSMOTE
without utilizing BAs to classify the extracted features. Despite that, it fell short of
architecture version 34 (one that only used XGBoost with the 5-layer network) by 0,42%
in absolute terms when considering the average over all metrics (see Table 38). While the
metrics, on average, improved on almost all datasets, they fell in the case of Covertype.

The other combination to be tested was a combination of the following:

• BorderlineSMOTE for resampling the dataset before training;
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• A 5-layer convolutional NN for feature extraction and concatenation;

• XGBoost to classify the data points;

• FL utilized as the loss function in the NN feature extractor and as the runtime
evaluation metric in XGBoost.

When used as an evaluation metric, FL commonly does not utilize the weighting
factor α:

L(y, ŷ) = −
C∑
i=1

(1− ŷi)
γyi log(ŷi)

The above function is the one that was used as the evaluation metric as well.
It should be noted that the authors of XGBoost and the corresponding paper [CG16]

did not implement the FL function in the original codebase. The documentation pro-
vided with the library, while useful for understanding how to define new loss functions
(called evaluation metrics in the documentation), was nevertheless limited. Despite
this, a version of FL was created for XGBoost and introduced into the NN architecture.
Table 42 provides the performance metrics of this final architecture version.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9993 0.9982 0.9994 0.9994 0.9994 0.9526 0.9502 0.9433 0.9802
Covertype 0.8797 0.8074 0.8809 0.8798 0.8798 0.8343 0.8844 0.8566 0.8629
KDD-99 0.9999 0.9985 0.9998 0.9999 0.9999 0.8157 0.7801 0.7934 0.9234
Darknet 0.9995 0.9981 0.9995 0.9995 0.9995 0.9902 0.9855 0.9878 0.9950
Overall 0.9404

Table 42: Performance Metrics for Architecture Version 38

Interestingly, the introduction of FL made the performance slightly worse.
The reasons could be manifold. The loss function, as mentioned previously, was

implemented by hand based on the original documentation, which may have left space
for optimization issues to sneak in. Another explanation could be that FL is, by its
nature, not the best evaluation metric that can be used in conjunction with XGBoost.

All this knowledge about the different rebalancing approaches, loss functions and
BAs was used to develop the next, and final, architecture version.

In the first couple dozen versions, feature extraction was conducted using a multi-
layered random mixing architecture. This had multiple issues:

• Each layer had a set amount of filters, namely 20;

• Due to the multi-layered architecture, many original features were accidentally
dropped out of evaluation, further decreasing classification quality;
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• Finally, the subpar implementation left little room for adaptation.

To remedy the last point, a new type of layer was developed, now with the help
of the Tensorflow development API, which increased performance by leveraging Ten-
sorflow’s embedded features instead of trying to replicate NN layer logic via means of
default Python and Numpy functions, as was done in the first 27 architecture versions.

The first two points were both remedied with the help of knowledge gained from
previous iterations. Knowing now how to modify the architecture depending on the
vector size, this knowledge was applied to make the amount of random filters depen-
dent on the amount of features in the original dataset. As in earlier iterations, a kernel
size of 3 was chosen for these filters.

Since this newly developed random mixing layer would take random selections of
the original dataset’s features, it was necessary to assure that the layer would have
a near 100% likelihood of covering all original features, as lack thereof was the main
drawback of original approaches focusing on random mixing.

This is a classic problem related to the Coupon Collector’s Problem in probability the-
ory. The goal of this specific problem here is to find how many random selections of size
3 from a set of X elements are required to have a near 100% chance of covering each el-
ement at least once. The formula for computing this necessary number of selections n
looks like this:

n =

⌈
X · (lnX + γ)

3
· ln

(
1

1− p

)⌉
Where:

• X is the input vector size;

• p is the sought after probability;

• γ is the Euler-Mascheroni constant.

This formula (explained in better detail in the next chapter) was then used to com-
pute the number of filters the random mixing layer would have. This layer replaced
the previously used combination of concatenation, normalization and flattening layers,
further simplifying the architecture.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9999 0.9996 0.9999 0.9999 0.9999 0.9996 0.9270 0.9513 0.9846
Covertype 0.9023 0.8431 0.9027 0.9026 0.9022 0.9103 0.8773 0.8922 0.8916
KDD-99 0.9999 0.9986 0.9999 0.9999 0.9999 0.9087 0.8501 0.8672 0.9530
Darknet 0.9997 0.9988 0.9997 0.9997 0.9997 0.9956 0.9894 0.9924 0.9969
Overall 0.9565

Table 43: Performance Metrics for Architecture Version 39
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The results of this approach can be seen in Table 43.
As can be observed, this new (rather simple) architecture outperformed all others:

those that used an earlier rudimentary version of random mixing layers (and multiple
such layers at that), and those that used a deep convolutional network–thus achieving
the best classification performance on all datasets benchmarked in this work without
having to resort to resampling algorithms or novel loss functions.

Due to time constraints, version 39 was also the final version of the NN architecture
developed in this work.
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5 Evaluation

In the end, two different architectures achieved the two best results when it came to
benchmarking the 8 different metrics over the 4 datasets.

The first architecture was the more "traditional" deep NN resulting from the 34th ver-
sion in the previous section, which was inspired by ConvNeXt and other NNs designed
for image classification. This architecture combined 5 consequent layers of 3x1 spatial
convolutions together with layer normalizations after each convolutional layer. After
this, the resulting features were flattened into a one-dimensional vector and recombined
into another, smaller set of features using a dense layer. Thereafter, the resulting feature
vector was combined with the original feature vector, the concatenation of which was
then fed into the XGBoost algorithm to produce a final classification decision.

The structure of this architecture, together with the amount of features computed in
each layer, can be observed in Figure 2.
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Figure 2: Version 34 Architecture

The other architecture, resulting from the 39th version, was much more simple and
based on a more stochastic approach. It used a simple 1-layered architecture and lever-
aged XGBoost’s classification quality with a random mixing layer for additional prelim-
inary feature engineering.

This final architecture used the following elements, in the following order:

1. Input Layer: This layer reads the training data and reshapes it from a 2-dimensional
tensor (batch_size × input_dim) into a 3-dimensional tensor by adding a new fic-
tive dimension of size 1. This is necessary for further processing of the data by
Tensorflow’s convolutional layers. Further points assume that the input layer re-
ceives a vector x of size X .
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2. Random Mixing Layer: This layer takes n random selections of size 3 of the X orig-
inal features of the input dataset, following the same formula as outlined above:

n =

⌈
X · (lnX + γ)

3
· ln

(
1

1− p

)⌉
Where:

• X is the input vector size (i.e. the width of the input dataset or the number of
feature columns);

• p is the sought-after coverage probability (e.g. p = 0.999 for a sought after
probability of 99.9% of covering each element at least once);

• γ is the Euler-Mascheroni constant (γ ≈ 0.5772156649), which was set to 0.577
in the code in order to increase computational effectiveness.

The random mixing layer then feeds the learned n features to the next layer.

3. Dense Layer: This layer applies a linear transformation, mapping the extracted
features back to the original input dimension. Mathematically, the transformation
follows this formula:

y = W · x + b

Where:

• x is the input vector;

• W is a weight matrix;

• b is a bias vector.

The dense layer thus learns which combinations of the computed artificial features
provide the most insight into the data. This helps the model discard irrelevant
details while keeping the essential information.

4. Concatenation Layer: As observed in this work, the model performs best when the
extracted features are used for classification in conjunction with the original fea-
tures from the training dataset. This layer thus concatenates the two sets of fea-
tures of size X (one from the original dataset and one from the dense layer) to-
gether into a vector of size 2X for each training instance. The model then passes
these features onto the next layer.

5. XGBoost: For the final classification, XGBoost has proved itself to be more fitting
than a simple loss-based classification. By integrating the above deep feature ex-
tractor with XGBoost, the architecture capitalizes on the advantages of both meth-
ods: the random mixing layer provides a robust mechanism for extracting data
patterns, while the BA offers strong efficiency and improved generalization on
tabular data.
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The structure of this architecture is portrayed in Figure 3.

Inputs
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Figure 3: Version 39 Architecture

This architecture outperformed the deep convolution-based network in almost every
single metric, with a small exception in form of MAP for the KDD-99 dataset, where the
latter had slightly better performance. This shows, just as assumed initially, that feature
extraction in structured data should not be limited to neighboring values, and should
instead leverage the hidden correlations between non-neighboring features.

As a result, the version 39 architecture is the one produced in this work as the better
of the two.

This final architecture’s performance still needed to be compared to the most com-
mon approaches used in contemporary applications on the same metrics as used
throughout this thesis. The goal was to cover a broad spectrum of different methods.
Ultimately, three models were chosen for comparison: a LCS, an out-of-the-box NN,
and XGBoost itself (without the preliminary feature extraction).

The principles of the first model, the LCS, were already explained in subsection 2.1.
The model used for comparison with the developed NN architecture was trained using
the scikit-elcs Python library created by Zhang et al. in version 1.2.4 [ZU20]. The
performance of said model can be observed in Table 44.

The next model to be compared to the developed NN architecture was decided to
be a readily available open-source NN-based framework. The decision was to choose
TabNet as the benchmark for this type of model [AP21]. Unlike traditional NN models,
which usually rely on fully connected layers (as is the case for the architectures devel-
oped in this work), TabNet uses an attention mechanism to selectively focus on relevant
features for each decision. Furthermore, TabNet applies the concept of self-supervised
learning to tabular data. This should, in theory, allow it to achieve good performance
with a smaller amount of labeled data, which is precisely the use-case considered in the
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F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.8163 0.5102 0.7433 0.8451 0.7780 0.2885 0.2866 0.2768 0.5681
Covertype 0.6722 0.4706 0.6652 0.6833 0.6600 0.4571 0.3532 0.3594 0.5401
KDD-99 0.9888 0.8760 0.9864 0.9898 0.9875 0.2967 0.2182 0.2357 0.6974
Darknet 0.9451 0.8045 0.9440 0.9500 0.9390 0.6752 0.4195 0.4494 0.7658
Overall 0.6429

Table 44: Performance Metrics for eLCS

scope of this work: classes (i.e. labels) that occur less often in the dataset would still be
represented in the model during decision-making. Table 45 provides the performance
metrics for TabNet on the four datasets considered in this work.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9971 0.9924 0.9969 0.9973 0.9968 0.7532 0.6416 0.6690 0.8805
Covertype 0.8593 0.7743 0.8606 0.8603 0.8587 0.8206 0.7323 0.7650 0.8164
KDD-99 0.9969 0.9665 0.9968 0.9971 0.9966 0.4139 0.3901 0.3929 0.7689
Darknet 0.9969 0.9886 0.9969 0.9969 0.9969 0.9551 0.9525 0.9531 0.9796
Overall 0.8613

Table 45: Performance Metrics for TabNet

Finally, it was deemed necessary to compare the quality of the baseline XGBoost
model trained without the preliminary feature generation steps. Just as during devel-
opment of the NN architecture in section 4, this model was created with help of the
xgboost Python library in version 2.1.2 [CG16]. For the sake of complete fairness, all
hyperparameters were set to be the same as in the XGBoost code section of the devel-
oped NN architecture. Table 46 shows the performance of the baseline XGBoost model
applied on the original datasets as preprocessed in section 3 without any newly gener-
ated features.

F2 MCC WAP WAR WAF1 MAP MAR MAF1 Avg.
Shuttle 0.9997 0.9993 0.9997 0.9997 0.9997 0.9997 0.9243 0.9501 0.9840
Covertype 0.8692 0.7895 0.8697 0.8696 0.8690 0.8839 0.8319 0.8539 0.8546
KDD-99 0.9998 0.9980 0.9998 0.9998 0.9998 0.8090 0.7351 0.7628 0.9130
Darknet 0.9997 0.9991 0.9997 0.9997 0.9997 0.9948 0.9890 0.9918 0.9967
Overall 0.9371

Table 46: Performance Metrics for XGBoost

As can be observed from the averages over all metrics and all datasets for each of
the three benchmark models and for the developed final NN architecture, the latter
model does indeed possess a better general performance than any of the other methods
evaluated in this section.
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Figure 4: Comparison of Models Across Datasets and Performance Metrics
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For easier comparison, it was decided to plot all of the calculated performance met-
rics using a bar chart in Figure 4. This would allow readers to intuitively and visually
compare the quality of each approach as measured by each separate metric, and to de-
termine if one of the benchmark approaches was indeed better than the one developed
in this work when applied on a particular dataset. Additionally, readers can refer to
Figure 11 for a comparison of the four different approaches using radar plots.

Both of these graphs openly demonstrate considerable performance differences be-
tween the different models. Furthermore, they clearly show the scale of performance
improvement that the NN architecture developed in this work promises on imbalanced
datasets. One of the strengths of the model lies therefore in its ability to maintain con-
sistently high performance across multiple datasets.

The difference between the proposed architecture and the 3 other benchmark mod-
els, as well as the quality of the different architectural elements, will be further discussed
in the next section.
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6 Discussion

The original goal of this thesis was the following:

To build a universal open-source NN architecture that can be efficiently applied to
a variety of imbalanced structured datasets, regardless of the dataset’s distribution,
origin, and real-life application.

The developed approach would have thus had to generalize across different datasets
while maintaining strong robustness and efficiency without the need for extensive man-
ual adjustments and hyperparameter optimization to achieve an unfair advantage over
other, similarly unoptimized comparison models.

Through iterative architectural improvements, this goal was successfully achieved
and culminated in the selection of architecture version 39 as the optimal solution,
whose layer structure can be observed in Figure 3. This architecture was iteratively re-
fined based on extensive benchmarking of different model versions, each tested across
four distinct imbalanced datasets: KDD-99, CIC-Darknet2020, Covertype, and Shuttle.
These datasets were selected to ensure that the model’s effectiveness could be demon-
strated across different domains, including cybersecurity, environmental classification,
and aerospace diagnostics.

The developed NN architecture demonstrated consistently high performance across
all benchmark datasets. The model was able to achieve high classification accuracy
while maintaining good precision and recall scores across all classes, including the mi-
nority classes, and performed better than both the LCS and the TabNet benchmark mod-
els in all metrics on all datasets.

However, it is important to note that the architecture was not the most optimal in
every single case.

A pure XGBoost algorithm, without the preliminary feature generation via NNs,
outperformed the proposed architecture in certain metrics. Specifically, XGBoost
achieved slightly better results in the following cases:

• For the Shuttle dataset, XGBoost outperformed the proposed architecture in the
following metrics:

– MAP (by 0.01% in absolute terms).

• For the Darknet dataset, XGBoost outperformed the proposed architecture in all
eight observed performance metrics by the following measures:

– MCC (by 0.03% in absolute terms).

These outlined differences, however, arguably lay within margin of error. In all
other metrics, the proposed architecture decisively outperformed all other other meth-
ods. This indicates that the creation of additional spatially independent features in-
deed helped leverage the strengths of XGBoost’s boosting approach and better recog-
nize what differentiated the minority classes of the tested datasets from the respective
majority classes.
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The proposed architecture thus boasts impressive classification quality. When com-
puting the average over all metrics and all datasets, the proposed architecture outper-
forms the others by the following margins:

• LCS gets outperformed by 31.36% in absolute terms;

• TabNet gets outperformed by 9.52% in absolute terms;

• XGBoost gets outperformed by 1.94% in absolute terms.

The advantage over LCS can be explained by LCS’ general failure to properly weight
those rules that classify the data point as belonging to a certain minority class. Due to
the nature of imbalanced datasets, the rule-set of any given LCS would be exceedingly
dominated by rules classifying points into the majority class, ultimately leading to false
decisions as the minority-classifying rules get outvoted by the former.

The main difference between the proposed architecture and TabNet consists in the
latter’s usage of attentive transformers (which take the processed feature representa-
tions from the feature transformer and apply a sparse attention mechanism) and the
former’s usage of gradient boosting to classify the learned feature values. This find-
ing was all the more interesting when one considers the main use-case of transformers,
which is to leverage global context in decision-making: one would naturally assume
that this would prove beneficial for structured tabular datasets where correlations be-
tween different features don’t always occur only between neighboring columns. In-
deed, the performance of TabNet seems to be greater than that of the simple 5-layered
Convolutional Neural Network (CNN) developed in version 31, as can be observed in
Figure 5. However, the utilization of XGBoost and random mixing in the proposed ar-
chitecture provided a noticeable boost to the architecture’s performance. The improved
classification quality is also in line with contemporary research, as scientific findings
have already shown in the past that XGBoost tends to outperform most deep learning
models, including TabNet [Fay+22]. Its utilization for final classification in the pro-
posed architecture thus seemed to leverage the inherent advantages gradient boosting
has over conventional NN models.

Notably, the proposed architecture also outperformed a version of XGBoost that did
not use deep learning ensemble methods. This is also in line with research done over
the previous years, which, too, showed ensemble models to perform better than "pure"
BAs [Fay+22]. This can be explained very simply: the random feature generation layer
developed in this work creates novel machine-interpretable features which, in conjunc-
tion with the original features of any given data point, provide XGBoost with far more
data to make a well-founded classification decision.

As can be seen, the effectiveness of the proposed NN architecture was achieved by
leveraging a number of design choices and enhancements tailored for imbalanced classi-
fication. These design choices did not come out of nowhere, but were instead the result
of extensive iterative improvement over more than three dozen different architecture
versions.
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Figure 5: Average of All Metrics Across Architecture Versions for All Datasets

To observe the effect on performance of each given change, it was insufficient to
evaluate all 32 different performance metrics (8 metrics for each of the 4 datasets) in-
dependently, as the amount of metrics would be prohibitively complex to make a well-
founded conclusion. Instead, as mentioned previously, the performance was measured
using an unweighted average of all 32 metrics: each of the different metrics was ar-
guably as important as all others, highlighting different areas in which the particular
architecture may excel. This provided a general singular metric, which was in line with
the stated goal of building a universal NN architecture that can be efficiently applied
to a variety of different use-cases. A visual representation of the development of this
general metric over the 39 different architecture versions (compared also to the average
over all metrics for eLCS, TabNet, and XGBoost) can be seen in Figure 5.

During the training process, multiple batch sizes were evaluated to determine their
impact on model performance and training efficiency. The tested sizes were:

• 32;

• 256;

• BGD (i.e. the entire dataset);

• 1% of the dataset;

• 5% of the dataset.

A batch size of 32 provided a good classification quality. BGD led to substantial
performance degradation: this is likely due to the reduced stochasticity in gradient up-
dates. A dynamic batch size approach was investigated, wherein the batch size was
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set to 1% (and in another iteration to 5%) of the total dataset. This method allowed for
automatic batch size adjustments based on dataset size, thereby maintaining a balance
between computational efficiency and generalization.

It was concluded that, while smaller batch sizes generally improve model general-
ization, a dataset-dependent dynamic batch size can offer superior flexibility and effi-
ciency, particularly in scenarios where computational resources and training time are
constrained. The dynamic batch size of 1% was thus ultimately selected as the optimal
choice.

In addition, multiple resampling algorithms were evaluated as a method of address-
ing the class imbalance present in the benchmark datasets:

• SMOTE;

• BorderlineSMOTE;

• SMOTE-NC;

• KMeansSMOTE;

• SVMSMOTE;

• ADASYN.

While such resampling techniques remain useful in some scenarios, their application
in this study was found to be suboptimal.

SMOTE-NC was discarded due to the nature of the datasets: all of them already had
their categorical features converted using one-hot encoding, which made the algorithm
obsolete in its main selling point. ADASYN, SVMSMOTE, and KMeansSMOTE were
discarded only after attempting to resample the datasets: all three could not properly
create synthetic samples for minority classes in at least one of the four datasets repre-
sented in this work.

A likely key reason for the limited success of the two resampling methods that could
successfully resample the datasets (SMOTE and BorderlineSMOTE) was the introduc-
tion of artificial patterns into the training data. The generated synthetic samples, while
possibly statistically similar to real data points, may not have aligned with the natural
feature distribution of the concerned minority classes. The newly generated samples
thus risked distorting the decision boundary rather than improving classification per-
formance. Furthermore, the presence of such artifacts may have caused the model to
learn redundant or misleading features, thereby reducing its ability to generalize effec-
tively to unseen data. This conclusion is strengthened by the difference in performance
between architecture versions 7 up to 11: the best performance could be achieved when
the upscaling of minority classes was limited to a factor of 5000, which allowed both
for an increased visibility of minority classes and a minimal risk of artifact occurrence.
The distribution of the four datasets rebalanced under this paradigm can be observed
in Figure 7.

Several loss functions were tested as a substitute for resampling algorithms:
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• Categorical cross-entropy (weighted and unweighted): while effective in standard
multi-class classification tasks, it had considerable limitations when applied to
imbalanced datasets in pure NN models. The unweighted version disproportion-
ately concerned itself with the majority class, leading to poor classification of mi-
nority class instances. The weighted version provided some improvements by
assigning higher loss values to minority class samples–however, it failed to suffi-
ciently mitigate the imbalance, which led to suboptimal performance.

• FL: it emerged as the most effective loss function among those tested when ap-
plied to pure NN models. By applying an adaptive scaling factor to down-weight
easy examples and focus more on difficult-to-classify instances, it improved the
model’s ability to learn from underrepresented classes.

It should be noted that while FL proved beneficial for neural networks, its appli-
cation to XGBoost was not as effective. XGBoost’s tree-based structure relies on
decision boundaries rather than backpropagation-based learning, meaning that
the advantages of FL in improving gradient updates were not directly transfer-
able. Consequently, traditional loss functions such as multiclass logarithmic loss
or weighted cross-entropy remained more suitable for XGBoost. This further high-
lights the importance of model-specific loss function selection.

• HAFL: The implementation used in this work did not yield the expected benefits
as promised in earlier works [Jia+23]. It was unfortunate that the original authors
provided no original implementation of the function: the attempt at implementing
HAFL undertaken within the framework of this thesis introduced noticeable chal-
lenges. These issues limited its practical usability in this study, which ultimately
led to a discarding of HAFL as a potential aid during training.

Two activation functions were evaluated:

• ReLU: initially used in earlier architecture versions, it was ultimately discarded
due to lower performance and also due to a phenomenon known as the "dying
ReLU" problem: ReLU outputs zero for all negative inputs, leading to neurons
that never activate during training [He+15], which can be a likely reason for its
middling performance in some cases.

• GELU: models utilizing GELU exhibited slightly improved performance. In ear-
lier research, GELU was found to facilitate better generalization by preserving
more gradient information in deeper layers [Lee23]. Despite the increased com-
putational complexity due to having to calculate exponential functions, GELU’s
superior performance proved it (in this research as well as in other [KGS22]) to
perform better than the alternative.

Despite that, the final architecture used neither of the activation functions, relying
instead on XGBoost for weighting the computed features.
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The impact of validation on model performance was also examined during training.
It was observed that incorporating a validation split often led to adverse effects on

classification quality, particularly for minority classes.
One of the key challenges introduced by validation splitting was the reduction in the

amount of training data available to the model. Given the already highly imbalanced
nature of the datasets, removing even a small percentage of data from the training set
further limited the number of available minority class samples. This likely led to weaker
decision boundaries and caused the model to be biased even further toward the majority
class. Additionally, large fluctuations in validation loss were observed across different
training iterations on the same architecture. In highly imbalanced datasets such as here,
the validation loss may not always provide a reliable signal of overfitting: models can
struggle to generalize to minority classes in the validation set, leading to early stopping
before the model fully learns these patterns.

K-fold validation splitting, though promising initially, provided no noticeable benefits,
instead only increasing the training times. Stratified validation splitting, as shown by
evaluations of architecture versions 15 and 16, led to no improvement of classification
quality as well.

An alternative approach was tested in which validation splitting was entirely omit-
ted: training was conducted directly on the full training set (with the early stopping
criterion now tracking the loss on the training set), with the independent test set be-
ing used for final evaluation. This adjustment led to several notable improvements.
Classification performance remained comparable, and in certain cases, models trained
without validation exhibited better generalization on the test set, particularly for un-
derrepresented classes. The model may also train slightly longer for this one iteration
thanks to having access to more information, potentially improving its ability to han-
dle unseen data. Class weights or loss functions (e.g., weighted cross-entropy or FL)
also become more effective when the training data is larger and better represents the
minority classes.

It was thus concluded that, while validation splitting may be often considered ben-
eficial for improving model performance, its impact in the context of highly imbal-
anced datasets may not always be positive. The loss of valuable minority class data
outweighed the advantages of monitoring validation loss, making the decision to skip
validation splitting a viable strategy for improving both efficiency and classification
quality.

One of the other key aspects investigated in this study was the impact of different
architectural and layer configurations on classification performance. Several structural
variations of the proposed NN feature extractor were evaluated to determine the most
effective design for handling multi-class classification in imbalanced datasets.

Some architecture versions (beginning with version 28 and ending with version 38)
sought to optimize the depth and structural composition of the network. These utilized
standard spatial convolutions, which used sliding windows moving across the dataset
and applied certain filters on neighboring sets of feature values.

Initially, a dynamically determined architecture was explored in version 28, wherein
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the number of layers was adjusted based on the complexity of the dataset. While this
approach demonstrated some promise in tailoring the model to different datasets, the
added computational complexity on wider datasets (i.e. those with larger input vectors)
necessitated exploring other configurations.

Two fixed-depth architectures were then assessed: one with 4 layers (version 30) and
another with 5 layers (version 31). It was observed that the 5-layer architecture consis-
tently outperformed the 4-layer variant across all evaluation metrics. The presence of an
extra layer likely allowed for better generalization to minority classes and contributed
to increased non-linearity in the model, which aided in capturing complex relationships
within the data: convolutional layers, unlike transformers, tend to better capture spatial
relationships between neighboring features, so it was natural that an increased number
of layers would allow for capturing a wider range of features in one output value.

It was further noted that the superior performance of the 5-layer architecture did not
come at the cost of excessive overfitting, despite omitting certain regularization tech-
niques like dropout. While an approach less fit for structured datasets than the final
concept outlined below, this architecture proved to have comparably good performance
if properly optimized.

The best-performing architecture, however, did away with deep convolutional net-
works completely, opting instead for a singular kind of layer that was coined in this
work as a "random mixing layer". This layer took random selections of the original
datasets’ features, making sure to make enough draws such that each feature had a
99.9% likelihood of being drawn by the feature generator at least once. A primary con-
tributing factor to the underperformance of this layer’s earlier iterations was the insuf-
ficient number of filters, which failed to adequately capture the complex feature rela-
tionships present in structured datasets, as well as other performance issues connected
to its earlier implementations.

Through careful and lengthy optimization, it was possible to create a well-
performing version of this layer that provided no runtime drawbacks in comparison
to default Tensorflow implementations of convolutional layers. Furthermore, since
this random mixing layer didn’t depend on spatial relationships like convolutional lay-
ers, the model was able to learn more relationships between non-neighboring features,
which is especially useful when processing structured (tabular) data where interdepen-
dencies are often hidden.

A key feature of the proposed model was also the integration of gradient boosting,
represented here by XGBoost alongside the multi-class logarithmic loss evaluation met-
ric after the feature generation and concatenation steps. By incorporating XGBoost as
a supplementary learning mechanism, the model was able to mitigate biases that typi-
cally arise in class-imbalanced settings.

XGBoost contributed significantly to classification performance by addressing class
imbalance through its iterative learning process. Unlike conventional NN training,
which may struggle to adaptively adjust its focus toward underrepresented classes, XG-
Boost automatically reweights misclassified instances, thereby increasing attention on
minority-class examples. This ensured that rare categories were not overshadowed by

69



6 Discussion

dominant classes during optimization.
Additionally, the concatenation of features before applying XGBoost played a cru-

cial role in refining classification quality. The feature extraction process within NNs
inherently generates increasingly complex and abstract representations, which in this
work were subsequently combined with raw original features before being passed into
XGBoost. This hybrid approach capitalized on both feature learning (deep as in version
34 and stochastic as in version 39) and on gradient-boosted decision trees, allowing the
model to maintain a high degree of flexibility when distinguishing between difficult
class instances.

Experimental results indicated that this integration led to measurable improvements
in classification performance.

The trade-off between computational cost and classification performance must be
carefully considered, particularly in the context of large-scale datasets. Training the
feature-generating NN in architecture version 34 proved to be a time-intensive process,
often requiring several hours for large datasets. In contrast, training the entire model
from architecture version 39 took less than 2 hours for the KDD-99 dataset, and training
a pure XGBoost model took, on average, only a few minutes.

This discrepancy is primarily attributed to the complexity of deep learning train-
ing, which involves iterative backpropagation, weight updates, and regularization tech-
niques. In contrast, pure XGBoost, despite employing an ensemble of decision trees,
leverages gradient boosting with parallelization and optimized memory usage, result-
ing in comparatively faster training times.

This extended training duration raises some practical concerns regarding model de-
ployment in environments where computational efficiency is a priority. While the ben-
efits of feature learning are evident in improved classification performance, the associ-
ated costs in terms of training time and hardware requirements must be acknowledged.

For real-world applications, the decision to utilize the proposed ensemble architec-
ture over XGBoost alone depends on the specific constraints of the problem domain.
If training time and computational resources are limited, XGBoost may serve as a more
practical alternative, offering competitive performance with significantly reduced train-
ing overhead. However, if classification performance–particularly in distinguishing mi-
nority classes–is of primary importance, the added cost of training the random mixing-
based feature extraction NN may be justified.

While the current approach balances classification performance and computational
efficiency, certain optimizations could further enhance both aspects. Potential refine-
ments may include adjustments to the training process and modifications to the net-
work structure. These possibilities, along with directions for future research, will be
discussed in detail in the following chapter.

As also discussed in earlier sections and reiterated in the introduction, a major lim-
itation of contemporary research is the frequent lack of publicly available implementa-
tions, which restricts the ability of others to validate findings and build upon existing
work [Bak16] [HWS20]. With this motivation, all code used for building, training, and
testing the models on the given datasets, as well as the datasets themselves and the
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code used to preprocess them (as described in section 3), is available in a Zenodo repos-
itory under the DOI 10.5281/zenodo.15029115. This ensures that all experimental
results presented in this study can be fully reproduced and independently verified.

By making the entire experimental pipeline openly accessible, this study also aligns
with best practices in scientific research, contributing to transparency and facilitating
further advancements in the field of multi-class classification on imbalanced datasets.
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7 Limitations and Future Work

Despite the progress achieved in developing and benchmarking a general NN architec-
ture for multi-class classification on imbalanced datasets, several limitations have been
encountered throughout this study. Constraints related to computational resources and
time have restricted the scope of experimentation, preventing the evaluation of addi-
tional architectural variations and optimization techniques.

While multiple architectures have been tested across various datasets, it was not
feasible to exhaustively explore all potential modifications, such as alternative activa-
tion functions, loss functions, and ensemble strategies. Furthermore, due to hardware
limitations, certain models that may have provided valuable insights could not be in-
cluded in the benchmark, particularly those requiring extensive computational power,
large amounts of RAM, or longer training times (see earlier attempts at using lower
batch sizes and the lack of hyperparameter optimization). These constraints highlight
opportunities for future research, where more diverse configurations and larger-scale
experiments can be conducted, ideally on better and more high-performing hardware.

A big number of potential improvement areas can thus be expanded upon in future
research, some of which will be listed below.

• Subsequent research could further fine-tune the neural network architecture
used for feature extraction, as additional modifications may yield improvements
in classification performance.

One possible approach involves adding extra layers to assess whether deeper ar-
chitectures of random mixing layers enhance feature learning and lead to more
accurate predictions, particularly for minority classes. While deeper networks
have the potential to capture more complex representations, their benefits must
be weighed against the risk of increased computational demands and feature
dropout.

• Future work could also focus on more extensive hyperparameter optimization for
XGBoost, as the current study primarily evaluated models using multiclass cross-
entropy loss and FL, with the former proving to be the more effective evaluation
metric. While these loss functions performed well on their own, additional eval-
uation metrics (such as Area Under the Receiver-Operating-Characteristic (ROC)
Curve (AUC) or Area Under the Precision-Recall Curve (AUC-PR)) could be ex-
plored to optimize classification balance in imbalanced datasets.

Other key hyperparameters, such as tree depth and step size shrinkage, were not
exhaustively tuned beyond their default values of 6 and 0,3 respectively. Future
studies could evaluate different values of these hyperparameters and others to
fine-tune them and assess their impact on classification performance in imbal-
anced datasets.

• A potentially more effective approach for future research involves using
transformer-based architectures (like those appearing in TabNet). While the
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used feature generation layers (both spatial and random) offer certain advantages,
transformers possess comparable and often even better performance as per earlier
research [Zho+21]. Their ability to model long-range dependencies and dynam-
ically weigh feature importance could address some of the challenges faced in
learning from imbalanced datasets: transformers leverage self-attention mecha-
nisms to capture correlations and relationships across all input features, making
them highly adaptable to varying data distributions, much like BAs. Due to the
constraints of this study, which focused on adapting NNs onto structured tabular
data, transformer models were not integrated into the proposed architecture. It
remains to be examined whether the latter’s ability to focus on minority class pat-
terns could improve classification performance beyond what was achieved in this
study. Additionally, transformers’ computational efficiency and scalability should
be evaluated, as it may influence viability for real-world applications with limited
resources and hardware constraints comparable to those observed in this work.

• A yet unexplored direction for improvement involves experimenting with differ-
ent normalization techniques, such as group normalization or batch normaliza-
tion.

Batch normalization, for instance, normalizes activations across mini-batches, in-
troducing a regularizing effect that can accelerate training and mitigate internal
covariate shift.

Group normalization, which divides feature channels into smaller groups before
applying normalization, offers a compromise between batch and instance normal-
ization, but may be less effective for large batch sizes where the impact on variance
stabilization is reduced.

Layer normalization, in contrast, operates independently for each training exam-
ple by normalizing across all features within a layer. Since layer normalization
was used in some intermediate parts of this study due to its independence from
batch size, future research could explore whether these alternative normalization
strategies lead to improved generalization, particularly when applied to imbal-
anced datasets with varying feature distributions.

• An important aspect that could be refined in future work (ideally conducted on
better hardware) is the selection of smaller batch sizes. While the batch size
strategy employed in this study was chosen to balance computational efficiency
and classification performance, the varying sizes of mini-batches across different
datasets may have introduced inconsistencies in optimization dynamics. Smaller
batch sizes could help improve generalization by introducing additional stochas-
ticity during training, potentially preventing the model from converging to sharp
minima that may not generalize well to unseen data.

However, smaller batches also come with trade-offs, such as increased training
time and greater sensitivity to hyperparameter tuning, which may prove to be
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problematic in real-life applications. Future research could also evaluate the im-
pact of different batch size strategies on classification performance if a more effi-
cient model architecture is developed.

• Finally, future research could also explore hybrid approaches to improve training
efficiency and optimize computational resource usage.

One potential strategy involves pre-training the neural network on smaller sub-
sets of data before fine-tuning it on the full dataset, which could accelerate con-
vergence and reduce the risk of overfitting, particularly in cases where data im-
balance is severe.

Additionally, transfer learning could be leveraged to initialize the model with pre-
trained weights from a related task, potentially improving feature extraction with-
out requiring extensive training from scratch.

Such techniques could be particularly valuable in scenarios where computational
resources are limited, as they allow deep-learning-based feature extraction models
to become more computationally efficient while maintaining strong classification
performance. Future work could also investigate the extent to which these opti-
mizations can be applied to e.g. transformer-based architectures and how they
can impact both training time and classification accuracy.

This study provides a foundation for future research by making both the code and
datasets used in this thesis openly available. Researchers interested in building upon
this work can access these resources under the DOI 10.5281/zenodo.15029115. By
fostering reproducibility and collaboration, this work aims to contribute to ongoing ad-
vancements in the field of deep learning for structured data, ensuring that future studies
can build upon these findings to develop more efficient and effective solutions.
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Appendices

Figure 6: Training Dataset Label Distributions (Original)
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Figure 7: Training Dataset Label Distributions (BorderlineSMOTE)
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Figure 8: Test Dataset Label Distributions
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Shuttle Covertype KDD-99 Darknet

Version 1 5 5 5 5
Version 2 5 5 5 5
Version 3 5 5 5 5
Version 4 5 5 5 5
Version 5 5 5 5 5
Version 6 5 5 5 5
Version 7 5 5 5 5
Version 8 5 5 5 5
Version 9 5 5 5 5
Version 10 5 5 5 5
Version 11 5 5 5 5
Version 12 5 5 5 5
Version 13 5 5 5 5
Version 14 5 5 5 5
Version 15 5 5 5 5
Version 16 5 5 5 5
Version 17 5 5 5 5
Version 18 5 5 5 5
Version 19 5 5 5 5
Version 20 5 5 5 5
Version 21 5 5 5 5
Version 22 10 10 10 10
Version 23 5 5 5 5
Version 24 10 10 10 10
Version 25 5 5 5 5
Version 26 10 10 10 10
Version 27 5 5 5 5
Version 28 10 5 2 5
Version 29 10 10 2 10
Version 30 50 10 2 9
Version 31 50 10 3 9
Version 32 50 4 3 5
Version 33 50 23 8 31
Version 34 50 27 7 31
Version 35 50 8 3 15
Version 36 50 14 2 12
Version 37 50 24 4 19
Version 38 50 33 3 18
Version 39 50 20 8 20

Table 47: Amount of Runs per Dataset & per Architecture Version
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Figure 9: Performance Metric Values for Each Architecture Version (w. Comparison)
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Figure 10: Average of 8 Metrics Across Architecture Versions for Each Dataset
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Figure 11: Model Comparison Using Radar Plots
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