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Early Warning - Classical Approach

m Goal
m \Warn as early as possible
B Properties

m Usually based on sensor data
= easily collectible
= sometimes difficult to interpret

m Often based on incomplete information / facts

Slide 3 / OSINT in EW - Jan 27, 2010 - Hamburg
© 2008-2010 by PRESENSE Technologies GmbH



Example: Sensor data

Tue Mov 18 16:20:00 2008 - Tue Nov 25 16:20:00 2008 - TCP unique SRC IPs of 24h

208 k
126
166

146

120

log

=10]

[=10]

TCP unique SRC IPs of 24h

40

20

Wed Thu Fri Sat Sun Mon Tue

Top 10 Ports
WIF 445 @A IF 4662 O IF 132 MWIFP B85 MWIF 5773 OIF 80 MWIP 20043 MW IP 4663 M IP 15450 @ IFP 135
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Example: Sensor data (cont'd)

Tue Mov 18 16:25:00 2008 - Tue Nov 25 16:25:00 2008 - Metadata

Se+04

- A L N

Se+03

2e+03

le+03

Metadata

Te+02
Se+02

Tue Nov 18 16:30:00 2008 - Tue Nov 25 16:30:00 2008 - unique src IPs

2e+02

Wed Thu F

Legend
O DST IPs W SRC IPs

unique src IPs

Top 10 Countries
WX O AR O™ B ES B US OC B CO WM IT B DE B EBR
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Example: Interpretation

B What caused the peak?

&
&
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EW - Classical Approach - Revisited

m Goal
m \Warn as early as possible
B Properties

m Usually based on sensor data
= easily collectible
= sometimes difficult to interpret

m Often based on incomplete information / facts
B Missing information / context
B How can context be supplied?

m Deeper analysis of events

m Open Source Information
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Conficker: Sensor data (l)

Tue Mov 18 16:20:00 2008 - Tue Nov 25 16:20:00 2008 - TCP unique SRC IPs of 24h

208 k
126
166

146

120

log

=10]

[=10]

TCP unique SRC IPs of 24h

40
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Wed Thu Fri Sat Sun Mon Tue

Top 10 Ports
WIF 445 @A IF 4662 O IF 132 MWIFP B85 MWIF 5773 OIF 80 MWIP 20043 MW IP 4663 M IP 15450 @ IFP 135
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Conficker: Sensor data (1)

Tue Mov 18 16:25:00 2008 - Tue Nov 25 16:25:00 2008 - Metadata

Se+04

- (AR AL

Se+03

2e+03

le+03

Metadata

Te+02
Se+02

Tue Nov 18 16:30:00 2008 - Tue Nov 25 16:30:00 2008 - unique src IPs

2e+02

Wed Thu F

Legend
O DST IPs W SRC IPs

unique src IPs

Top 10 Countries
WX O AR O™ B ES B US OC B CO WM IT B DE B EBR
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Conficker: Sensor data (Ill)

21.11.08 04:00 - 05:00 (proto-tcp, dst port 445, single scans)

events per 33’
+500

(log scalé) i nu_\‘d“m]Ml Ll 1 |

|Ij ¥
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Conficker: Sensor data (Ill)

21.11.08 05:00 - 06:00 (proto-tcp, dst port 445, single scans)

events per 33’
500

—— T ..I..|.||iM| Loyl
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Conficker: Sensor data (Ill)

21.11.08 06:00 - 07:00 (proto-tcp, dst port 445, single scans)

events per 33
+500

(log scale) i |II | MM‘_“‘I III

A T P T ||L|UM‘ L |
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Conficker: Sensor data (Ill)

27.02.09 11:00 - 12:00 (proto-tcp, dst port 445, single scans)
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Conficker: Timeline (after the fact)

Microsoft offers $250,000 reward for identifying Conficker

sy WormiWinG2/Coricker D) payioad actvaton cats

SR releasas P2P scanner for .G variant

Bugin MDQ implementation announced on erypto list

Worm:Win32/Conficker.E relaased
Worm:Win32/Confickar.C released pr 8, 2009

Worm:Win32/Conficker.B released Wurm:'MnHGonﬁcker.D I

Simple Conficker Scanner V2 released

Worm:Wind2/ConfickerA initial release
21,2008 SRI Conficker .C analysis released W32.Downadup.E i

Worm:WinSMonﬁcker.[BlG} payload activation date SHI Cunﬂ;ker analysis published (initial release) : Honeynat Conficker KYE {rev 2) released

| | | | 5 : i | |
Dac 2, 2008 Dec 16, 2008 Dec 30, 2008 Jan 13, 2009 Jan 27, 2009 Fab 10, 2009 Feb 24, 2009 Mar 10, 2009 Mar 24, 2009 Apr 1, 2009 Apr21, 2009 May 52009

At
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Conficker: Deeper Analysis (1)

H Analysis of Argos data

File Edit Wiew Go Capture Analyze Statistics Help

Bl @Ee o @EB3xg & 6 e S I -
[glﬁiltert ||'ip.addr == 196.51.581.86 L]I‘lﬁxpression ”%Leeren”JAnyendenl

Mo, - Time Source Destination Frotocol Info

2088-11-26 g i . 859898 198,51.61.86 i Sl Win=65535 Len=8

2008- ca1: 19, s6992 4 (i P 156,51, 61,86  sHE Negotiate Protocol Response
2008-11-26 g g .15522% 198,51 .61.86 Session Setup AndX Request, User: anonymo
2008-11-26 g g .1964768 196.51.61. 86 § Session Setup AndX Response

17900 2008-11-26 13: ¢ . 851944 198.51.61.86 1691 > 445 [ACK] 138 Ack=227 Win=e5310 Len=@
17981 2008-11-26 13: 5 .B70387 190.51.61.86 3

17962 2008-11-26 13: g .886177 198.51.61.86 MNegotiate Protocol Request

17903 2008-11-26 13: 8 .BEETOE l9@.5i i1.86 MNegotiate Protocol Response

17904 2008-11-26 13:41:21,276643 190.51.61.86 Session Setup AndX Request, NTLMSSP_NEGOTIATE

17985 2088-11-26 13:41:21.278385 190,51 .61 .86 Session Setup AndX Response, NTLMSSP_CHALLENGE, Error: STATUS_MOR
179606 2008-11-26 13:41:21.679293 51 Gl.86 _ Session Setup AndX Request, NTLMSSP AUTH, User: \

179607 2008-11-26 13: g L 683171 196.51.61. 86 Session Setup AndX Response

17989 2008-11-26 13:41:22,274448 196.51 .61 .86 m Tree Connect AndX Request, Patn: \ (N5
190.51 .61 . 86

17910 2008-11-26 13:41:22,275369 Tree Connect Andx Response
17911 2008-11-26 13:41:23,154651 190,51.61.86 [ ] NT Create AndX Request, FID: 8x4866, Path: \srvsvc

Error Code: No Error
P Flags: ox68
P Flags2: oxe8@s8
Process ID High: @
Signature: 08EE0008C00O008G
Reserved: 2086
Tree ID: @
Process 5E4
User ID: @
uow T 1T oL o ET T oo %u SE TE W
648 00 00 86 00 88 90 00 86 608 00 88
aes5e 00 88 66 00 g a8 86 G0c 88 02 d4e 54
@esd 20 4c 4d 20 38 2Ze

Process ID (smb.pid), 2 bytes P: 19395 D: 83 M: O
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Conficker: OSINF (I)

COMPATIBLE PRODUCTS MEWS — JANUARY 15, 2010

ALY fmi

Celebrating 10 Years
HOME = CVE > CVYE-2Z008-4250 {UNDER REU’IEW]
Abogt CVE CVE-ID
Terminology
Documents CVE-2008-4250 Learn more at National Vulnherability Database (NVD)

FAQS (under review) * Severity Rating # Fix Information  Vulnerable Software Versions s SCAP Mappings

About CVE Identifiers P

Obtain a CVE Identifier The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1, Server 20(

Search CVE allows remote attackers to execute arbitrary code via a crafted RPC request that triggers the overflow during path canonicalizat
Search NVD wild by Gimmiv.A in October 20018 sk a "Sarvar Sarvica Viilnarshilitu !
. : Cfwforce.iss.net/xforce
CVE In Use References URL: http: //uforce.iss. net/xforce mfdb /45040 _
CWE Adoption )
CVE-Compatible Mote: References are provided for t tended to be com
Products Status
MNVD for CWE Fix ® BUGTRAQ;: 20081026 Windows RF
Information . vy : . . . 1l
o ® URL:http:Jwww securityfocus.c | Candidate This CVE Identifier has "Cant
S ® BUGTRAQ: 20081027 Windows RF T "
News & Events ° : updated to official "Entry" st
calend ® URL:http: //www.securityfocus.c
dlendar

* MILWORM: 6824 pl-]ﬁqp
® URL:http: //www. milwOrm.com/e: |

Community
CVE Editorial Board * MILWORM: 6841 Assigned (20080925)
Sponsor ® URL:http: /www . milwOrm. com /e %y

Contact Us * MILWORM: 7104 votes
Search the Site o LURL:http: Zfwww. milwOrm.com/e:
* MILWORM: 7132

® URL:http: /Awww. milwdrm.com/e: CO mimen tS

& MTIST httne SShlnae carnritaam e

Free Newsletter
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Conficker: OSINF (Il)

Microsoft TechNet | oing

TechNet Home TechCenters | Downloads | TechMet Program | Subscriptions | Security Bulletins | Archive

~

Search far

| I | Techiet Home > Techhet Security > Bulletins
Go

Mlcrosoft Securlty Bulletin MS08-067 — Critical
arver Service Could Allow Remote Code Execution (958644)

TechMet Security

| Security Bulletin Search |

Library Published: October 23, 2008
Learn

Downloads Version: 1.0

Support

Community

General Information

Executive Summary

This security update resolves a privately reported vulnerability in the Server service. The vulnerability could :
request. On Microsoft Windows 2000, Windows XP, and Windows Server 2003 systems, an attacker could exf
this wvulnerability could be used in the crafting of a wormable exploit. Firewall best practices and standard def
originate outside the enterprise perimeter.

This security update is rated Critical for all supported editions of Microsoft Windows 2000, Windows XP, Wind
and Windows Server 2008, For more information, see the subsection, Affected and Non-Affected Software

The security update addresses the vulnerability by correcting the way that the Server service handles RPC re
Questions (FAQ) subsection for the specific vulnerability entry under the next section, VYulnerability Inform

Recommendation. Microsoft recommends that customers apply the update immediately.
Known Issues. None
+ Top of section

Affected and Non-Affected Software

The following software have been tested to determine which versions or editions are affected. Other version:
the support life cycle for your software version or edition, visit Microsoft Support Lifecyele.

Affected Software

Operating System Maximum Security Impact Aggregat

Microsoft Windows 2000 Service Pacl 4 Remote Code Execution Critical

Slide 17 / OSINT in EW - Jan 27, 2010 - Hamburg
© 2008-2010 by PRESENSE Technologies GmbH




Conficker: OSINF (0)

B Hints even before reservatlon of CVE no.?

ZHMS08-06 74| 13 52
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Definitions

B Information

m Anything relevant to your goals / tasks
H Data

B Measurements

m Machine recordable/processable information
B Sensor data

m Data measured/recorded by sensor(s) (e.g.
NetFlow or IDS)

m Early Warning (System)
m (System to) Warn people not affected, yet

RESE:
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Definitions (cont'd)

B Open Source Information
m Everything that's publicly available (news, ...)
m Explicitly comprises rumors

B Open Source Intelligence
m Collection of openly available information

m Analysis of information — intelligence (i.e.
“understanding”)

B Context

m Information necessary to fully understand sensor
data
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Open Source Information

B OSINF: Helps interpret sensor data
m “Something going on with product A®

> Pay specific attention to sensor data related
product A

B Sensor data: Helps to look for/judge OSINF

m Unexplained sensor data possibly related to
product A

> Look for OS information related to product A
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Open Source Inf.: Different Sources

B Simply use a search engine?
m Not sufficient

B Mailinglists

B RSS / Atom

H Online Forums

B Chat/IRC

B News sites

B Web pages

B Rumors

N ...
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Collecting information

B Partially back to sensor data problem
m Crawlers
m E-Mail
_
B But some things just can't be automated
m “Gut feeling” as input?
m Understanding information ...
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Semantically

B What about duplicates?

® Information is hard to interpret by machines
® What is the information about?

m Information is hard to interpret by machines
H Quality of the information

® Information is hard to interpret by machines

B Quality of the sources
.

B Human knowledge and information is needed!
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Requirements for OSINF processing tool

B Modular

B Workflow support

B Quality assurance

B Internationalization

B Cooperative working environment

H Integration with publication / advisory system
B Aggregation and classification of information
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Workflow

B Managing Open Source Information

normalization

Infarmation
gathering

T

preparation
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Realization (prototype)

. Bac ke n d o w@merceile:~ - Shell - Koensole
Sitzung Bearbeiten Ansicht Lesezeichen Einstellungen Hilfe
§ run-backend.sh

Mo conTig Tile given. Using default walue (etcs/confTig.waml)
. n epen ent theinvisiblething - started
2 new element(s)
theinvisiblething - Tinished
schneier - started
B MOdUIar 5 new element (s)
schneier - Tinished
googlesecurity - started
@ new element(s)
. Scalable googlesecurity - fTinished
securityfocus started

5 new element(s)
secUurityfocus - Tinished

. RUb seclist - started
4 new element(s)

seclist - Tinished

¥xorl - started

10 new element(s)
xorl - fTinished
securiteam - started

4 new element(s)

- f secUuriteam - Tinished
- ree Ings rom milwlrm - started
0 new element(s)
- milwdrm - Tinished
Sisyphus ... e e e
5 new element(s)
metasploit - Tinished
glasblog - started
3 new element(s)
glasblog - Tinished
heisewww - started
15 new element(s)
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Frontend

) OTRS :: Login - Mozilla Firefox

. Based On OTRS 2-4-x Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe
€0 v @0 g [(CTESIERE oo Mmmsesense detsinden. g v [Gv
m Perl, XML

m Decent module system i

®m |[nternationalization ]
m \Neb based

Language: | English (United States) 4

B Key modeling elements san |

-
. T I C ke tS (Request new password)

User. |

m Queues i
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Processing

B Information is presented as tickets

& L ™ ¢ ] S = & & A=

Logout Dashboard Stats ustomer FPreferances Qusuaetiew Phone-Ticket EmailTickat Soarch

[ QueueView: Rated::HIGH ]

Queues: My Queuses (101) - Junk (17) - Rated (101}
HIGH (99) -
Tickets: 1-25 of99 - Page: 12 3 4
Tic ket# Age From/Subject State Locked Queue
&3 &3 &3 R FLE 3y
(| 201001 1342000055 12 days 22 hours kanese@pre-sense.de new unloclk Rated::HIGH
schneier: The Power Law of Ter[..]
(] 201001 134200006 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
schneier: Friday Squid Bloggin[.]
(| 2010011342 73 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
schneier: The Comparative Risk[..]
(] 2010011342000052 12 days 22 hours kanese@pre-sense.de new unlock Rated:HIGH
schneier: 768-bit NMumber Facta[.]
(| 201001 1342000091 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
securityfocus: Brief: MNIST inwv[.]
(] 2010011342000105 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
securityfocus: Brief: Cyberex[.]
(| 2010011342000117F 12 days 22 hours kanese@pre-se nse.de new unloclk Rated::HIGH
securityfocus: News: Malicious[.]
(] 2010011342000135 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
morl: Linux kernel print-fatall. ]
(| 2010011342000144 12 days 22 hours kaness@pre-sense.de new unlock Rated::HIGH
morl: CWVE-2010-0012: Transmiss[..]
(] 2010011342000153 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
morl: CWVE-2009-4593: bftpd Reml[.]
(| 2010011 342000162 12 days 22 hours kanese(@pre-sense.de new unlock Rated::HIGH
schneier: My Second CMM.com Es[.]
(] 2010011342 2171 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
heisewww: Sicherheits-LU pdate f[..]
(| 2010011 342000181 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
heisewww: Open-Source-Proje ktb[..]
(] 2010011342000199 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
heisewww: Sicherheitsrelevant=[. ]
(| 201001 12 days 22 hours kanese@pre-sense.de new unlock Rated::HIGH
heisewww: Support-Zeitrdume fal..]
1 2010011342 12 days 22 hours kanese@pre-sense.de new unlock Rated:HIGH
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Logout Dashboard Stats Customer Preferences CusueView Phone-Ticket EmailTicket Ssarch MNew message () Locked Tickets (O)
[ Zoom Ticket#: 2010012542000738 ] idefenselabs: Adobe Reader and Acrobat JpxDecode Memory Corrl..] [ Age: 3 minutes ]
Back - Lock - History - Print - Priority - Free Fields - Link - Owner - Customer - Note - Merge - Pending - Close Created:01/25/2010 01:53.:06
|==_1. customer jemai-extemsal] kanese@ore-sense. de. idefenselabs: Adobe Reader and Acroby.. | [ 21252010 01:53 State: new
Locked: unlock
From: kane se(@pre-sense.de <§> Priority: 3 normal
To: 053 cotrs@breakout.pre-sense de= Queue: Rated::HIGH
Subject: idefenselabs: Adobe Reader and Acrobat JpxDecode Memory Corruption Vulne rability CustomerlD: 1
Created: 01/25/2010 01:53:06 Accounted 0
Attachment: TicketState yam| ) & Bytes LIRS
Owner: root@localhost (Admin
1. BACKGROUND OTRS)
Adobe Reader and Acrobat are Portable Document Format {(PDF)} reader and processors. For Ratings:

more information, please visit following pages: Topicality: 1
http:/fwuw. adobe . com/products/reader/ http://wWw. adobe . com/products/acrobats II. Credibility: 1
DESCRIPTION

Relevance: 1

Femote expleitation of a memory corruption vulnerability in multiple versions of Adobe Linked:
Systems Inc.'s Reader and Acrobat PDF reader and processor could allew an attacker to Normal: T:2010011 342000448
execute arbitrary code with the privileges of the current user.
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Quality management

B Quality of information
B Quality of sources
B Quality of the entire process
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QM of Information/Sources

H QM of information

m Rating strictly human domain
= topicality
= credibility
= relevance
m Duplicate detection
B QM of sources
m Feedback loop from rating information

B Human intervention possible
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QM of the process

B Workflow parts concerned

Management

/
Qualty assurance \
aY —
Information — | .
gathering Normalization | Processing Publishing
/

Planning / 1
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Rating

B Tickets are pre-rated

{firstname} {lirs

" — z"'_,l b F f
e ¢ 4G @ ‘& & & X
Loqout Dashbosrd tait ustomer Preferance Cusuaview Phone-Ticket EmailTickat Ssarch
[ QueueView: Rated::MEDIUM ]
Y Ll LI - k (10] - Rated (91)

IGH (89) - MEDIUM (2)
Tickets: 1-2 of 2 - Page: 1

Tichet# Age From/Subject State Locked Queue
k& & By e B0
[] [ 2010012542000596 13 minutes kanese@pre-sense.de new unlock Rated:MEDILM
sans: The necessary evils: Pa[.]
[] 2010012542000551 13 minutes kanese{@pre-sense.de new unlock Rated:MEDILM

heisewww: Elektronischer Persol[.]

Ll Bulk Action |

Tickets: 1-2 of 2 - Page: 1

Slide 38 / OSINT in EW - Jan 27, 2010 - Hamburg
© 2008-2010 by PRESENSE Technologies GmbH




Rating (cont'd)

B Manual rating of tickets

m Feedback loop to automatic (source) rating

G‘- ‘ I::J-"I .;' “'*u j “‘; L ‘,:H £ X

Logout Dashboard stats ustomer Prefarance: Cueuetiew Phone-Ticket Email-Ticket Search

[ Change free text of ticket: 2010012542000747 ]
Back

Options

Title: |:mr|: CWVE-2009-4355: OpenS5L zlib_stateful_finishi) Remote Memeory Leak DaS

L |

|T|::n|::nin:::.=tlit'[..r

|Credibility

|F|e levance

|
05 |
|

|Snurce
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Categorizing

B Queues can be customized

But Andy Grimm discovered that mod_php was calling an 550 cleaning routine from cURL
library which was this: wvoid Curl_essl_cleanup(void) { /* Free the 55L error strings */
ERR_free_strings(): /* EVP_cleanup() removes all ciphers and digests from the table. */
EVF_cleanup(); #ifdef HAVE _ENGINE cleanup ENGINE cleanup(); #endif #ifdef

HAVE _CRYPTO _CLEANUP_ALL _EX DATA /* this function was not present in @.9.6h, but was added
sometimes later */ CRYPTO cleanup_all_ex data(); Fendif }

30, in case of "HAVE_CRYPTO_CLEANUP_ALL_EX_DATA® enabled cURL library the previously

mentioned OpenS5L routine will be invoked, OFf course, the above OpenSSL patch fixes this
bug since it removes that function but cURL should also be updated to remove this call:
#endif - -#ifdef HAVE_CRYPTO_CLEANUP_ALL_EX _DATA - /* this function was not present in
@.9.6b, but was added sometimes - later */ - CRYPTO cleanup all ex data(); -#endif }
- - T~ OUPLICATE
Since this is no longer available from OpenSSL. I don't think that this is an important NDT_NDRMAUZED
vulnerability since there are many constraints that have to be met in order to be able to PUBLISH
perform a remote Do5 because of memory consumption., There are obviously easier ways to
perform much more reliable remote DoS. P.S.: Dear reader, my apologies for the delayed HIGH
post but I almost forgot it and since [B]] was having a look at a forensic challenge :F Lo
cshttp:/fcve. mitre org/cgi-bind/cvename. cgi?name=CVE-2809-4355>
[2] =https://issues. rpath.com/browse/RPL-3157> HIGH 3] Move |
[3] shitps://bugzilla, redhat.com/show bug. cgi?id=546707Ec3>
[4] shitps://fissues.rpath.con/secure/attachment/17579/CVE-2009-4355 patche
[5] shitps://bugzilla, redhat.com/show bug. cgi?id=546707Fch>
[6] <http://twitter. com/xorlgrfstatus/7953670328>
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Duplicates

B Simhash

B Manassas’ “shingleprinting” algorithm
m http://wiki.cs.pdx.edu/forge/simhash.html

de: hei Hacker haben

01252010 01:51

kane se@pre-sense . de

O53 <otrs@hbreakout.pre-se nse.de>
heisewww: Hacker haben Spanien im Visier
01/25/2010 01:51:42
TicketState yam! (38 Bytes

Attachment:

Wichtige Ministerien und Behdrden in Spanien sind im vergangenen lahr mindestens 40 Mal
das Ziel von Angriffen professioneller Computer-Hacker geworden. Hinter den Attacken
werden wor allem auslindische Spionagedienste wvermutet, [llberichtete die Madrider Zeditung
E1l Pais am heutigen Sonntag unter Berufung auf den spanischen Geheimdienst Centro Macional
de Inteligencia ([2]CNI).

Ziel der Internet-Spione seien unter anderem der CNI selbst sowie das dazugehérige
Nationale Kryptographische Zentrum (CCN) gewesen. Dieses kimmert sich um die
Verschlisselung vertraulicher Daten der gesamten Staatsverwaltung. Nach Angaben des
Geheimdienstes blieben die Cyber-Attacken jedoch ohne Erfolg.

Bei den Angriffen seien zumeist Trojaner eingesetzt worden. In einigen Fallen habe es
Warnungen anderer Regierungen gegeben. Experten beklagen, Spanien hinke beim Schutz
wichtiger Infrastrukturen vor "Cyber-Spionen” im internationalen Vergleich weit hinterher
tdpal # C[3]anw)

rtajes/Espanasblanco
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<

New messag

[ Age: 13 hours 6 minutes ]
Created:01/25/2010 01:51:42

State: new
Locked: unlock

Priority:
Queue: Junk:DUPLIGATE
(=3 D

Accounted time: 0
Owner: root@ localhost (Admin OTRS)

ngs
Topicality: 1
Credibility: 1

Relevance: 1

Linked:
Normal: T:201001 2542000818

Customer Info:

Firstname: OS3

Lastname: Zulieferer
Username:OS3Backsnd

Ema kanese@pre-sense de

@ en Tickets (127)

L= Answer (1 i

[ er (|

® Phone call

Article:

Print For i Bounce Split

que ue:

DUPLICATE

ove |




Publication

B Single Queue

Hm Hierarchy of queues

B Can be customized (modules)
m E-Mail
m Input for advisory system
_
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Erint Farumrd Brnnca Srlit

MALWARE

MISC

VUILMERABILITY
Junk

DUPLICATE

T U RMADE B Er—
| PUBLISH >

I
HIGH

LOWW
MEDILIM

| HIGH ¢] Move |




Table of Contents

H Introduction / Motivation

B Terms Used / Definitions

B Open Source Information
B Processing Open Source Information
H Prototype

B Conclusion / Outlook
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Conclusions /| Outlook

H Integration of OS information

B Prototypical implementation

B Human interaction necessary

B Source handling difficult
m Generic parser modules difficult
m \Web site changes

m Workflow ,.finetuning®

m Correlation with sensor data

B Generation of profiles
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Thanks ...

... for your attention!

Questions?

Till Dorges, Jurgen Sander
PRESENSE Technologies GmbH

{doerges,sander} @pre-sense.de
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